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Foreword 


It  is  axiomatic  that  the  command  and  control  of  military  forces  is  of 
utnH>si  impi^nancc  to  all  military  operations.  Dozens'  of  books  and  articles 
address  what  professionals  in  the  Held  refer  to  as  "command,  control,  com¬ 
munications.  and  intelligence  (CM)."  But  the  esoteric  perspective  taken  by 
these  publications  is  usually  intended  for  a  professional  audience,  leaving  a 
need  for  a  work  that  places  the  si‘.hjcct  in  the  overall  context  of  operations, 
decisionmaking,  and  planning,  so  that  the  interested  layman  can  understand 
its  vital  and  often  complex  functioning. 

To  write  such  a  Ink^  abiHit  CM.  the  National  Defense  University  joined 
forces  with  the  Program  on  lnfo;mati<ut  Resources  Policy  of  Harvard  Uni¬ 
versity.  .Sirtce  I9K0.  a  series  of  seminars  on  ctm^mand  and  contn>l  have  been 
held,  attended  hy  senior  govemntent  olTicials  and  leaders  in  industry.  These 
fiteetings  often  produced  illuminating  and  lively  dehate.  Over  the  years 
records  of  these  exchanges,  which  contain  the  best  of  what  has  been  thought 
and  said  on  the  topic,  have  accumulated  in  the  archives,  accessible  tmly  to 
scholars  who  can  carry  out  their  research  at  Harvard. 

Lieutenant  Colonel  'I'homas  P.  Coakley.  USAP.  Associate  Profcssi^r  of 
Lngfsh  at  the  U.S  Air  Horcc  Academy,  during  a  sabbatical  as  an  NDU  Visit¬ 
ing  Fellow.  UKik  on  the  task  of  editing,  organizing,  and  presenting  this 
archival  uiaterial  m)  that  it  might  he  accessible  to  a  wider  audience.  .Screen¬ 
ing  thiHisands  of  pages,  he  has  arranged  the  best  of  the  material  in  chapters 
on  the  central  issues  of  command  and  control,  inirodui  ing  each  chapter  with 
an  instiXK'tive  summary,  arnl  then  presenting  the  nmst  infiuimtive  extracts 
fnaii  the  Harsard  papers  and  transcripts.  This  lHM>k  can  serve  lH»th  the  gen¬ 
eral  reader  and  the  specialist.  Moreiwer.  Dr.  Coakley  has  made  the  wisdunt 
of  senior  leaders  and  experts,  whose  experience  is  irreplaceable,  available  to 
those  who  must  ci^  with  the  fasi-nioving  ctmimunicalions  revolution. 
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Virir  Atitiiirai,  US  Navy 
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Introduction 


“Inlormalion  is  power.”  The  notion  echoes  through  the  ages. 
Irom  Proverbs  to  the  lips  of  Gordon  Gckko.  un  unscrupulous  charac* 
ter  in  the  movie  Wall  Street.  Measures  of  that  power  range  from  the 
political  inlluence  wielded  hy  shamans  and  priests  who  were  well 
informed  about  the  priK'esses  of  the  natural  world  to  the  immense  for* 
tunes  accumulated  hy  Gekko's  real-life  counterparts,  the  Ivan 
Boeskys  who  thrive  on  insider  information. 

Wall  Street’s  embrace  of  the  information-power  equation  is 
rellecied  in  the  frequent  appea^ince  of  b(H>ks  with  titles  such  as  Cor- 
lUirate  tnleUifiem  e  and  Esintma^e:  A  Hlaeprini  for  E  teeulive  Deci¬ 
sion  \fakinfi  and  Monitoritif:  the  Competitiitn:  Eind  Oaf  Wliai‘s 
Heally  Gohifi  On  Over  There  The  Wall  Street  JournaTs  status  as  a 
major  US  paper  is  yet  another  iiidicaliim  that  infoimatii>n  ami  power 
go  hand  in  hand.' 

Primacy  of  information  holds  for  battlefields  as  well  as  board 
riK)iiis.  In  the  context  of  national  defense,  the  acquisition  and  use  of 
infonnalion  underlie  the  ctmeepi  of  ’‘Command.  Cimtrol.  Communi¬ 
cations.  and  Intelligence.”  represented  hy  the  cunibcrsoiiie  acronym 
’’Cl”  (pronounced  c-cubed-i”  or  ”c-three-i 

Use  of  the  term  ••C'l  ”  in  casual  conversation  about  defense 
issues  elicits  a  variety  of  responses.  By  far  the  most  common  is  a 
quizzical  liKik.  On  the  faces  of  those  uho  pride  themselves  on  their 
interest  in  things  highly  technological  and  avant  garde,  the  speahei 
uill  ohsene  the  blank,  embarrassed  smiles  of  people  who  can’t  quite 
place  something  they  know  they've  heard  before.  If  the  listeners 
include  niembcrs  of  the  niiliiaiy.  one  should  be  prepared  to  see  at 
least  a  few  grimaces  of  knowing  disgust.  Electrical  engineers  and 
their  assiKiates  will  rcs|>oiid  with  enthusiastic  nods  when  they  hear 
the  term.  On  very  rare  oci  asimis.  it  y^ill  draw  the  furrowed  hrow  aikl 
slow,  sagacious  nod  of  the  C1  theorist.  The  latter  is  normally 
encountered  only  on  the  fringes  i>l'  siK'ial  science  circles. 

fhat  most  citizens  are  unacquainted  with  the  term  Cl  -or  its 
translations;  'command,  con'rol.  communications,  and  intel¬ 
ligence”;  '‘command  and  control  ';  "ciMiimand  sy;.tcms.  "  and  so 
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on — is  surprising,  given  (he  fact  that  CM  has.  throughout  (he  1980s. 
been  "a  growth  industry.”  even  in  the  face  of  Gramm-Rudman- 
Hol!ings  and  other  restrictions  on  federal  spending.*  Both  President 
Carter  and  President  Reagaii  made  improving  C'l  a  top  priority, 
according  it.  in  (he  words  of  Senator  John  Tower,  "equal  value  with 
(he  weapoas  system',  in  (he  competition  for  dollars  and  the  attention 
of  senior  Defense  Department  management.”' 

So  (he  concept  of  C'l  is  important  and  increasingly  visible,  but 
what  exactly  is  it?  Dehates  about  terminology  abound  in  (his  area. 
Though  an  inelegant  phrase.  C*l  carries  with  it  allusions  to  timeless 
elements  of  support  lor  commanders  as  well  as  contemporary  con¬ 
notations  ("C'l”  UH)ks  mathematical  or  "high  tech advantages 
lacking  in  (he  otherwise  attractive  alternative  of  simply  using  "com¬ 
mand"  in  an  all-inclusive  .sen.se/*  More  importantly.  "C'l”  has  the 
advantage  of  currency;  while  many  experts  dislike  the  term,  they  all 
recognize  it. 

The  concept  of  C'l  probably  originated  in  an  attempt  to  apply 
systems  analysis,  with  its  conmttations  of  mathematical  precision  and 
efficiency,  to  comirami  and  other  functions  which  directly  support 
command.  Take  away  those  things  usually  thought  of  as  the  suh- 
statwe  of  defense — weapons,  afiiiiiunition.  fuel,  logistics,  spare  parts, 
buildings,  people-  -and  C'l  is  what  remains.  Ideally.  C'l  is  what 
melds  (he  "stuff”  of  defense  together  into  an  effective  fighting 
machine. 

.A  useful  way  to  look  at  the  concept  of  C'l  is  in  (eniis  of  an  anal¬ 
ogy  with  the  human  body  (Table  1).  The  central  nervous  system 
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exercises  Ihe  NHly\s  Command  funclion;  receiving  inlbnnalion  from 
Ihe  sensory  nerves,  processing  ihai  inforinaiion.  making  decisions — 
some  conscious.  M>mc  aulomaltc — hased  on  ihac  inlbmialion.  and  send¬ 
ing  orders  hy  way  of  ihe  iihjUv  nerv'es.  ‘Hie  iiioior  iwrves  iheiiiselves  aa* 
analogous  lo  a  commander's  Control  funclion  which  eonsisis  of 
channels — organi/iiiional  siructita-s  or  “lines  of  command** — ihrough 
which  Ihe  cominander*s  decisions,  in  Ihe  Ibnn  of  orders,  pass  lo  ihc 
foa‘e.s  charged  wiih  earrs  ing  Iheni  out.  jusi  as  ihc  orders  of  ihe  ceniral 
nervous  syslem  are  passed  lo  Ihe  Nxly*s  muscles.  I  he  sensory  nerves 
pnwide  infomiulion  aboul  Ihe  iHilside  wvtrld  and  Ihe  slale  of  Ihc  body. 
JusI  a.s  Ihe  IntclHgcnct  funclion  pnnides  a  a>iiiiiiandcr  wilh  inlbnnalion 
aboul  **nemy  loaves  and  ihc  sialc  of  friendly  loacs. 

In  Table  I .  Ihe  iiH>ltv  nerves  and  ihe  sensor)  nerves  consiiiuie  ihe 
‘*peri(^ral  nervtnis  sysieiii.**  Diaclion  diffeaniiuies  ihe  iuv>  elciiwnis 
of  Ihi^  syslem:  one  is  directed  um-ard  ihe  cvniral  nervous  svsiem;  Ihe 
oiher.  awey  .Some  experts  on  C  ‘l  see  Ihe  conir*'l  as  “friendly  inlel- 
ligence.**  ihe  nteans  ihe  commander  has  for  keeping  Irack  of  Ihe  sialus 
t>f  his  or  her  own  imees.'  While  c«miri>l  is  useil  in  a  slighily  differeni 
sense  hea.  ihe  C*‘l*liody  analogy  tils  both  views. 

Messages  lo  uikI  from  Ihc  ceniral  ikts'ous  syslem  lake  ihe  fi»nii  of 
iiimule  eleelrical  changes— “acliiHi  poleiilials.*'*'  I'hey  are  ihe  iiK*ans. 
ine  **insiruioeiiialiiies** — lo  use  Aiiihoiiy  (Xriiiiiger's  lenii  IW  ihe  Cum- 
municulkNis  fuiKlitxi  id  (*'l  -hy  which  infoniulhm  aikl  i>nlers  iikwc  lo 
aikl  from  ihe  •.'eiilral  iK*rviHis  svsieii:. '  IhiHigli  ihe  biKly*s  action  poien- 
lials  and  (*‘rs  coiiuiiuiiicalknis  anr  subsidiary  as|x.\ls  of  tlK*ir  aspcclisc 
sssieiiis.  iK'iilier  syslem  ciHikl  fuiKtHm  wiilHHii  iIkmii. 

*lhe  advantage  id  using  a  systems  a])(xvtak'li  when  slndyii'g  cillvr 
ihc  human  bixly  or  lulknul  defense  is  ihal  iHK*  is  less  pntnc  lo  leave  oul 
siXiKihing  vital.  Jusi  a>  s4»iik*  l^«dy  builders  seem  li>  slight  ihe  inirk*ale 
svsiciii  lhal  dcvclivps  and  coiH'diiiales  all  llHtse  wcM-foniK*d  iiiuseles. 
sitmc  defense  advivales  are  iiK'lined  to  slight  Ihe  svsicnis  lhal  make 
sontcihing  iiseliil  of  the  “stuff’*  of  defense.  I'usc'iiialed  by  Ihe  latest 
develi>|>tiviils  in  jels.  sln|w.  and  tanks.  iIk*v  fitrgel  ihe  C*‘l  svsieiiis  vital 
li>  using  ihitsc  weapons  cffeelivetv.  I'he  boiiiHii  liiv  is  ihal  a  Nidv  with* 
iHJi  a  nervous  svsicni  is  a  useless  lump  of  rapidly  dev'aymg  iiuller:  a 
defense  pnigrani  wiihiwii  good  C*'l  is  jusi  as  worthless. 

IVrtups  Ihc  ha*ailih  and  signitWaiKC  id'(*‘l  iiuy  K*  K*si  undersioiKl 
by  evaniiiiing  iIk*  UHKvnis  eneinii|vassed  by  colIi  elenviil  of  ihe  lenn. 
In  a  deleiise  eiHiievl.  ('umnuifKl  covers  ilv  range  id  iH-goin/aiional  lev¬ 
els  Ironi  iIk*  National  ('onutund  .Awllmrily  lN(‘.-\>  the  l*a*sidenl  and 
those  wIk*  su«.'cecd  ihe  l^esideiil  in  conmiotkl  lt>  iIk*  siddKf  m  cluirge 
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of  a  small  patrol.  At  each  level,  it  involves  receiving  and  assessing 
infoimation  about  the  environment  (enemy,  friendly  forces,  intentions, 
positions,  capabilities,  and  so  on),  generating  and  considering  options, 
selecting  a  best  option,  and  sending  out  the  orders  to  implement  that 
option.  Thus,  the  exercise  of  command  can  cover  everything  from 
devising  a  .strategy  for  nuclear  deterrence  to  getting  a  patrid  back  to 
friendly  lines.  Persons  in  positions  of  command  must  concern  them* 
selves  with  how  much  information  they  want  to  receive  directly,  how 
much  they  want  filtered  before  it  teaches  them,  and  who  is  to  do  the  fil¬ 
tering.  They  must  also  resolve  Ik>w  much  leeway  to  give  subordinates, 
how  quickly  or  slowly  to  respond  to  changes  in  the  environment,  how  to 
alkwate  resources,  and  a  thousand  other  is.sues. 

Control,  as  used  here,  describes  the  channels  or  “lines  of  com¬ 
mand**  through  which  a  commander's  orders,  advisories,  admonitions, 
queries,  and  so  on.  pass  to  his  t)r  her  fcMces.  Such  lines  reflect  respon¬ 
sibility  as  well  as  authority;  “You  rc  in  charge.  If  the  joh  doesn't  get 
done,  you'll  be  fired.**  Unlodunaiely.  the  concept  of  control  is  often 
clearei  in  theory  than  in  reality,  a  problem  dcoHmsiraied  in  the  Depan- 
nK*nt  of  Defense's  hUtimuin  of  Militun'  wui  AsstH  iatvd  fvrms.  That 
publication  defines  “control"  as 

'fhal  aulhttriiy  CKcrcixsl  by  a  amMiumkr  over  pan  o(  (he  avliviiics  ol  su'iXtrJi* 

nak  or):ani/at!ons  4ir  tiliVr  orpani/alion<>  lutl  nonmtly  unUcr  his  voniniano. 

which  encompasses  Ihe  re>p4*nsib»lity  lix  iRipIcmcniin)!  ixvVis  Uircciivcs. 

All  Ol  p:ut  *il  Ihis  aulh**niy  imy  he  traiislcncd  »x  iWIcjjaled  * 

Further  nuances  come  into  play  with  the  application  of  adjectives  such 
as  “administrative."  “operational.  '  and  “tactical  "  In  Chapter  4. 
extracts  from  General  Cushman’s  presentation  highlight  some  of  the 
practical  difficulties  that  result  when  the  lines  of  control  are  not 
clear-cut. 

'Die  higher  the  level  of  the  comnunder  is.  the  nnirc  attenuated  con¬ 
trol  hccoiiH,*s  aikl  the  greater  the  risk  of  information  loss  or  distortion  as 
it  mows  to  a;.J  from  the  commander  At  the  tow  end  of  the  spectrum,  a 
commander  will  proliably  he  able  to  cslablrii  co.nirol  according  to  his  or 
her  individual  requirements;  ul  the  high  end.  a  commander  will  he 
obliged  t.)  use  the  lines  of  cimimand  established  by  Congress  or  the 
IX'partnK'nt  of  IXfense  (Dol)l.  If  a  commander  isn't  comforlahle  with 
the  established  conirol  channels,  he  or  sIk*  may  be  icmpied  to  supple 
ment  or  eireumvcnl  those  channels  through  the  creatn  m  ?if  inl'onnal 
(toes.  It  will  also  be  up  to  i1k  conimaiidcr  to  detennine  ncii  it's  appro¬ 
priate  to  adhere  closely  to  established  lines  of  eomiu.ind  and  when  to 
skip  OIK*  or  iiHKv  echelons. 
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Communications  are  the  means  by  which  infoniiation  is  carried 
back  and  forth  between  the  commander  and  the  commander’s  forces, 
sensors,  allies,  and  perhaps  even  the  enemy.  The  term  “communica¬ 
tions”  includes  everything  from  mnners  and  canier  pigeons  to  the  most 
sophisticated  iind  secure  electronic  transmission  devices.  A  commander 
will  want  communications  to  be  dependable;  secure  from  enemy  inter¬ 
ception  or  interruption;  interoperable — able  to  connect  his  or  her  own 
force  elements  with  each  other  and  with  allied  forces;  and  easy  to  use. 
especially  in  the  heal  of  battle.  Seldom  having  equipment  that  will  sat¬ 
isfy  alt  of  those  criteria,  the  commander  will  have  to  use  tradeoffs  to 
detemiine  the  best  mixes  of  available  communications  systems. 

Intelligence  is  the  collection,  analysis,  and  presentation  (to  the 
commander)  of  information  about  an  enemy,  potential  enemy,  or  the 
commander's  own  forces.  When  intelligence  insiders  toss  about  terms 
such  as  ••HUMINT.”  “SIGINT.”  “COMINT."  and  "IMINT." 
they're  referring  to  various  sources  of  intelligence:  spies,  intercepted 
telemetry  or  communications,  pictures  taken  by  “spy  satellites. “  and  so 
on.  Intelligence  soumes  may  also  he  classified  as  open  (newspapers.  TV 
and  radio  broadcasts,  public  data  banks)  or  clandestine.  Major  intel¬ 
ligence  issues  concern  the  alkwalion  of  resources  between  collectUKi  and 
analysis  and  between  human  and  electronic  sources;  the  legitimacy  of 
covert  action  as  a  function  of  intelligence  agencies;  and  the  role  of  Con¬ 
gress  in  overseeing  intelligence  activities. 

Further  contributing  to  the  complexity  of  C‘l  is  the  matter  of  per¬ 
spective.  Different  "communities"  of  expeits  have  very  different  per¬ 
spectives  on  C'l  issues.  Historically.  nKmhers  of  the  military  services 
have  tended  to  downplay  C‘l.  empbasi/ing  instead  the  "stuff"  of 
dclense;  *  Give  me  the  right  stuff— better  Kmibers.  better  fighters,  bet¬ 
ter  tanks,  better  ships,  and  I'll  get  the  job  done.  Don't  waste  those  pre- 
CKHis  defeaw*  ik^llars  oa  radios,  or  telephone  lines,  or  command  posts 
when  we  dor.  t  have  as  many  weapons  as  we  nc'c'd." 

Engineers — the  "techies"  or  "wireheads" — are  often  iiwlined  to 
rut  all  of  their  emphasis  on  the  iikxhamcs  of  Cl — radios,  ev  nputers. 
satellites.  hKal  area  networks,  and  so  on.  Describe  a  problem  and 
they'll  immediately  .sta  l  hmking  for  a  technical  fix.  Say  "Cl"  to 
techies  and  they'll  hear  "communications  ';  in  fact.  ;he  techies  often 
refer  to  themselves  as  "conununicators."  I'hat's  irernic.  because  many 
people  outside  the  engineering  community  find  the  language  of  the 
"cimuiiunicators"  incomprehensible.  I'hat  language,  .'f  cxHirse.  rellects 
their  backgrounds  in  mathematics,  science,  and  engineering.  They 
bekmg  to  wbai  experts  in  cognitive  development  call  a  *  specialized 


community  of  discourse,"  a  group  which  shares  vocabulary  and  usage 
patterns  not  readily  understood  by  the  less  technicallyoriented. 

C^I  theorists  approach  the  subject  with  still  a  different  perspective. 
They  insist  on  modelling  as  the  first  step  in  the  complicated  process 
leading  to  improved  CM.  Start  anywhere  el.se  and  you  risk  losing  sight 
of  important  requirements  for  your  system.  To  many  theorists,  members 
of  the  military  community  seem  hung  up  on  traditional  ways  of 
approaching  problems,  on  "scliool  solutions'’;  they  see  techies  rushing 
about  with  no  sense  of  direction.  In  turn,  the  military  and  techies  see 
theorisLs  as  irrelevant,  lost  in  abstraction. 

One's  position  in  the  hierarchy  can  also  affect  perspective.  The  fact 
that  modem  communications  will  allow  the  President  to  talk  directly  to 
the  soldier  in  the  foxhole  may  be  perceived  as  a  plus  by  the  President, 
while  the  soldier  (or  the  soldier's  commander)  sees  it  as  a  distraction. 
The  military  services  may  .see  a  new  approach  to  acquiring  communica¬ 
tions  equipment  as  streamlining,  while  CtMigrcss  sees  it  as  an  invitation 
to  fraud.  A  restriction  an  intelligence  officer  sees  as  necessary  to  protect 
sources  may  be  perceived  as  an  obstacle  to  thorough  planning  hy  an 
operational  commander.  While  the  White  House  is  focusing  on  how  to 
improve  information  flow  upward,  from  the  field  to  the  Commander-in- 
Chief.  the  military  may  be  more  concerned  with  getting  the  battlefield 
commander  the  information  he  or  she  needs.  In  short,  the  CM  aa*a  offers 
many  opportunities  for  honest  men  and  women  to  disagree  about  what 
comsiiiutes  an  improvement. 

While  such  a  variets  of  perspectives  can  be  fruitful,  being  so 
requires  that  adherents  i>f  the  various  perspectives  interact  with  each 
other.  In  the  old  story  of  the  blind  nwn  and  the  elephant,  each  man 
fooled  himself  into  believing  that  the  pan  of  the  elephant  he  had  in  his 
grasp  was  the  key  to  the  elephant's  essence  and  that  his  peers  were  both 
literally  and  metaphorically  blind.  Thus,  in  the  absence  of  real  dialogue. 
dilTerencfs  of  perspective  can  lead  to  long  and  fruitless  pursuits  down 
multiple  blind  alleys.  That  has  often  been  the  case  in  the  domain  of  CM. 

The  fruitful  deveU^meni  of  that  domain  requires  the  panicipaiion 
of  the  military,  with  its  kiKiwIedgc  and  experience  of  operational  coraii- 
lions;  engineers,  with  their  gra-spof  what  is  possible;  arxl  theorists,  who 
can  provide  Insights  Lnfo  the  functioning  of  the  human  elements  in  CM 
sysieiiis.  as  well  as  the  broader  pkiurc  of  what  such  systems  shiHild  be 
designed  to  do  and  how  their  elements  should  fit  together.  It  requires  the 
participation  of  decision  makers,  priKuremenl  and  intelligence  special¬ 
ists.  and  operational  commanders  as  well,  llie  exclusion  of  i^ie  or  more 
of  these  perspectives  can  result  in  costly,  tragic  failures  such  as  the 
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devastation  of  Pearl  Harbor;  the  loss  of  the  USS  Pueblo;  the  needless 
loss  of  life  in  the  Liberty,  Mayaguez,  and  Stark  incidents  and  in 
Grenada;  the  bombing  of  the  Marine  barracks  in  Lebanon;  and  the  USS 
Vincennes'  downing  of  the  Iranian  airliner.  In  a  nuclear  confrontation, 
the  co.sts  of  CM  shortc(Moings  would  likely  be  far  worse. 

In  1980.  Harvard  University's  Program  on  Information  Resources 
Policy  began  a  series  of  annual  seminars  in  which  policy  makers,  mili¬ 
tary  leaders,  government  and  business  executives,  .scienti.sts.  engineers, 
and  theorists  involved  in  the  design,  testing.  prtKurcmcnt.  and  use  of 
CM  systems  and  concepts  presented  their  Insights  and  participated  in  dis¬ 
cussions  with  a  select  group  of  graduate  students.  Under  the  guidance  of 
Anthony  G.  Oettinger.  Profcs.sor  of  Information  Resources  Policy,  and 
John  F.  McLaughlin,  bxecutive  Directew  of  the  Program  on  Information 
Resources  Policy,  the  seminars  becan^  an  occasion  foi'  dialogue  among 
the  holders  of  various  perspectives  on  CM.  Each  discussion  explored  the 
ways  "institutions  draw  on  systems  of  people,  policies,  and  tech¬ 
nologies  to  gather  and  use  inhumation  foi  survival  ;ind  growth.”*' 

The  transcripts  of  seven  years  of  seminars  (there  wa.s  no  seminar  in 
1983)  antount  to  roughly  I30()  pages  of  unclassilled  material,  a  fa.sclnat- 
ing  variety  of  insights  from  an  Impressive  group  of  CM  experts.  All  of 
the  material  is  readily  appnxichahle  for  an  intelligent  reader,  regardless 
of  his  or  her  background.  Ba.sed  on  spoken  presentations  and  di.scus- 
sions.  and  edited  tor  coherence,  the  transcripts  offer  an  excellent  foun¬ 
dation  for  the  kind  of  interaction  among  experts  that  has  long  been 
needed. 

Unfortunately.  1300  pages  is  a  lot  of  reading.  It  Is  emuigh  to  put 
olT  many  of  the  pe\»ple  who  ciHild  benefit  ntost  from  the  insights  con¬ 
tained  in  the  transcripts,  which  are  in  chronological,  not  topical,  order. 
Each  presentation  covers  a  wide  variety  of  issues,  making  the  task  of 
hxusing  on  a  particular  subject  a  demanding  one.  PurthemKire.  finding 
a  set  of  the  transcripts  may  be  diflicult  for  the  individual  who  lacks 
ready  access  to  a  major  lihrarv'. 

Hence,  this  biH)k — a  compilation  of  the  extracts  (1980-82  and 
l98-k-87).  Each  chapter  is  devoted  to  a  single  topic,  with  the  extracts 
within  the  chapter  arranged  chnMU)logically.  .Acronyms,  a  major  distrac¬ 
tion  of  CM-speak.  and  other  tenns  and  references  that  may  mM  be  ImnK- 
diately  familiar  to  all  readers  are  buldfaced  and  explained  in  "cut-ias.” 
Informational  cut-ins  aa*  also  used  to  provide  information  about  the 
speaker  at  the  time  of  the  prescntatkin.  Appendix  A  gives  a  brief  career 
summary  for  the  speakers  whose  comments  are  included  in  these 
extracts.  Appendix  B  lists  all  of  the  seminar  speakers  and  the  titles  of 


their  presentations.  Not  all  are  represented  in  these  extracts  because 
some  of  the  seminars  focused  on  tq>ics  not  germane  to  this  book. 

Chapter  I  is  concerned  with  “CH  in  Crisis  Management.”  It 
covers  issues  as  diverse  as  protecting  the  National  Command  Authority 
and  controlling  the  information  flow  to  the  President  and  other  decision 
makers.  Chapter  2,  “CM  Structures,”  exantines  the  links  between  C^l 
and  nuclear  strategies,  perceived  strengths  and  shortcomings  of  existing 
CM  arranger'ents.  and  the  directions  CM  planning  should  take.  Chapter 
3.  “Improving  CM.”  deals  with  the  special  problems  associated  with 
designing,  acquiring,  and  modifying  elements  of  CM — from  communi¬ 
cations  equipment  to  computerized  deci.sion  aids.  The  fourth  chapter. 
“CM  and  Organizational  Structure.”  explores  the  relationship  between 
recent  emphasis  on  CM  and  the  Defense  Reorganization  Act  of  1986. 
“The  Eyes  of  CM.”  the  final  chapter,  is  concerned  with  intelligence 
issues. 

One  may.  with  Mo.she  Dayan,  lament  the  passing  of  “the  goixJ  old 
days  of  the  simple  wars  when,  as  the  hour  of  buttle  approached,  the 
commander  got  m  his  white  horse,  someone  blew  the  trumpet,  and  off 
he  charged  toward  the  enemy.”"  But  gone  those  days  are.  and  today's 
leaders  must  be  willing  to  exchange  their  white  horses  for  CM  systems 
that  enable  them  to  functioit  effectively  on  modem  fields  of  battle — 
places  where  specialization,  complex  technology,  and  unprecedented 
mobility  leave  the  inflexible  behind  as  footnotes  to  lii.story.  This  collec¬ 
tion  of  extracts  is  intended  to  help  deci.sion  makers — from  battlefield 
commanders  to  business  and  government  executives — st)n  out  the  issues 
involved  in  establishing  a  CM  sysient  that  gives  them  the  llexibitity 
needed  to  survive  and  lead. 
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I  Kh;h4rd  J  "MrcinwK  (NiMtUun):  I'tw  Bu»inc»»  ImcIIijscikc."  SrmiHur  itt  (‘«m 
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pontstsph  are  Kk'hard  Ixlb  and  hner  Nehriiikn,  (‘i>r|«>rurr  ImrUiiftHt  r  mul  t'ifHnnuKr:  .'f  Hlur- 
prim  fif  /:  iri'winr  OnuUm  iNe'^  Yuri;  NlakRiiUaB  PuMi\hin|!  C'umpany.  IVK4i  and 

1. eufurd  M.  huld.  Mimitifirtf;  ihf  hmj Om  H'W>  krall\  Gtnng  On  0\rr  Tkerr 
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ed  rediKtHW  btll  ul  IVK.^  had  OeniucfalK'  Sciutur  Fni/  Uulltii^^  u  a  main  ^punuic  oKwi!  with 
Kepuhlk'an  wmalui>  Phil  Granuu  and  Wanvn  Kudiiian 

hrancii  W  A'lteam  Fke  litftfmMHm  Artrmtil  A  C’t  ii'amhmlfe  Sl\  llarcard 

t'ni^eruty  hu^vO)  un  I-  >niutfuc  Kewunvi  tViU).  lUMi.  pp  1-22.  1-2.^.  I'2X 
4  Martm  Vin  (‘rrveid.  (\immunJ  ut  Wa'  (('ambndite.  NLi  ILmaid  I'niceiMty  IVK.5|. 
P  I 


XXII 
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6.  "Nerve  Conductkm."  Eiuydiipafdiu  Briumnka  (Gticagu.  IL:  Enc>'clopuedia  Britannica. 
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speakers  edited  the  typed  transcripts  prepared  from  tape  recordings  of  their  sesskiiu. 

1 1 .  Cooled  in  Van  Crvveld.  p.  17. 
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Issues  of  Command  and  Control 
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Ol  in  Crisis  Management 


The  earliest  extracts  in  this  chapter  bring  out  some  startling  facts 
about  deficiencies  in  US  crisis  managemeiU  capabilities.  In  the 
1970s.  de.spite  nearly  a  half  century  of  Cold  War  experience,  we 
were  in  some  w:iys  as  naive  and  our  methixis  as  primitive  as  they  had 
been  in  1945.  Once  capable  warning  and  response  systems  had  been 
outdistanced  by  technological  change  as  administration  alter  admin¬ 
istration  focused  on  developing  the  muscles  of  US  military  forces, 
rather  than  creating  a  nervous  .system  to  enable  and  control  those 
forces,  as  well  as  the  other  elements  of  national  power. 

in  the  late  i970s.  the  Carter  Administration  began  to  examine  the 
implications  of  these  changes  The  Reagan  Administration  continued  the 
examination  and  attempted  to  remedy  some  of  the  shortcomings.  The 
extracts  presented  here  in  chronological  order  reflect  the  accumulated 
wisdom,  shifting  conc'cms.  and  impit)vemcnts  hets^-een  i9K()  and  1988. 
Unfixiunately.  not  eN*ery  shift  in  concern  reflects  a  remedy  discovered. 
Sometimes  such  a  shift  is  the  result  of  fru.Mrati()n.  a  nmNemcnt  of  atten¬ 
tion  from  that  which  cannot  be  fixed  to  that  which  can.  As  a  result, 
none  of  the  questions  about  crisis  rronagemcni  raised  here  are  inelevant 
today,  and  none  of  the  aasw-ers  are  final. 

Hk  questions  a.sked  reflect  the  hi'.>ad  sco|)e  of  the  topic.  When  a 
crisis  ari.ses — be  it  a  nuclear  attack  w  a  revolution  in  Yenwn — will  the 
President  of  the  United  States  has^e  available  every  thing  he  tx  she  needs 
to  respond  rationally?  If  senstx\  detect  a  imssile  aimed  at  Wa.shingliX). 
D.C..  wifi  the  President  and  other  decisitxi  makers  hear  abiHii  it  in  lime 
to  ito  anything?  Will  they  krmw  where  the  mivsile  is  a)ming  fiom?  O 
who  launched  it?  (k  whether  the  launching  of  that  mivsile  is  pan  of  a 
cixxdinaled  attack  tx  a  freak  accident?  Orke  the  deciskxi  nukci^  select 
the  appmpriaic  ropixtse,  will  they  be  able  lt»  conimuntcaie  their  deci- 
siiX)  to  those  charged  with  carrying  it  tnil? 

If  the  decision  makers  learn  the  government  of  Yemen  is  under 
attack,  will  they  krK)w  whether  that's  good  news  or  had?  W'ill  they 
know  who  is  behind  litc  attack  and  whether  it's  likely  ix  nut  to  sucvced? 
Will  they  kimw  how  Yenten  is  liiULcd  with  US  security  interests?  What 
interests  our  closest  allies  have  in  Yenten?  Where  Yenten  is? 
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How  do  we  protect  our  National  Command  Authority  (NCA) — 
the  President,  the  Secretary  of  Defense,  and  others  wilh  access  to  the 
codes  required  to  launch  nuclear  weapons?  How  can  we  organize  the 
flow  of  information — including  intelligence — so  that  the  NCA  has  all 
the  data  necessary  to  make  informed  decisions  ?  Should  the  President 
assume  he  or  she  will  have  the  means — communications  as  well  as 
weapons — to  choose  options — including  the  option  of  fighting  a 
'sustained**  nuclear  war? 

Such  questions,  in  turn,  suggest  subsidiary  questions.  In  protect¬ 
ing  the  NCA.  should  the  liKus  be  on  protecting  individuals  or  func¬ 
tions?  When  do  we  reach  a  point  where  there  are  t(K)  many  fingers  on 
the  *‘button**?  At  what  level  does  a  crisis  demand  NCA  attention? 
How  can  the  President  use  modem  communications,  which  allow  him 
or  her  to  talk  directly  with  the  soldier  on  the  scene,  in  ways  that 
provide  positive  control  without  “micmmanagenient*  ?  How  depend¬ 
able  are  our  facilities  for  warning?  Do  they  provide  enough  time  for 
rational  decision  making?  What  information  sources  should  be  avail¬ 
able  to  the  NCA?  How  do  we  avoid  overloading  decision  makers 
with  t(K)  much  information?  How  do  we  avoid  bias  in  filtering  infor¬ 
mation  for  the  decision  makers? 

Some  might  argue  that  the  phrase  'crisis  management,"  wilh 
which  all  of  these  questions  are  concerned,  is  itself  an  o.xymoron, 
that  an  efficient  manager  heads  off  a  crisis  before  it  iKCurs.  Such  an 
argument,  however,  assumes  not  only  that  the  manager  has  all  the 
infonnation  he  or  she  needs  to  spot  a  crisis  in  the  making,  hut  also 
that  he  or  she  w  ishes  to  avoid  the  crisis. 

The  latter  assumption  is  probably  safe  if  the  crisis  in  question 
relates  to  nuclear  weapons.  Seldom  will  a  rational  decision  maker  he 
templed  to  foment  a  nuclear  crisis.  However,  the  vast  majority  of 
crises  do  not  involve  nuclear  weapons.  It  is,  therefore,  certainly  con¬ 
ceivable  that  a  decision  maker  might  see  advantages  in  having  a  par¬ 
ticular  crisis  arise  at  a  particularly  favorable  lime — perhaps  to  avoid 
having  it  crop  up  on  a  less  auspicious  occasion  in  a  less  iiianageahle 
form,  or  to  draw  attention  away  from  another  issue. 

'Hie  first  assumption — that  "the  manager  has  all  the  information 
he  or  she  needs  to  spot  a  crisis  in  the  uiaking" — wiHjId  be  valid  if  all 
the  popular  myths  about  contemporary  intelligence  capabilities  were 
true.  However,  what  emerges  from  these  extracts,  as  well  as  from 
extracts  in  subsequent  chapters,  is  that  the  US  intelligence  gathering 
apparatus — like  that  of  ilte  USSR — is  impressive  but  not  perfect. 
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Most  experts  admit  there  has  never  been  and  will  never  be  a  per¬ 
fect  intelligence  system.  Every  system  will  have  its  technological  and 
procedural  blind  spots.  Some  things  or  activities  may  he  hidden  or 
disguised  well  enough  to  frustmie  the  efforts  of  the  mo.st  sophisti¬ 
cated  satellites  and  sensors.  In  other  cases,  hahit.  policy,  or  unwar¬ 
ranted  assumptions  may  keep  the  intelligence  apparatus  from  being 
directed  toward  the  right  place  at  the  right  time.  Even  if  the  required 
data  is  picked  up.  it  may  not  reach  the  decision  maker  in  time  or  in  a 
form  that  will  aMow  him  or  her  to  respond  appropriately.  Plenty  of 
examples',  from  Pearl  Harbor  in  1941  to  the  attack  on  the  USS  Stark 
in  1987.  underscore  this  pos.sibility. 

Crises  occur  and  will  continue  to  occur.  And  evcr>'  crisis  must 
be  managed — or  submitted  to.  Decision  makers,  recognizing  they 
will  never  have  all  the  information  they  need,  nor  infallible  com¬ 
munications.  must  huild  flexibility  into  their  crisis  management  sys¬ 
tems  and  must  exercise  those  systems  in  ways  that  nurture 
adaptability. 


Crisij  Management 


Extracts 


1.  William  OnOM.  **C’I  and  MUitaiy  Asiisunt  to  thr  Piesidem's 
Telecommunications  at  the  Ass/stant  for  Wationa/  Security  Affairs 

Policy  Ixvcl"  (1980.  pp. 

1-2.^) 


(N]o  staffer  can  manage  crimes.  Once  a  crisis  starts  you  can  het  your  life 
that,  if  you  are  the  crisis  manager's  staffer,  you  will  be  kicked  aside  and  all 
the  prim'ipals.  the  f^sident,  the  Secretaries,  will  take  over  and  run  it.  attd 
you  might  as  well  go  home.  During  the  crisis — that's  the  time  to  be  away — 
th.tt's  your  stuff  responsibility. 


(W|c  became  intimately  involved  in  rigging  the  President  up  for  SlOP 

execution _ I  was  very  proud  of  that  effort,  because  it  led  to  the  President 

becoming  personally  involved  in 

exea'ising  command  and  cimtn»l  of  (somerimrs  Sr/jtt'gir) 

the  strategic  foives.  I  don't  think  /nr«*Rrjtt^  ()prutii>n>  Wa«.  here  the 
that  has  ever  been  done  before.  pUn  hu  nuc/ear  iveapons 

Kennedy  may  have  played  around 

with  it  a  little,  hut  the  President's  altitude  touard  command  and  control,  par* 
ticularly  of  the  strategic  forces,  has  typically  been  one  of  benign  neglect. 
But  President  Carter  opened  up  his  decision  handbiM>k.  he  really  got  into  the 
priH'edurcs,  ran  thrxnigli  numeixHis  scenarios  and  became  very  cxiriifortahle 
with  it.  He  wanted  to  he  able  to  he  awakened  at  three  o'ckK'k  in  the  morning 
and  not  he  confused,  and  understand  vihai  he  was  going  to  have  to  sec,  or 
what  he  was  abmit  to  hear,  w'hat  the  voice  would  sound  like  on  the  other  end 
of  the  line.  atKJ  that  sort  td  thing.  We  covered  mat  particular  aspect  of  com¬ 
mand  and  cimtrxil  oser  a  pert^Kl  of  ahiHii  a  year,  or  a  year  and  a  half,  and  we 
achieved  a  fair  aiiKKint  (1  -.H 


Raymond  I'Aif:.  '  Wofid-  Itmiirr  Orpufv  .A>><>rjr(r  Sc*rrc*rar>'  <>r 

wide  C'l  and  Iclecoiii-  Orrettor. 

. .  .Nariooj.  ur»r>  Aerrn  v 

munications  (td8ll,  pp 
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I  believe  the  era  that  began  when  John  Kennedy  was  President  during  the 
Cuban  missile  crisis  has  led  to  many  of  dte  activities  we  will  discuss  today. 
Kennedy's  ability  to  negotiate  and 

carry  out  a  big  portion  of  the  Presi-  ...  ,  ^ 

dent  s  responsibilities  failed  dunnf. 
the  Cuban  missile  crisis  because  of 

communications.  He  was.  for  example,  totally  unable,  in  the  time  period 
asailable  at  that  time,  to  advise  every  South  American  ambassador  through 
the  Department  of  State  that  he  was  going  to  invoke  the  Monroe  Doctrine — 
that  he  wa.s  going  to  take  positive  action  against  Khrushchev's  introduction 
of  missiles  that  he  thought  were  offensive  into  the  island  of  Cuba.  That  sys¬ 
tem  literally  fell  on  its  face,  not  only  to  his  chagrin,  but  to  his  outright  rage. 
I  have  been  told. 


. . .  lM)ore  and  more  of  the  decision-making  process — the  coordination  of 
the  pn>cess  and  the  business  of  decisions  themselves — depends  largely,  and 
in  some  cases  even  totally,  on  conw.unications.  For  example,  the  law  now 
says  that  before  the  President  can  actually  use  troops,  even  though  he  has 
the  authority  in  some  cases,  he  must  c'onsult  with  key  menihers  of  Congress. 
Since  the  Watergate  crisis  Congress  has  injected  words  concerning  advkc 
and  nolincallon  of  the  leadership  of  the  House  and  the  Senate.  I  know  of 
examples  under  President  Ftvd  (the 
Mayaguez  Incident  was  onel  in 
which  hours  were  spent  trying  to 
find  a  key  senator  (Hi  a  Sunday  so 
that  the  President  of  the  United 
Slates  could  comply  w  iih  the  cur¬ 
rent  law  arkJ  notify  him  that  he  w'as 
going  to  lake  action.  I  think  things 
like  that  need  to  he  understood  in 
context.  Si)  wc  haw  recognized  in 
nian'r  forms  the  utter  esseiiiiatiiy  of  these  coiiimuiticaiioiis.  even  in  ilie 
decision-making  process  of  this  Ci)unirY  llieir  availability,  timeliness, 
security  and  effectiveness  arc  crtiical. 


advice  and  notdicaUon—tettts  to  the 
Wa/  Powers  Mcl  of  I97J.  Ihe  Water¬ 
gate  crisis  resulted  in  President 
>  resignji'on  in  1*i74. 
Mayagut*/  incident-  -In  1975.  lutnmu- 
nisi  ton  es  trorn  Cambodia  seized 
Ihe  US  ilag  freighter  Mayagur/.  A 
small  tone  ol  Marines  was  sent  to 
rnaplufe  the  ship  and  ils  crew. 


'I'he  Lilrerty,  to  refresh  your  incinory.  was  orw  of  the  seven  World  War 
II  l.ihcfly  Ships  that  had  been  reconfigured  as  iniclligerK'c  collevlors.  much 
like  tlic  Soviet  trawlers  which  yim  have  been  aware  of  for  quite  a  long  lime. 
The  USS  t.ihrriy  was  monitoring  the  hg>piian*lsracli  war  of  IM67  when  the 
Israelis  dispatcLcd  a  High!  of  taclKul  aircraft  and  came  very  close  to  sinking 
ihe  ship.  SiHiie  of  imr  people  suffered  casualties,  both  inililary  and  civilian. 
Ibe  Israeti  Intelligence  .Service  knew  that  the  ship  was  there,  and  kr)ew  what 
was  being  done  with  it.  a  fact  which  has  made  this  event  cMtciiicly 
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coniroversial  for  a  long  lime.  The  conlexi  in  our  icrms  here  is  (ha(  ihe  com¬ 
mander  of  (he  Sixth  Fleet  was  informed  by  the  Washington  intelligence 
apparatus  that  it  had  evidence  that  the  Liberty  was  going  to  be  attacked  and 
to  provide  protection  for  it.  That  message  was  never  really  acted  upon,  and 
the  ship  was  dead  in  the  water  when  it  was  hit.  So  the  end  result  was  no 
accident. 


Yoit  are  prohahly  more  familiar  with  the  Pueblo  case.  There  has  been  a 
Congressional  investigation,  the  results  of  which  are  in  the  public  domain.  1 
was  a  ftrst-hand  participant  in  one 
small  phase  of  the  Pueblo  opera¬ 
tion:  the  National  Security  Agency 
notified  the  National  Rcconnais- 
sarKc  Center  in  the  Pentagon  of  the 
danger  of  an  attack  more  than  two 
days  in  advance.  The  Center  noti¬ 
fied  the  Naval  Comnund  in  Japan  of  the  likclih:HHi  that  the  North  Koreans 
would  take  offensive  action  against  the  Pueblo,  and  that  they  should  take 
that  into  consideration.  The  PueMo's  deployiiKnl  schedule  itself  was  a  func¬ 
tion  of  the  local  fleet  command,  not  the  National  Command.  This  turned 
out.  as  the  investigation  indicated,  to  have  been  a  snafu  through  the  com¬ 
mand  and  control  system.  Several  different  coiimiands  were  hlanieil.  hut  the 
biittim)  line  is  that  it  did  niM  wiirk.  The  ship  was  ntMificd.  and  we  had 
ru)t  only  a  physical  disaster  to  a  i  'nited  .States  Navy  ship  -the  first  iMie  ever 
hijacked  on  the  high  seas  hut  |icrvNfial  emharrassiiKnt  to  the  govemiiKnt  of 
the  United  Stales. 


Pueblo  rase— Uii  Pueblo,  an 
mre///j?ence-j?af/»eong  ship,  was 
seized  by  Ntyrih  Koreans  in  linuiiy 
the  ship's  8J  surviving  crew 
loembeis  we/e  le/eased  11  months 
/ale/. 


In  1969  something  very  similar  happened  to  the  hC  1-1  aircraft,  a  con¬ 
vened  propciicr-drivcii  Constcllatioa  on  an  intelligence  mission  in  South 
Korea.  It’s  almost  a  carbon  copy  of  the  otlier  incidents.  Ihc  NiKih  Koreans' 
hilcniions  Here  known  to  ilie  military  sysicni;  yet  Ihc  FC  121  was  nut  noti¬ 
fied.  and  was  stun  down  with  local  loss  'f  life 


Another  case,  the  Saigon  cvasualion  in  I97.t.  We  had  very  gtHnl  dear- 
language  conununicalkm  to  the  end  of  the  evasualiori.  but  there  were  a  kn  of 
problems  because  it  was  unsecured,  and  in  fact  the  North  Vietnamese  had 
ItMal  i!Hsinloring  going  on  and  knew  exactly  wlui  was  incurring  during  the 
entire  pernid.  Another  example  is  the  coiimiunK'atKm  J'tring  the  .Wtooeue: 
incident.  From  a  command  and  control  standpoint  they  were  significantly 
heller  than  in  any  of  the  iKher  crisis  periods  I  have  iiKnliiKicd.  Yet  hum  my 
point  of  view  (at  that  iiiiK  I  was  the  senior  cryi^ographcr  lor  the  United 
Slalcsl  It  was  a  disaster,  and  needlessly  cost  the  lives  oI  a  number  ol 
.Marines.  I  will  show  you  exactly  bsiw  that  occurred  and  why  in  a  intHiKnl. 
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Now  in  (he  Lebanon  crisis  (he  Sixlh  Meet  actually  landed  Marines,  and  the 
command  and  control  of  that  operation  was  much  better.  We  still  had  crypto 
problems,  hut  the  President  had  virtually  constant  touch  with  the  military 
force  involved. 

So  we  have  gone  throu^th  six  major  international  crises,  plus  of  cinirsc  the 
prcscnl  hostage  probfem  which  is  really  of  a  different  nature.  But  the 
Presidents  even  hy  1976  have  had 
iniprovcinents  in  their  ability  to  act 
as  Commander-in-Chief  and  direct 
comntand  operations  through  the 
system — a  great  deal  better  than 
they  had  in  previous  years, 
although  there  still  are  some  prob- 
lents.  as  in  the  Mauijfuf:  case,  that 
while  the  President  had  command 
and  control,  the  enemy  knew 
everything  he  was  going  to  do  at 
about  the  same  tiiiK  as  the  commanders  on  the  site,  and  tiH>k  some  direct 
actions  against  them.  The  White  House  issued  i>rdcrs  in  tbe  Mtiyanur:  inci¬ 
dent  down  the  National  Military  Comnund  S>stem.  which  went  through  a 
borrowed  satellite,  the  NATO  IIB  <ll»e  pt>int  where  the  security  broke 
down  was  the  Naval  CmiMiand  at  CUrii  Air  Porte  Base,  under  the  Com- 
•iiandcr  of  the  United  States  Seventh  Air  T'tsae  coordinating  to  the  .Seventh 
Meet,  which  was  in  Japan  hut  deplovcd  units  all  over  this  area.  I 

Ihc  fi>rces  that  transmitted  the  ^trders  were  using  HP'  voire,  tU  In  the  dear. 
Orders  to  the  helicopters  to  take 
the  islands  were  passed  from  the 
Air  Torce  to  Ihc  .Navy,  (her  Ihc 
circuit  Ihc  two  commanders  re- 
scaled  how  many  helicopters  and 
how  many  men  were  insidved.  where  they  were  going,  at  what  time.  a;Hl 
Ihc  rcpIcnishiiKHt  rale  I  don't  kiwrn  anything  more  an  enemy  conuiiandc.* 
needs  to  know  in  order  to  defend  himself  against  an  operation  Lsen  if 
uneducated,  he  had  the  inforniaiKKi  to  take  a^iitm  against  iHir  force,  and  he 
did  A  number  of  Ihc  helicopters  were  shtu  diiwii  the  most  dangcnHis  part 
was  the  retrieval.  Wc  did  not  base  the  helicopter  force  to  rctricse  the 
MariiHTs  as  ck>se  to  siittuliarwsntsly  as  possible,  so  there  was  a  delay  of  scs' 
cral  IkHirs  hclwcen  otk  wasc  of  rciricsal  and  another.  I'hcrr  was  quite  a  bat* 
lie  going  on  there  and  K*(h  skJcs  were  Tighimg  hard  Oiwe  Ihc  first  wasc  ol 
Marines  was  csavuaicd.  that  leli  the  remaining  ones  sciy  sulncrablc.  The 
forces  were  sers  greatly-  dinuntshcd.  and  that  was  when  the  .Marines  look 
the  hcasK'si  casualties  and  xlually  losi  a  full  helicopter  load  ol  Nfannrs.  .All 


HI  s<mr  all  to  Ihi*  i  frai  nociurr 
tU^h  vuiir  t j' 


the  present  hostage  problem—On  4 
Sovember  f979.  inihlani  /ramans 
invaded  the  US  ImbauY  in  Teheran, 
iaking  M  hostages.  The  hostages 
were  re/eased  on  lanuary  20.  tVflt. 
Inauguration  Day  (nr  President 
tteagan. 

Oark  Air  ton  e  tiase-  ilase  in  Ihe  Phil¬ 
ippines  used  by  the  US  Air  force 
under  the  terms  of  the  yecurd^ 
.yssistante  Program  agreement 
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Ihe  informalion.  Ihc  plans  for  that  retrieval,  were  passed  through  those 
unsecured  nets.  I  know  two  nten,  nov/  Major  Generals  in  Ihe  Marine  Corps, 
who  went  through  that  operation  and  are  still  extremely  bitter  about  that 
involvement;  i.  was  their  units  that  IckHc  Ihc  losses.  The  point  is,  we  talk  of 
command  and  control  as  a  method  of  using  communications  to  carry  out  the 
will  of  our  command  authority.  But  I  can  tell  you,  unless  those  communica¬ 
tions  arc  secure,  many  times  it  is  better  not  to  have  them. 


. . .  |T]hc  Situation  Room  at  the  White  House  has  u  direct  line  to  the  NSA. 
And  the  warnings  in  the  cri.sis  peri¬ 
ods  I  talked  about  did  not.  in  fact, 

.  ,  ,  ,  ,  .  _  NbA- -National  bveunty  Aecney 

go  serially  through  the  chain  of 
command.  They  go  in  parallel. 

Therefore  the  Situation  Room  in  Ihe  White  House  is  notified  immediately 
when  NSA  decides  there  is  a  serious  prohlem.  So  this  is  a  short-circuit  for 
what  is  called  critical  intelligence  that  goes  directly  to  the  President  of  the 
United  Stales;  and  nobody  can  stop  it  unless  they  physically  do  not  show  the 
President  the  warnings.  This  system  was  .set  up  after  the  Cuban  missile  cri¬ 
.sis.  largely  hy  John  Kennedy,  and  it  still  works  today.  If  you  think  it  is  a 
sterile  system  in  which  everybody  works  together  and  it  works  without 
Haws,  forget  it!  It  is  a  human  system  that  has  personalities. 


...  |L]ct  me  tell  you  that  one  of  the  biggest  complaints  the  senior  military 
people  in  all  three  Services  have  Unlay — they  are  going  to  be  faced  with  it 
forever,  and  they  know  it — is  that  nuclear  weapons  have  changed  the  con¬ 
cept  of  warfare  in  a  lot  of  subtle  ways.  One  of  the  ways  is  that  there  is  no 
absolute  military  command  authority.  Mainly  it's  the  President,  in  my  view, 
who  is  going  to  detonate  a  nuclear  wvapitn  with  great  devastation.  He  must 
exercise  as  much  constitutional  utiihoriiy  as  he  has  over  any  facet  of  his 
office,  and  it's  probably  more  import.int  than  nu'st. 


In  the  early  days  ol  nukes  and  ICBMs  1  participated  in  a  study  to  detenmne 
how  to  control  the  weap<tns  ecrttrally.  At  the  time  we  didn't  know  what  was 
going  to  develop,  hut  I'd  get  viotent  reactions,  because  what  we  were  talk¬ 
ing  about  was  planning  command  and  control  over  nukes-  -not  downward 


from  the  headquarters  of  the 
United  Slates  Air  Force  through 
the  Fifth  Air  Force  to  a  wing  com¬ 
mander  to  a  squadron  commander 
to  a  captain  to  a  sergeant  itr  a  lieu¬ 
tenant;  hut  from  the  White  House. 
'Hie  military  has  not  yet  changed 
suhstantially  from  a  basic  resent¬ 
ment  of  this  fact.  I'undanientally 


nuUt's  jtnf  H  nutlt^ai  Ht-apons 

and  Intvmuttntvntjl 
SiiSMlvy 

thf-  sysffm  Duiinft  l**6l  and  h.-t- 
Attinh  link\ 

vlvttmnn  /ixtliog  syifi-nii.  «•«*/»• 
indal  on  IIS  nuiU-ai  Hcapons  m 
iliv  tlfiili  i!  Sfaft-s  and  iuntpr  fo  pir- 
wilt  uiijuthnn/i'd  dvtonatmn 
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f'olitburo—iuprvmt'  execuf/ve  body  ol 
the  USSR's  Communist  Party 
NATO— North  Atlantic  Treaty 

Organiiation 

NATO  nuclear  capability — Both  Great 
'^htain  and  France  have  independent 
tiuclcar  capabilities.  The  French  are 
known  in  have  a  locking  system  in 
place.  No  public  knowledge  ol  a 
British  PAL-type  system  is  available. 


the  system  still  works  us  it  did. 

I’ve  ken  in  the  White  House  many 
nights  and  seen  Lyndon  Johnson 
anguished  and  seldom  going  to 
bed,  selecting  between  two  or  three 
targets.  The  JCS  gave  him  all  the 
targets — but  the  decisions  on  how 
many  civilian  casualties,  or  the 
potential  of  this  or  that,  were  all 

made  hy  the  President.  And  that  wasn’t  even  a  nuclear  exchange.  Whether  it 
is  right  or  wrong  is  a  different  matter:  all  I  am  telling  you.  after  watching 
this  system  for  better  than  25  years,  is  that’s  the  way  it  works.  I  don't  think 
anybody  is  going  to  change  it.  particularly  with  respect  to  nuclear  weapons. 
No  Soviet  commander,  thank  GikJ,  without  overt,  direct,  violent  disobe¬ 
dience  of  orders,  can  make  the  nuclear  decision  himself  without  the  Polit¬ 
buro's  approval.  And  nobody  in  this  country,  or  NATO,  can  do  it  without 
the  President  of  the  United  States'  aj^roval.  Talk  of  the  *‘NAT()  nuclear 
capability” — forget  it.  It's  an  American  capability  that  can  only  he  released 
hy  an  .American  olTicer.  And  this  has  changed  the  militar)'  structure.  It's  Just 
that  the  structure  hasn't  caught  up.  orchi»>en  to  align  its  command  structure 
to  demonstrate  that.  Uut  that's  the  real  world. 


|STL't)liNT|  You  mentioned  how  ccntrali/cd  nuclear  authority  is.  Cun 
you  coiiimcnt  on  the  methods  or  lechnique.s  hy  which  this  sort  of  authority  is 
reserved  to  the  President?  Because  I  think  one  of  the  dangers  is  that,  hy 
making  it  impossible  for  the  subordinate  commander  to  illegally  use  nuclear 
weapons,  you  are  very  narrowly  restricting  the  number  of  targets  the  Soviets 
need  to  hit  to  "decapitate"  the  command  authority  so  that  we  are  unable  to 
respi>nd  w  ith  nuclear  wcaptms. 


I'f.Atlil  No.  My  activity  made  all  of  the  devices  and  cikJcs  that  eremite  a 
chain  of  command  for  nuclear  release.  The  way  it  is  designed  is  that  the 
President,  the  Vice  President  and  the  Speaker  of  the  House  on  the  civilian 
side,  and  the  Secretary  of  Defense.  iIk  JCS.  the  .Military  Command  Post  and 
the  Alternate  Command  Posts  all  have  the  capability  of  acting  as  the  central 
authority,  in  some  son  of  succcsshhi  The  cinJes  and  devices  are  set  up  to 


allow  that.  So  if  all  else  ginrs.  the 
airborne  commands  can  take  over 
and  he  the  central  aulhoiity.  with 
all  the  capabilities  CI.NC.S.AC, 
l.ooklnK  GUm.  etc.  t26.  29-JO. 
M.  42.  AM 


i'INi'SAC.  looking  Class- 
Corninjnder-in-i.'hiel.  imalrgic  Air 
Comnur.d  iS.^Cr  s  airborne 
ttiniinand  post—alwa^s  in  the  an. 
iimimanded  by  a  ollicer 

who  has  authoiilv  to  laumb  nuilear 
weapons 
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3.  ROBERT  ROSF^NBERG.  The 
Influence  of  Policy  Making 
on  a\"  (I9S0.  pp.  49^*5) 


PoUcy  Assistant  lo  ffte  President  for 
National  Security  Affairs,  National 
Security  Council  Staff 


So  in  parallel  with  one  Presidential  Directive  and  countervailing  strategic 
posture,  a  lot  of  real  things  were  happening  which  started  getting  the  atten¬ 
tion  of  the  leadership  policy  makers.  Early  in  the  administration  President 
Carter  became  the  first  President  ever  to  fly  in  an  Airbi>me  Command  Post, 
lie  said.  "I  don't  understand  what  good  this  multimillion-dollai  affair  is. 
You  say  wc  arc  going  to  huy  six  of  them'.^  Well,  why  not  two  or  three  at  the 
most?"  Me  was  imiiKdiately  struck  with  its  mammoth  si/c.  the  fact  that  it 
can't  stay  in  the  air  forever,  that  it  is  not  nuclear-hardened,  that  a  747  takes 
a  runway  capable  of  m  ithstanding  very  considerable  loads.  We  all  My  on 
747s  and  1.  Kills,  hut  you  would  he  surprised  how  lew  airports  in  this 
country  can  take  the  landing  loads  of  the  747;  and  when  you  stiK'k  it  full  of 
computer  equipment  and  electronics  the  way  the  Airborne  C\)mmand  Post  is. 
you  can  imagine  the  tremendous  load.  When  the  President  questions  the 
viability  of  such  a  thing,  it  leads  to  a  very  interesting  exercise.  A  couple 
weeks  later.  Dr.  UrzexinskI  got  on  the  telephone  and  called  the  man  you  all 
have  heard  about  who  carries  the 
little  hr.cfease  w  ith  all  the  cetdes 
inside,  and  said.  "This  i\  an 
exercise.  1  am  the  President  of  the 
United  States.  We  have  just  gotten 
warning  that  a  raid  of  nuclear  warheads  is  en  route  ti>  the  United  States.  Ciet 
:«e  out  of  here  This  is  an  eoiergeiKA  exercise.  Wc  arc  going  to  war."  The 
lieheoptcr  that  is  supposed  to  he  on  alert  at  all  times,  to  land  on  the  White 
Mouse  lawn  and  whisk  away  the  National  Ctmimand  Authority,  almost  got 
slu>t  down  hy  the  Secret  .Service.  iHy  the  way.  this  was  kept  secret  for  quite 
some  time  until  ii  got  blown  in  lltc  newspapers,  which  is  the  only  reasim  1 
am  ahlc  to  tell  this  story.  1  think  wc  were  ashamed  of  the  h<>rrible  state  of 
readiness  wc  were  in.t  Hie  sum  and  suhstaiwe  is  that  the  exercise  of  trying 
to  evacuate  the  National  ('omntand  Autlioriiy  and  set  up  his  eonimuniealions 
was  a  nightmare,  just  a  complete  disaster,  (titll 


l)i.  tir/v/inski~/l)ifiniv\s-  Hi/v/in\ki. 
President  Cjilei's  National  Se<  urily 
Adiisor 


4.  I.EE  Px.sdixl  l..  (  I  and 

the  .SatitMial  Military  ('tiiii- 
niand  System  "  1 19X0. 

fqs.  67  Slo 


<  /mniefly  Dinttiif.  Detense 

I  iiriiiiiunnalians  At;e'Hs  and  \tan- 
atie/.  Naliiinal  ( 

Sisir/ii 


Our  structure.  i>ur  strategy.  <Hir  military  Uvees  arc  trained  and  will  i>bey  the 
tirdcr  that  says  tmly  ibe  President  can  release  nuclear  weapons.  Seventeen 
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minutes  is  the  lime  of  flight  from  the  normal  Soviet  submarine  ballistic 
launched  missile  puln>l  distance  off  the  Atlantic  Coast  to  the  White  House. 
So  from  the  lime  somebody  sees  something  launching  on  one  of  those  satel¬ 
lite  sensors,  or  one  of  the  radar  sensors  along  the  shore,  seventeen  minutes 
is  decision  lime.  Thai's  a  very  short  lime  indeed.  Moreover,  people  don't 
want  to  believe  news  like,  "They  have  launched,  the  world  is  coming  to  an 
end.  it's  lime  for  you  to  launch  in  return."  President  after  President  has 
called  for  opdons.  more  options.  Each  option  called  for  imposes  an  enor¬ 
mous  demand  and  strain  on  the  command  and  control  system.  So  how  arc 
we  to  solve  decision  linte  problems?  How  can  we  make  warning  completely 
credible  to  the  President  vir  to  his  successors?  How  do  we  ensure  that  the 
successors  can  communicate,  can  csiabll.sh  contact  with  t'\c  force  com¬ 
manders  to  execute  the  retaliation  or  the  strategic  reserve,  or  continue  to 
negotiate,  or  whatever?  There's  a  very  difficult  task.  Technocrats  talk  about 
computer-based  executive  aids,  about  making  warning  more  and  more  cred¬ 
ible.  and  they  tend  to  forget  there’s  a  man  who's  got  the  world’s  fate  in  his 
hands,  and  he's  got  seventeen  minutes,  and  that's  just  not  very  long.  I'hai's 
why  military  doctrine  is  so  emphatic  about  building  a  force  structure  that 
will  deter  war.  Deterrence  is  simply  a  stale  of  mind,  and  a  command  and 
contml  structure  capable  of  absorbing  a  strike  and  functioning  thereafter,  or 
being  reconstituted  to  execute  the  strategic  reserve,  is  a  very  imponant  part 
of  that  deterrence  state  of  mind.  The  enemy  must  believe  he  could  never 
decapitate  os.  in  the  sense  of  killing  the  decision  maker  and  preventing  the 
decision  to  launch  fmm  being  transmitted.  Thai's  why  command  and  control 
systems  are  so  important  to  the  military,  aro  that's  why  we've  learned  so 
many  lessons  over  time.  (K4) 


W'll.M.^.M  K.  C'tll.BY.  "  n>c  Vttumrl.  Kvid  Jf.  thfViUH 

Developing  Pcr-.pcclivc  of  /nirZ/igr-u.- 

Iiiielligeiicc  ' 
pp.  ll.S  .''H 


rrihcre's  veiy  little  yiMi  can  do  abmil  that  tendency  to  reach  for  iiuirc  raw 
inalcrial  and  subject  it  to  multiple  ;u>d  even  public  analysis.  'IIk  fact  is.  you 
know,  it's  the  way  we'se  been  operating  in  crisis  all  along  that's  the  trag¬ 
edy.  fhe  theory  is  that  the  analyst  is  the  screen,  thinks  about  intelligence 
and  then  gives  a  judgiiK'nl.  Hut  every'  time  yiHi  hit  a  crisis,  hang!  It  all  .short- 
circuits.  I've  seen  the  President  of  the  United  Slates  pick  up  raw  reports 
right  off  the  cable  line,  cutting  out  of  the  circuit  the  very  pciMm  he  should 
turn  to  at  exactly  the  lime  he's  iihhi  valuable.  Now.  Ihiw  do  yiHi  gel  the  ana¬ 
lyst  buck  into  It  at  a  lime  of  crisis?  I  think  yttu  gel  him  back  into  it  hy 
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making  the  maierial  more  broadly  available  beforehand,  so  that  the  thought 
process  has  already  gone  into  the  material  and  the  President  doesn't  think 
the  raw  data  is  the  only  source  he  had — he's  aware  that  he  has  a  lot  of  other 
centers  of  analysis  working  with  him.  Then  1  think  he'll  pay  more  attention 
to  intelligence  analysis.  (128) 


6.  B.R,  Inman,  "Managing  Director,  National  Security  Agency  and 
Intelligence  for  Effective  Security  Service 

Use”  (1980.  pp.  I4l-bl) 


1  went  to  the  staff  of  the  Navy’s  Commander  in  Chief,  Pacific  Fleet  to  head 
the  euneni  intelligence  operation.  From  there  I  watched  a  series  of  events, 
including  the  seizure  of  the  PurNo  and  the  loss  of  an  HC-121  off  Korea.  1 
began  to  spend  a  lot  of  time  examining  how  iHir  government  had  .structured 
the  How  of  information.  A  system  h^  been  established  years  ago  so  that,  on 
anything  that  might  be  a  crisis,  information  should  flow  from  the  pi>int  at 
which  it  was  detected  to  the  highest  levels  of  government  and  he  available  to 
the  President  within  ten  minutes.  But  no  comparable  attention  had  been 
given  to  what  pattern  of  flow  should  he  iM’chestrated  to  insure  that  informa¬ 
tion  is  available  to  support  the  conduct  of  military  operations.  As  a  sideline 
observer  with  the  time  to  take  notes  and  analyze.  I  found  that  in  each  of 
those  two  major  crises  the  Washington  decision  makers  did  indeed  have 
knowledge,  widely  spread  anu>ng  the  depart iiKnts.  within  ten  minutes  of  the 
e\ent.  And  in  a  ver>'  unciHVdtnaled  way  they  went  about  making  telephone 
calls  to  various  places  an>und  the  w*orld  seeking  individual  pieces  of  infor¬ 
mation.  Those  who  had  command  of  forces  got  the  information  no  siHiner 
than  an  hour  and  five  minutes  after  the  event,  because  it  had  to  stack  up 
behind  all  the  other  rep(*ns  that  were  coming  at  Hash  precedence. 


. . .  Hut  in  crisis  monitoring  the  How  of  that  infoniiatum  up  to  the  principal 
decision  makers  has  never  been  a  problem.  I'he  prohlcin  you  get  is  in  the 
US  structua'  for  deciding  plans  based  on  policy.  IlKte  you  can  run  into  all 
kinds  of  bureaucratic  approaches  and  priorities.  I'he  Joint  Chiefs  of  Staff 
will  not  want  to  discuss  their  li.-’tailed  contingency  planning  w  ith  other 
departments.  They  believe  they  l^sv  the  expertise,  and  they  don't  want  to 
speikJ  much  time  being  critiqued  hy  the  <Hher  depaitments.  where  they  think 
thea’'s  less  expertise.  f)r  the  President  and  the  Secaiary  of  State  will  insist 
that  all  iiiloniiat;on  abiiut  negotialiims  How  only  to  them  and  not  include  the 
Secretary  of  Defense,  the  Joint  Chiefs,  etc.  Incvitahly.  in  instarKes  witere 
I've  seen  that  occur,  it  is  no*  because  (hey  don't  trust  them,  it  is  simply  a 
questiiin  of  limiting  the  possibility  of  feeing  the  infoniutkm.  'I'he  basic  rule 
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is  that  the  more  communication  cenicrs  and  administrative  personnel  you 
flow  through  on  the  uay  to  the  principals,  the  greater  the  danger  of  that 
information  being  leaked  by  someone  who  either  is  simply  trying  to  curry 
favor  or  disapproves  of  policy.  (142.  150-51) 


7.  CHAKLKS  W.  SN<>lKiRA.SS.  Vic^Preudenl,  [leclionic  DiU  Syilems 
•Funding  C'l”  (I9KI.  Co,p;  lormcr  Assisunl  Scoclary  of 

^  the  Air  foice  for  Financial 

pp.  119-46)  Management 


(Tjhc  compression  of  time  because  of  technology  has  become  m)  dramatic 
that  there  is  no  longer  the  luxury  of  just  doing  it  by  the  numbers  and  through 
the  organization  chart.  Indeed  in  my  experience,  while  the  organization 
chart  is  still  followed  in  times  of  stability  and  relatively  low-level  issues, 
when  it  came  to  the  Mayuguc:  and  Bay  of  Pigs  crises,  the  evacualion  of 
Lebanon  or  something  like  that,  the  organization  chart  was  thrown  out  and 
the  pcrvmal  structures  staned  to  beconte  the  real  C*  backbone  of  the  govern¬ 
ment.  and  the  fact  that  Harold  Brown  had  established  a  relationship  of  con¬ 
fidence  w  ith  the  President  was  a  more  importani  inlluence  on  whether  his 
advice  was  followed  than  what  the 
National  Security  Act  of  1947 
says.  Indeed  you  can  find  nothing 
in  the  National  Seco-ity  Act  that 
says  the  President  should  speak  to 
the  commander  of  the  Iranian  raid 
in  the  middle  of  the  desert  after 
they  hit  the  planes  and  blew  them 
up.  and  discuss  whether  the  raid 
should  go  on  or  not  hut  indeed 
they  did  talk  to  the  President.  In 
the  Lebanon  evacuation  Harold 
Brown,  after  it  was  all  oser.  used 
to  brag  about  the  fact  that  he  was  in  direct  secure  voice  contact  with  the 
Marine  second  lieutenant  on  the  first  landing  ship  that  went  in.  ainl  he  knew 
as  scHin  as  the  .Marine  did  when  the  bow  of  the  1«ST  opened  up  lliat's  a 
technological  resolution  thanks  lo  coinniunicatuHis  satellites,  secure  voice 
scTaiiihhng  and  all  the  things  that  interest  the  codebreaker.  AikI  it  does  dm* 
matic  violence  to  the  concept  of  organization  charts,  statutory  respon¬ 
sibilities.  that  sort  of  thing.  (121  22) 


Kay  o/  hg%  -ihe  tailed  attempt  by  I^UU 
Cuban  eule*  lo  invade  Cuba.  Apnl 
IT  I**. 

evaxualion  ol  leaanon  fune-luly  I'tTb 
Hamid  tttuxMt—Sexietaiy  ot  Defeme 
unxlei  Preiidenl  i  anet 
lianian  laid  the  tailed  alleinpl  to  ie\- 
cue  bioia^es  in  lian.  Apnl  Ja.  /wm 
I  SI  landing  ship,  tank  -A  ship 
designed  lo  IranspofT  and  land  men 
and  etfuipineni  in  amphibious 
assault. 
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8.  B.R.  INMAN.  "\  SSUCS  In  Deputy  Director  of  Central  Intelligence 
lnielliger.ee"  (1981, 
pp.  19.V214) 


The  popular  lilcruiure  holds'  (hat  wc  gave  up  human  intelligence  collection 
assets  to  huy  technical  collection  capability.  I  stress:  that's  a  myth.  We 
really  gave  up  manpowerdntenstve  technical  collectors;  and  we  did  not  huy 
the  manpower  to  pnvess  the  huge  volumes  of  dilTerent  additional  informa¬ 
tion  which  were  made  accessible  hy  a  whole  range  of  technical  sensors.  If 
you  scan  the  notes  of  last  year's  talk  you  will  know  that  1  picked  up  ntuch  of 
my  interest  in  the  information  flow  part  of  this  information-need/ 
infomtation-llow  equation  through  watching  the  government’s  difficulty  in 
dealing  with  cri\es.  beginning  with  the  caj)iure  of  (he  Pueblo,  and  Ihe 
impact  that  slowness  in  (be  How  of  available  information  had  in  restricting 
the  govemincnt’s  options  in  trying  to  respond  to  that  crisis.  We  made  very 
little  progress,  at  least  through  the  first  half  of  the  '7(K.  in  dealing  with  that 
problem.  Wc  had  lots  of  studies  and  a  fair  amount  of  investment  in  com¬ 
mand  and  control  systems  that  -from  this  critic’s  vantage  pHtint— loo  often 
were  hKuseJ  on  owneiship  questions  rather  than  od  tk*  degree  to  which  ihc 
sysiems  w^tuld  accelerate  (he  moveiiicni  of  infonoaiiim  to  a  w-ht>le  range  of 
pcitple  whit  might  be  able  to  make  effective  use  ot  it.  We  reaiJy  did  not  get 
any  change  in  the  general  attitude  toward  dealing  with  information-need/ 
infoniialion-tlow  until  the  end  i»f  the  l97tK.  Now  .  1  ficlieve.  we  have  again 
crossed  a  majiir  obstacle:  the  attitude  is  nmviog  toward  "What  do  \ou  need 
to  know.”  Diti  "What  can  you  do  withtHii.”  atkl  (here  is  a  growing  aware¬ 
ness  that  much  more  has  to  be  di>ne  than  has  been  done  to  dale  in  facilitating 
inlormalion  tlow  As  i»ne  appfitaches  that,  itne  ne'eds  to  keep  m  fiKUs  why 
you  need  the  infonualiitn.  and  what  are  (he  liiitc  limits  dictating  (be  speed 
with  which  \ou  must  he  able  to  iimvc  information  and  assimilate  it  for 
decision-making  purposes. 

. .  Whether  the  iTesideul  changes  iir  not.  much  of  the  leadership  at  (be  next 
level  (eods  to  change  every  iVnir  years  if  ihm  siioner.  .And  (here  is  always  a 
learning  curve.  In  some  cases  you're  fortunate  it’s  only  a  few  monihs 
other  times  it  runs  at  least  a  year:  and  particularly  If  they  stop  to  study 
organi/alion  you  can  he  sure  that  it  will  run  longei  than  a  year.  ITKrc  is  a 
tendency  to  get  fan'inaled  early  with  (lie  iiiK'lear  cimimand  and  cimlrol  pro¬ 
cedures.  and  to  learn  km  it*  operate  dial  iiK*clianisni.  liut  (hey  do  not  (end 
to  deal  as  quK'.My  wiiti  conmund  and  control  |)roHlenis  li>r  coiiliiigencies  i>r 
for  crisis  uKtniloring.  iTaiikiv.  every  admintstralKm  (t\;«(  I've  watched  sinse 
(he  t95(K  has  had  to  gel  involved  in  ns  first  crisis  hetorc  it  really  livused  on 
k-w  It  could  get  tk  system  l«i  pcrionit.  cither  to  really  rcfiiK*  its  needs,  or  to 
decide  k>w  it  would  tiperalc  Ik  priK'css. 
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This  i;.  an  area  where  worries  abtmi  leaks  do  enormous  damai!e  to  effective 
human  communications,  which  is  a  major  factor  in  making  this  process 
work  better,  faster,  more  siiumthly.  A  new  administration's  people  come  in. 
they've  cither  kxiked  with  horror  on.  or  have  benefited  from  leaks  hy.  the 
previous  administration  They  get  stalled:  they  suddenly  start  reading  about 
their  agenda  for  the  National  Security  Council  sessions,  or  the  results  of  a 
meeting  which  only  five  or  six  pc;>ple  attended,  whose  details  they  consider 
classified.  That  does  not  encourage  them  to  involve  as  many  people  as  might 
be  able  to  contribute  to  contingency  planning  or  crisis  managentent.  When 
you  limit  the  number  of  people  you  involve,  you  run  a  high  risk  that  you 
will  fail  to  consider  clemenis  essential  to  the  plan,  litis  is  not  a  forum  where 
I  really  can  get  into  any  great  detail  on  the  rr.scur.  hut  1  believe 

very  strongly  that  the  extreme 


r/if  resrue— Si*i*  "haniin  uid" 


compurtmeiitaiion  in  the  planning 
involved  exacted  a  pretty  severe 
price.  Some  of  the  command  and 
control  infoimation  How-  p^iriions 

worked  very  well,  hut  that  was  fortuitous.  tl*>4  i>.S.  20.S  06) 


KK  HAKU  II.  Kl.l  l.s.  ‘Stra¬ 
tegic  Connectivity"  (h)K2. 
pp.  I  W) 


ttunh't  Ltummndvrtn  l  bit'f,  Stuh'/fti 
Ati  (■<«  wnam/  rVA(.'< 


\x\  iiK‘  first  talk  a  little  about  as  I've  seen  it  over  the  years.  Td  like  to  go 
all  the  way  hack  to  World  War  II  I  was  a  comhat  pilot  and  I  was  on  the 
receiving  end  ot  orders  I  was  in  the  mission  execution  business,  but  at  the 
saiiK  tiiiK*  in>  comrades  and  I  were  a  very  key  part  of  tl)e  decision-making 
imvess.  because  we  were  the  ones  who  repiwled  what  we  did  And  that  is 
one  of  the  first  uncertainties  that  enters  into  the  whtde  Cl  problem,  what  did 
you  do  and  what  else  has  to  be  done  ' 

1  c.in  speak  from  lirst  haiul  experience  We  were  engaged  in  low-level 
attack.  We  were  right  down  on  llie  targets,  boinhing  and  strafing  them  at 
treetop  level.  There  were  certain  things  we  saw  and  reported,  and  yet  it 
tunwd  out.  when  we  gt>t  ibe  photographs  hack,  that  we  were  wrong.  And  if 
you  think  that's  changed  tinlav .  youTe  wrong,  because  it  hasn't.  W  hat  is 
reported  about  the  battlefield  itr  the  airspace,  and  the  actual  fact  of  the  case, 
may  be  two  entirely  dilUivnt  things  And  that's  why  this  is  an  ills  business, 
and  It's  why.  when  people  talk  about  firing  im  warning,  or  launching  on 
warning,  tbcy'rc  in  a  \ery  risky  area.  ITs  dangerous,  in  my  opinion  very 
destabilizing.  t2l 


IS  tnman.  IS8I 
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10.  Hillman  Dickinson,  Otrector,  command,  cohtroi  and 

"Planning  For  Defense-  Communications  Systems  JCS 

Wide  Command  and  Con- 
irol"  (1982,  pp.  n-55) 


The  mosi  impi>nanl  message  I  have  i.s  lhal  Ihe  command  and  conirol  net¬ 
work  has  got  (o  have  a  sysiems  ^>^oach.  There  is  a  prcliy  good  analogy  to 
a  living  system.  A  living  system  has  scn.sors — eyes.  ears,  nose — it  has  a 
nervous  system  which  carries  those  sensings  to  a  decision  making  brain,  and 
it  has  an  operating  system  which  carries  out  the  decisions  of  the  brain  by 
means  of  the  fists  and  the  feet  We  mean  the  same  kind  of  organic  intercon¬ 
nection  when  we  talk  about  CM  systems.  There's  no  way  to  disassemble 
that,  and  have  a  living  organism  that  c.*tn  evolve  successfully.  Iu]u;dly.  there 
is  no  way  that  a  living  organism 
evolves  into  all  fists  and  feet.  And 
Ihe  message  that  1  have  from  each 
of  those  unlDed.  and  to  a  lesser 
degree.  speelDed  ClNCs  is  that 
my  system  is  out  of  balance:  I’ve 
got  more  fists  and  feet  than  Fve 
got  the  rest  of  the  system.  (21) 


unified— <t>mmand  that  involves  more 
than  one  US  Service 
specified— normally  a  sinf^le  Servne 
command  with  a  broad,  coniinuinK 
missum.  e.ft ,  SAC 
CINCs-Commanders-in-Chief 


1 1  THO.MA.S  II,  M(  Mt'l J-HN. 
"A  Taciical  Coinuiander’s 
View  of  C'l"  (19X2. 
pp.  .S7  76) 


Deputy  Cimiinandei.  lactical  Air  Cun*- 
inand  IIAO 


So  we  have  to  have  a  gotxl  plan,  giHid  inlonintion.  giHNj  ability  to  control 
the  foae  to  get  theiii  where  we  want  thciii.  and  then  we  have  to  he  able  to 
sense  what's  going  on  and  adjust  C'l  really  is  the  sum  of  the  things  done  to 
achieve  pn>per.  elleciive  ciiiployment  of  tactical  air.  (59) 


12  F.  i)iN%«:>.  c* 

Priorities '■  (19X2.  pp. 

77  9.1) 


C<irp<.-rair  V’Kt-  Ftesidenl.  Honeywell, 
tni  ..  former  Assrstanl  Setrelary  of 
Defense  for  Conununnatiuns.  Crtnt- 
nuod.  ConUol.  am/  InleIhgerHe 


*  pcrMtnally  don't  think  it’s  rationa)  to  think  of  a  limited  nuclear  evehange. 
Deterrence  is  deterrence,  and  as  I  said  at  the  very  beginning,  the  primary 
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objective  of  your  slrutcjiic  command  and  control  is  to  establish  that  deter¬ 
rence  in  order  to  prevent  nuclear  war.  I  don't  think  it  makes  any  sense  the 
other  way — or  only  in  that  you  would  like  to  have  the  eapahility  (though  I 
can't  foresee  what  the  situation  might  he)  for  the  chief  executive  to  have 
some  other  option  than  letting  everything  go.  The  Soviets  have  written  about 
that.  t(H).  (81) 


1^.  KOBKKT '!  .  M.4k.SH.  Air  tiunmjndvr.  Art  force  Systenys  Com- 
Force  C'l  .Systems  "  mjnd  <AfSCt 

imi.  pp.  f  1^) 


In  very  candid  terms.  C'l  is  a  tough  business  to  understand.  It's  tough  to 
validate  the  requirements,  it's  tough  to  estimate  what  it's  going  to  cost,  and 
it's  always  been  sort  of  in  the  range  of  the  unihinkuhle.  You  don't  have  a 
C'l  prohleni  until  you  really  know  that  the  bell's  gone  off:  that's  when  C'l 
gets  tough.  Now  I  would  suggest 
that  there  arc  a  hit  of  iithcr  arenas 
we  haven't  addressed  about  how 
we're  gating  ti»  behave  and  operate 
when  the  real  bell  g<»es  off.  When 
the  K.MP  gets  sii  tough  that  it 
destroys  Ma  liell.  and  we've  got  to  have  other  means  (»f  connectivity,  lor 
instance. 


IMI'  llvtln>ntjfineln  Cuttenl 

jiiii  vottjgr  sufgrs  by  j 

nutivjt  hlj-%1  Jhtne  llie  ejtih'i 
\urljie 


|()i  rtlN(>I.K|  1h<t>e  unaddressed  prohieim  come  in  smaller  sizes,  tint. 
As.  for  example,  in  the  .t/ovogue;  crisis  where  the  ahsence  of  adequate 
secure  communications,  even  in  a  non-apm-'alyptic  situation,  cost  a  number 
oflises. 


|.M.\KStt|  I  toiind  out  that  I  could  narrow  down  all  my  software  diffi¬ 
culties  to  the  decision  aiding  systems,  wliere  we  were  trying  to  assist  the 
commander  with  his  decisi<tns.  That  opens  up  a  whole  Pandora's  box. 
Where  the  CiHimunJcr  had  tried  to  foresee  what  his  infornution  needs  were, 
in  what  order  he  would  vani  them,  how  tie  would  rank  them,  how  you’d 
correlate  ihem.  and  what  do  you  do  then  with  all  the  fancy  correlation 
schemes,  how  you'd  fuse  the  information  and  all  that's  where  we  rea.iy 
met  iiur  nemesis  We  iust  hit  oil  way.  way  isHt  much  in  trying  lo  autimute 
huiiu;  ilcsisioii  making. 


-W  Diiiru-on.  t^WJ 


Crisis  Management 


AOP— Automated  Data  Pfocesiinf; 


...  IHjow  many  limes  have  you  all  gone  and  looked  al  a  big  computer  dem- 
onsiralion.  or  an  advanced  ADP  demonsiralion?  They’ll  tell  you  all  the 
things  it’ll  do  for  you.  and  you’re 
ju^t  flabhergasted;  you  ean  pul 
your  wlH)le  income  tax  on  it  and  all 
that  kind  of  thing:  it’s  striking  what 

it  will  do  for  you.  But  the  thing  that  neve'  comes  to  mind  is  what  it  won’t  do 
for  you.  My  guys  invented  a  hig  pitKurcmcnt  database,  and  I  went  down  the 
first  day  to  view  it.  They  were  going  through  the  magnificent  things  it  would 
do.  and  I  said.  “Well,  ask  the  damn  thing  what  my  seven  biggest  overruns 
in  the  command  are.”  “We  haven’t  got  a  program  for  that.  General.” 
"Well,  what  arc  the  top  values  of  all  the  cost  reimhursement  contracts, 
those  are  the  dangerinis  CiWtracts.  “  “It’s  not  arrayed  that  way.”  And  so  on 
and  on.  My  problem  was  that  those  guys  invented  a  system  that  evidently 
suited  their  purposes,  hut  didn’t  suit  my  purpose  at  all.  So  I  suppose  man* 
agers  are  somehow  going  to  have  to  sit  down  and  articulate  their  needs.  I 
don’t  think  people  out  there  inventing  those  ADP  systems  know  what  the 
hell  management  needs.  And  I'm  nut  sure  management  has  ever  sat  down 
and  gone  through  whatever  it  lakes  to  articulate  its  needs.  Maybe  if  we  did 
that  we’d  get  systems  that  arc  responsive  to  our  rKcds. 


IMcLAUiltt.lN]  lJ^t  me  pursue  that  ftv  a  rrrinute  because  I  think  it  raises 
a  higher>lcvel  pr^tblem.  Over  the  last  ctniple  of  years  this  seminar  has  col¬ 
lected  a  number  of  war  stories  about  someone  in  the  national  command 
authority  at  some  point  asking,  “Where  is  the  ship?”  or  “What  are  the 
forces  closest  to  that  point?”  and  finding  that  WWMC’C'S  and  the  other 
systems  weren’t  programmed  lo 
answer  that  question  So  (he  dep¬ 
uty  secretary  of  defense,  or  the 
secretary,  walks  out  of  the  rtHuir. 

At  the  KSD  C  symposium  last 
(X'tober.  I  believe  it  was  (•rneral 
ScowerofI  who  was  saying  that  the 
natitirral  command  authority  doc:i 
not  exeaisc  the  system  'fhe  prohlcin  is  how  to  get  a  president  ic  play  the 
game.  It  seems  to  nw  that  unless  the  gariK  is  played  we’ll  never  anticipate 
what  they  arc  going  to  need.  1103.  107. 


WH'AICC'.S  -WiMkl  Widv  Mtlilary  Coni- 
nuint  and  i'tuund 
{St>- r/(WiH  iysfc-ins  Divmon 
{'.enetal  iiom/ofl  SiuMiruil. 

National  uiity  Advi^ut  to  PtcM' 
dent  httd 


U  Kit'HAKD  (;.  .Si  ll  WM.I.. 
“Policy  and  National 
Command”  (IV82.  pp. 
115-1^1 


f>rpufv  Sn/c-fJO'  ot  Orfmvr  ht/ 
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There's  u  whole  range  of  crises — sonK  mure  military,  some  more  politically 
charged,  some  very  transient  in  nature.  Our  military  command  structure  is 
designed  for  major  campaigns  in  terms  of  its  vertical  organization,  its  plan¬ 
ning  structure  and  the  like;  hut,  of  course,  crises  have  been  more  in  vogue. 
We  have  a  minor  crisis  action  center  in  being  right  now  in  the  Pentagon  as  a 
direct  outgrowth,  as  you  might  expect,  of  the  Filkland  Islands.  This 
administration  has  n  very 

embryonic  crisis  management  . 

'  .  fjlkhnd  liijnds—focui  of  war 

organization  at  the  White  Mouse  hetwt'fn  Hntairy  and Arfivrtima 

level,  headed  up  hy  the  Vice  Presi-  OSD-Officv  of  the  Secretary  of 
dent.  It  doesn’t  have  much  sinew  Defence 
at  the  ninmenl.  1'herc  is  a  natiitnal 

counterterrorist  cross-manageniem  sirucinre.  also,  without  sinew.  I'hc  JCS 
has  a  crisis  action  setup,  again  tempered  to  the  large  i>peralion  rather  than 
the  smaller  one.  although  they're  working  on  the  latter.  OSD  doesn't  have 
any  real  capahilily,  being  a  policy,  planning,  review  and  analysis  organiza¬ 
tion  for  the  most  part.  It's  n«>t  adapted  tu  operational  responses,  although  it 
has  enormous  contingent  responsibilities  m  a  military  crisis _ 

We're  trying  to  drill  parts  of  the  O.SI)  staff  in  htiw  to  man  battle  stations  for 
a  crisis,  to  develop  a  cadre  of  people  from  the  assistant  secretariats  and  so 
forth  who  would  he  marshaled  at  the  ap(vopriate  time.  They  would  be 
known  tit  one  amtiher.  would  have  specilic  assignments,  would  he  furnished 
with  the  requisite  data  bases  with  decision  packages  of  major  actions  likely 
to  he  required,  insluding  the  mipiK'atums  of  any  of  those  actions;  with  mir 
legal  authorities  and  our  constraints;  the  priority  aims,  and  data  on  all  the 
other  govcmiiK'nt  agencies  involved.  Next  to  dealing  with  an  actual  crisis, 
nothing  is  iiHire  important  in  developing  imdessumalisin  and  know ‘how  than 
e.vercise.  whether  it  he  tahlet^ifi  or  sophisticated  I'hat’s  basic. 

Anotiter  phenomcmMi  of  crisis  because  the  hifi^iiatiiHi  is  sketchy,  because 
of  the  time  and  scnsiiivitv .  because  sd  the  nature  ol  the  initial  re|HMi.  which 
ittay  come  front  elsewhere  than  sntr  embassy  t»r  a  iniliiarv  conmund.  iliere's 
a  tremendous  impetus  at  the  iiafional  level  to  search  in  all  dires'liims  for 
nH>rc  information,  to  Dcsli  the  issue  as  a  basis  fi>f  dcveU>ping  the  plan. 
1‘sually  tite  plans  tlict  are  mi  tiic  shelves  are  ih>l  apjvhcahle  to  the  situatiim. 
And  so  the  NC.A  has  a  tendency  to  violate  the  chain  ol  .innmand.  Thai's 
i>kay  Irom  'he  siaod|Hitn!  of  mloriiuticn  request,  but  it  ciHikl  be  pretty  disas- 
tritus  if  co:i.  ui  IS  ni\o|\cd. 

fOi  rilStil  K|  You  x'c  tlk’  lt«st  OIK'  ;u  alt  itK*  dissusstons  we've  had  here 
wIh>  has  cvpliciily  stressed  the  dishiwlHtn  between  searching  for  inbtntiatiiHt 
and  the  ikmnward  Mow  i»l  orders.  Could  you  CiHinoeni  on  why  the  divliiK- 
lit»n  seems  S4»  hard  fm  ine  rest.' 


Slilwftl.  141L* 
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[STILWELL]  I  don't  know  11'  I'm  a  lull  comniantkr  and  the  President  or 
the  National  Security  Advisor  or  the  Secretary  of  Defense  makes  a  legiti¬ 
mate  request  for  information  that  skips  my  echelon,  and  goes  direct  to  sub¬ 
ordinates  to  get  Mhat  information  he  can.  I  have  no  problem.  II  I  have  any 
evidence  that  suggests  he'd  better  not  depend  t»K>  much  on  that  initial  repon. 
iir  if  it  should  be  modilled,  though.  I'm  going  to  tell  him.  I  have  a  resptm- 
sibiliiy  to  correct  him.  We've  provided  all  these  command,  conln»l  and  co:n- 
munication  systems;  we  should  e.xploit  them.  Inlomiation  is  intelligence,  it's 
gennane  to  the  decision-making  prtKCss  Hut  I  don't  want  seniors  bypassing 
the  chain  of  command  when  it  coiiks  to  application  of  foae  unless  it's  been 
prearranged  for  g<H)d  and  sufficient  reas4ms. 


. . .  |M1>  deputy,  an  Air  Ft»rce  three-star  general.  J.J.  Hums  (now  a  vice- 
president  for  advanced  developincni  at  McDonnell  IX>uglas),  had  been  the 
nominal  on-site  commaiKler  for  tlie  A/<mi?n<-:  operation  and.  during  that  cri¬ 
sis.  Matched  the  NC'A,  the  tlreater  commander  and  everybody  else  try  to  talk 
to  the  little  guy  on  the  ground  He  told  me  that  this  confused  evervtme. 
So  I  inlorineil  Admiral  (taylcr  and  JC'S  that  I  had  looked  over  all  the 
rummo  assets,  and  there  Mas  just 
nt>  May  Me  could  arrange  com- 
inunicalioiis  beloM  my  headquar¬ 
ters  We  had  a  rcniarkahle  secure 
leleconlerence  that  morning  that 
linked  exerybtKiy  mIio  Mas  any 
httdy  in  Washington  and  the  Pa¬ 
cific  Miih  iny  headquarters,  mi  that 
they  could  ask  queshons.  and  gi\e 
advice.  Mhich  no  one  elected  to 
do.  So  It  Morked  all  right, 

1^5.  I45i 


1.^  RUIUkI)  S.  Rl.U. 

"IX’CiMon  .Making,  i'rios 
MaiugeiiK'nl.  Intiirnulitm 
and  Ictinudogx  ■  «f**X4, 
lH'  ^  loi 

.As  SfK'Cul  .Assislanl  Itillk'  l*rcsKk'iil  ««i  ilw  Natttiiul  Scvurilx  ('tHiikil.  I  am 
rcs|s»nMhle  loi  all  llu*  citsis  nuiugcnicnl  assets  Miihtn  Ihc  \M)iic  llnusc. 
Ihis  <s  a  iwM  |i(»Mihm  Itifinerls  ilw  ciisis  mxoNvuk'iii  Mas  handled  by  txie 
iiK’mfvr  ol  iIk'  N.S('  in  su|i(Hm  of  iIk  .-Assistant  lo  llw  l^rcsukiil  ttx  Nainnul 


/lisKistiori  hi'tc  lt>  <  o/nmunii  a- 

/»«»«»  th/tHifi  (he  a»f  m/ionsr 

nbr/l  fi\»»  Afiirntjti  ullu  t't\.  «/rar 
(11^*  a  lo-r  in  Iktin-a's  Dvituliian/ftl 
/i>i»r  nm-  killctl  /n  Xn.-ran 

.Auguil  I’i't- 

\ihnitji  Atlnu/jl  .V»»r/  (.ai/rf. 

<  nninia'idr-r  »n  (  hirt  nf  tfir  ^'aiirx 
4  ontniaiu^  al  Ihr  (irttr  of  ifir 
an  nfriil 

fittnff  l  lUilftUiHH 


S|)t't  >at  1<\i\la>il  lo  l/■c■  t’/roi/rfil  lot 
\j\nuial  Srt  uiifi  A/laiii  ant^  \miot 
(  i>\>%  Xfanat^ntir'iil  S|  \ 
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Security  Affairs,  with  the  basic  managerial  sup|H>rt  of  the  Director  of  the 
While  Ifousc  Situation  But  tn  the  last  two  years,  at  the  President's 

directive,  we  have  been  involved  in  a  majiH  upgrade  of  the  White  House  cri¬ 
sis  management  assets. 

What  I  am  about  to  say  is  based  largely  on  a  premise  you  will  rccocni/e.  if 
you  know  anything  about  the  interplay  between  the  While  House  and 
various  elements  of  the  bureaucracy.  It  is  a  very  common  Washington  pn>p- 
osiiion:  the  While  House  shrnild  have  comparatively  low  participation  in 
many  if  not  nKisi  crises.  As  a  nKilier  of  principle  1  find  that  a  gcnnl  operating 
premise.  In  many  cases  it  clearly  docs  not  apply,  for  a  variety  of  reasons. 
But  nMMi  everslhing  that  has  incurred  in  tlic  last  two  years  has  not  presup¬ 
posed  that  the  While  House  slntuld  have  a  tmire  active  n>le. 


I  want.  Iirsl  <if  all.  to  describe  an  incident  that  occurred  about  a  year  and  a 
half  ago  between  the  Naiittnal  Military  Command  Center  and  the  White 
House.  Ilic  military  leadership,  with  (•eomil  Vcsscy  in  the  National  Mili¬ 
tary  Comnund  Center  <NMCC>  in  the  Pentagon,  was  hneling  the  National 
Scxuriiy  Council  including  the  Presi¬ 
dent.  .Secrelors  of  State,  and  other 
participants  in  the  Council.  This 
incident  has  shaped,  as  very  often  is 
the  case,  this  President  s  view  of 
what  he  could  and  aiukln'l  do. 


(.rnrfat  Vrssrv  /nhn  H'.  Ves¬ 

sel.  t  hjnntMi  of  thr  Awnf  Chirt*  o/ 
.Staff 


'Ibere  was  a  dis^ussioii  about  what  was  going  on  in  IxbarKKi  1^  CTuinnan 
itf  the  Joint  Chiefs,  hneling  hy  video  Ironi  tlie  NMCC.  mentioned  the  cim- 
sira'.nis  that  the  President  was  under  due  to  the  rules  of  engagement  iKOKs). 
Then  he  psunied  to  a  map  to  show  the  President  where  a  particular  Israeli 
activity  was.  and  where  the  l>rti/e  were  The  President  was  very  sur¬ 
prised  this  IS  not  uiKoniMhin  Itir  l*rcs)dcnls  that  he  was  constrained  by 
llic  KOhs.  Also,  when  iIk  Chainiiait  p«>nited  U>  a  UxalHm  on  the  map.  the 
I'rcsidcni.  using  the  vaiious  secure  video  links,  could  not  see  what  the 
Cliainnan  was  pointing  to  Ibc  bricicrs  tlHmghl  ii  was  iiiiporiani  to  have  the 
I*rcsideiil  pay  aiicniHHi  !«•  wliai  they  were  talking  about.  But  the  )*resideni's 
rcoilion  was.  lirsi.  why  should  lie  be  constrained  hy  these  rules  of  engage- 
mcfii.  and  scsimd.  he  stHildn't  tell  what  tliey  were  talking  about,  the  l*icsi- 
dent  turned  to  Judge  Clark  and 


said.  "  Ihis  Is  ndkukHis.  I  iwa  iMily 
don't  know  what  they  arc  talking 
oUhii.  I  ikm'i  kiH>w  where  they're 
talking  oKiul  it.  and  I  don't  have 
anything  in  trout  ol  me  that  helps 
nr  understand  or  give  soraevl  u*  a 


thu/f  J  ft-fl  Mtoi;  KUtufi  jfiutrig  l/>r 
tsjmng  tMtnuw  tft  ir6jfHaO 


liMigr  i  Ijik  WiHum  t*  Ihtk.  .VjIkitu/ 
V-«  uftli  l(i  /VrvMjrrtf 
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Now.  this  anecdote  ought  not  to  be  surprising  to  any  of  you.  Indeed,  it  isn’t 
intended  to  be  a  surprise  story.  It  is  to  confirm  that  decision  making  at  the 
highest  levels  of  the  American  government  i.s  not  a  good  system.  The  par¬ 
ticipants  in  it  are  all  well-meaning  people;  still  it’s  not  that  good  a  system 
for  the  decision  makers.  We  spend  hillions  and  hillions  of  dollars  to  collect 
information,  to  get  it  from  the  field  to  an  analyst  in  the  bowels  of  the 
bureaucracy.  Don’t  misunderstand  me — that  is  very,  very  important.  But 
having  spent  a  k't  of  money  to  sustain  un  information  collection,  dissemina¬ 
tion  and  analysis  process,  we  spend  virtually  nothing  on  direct  support  to  a 
senior-level  policymaker.  Virtually  nothing.  This  is  a  major  theme  I  am 
going  to  talk  about;  wc  spend  very,  very  little  and  we  have  very  few  analytic 
t(K>ls  for  the  very  high-level  people.  That  leads  me  to  my  first  major  obser¬ 
vation.  1  believe  this  srKiety  pays  dearly,  every  single  day.  in  terms  of  pol¬ 
icy.  for  its  failure  to  teach  truly  systems-oriented  people  to  synthesize  at  the 
macro  level.  I  dare  say  we  could  go  through  the  length  and  breadth  of  this 
land  and  not  find  twenty  people  who  have  that  capacity  by  virtue  of  training. 
A  lot  of  people  develop  capacities  hy  virtue  of  experience,  hui  I’m  talking 
about  those  who  arc  bo;h  experienced  and  trained  to  synthesize  inloriiKiiion 
at  the  macro  level.  In  my  judgement  the  biggest  prohlem  in  information 
processing  is  not  sensors,  not  telecommunications,  not  CPUs,  not  even  ana¬ 
lytic  procedures.  Very'  little  work  has  gone  into  the  synthesis  prtKcss.  I’m 
not  talking  about  a  partial  system. 


a  little  economics  and  rational 
decision  making  and  let’s  throw  a 
little  more  in  the  hu'^get.  I’m  talk- 


CrUs  —  tvntrjl  pfricivss/n,i;  unifs  (of 
uympufi'tsl 


ing  about  hig  pieces. 


Hurthermore.  Presidents,  engaging  in  the  decision-making  process,  where 
you  have  a  very  stressful  situ.ition.  e.xpcrience  high  levels  of  fatigue.  People 
get  worn  out.  tlicv  are  hamged.  there’s  a  lot  of  pressure  on  their  time.  Very 
few  UH)|s  exist  ai  that  lewl  lu  relieve  the  pressure  while  supporting  their 
synthesizing  activity.  I’m  repealing  myself,  hut  I  want  to  make  sure  I’m 
undersliHKl:  the  uxiK  are  not  there.  1  think  that  is  so  serious  that  it  affects  my 
views  on  technology  What  differenlialcs  man  from  all  the  rest  of  the  crea¬ 
tures  is  that  man  goes  out  and  huilds  a  liHil  to  do  his  work  lor  him.  lie 
hiiilds  tractors  and  plows  to  lake  cure  of  the  land,  he  huilds  relay  stations  to 
take  cure  of  signals,  he  builds  computers  to  process  data.  Vet  the  tixiK  for 
doing  synthesis  don't  exist  In  stressful  situalioiis.  as  the  principal  crisis 
manager  for  the  President  In  the  Whik'  House  (I  have  actively  worked  every 
single  one  of  the  recent  ones).  I  have  to  pnxess.  to  sn  ntlicsi/c.  megahytes  of 
data  in  very  short  peruxis  of  l•nle.  to  give  dcstripiive  clarity  to  what’s  going 
on.  for  instance,  we  receive  silualion  rept^rts  (we  gel  at  least  ten  of  them) 
varying  in  length  from  shoii  to  quite  long,  and  wc  have  very  little  lime  to 
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lake  (hose  dula  and  crunch  Ihcni  using  some  data  compression  technique, 
and  then  tease  from  (hem  (he  essence  of  the  messages.  Believe  me.  (hat  is 
not  an  easy  trick  during  a  crisis. 

|STUI)hNT|  Could  You  give  us  an  example  of  that  kind  of  situation?  You 
say  it  happens  every  day. 

IBliALj  Certainly:  (he  most  serious  conlliei  lacing  the  United  .Slates 
today  is  the  Iran/Iraq  war.  You  may  think  it's  lehanon.  it's  not:  it‘s  not  HI 
Salvador.  il‘s  not  US-Soviet  relations,  it  is  Iran/Iraq.  Right  now  the  number 
of  cable  iV/Cssagcs  the  W'lite  House  receivc.s  about  Iran/Iraq- -and  that  is  a 
smaller  pool  than  the  total  messages  within  the  national  security  com- 
munily— is  suhslantial.  around  WX) every  24  hours.  That  ptH>l  includes  situa¬ 
tion  summaries  coming  from  at  least  nine  different  sources,  teasing  out 
economic,  political,  military,  political  leadership  aspects  of  whal's  happen¬ 
ing.  on  a  daily  basis. 

We  probably  will  get  something  on  the  order  of  a  minute  to  two  and  a  half 
minutes  with  the  President,  'fry  thinking  rcaiiNlically  about  what  is  required. 
We  have  lo  lake  that  ptH>l  of  messages,  those  summari/ed  reports,  the  exper¬ 
tise  of  human  beings  on  hand  or  out  in  the  communily.  and  prepare  a 
message.  Y<*u  have  lo  know  what  on  earth  to  tell  the  I’rcsident.  The  synlhe- 
si/ing.  integrating  proecss  giK's  through  that  volume  of  data,  those  already 
synthesi/ed  pieces,  to  put  through  your  final  window  a  page.  lw«>  pages. 
fi\e  pages,  of  very,  very  crysialli/cd  inforination. 


fo  do  what?  fo  just  inform  him?  No  Decision  makers  witoin  you  only 
inform  arc  not  wonhy  of  your  effon  to  inform  Decision  makers  have  to 
form  impressions  and  act  or  else  not  act.  which  is  a  lonn  of  acting  iTm 
not  saying  (hat  lYesideiils  or  ilvir  advisors  act  only  hy  doing  sonicihing  spe- 
eille.  n«m-aclioii  can  also  K*  very  wurthwhilc  in  fact,  as  a  su|xrixmcr.  we 
ought  lo  learn  to  do  u  more  oiten:  it's  probably  the  number  one  rule  of  a 
superpower.  SupeT|Vt>wer  Ivhavitir  i\  noi  to  aeii  S«t  aelton.  or  inaction,  is 
the  esH'iice  ol  the  message.  I  Ik'ii  y«m  have  i«*  weigh  all  the  ddfereni  factors. 

I  or  example,  there  is  a  very  large  lirihsli  convoy  in  the  (iull  of  Oman  this 
iihtr'.ing.  I  guarantee  yon  that  is  going  lo  raise*  all  kinds  ol  quesiions:  why  is 
It  ihea'.  IS  It  new.  did  vse  know  ii  was  gtttiig  to  hap|X'ii.  all  those'  kinds  of 
things,  which  for  ns  is  a  ratcheting  up  ol  the  quesiioii  ol  how  we  pul  ii 
together  in  a  context. 


.Sow.  a  word  ol  eaution.  I.verythiiig  I  sa\  itKlav  is  alvoui  enscs  We-  can  talk 
about  general  decision  making  in  a  iion-crisis  sctise  some  other  lime.  I'he 
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essence  of  information  during  u  crisis  is  that  il  has  a  very  short  half-life. 
Therefore,  every  time  you  put  information  on  a  piece  of  paper  and  imply  to 
your  boss — in  my  case.  Bud  MeFarlane  and  the  President — that  this  is  the 


way  il  IS.  when  you  know  you're 
dealing  with  information  that  has  a 
very  short  hall-life,  you  arc  on  a 
precarious  edge.  So  Law  One  is:  if 
you’ve  got  a  piece  of  information 
that  is  so  perishable  that  it  will  not 
surs'ive  the  evening,  then  don’t  send 


Hud  Mcfarlanc— Robert  Mcfarlane. 
Natiof^al  Security  Advisor  (after 
Clark)  to  President  Reafian. 


it  up.  11  your  best  estimate  is  that  it's 


that  perishable,  you've  g»>t  to  be  very,  very  careful  about  processing  it.  I 


know  very  few  Iih)1s  except  experience  and  judgment  that  are  going  to  help 
you  in  that  area. 


|()l':rriS(il.K|  it  seems  to  me  that  the  background  ag.itnst  which  to  inter¬ 
pret  a  crisis,  against  which  the  decision  maker  evaluates  what  he  gets  led  for 
two  and  a  half  minutes,  is  an  im]X)rtanl  element  at  risk.  Would  you  touch  on 
iliai  nefore  we  close? 


IBI.AI.I  All  right.  I'irsi.  however,  let  me  make  a  few  general  proposi¬ 
tions.  Number  one.  I  would  describe  crisis  decision  making,  at  least  in  my 
ex]x*ricnce  and  as  I  have  now  come  to  coiiceptuali/c  it.  as  organized  anar¬ 
chy.  Sometimes  it  is  an  organization,  sometimes  a  decision  setting  and 
sometimes  a  set  of  decision  iiiakers.  But  its  primary  characteristic  is  that  in 
crises  it  is  always  very  dilTiculi  to  establish  a  set  of  goals  of  preferences. 
Crises.  h\  their  very  nature,  are  like  playing  Scrabble.  When  siimeKkly 
tosses  the  Kurd  and  evervthing  is  initialized  to  zero,  and  most  of  the  pieces 
are  lar-flung  and  in  disarray  tiiat's  the  anarchy.  And  when  confronted  with 
ihat.  a  person  who  makes  decisions  must  decide  how  to  establish  picfer- 
cnees.  l  or  someKH.l\  going  hack  ami  analyzing  il.  it's  sery  difUeult  to  elicit, 
from  a  set  of  decisions,  uhai  tho\e  pieferenees  were.  Hie  reason  is  that 
most  prelerences  are  rot  so«ieoni*‘s  will  during  the  psiii»d  i>l  anarchy,  hut 
rather  a  eonsequenee  of  a  Imise  collection  of  iiieas  and  acts.  IK*  preferences 
are  functions  of  action  rather  than  drivers  of  actum. 


I  Ills  in  m\  judgment  is  verv  important  In  uitr  current  situation  in 


l.ebaiiun  (which  m  my  judgiiK'ni  is  a 
ences  and  our  goals  hase  heen 
derised  Iriim  a  sei  of  actions  cver- 
so  loosely  forinalaied  over  lime. 
IX'nsed  Ironi  those  acts  noi  the 
drivers  of  iKise  acts.  .StxorHily.  in 
crisis  situaiioiis.  with  this 


ery  clear  policy  reNcrsahour  |irefer- 


(tui  luiifiit  Mliialiiin  III  I  elijimi) 
alleiiiiath  ut  Ihv  t'iiiiihinti  ol  the 
Matine  t\iii.Hk'>  in  IkliitM’i 
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organized  anarchy,  (he  tools  available  to  you  arc  very  unclear.  You  don‘l 
always  know  what  you  have. 


For  example.  I  hope  (he  military  is  always  a  political  instrument — that  it 
never  has  strictly  military  purpttscs.  That’s  why  1  find  the  Lebanon  situation 
just  bizarre.  Conimentalors  say.  ”Our  fiwccs  have  been  given  a  mission  for 
which  they  weren’t  designed:  they  were  well  equipped  to  do  military  things, 
hut  they  were  given  a  political  r.>lc."  The  day  (hat  isn’t  (rue.  when  (hat  is 
not  what  we  w  ant  from  our  military  capahility.  is  the  day  we’re  going  to  Just 
sh(H>(  each  other  up,  because  (hen  we  will  have  nothing  but  military  pur¬ 
poses.  So.  in  my  Judgment,  (he  public  discussion  on  (his  is  absolutely  upside 
down. 


That’s  what  happens  in  a  crisis.  Your  tools  become  unclear  to  you.  And 
(heir  uses  become  unclear,  and  ytai  apply  them  inappropriately. 


lOtTI  tNCiliK]  Just  so  we  will  be  clear:  UMtls.  htr  yitu,  are  animate?  Inani 
mate?  People?  Institutions?  Things? 


ilJFAl.l  A  (ixil  is  an  Amba.ssiidor  Kuimfeld.  Special  Hnvoy  of  the  Pres¬ 
ident  of  the  United  States.  As  an  instrument  in  the  hands  of  the  President,  he 
has  a  particular  characteristic  that  makes  him  very  dilferent  from  Ambus* 
sadur  Walters.  whi»  Is  also  a  trouhleshwtcr.  Ambassador  Walters  repons  to 
the  .Secretary  of  Stale,  and  he 
hasieally  is  what  I  call  (he  "had 
news  hoy.”  Me  goes  out  to  tell 
President  Marcos  of  the  Philip¬ 
pines.  '  laxtk.  you're  in  real  tn*u- 
hie.”  or.  ’’You  know,  that  foreign 
military  assistance  is  going  to  drop 
from  $ltK)  million  to  S25  million.” 

That’s  what  Walters  docs,  while 
Kumsfeld  repons  to  the  President,  not  the  Secretary  of  State,  and  he’s  the 
special  envoy  to  a  a'gion.  not  to  a  specilic  conllict.  lie’s  not  out  (here  all  the 
(ime.  he’s  specially  deployed,  and  he  is  a  uxil.  And  the  President  has  to  fig¬ 
ure  out.  with  his  advisors,  how  (hat  panicular  (ixtl  is  going  to  be  used. 


Ani6j>sa(/or  KuinsfvId—DunM  Kumn' 
Md.  White  Hc)u»e  Chief  of  Suff  ant/ 
Secretjry  of  Hefensv  undet  Piei^i’ 
dent  ford 

Amfuis^tdot  Wjltet\  Wjllen, 

jppointed  l/.S  jnibaNsador  to  the  US 
in  Xfav  tWJ 


We  may  want  to  kmiw  how  a  panicular  extuntry  feels  about  something  wc 
do-  wc  may  employ  a  panicular  kind  of  inforination  collection  sy  stem-  -  and 
use  that  to  watch  how  another  nation  reacts.  That’s  also  a  t(K>l.  For  example, 
if  we  went  to  a  new  aten  status,  we'd  probably  use  some  of  our  collection 
techniques  to  Icain  how  country  X  responded  to  our  increased  alen.  Or  if  wc 
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have  some  forces  oul  ol  garrison,  and  we  warn  to  see  what  the  other  country 
thinks  of  that,  we  have  an  instrument  to  measure  il.  Wc  may  call  up  Ambas* 


sador  Kirkpatrick  and  say. 
“Would  you  floal  the  following 
notion?  Mayhe  wc  ought  to  suh- 
stilutc  Ihc  multinational  force  for  a 
U.  N.  force.**  So  she  becomes,  in 
a  sense,  a  Uh)1. 


Ambassador  Kirkpatrick— leanc  Kirk¬ 
patrick,  President  Reagan's  ambas¬ 
sador  fo  the  UN  iWaltcrs'  prede¬ 
cessor) 


But  in  crises  il  hecomes  unclear  which  assets  you  have  available,  which 
ones  vs'ill  work,  who’s  going  to  use  Ihem.  who  actually  controls  them.  I  can¬ 
not  tell  you  how  often  I  have  heard  somebody  say  in  a  con\'ersalion  with  the 
President  of  the  United  .Stales.  “But  sir.  we  c:in‘l  do  that.  Il‘s  not  within  the 
DCI’s  prerogative.”  That  means  that  the  Director  of  Central  Intelligence,  in 
his  other  hat  as  director  of  the  intelligence  community,  is  telling  the  Presi¬ 
dent  of  the  United  Stales,  his  hoss.  that  he.  the  1)C1.  has  a  charter  that  is 
independent  of  the  vs  ill  and  prefer¬ 
ences  of  the  President.  If  you  read 
the  1947  act  as  amended  in  1958. 
that  can't  he.  And  yet  Ihc  assets 
are  appropriated,  given  hy  law  to 
Ihc  DCl.  and  they  are  his  in  Ihc 
mind  of  everybody  who  manipu¬ 
lates  them. 


the  t^)47  Jit  as  amendeti  in  l^)'iH~thv 
National  ,Soi  uiity  /\i  f  of  I'U?  and  the 
Dvpailmvnt  of  Detense  Keorfiani/j' 
lion  /Itf  of  fVW 


|()I.rriS(iI.K|  li*s  not  uninue  to  the  Presidency.  VN'c’rc  talking  abt>ul 
decisiim  makers  in  a  very  generic  way.  through  these  fi»cused  observations, 

IBl'.M.I  Vcs.  and  not  being  unique,  it’s  very  critical  during  limes  of  cri¬ 
sis.  Why?  Because  you've  got  very  compressed  decision  lime,  whether  in 
reality  or  simply  in  the  mind  of  the  decision  maker,  lie  or  she  can't  tolerate 
that  sort  of  element  being  fed  into  the  ilecision  -it  puls  tension  into  the 
process,  that  makes  it  very  dilficult  to  come  to  some  sensible  set  ol  deci¬ 
sions, 


The  third  major  characteristic  I'd  like  to  emphasi/e  is  that  ail  crises  involve 
what  I  call  llnid  participation  in  the  decisioiMiiaking  proeess.  That  is.  in  this 
organized  anarch) .  each  lime  the  President  and  Ihc  .Valional  Security  Coun¬ 
cil  meet,  it  may  involve  ten  people  and  in  three  successive  meetings  not 
even  three  of  Ihem  will  be  the  same.  People  are  constantly  sending  their  sub¬ 
stitute.  while  somebiKly  else  gels  dragged  away.  Why?  Because  a  super¬ 
power  IS  involved  m  managing  all  kinds  of  things  in  a  non-crisis  ar:a  while 
il  handles  a  crisis. 
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That  will  always  he  the  case.  In  197!^  it  meant  that  (here  were  major  ele¬ 
ments  of  the  State  Department  having  nothing  to  do  with  the  Middle  Hast, 
processing  other  kinds  of  matters  and  demanding  the  attention  of  the  Secre¬ 
tary  of  State.  Furthermore  no  one  set  of  participants  is  both  analytically 
competent  in  the  region  or  the  specincs.  and  also  high  enough  in  position  in 
the  government  to  be  in  the  meetings.  So  the  experts  who  really  know  Iran/ 
Iraq  (generally  they  only  know  Iran  and  not  Iraq)  brief  a  boss  who  briefs  a 
Ixiss.  who  goes  to  the  meeting  with  (he  tVcsidenl.  He  may  not  know  a  single 
thing  about  this  particular  issue. 


This  may  touch  on  your  question  of  haekground.  The  critical  thing  is  that 
analytic,  eoinpetcnt  people  arc  rxx  that  valuable  to  you  in  the  decision-mak¬ 
ing  setting— this  is  going  to  strike  you  as  a  little  perverse  and  a  little  upside- 
down — because  they  do  not  control  the  assets  of  the  organization  they  are 
members  of.  So  you  have  to  have  soiiiebody  in  the  meetings  who  can  speak 
for  the  agency,  allocate  its  resources,  and  make  commitments  to  the  Presi¬ 
dent  during  the  crisis  decision  making-  not  the  expert  on  Iran/Iraq.  No  mat* 
ter  how  much  the  expert  knows  about  the  foreign  minister  or  whatever, 
(hat's  not  what  is  Ircquenify  critical  in  those  settings. 


You  also  have  what  I  call  the  integration-ol-knowledge  problem,  liy  the 
time  you  reach  decision  making  scitings.  you'sc  already  had  to  go  through 
(he  analytic  stuff  and  have  east  this  problem  in  its  decision  making  macro 
terms.  That's  not  where  you  need  analytic  smarts,  you  need  integrating 
smarts,  and  people  capable  of  aP.Kating  the  resources  and  assets  of  the 
s<K*iety. 


Fourth  propiwitum:  every  piece  t»f  analysis  I  have  ever  seen  is  incomplete, 
because  the  bureaucracy  and  the  |H>litical  element  tl  don't  want  to  imply 
anything  other  than  a  very  |X)sitive  approach)  neser  know  anything  about 
Iflue  (Ked  is  the  enemy  and  Blue  is  you).  Nobody  ever  analyzes  Blue. 
Nobody  ever  finds  out  what  this  country  will  support,  accept,  tolerate  what 
Congress  will  tolerate.  Ihey  leave  out  niajtir  portions  of  what  the  law  will 
permit  a  President  to  do.  what  the  Office  of  Munugcnient  and  Budget 
tOMHi  w  ill  permit  a  President  to  do.  wliai  I'ongress  will  (vrinit  so  they 
don't  complete  the  total  analysis  We  could  have  a  posture  as  to  what  we 
intend  to  do  with  the  West  fmropeans  and  the  Japanese  if  the  Iran  Iraq  war 
goes  into  the  Persian  (iulf  yet  it  might  K  perleclly  im|sossihle  to  get  that 
done  domestically.  And  w-*  wt>aid  never  know  it.  I»ccause  neither  the 
IX'fense  Department  inir  the  State  IX*partment  is  permitted  or  mandaied  to 
know  anything  about  AiiK'rica'  I  have  the  greatest  possible  respect  for  all  of 
them,  but  they  don't  anals/e  America  donK'siicallv 
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{OETTINGERI  Conversely,  the  domestic  folks  are  not  permitted  to  get 
into  national  security.  .So  synihests  becomes  extraordinarily  difficult. 

|BI;:aL|  That  is  one  of  my  major  ptiints.  One  of  the  fundamental  ques¬ 
tions  in  foreign  policy  is.  is  your  foreign  policy  driven  by  domestic  sources, 
or  is  it  derived  from  the  interaction  helwecn  the  two  or  three  nations 
involved?  Well  noNxly  has  ever  decided  to  have  a  Bureau  of  US  Affairs  in 
the  IX'partment  of  Stale.  You  have  to  have  certain  specialized  tickets  if  you 
want  to  play  in  national  security  affairs,  and  one  of  them  is:  Don't  know 
anything  about  America.  Of  ctHirsc  I've  overstated,  hut  not  unfairly.  I  think. 

An  article  hy  Bill  Bundy,  front  f'omgn  Affairs,  talks  about  how  American 
loreign  policy  is  conducted.  It  always  turns  on  lour  elements.  First,  the  cen¬ 
tral  views,  style,  and  characteristics  ttf  the  President.  Well.  Ronald  Reagan 
is  still  an  enigma  to  evcryKnly.  Second.  ciHtrdination  of  policy  within  the 
executive  branch,  including  the  relative  inllucnce  of  key  advisitrs.  is  rKver 
analyzed;  it's  never  even  a  part  of  analysis;  it  uould  he  inappropriate  if 
somcbixlY  wrote  it  down.  It's  outrageous  if  somebody  raises  it.  'Ibird.  rela¬ 
tions  with  Congress.  Well.  Congress  is  never  in  i>n  it;  in  fact,  the  people 
who  conduct  legislative  affairs  knew  zero  about  (irenndn.  lor  example. 
Intentionally,  they  were  never  even  given  a  piece  of  the  kimwiedge  ahead  of 
time.  Fourth,  the  level  i>f  ptrpular 
support  for  the  administration. 
csiKcially  the  President  personally. 

1  tnink  that's  remarkable  for 
William  Bundy  wr  anylxKly  to  say 
I  have  sp^nt  a  lot  ol  my  academic 
and  professional  life  doing  sur¬ 
veys.  but  if  Kkhard  Wirthlin  in  the  current  administration  uttered  a  vsord 
ti)  the  .Secretary  ol  State  on  uhat  the  public  uill  tolerate,  you  would  have  the 
longest  discussion  aNmt  the  fallacy  of  polls  Hew  people  are  as  gtxid  at  the 
balance  hetueen  domestic  and  foreign  as  Wirthlin  is.  hut  he  wouldn't  he 
permitted  to  speak. 

Another  principle.  1  here  is  inr  dmiK'siic  fiuvign  interlace.  It  is  not  there.  arkJ 
that  is  \cr> .  very  serious.  In  my  judgiiKrnt  it  is  the  single  nmsl  critical  factor 
in  being  unable  to  sustain  foreign  policy  It's  not  really  our  diltlculties  with 
one  nation  i>r  another,  hut  the  problem  of  not  being  able  to  sustain  domes¬ 
tically  almost  any  policy  ytm  can  nann*  in  a  crisis.  You  ha\e  to  rememlKT 
that  a  characteristic  of  a  crisis  is  generally  high  |nihlic  tolerance  for  a  Presi¬ 
dent.  his  adsisors.  and  ('ongress  as  they  sM>rk  through  the  problem.  Ibal's 
one  of  the  things  \ce  kmm  about  crises:  there  is  a  suspension  of  immediate 
cTiticisni  about  \shat  you  are  doing.  During  Cirenada.  for  example,  it  was 


(ireruiyj  ihr  US'  invasion.  Dt  lobvi 
mt 
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decided  that  we  couid  do  the  action.  th'.ti  it  was  correct,  we  could  finish  it. 
pack  it  up.  and  return — all  before  we  had  to  truly  defend  the  policy.  Inva¬ 
sion  of  an  island — and  I  don’t  see  any  point  served  in  altering  those  words — 
invasion  of  an  island  for  the  .specific  purpose  of  overthrowing  the  govern¬ 
ment  did  not  have  to  he  sustained  as  an  argument  over  the  long  term, 
because  you  could  put  the  forces  there,  clean  it  up.  and  take  them  home 
before  you  had  to  really  debate  the  policy.  During  crisis  you  have  to  think  of 
the  sustainability  question  as  much  as  you  possibly  can. 


NckI  is  what  I  call  Gray’s  Principle  Gray  is  a  Marine  General,  comman¬ 
ding  ollleer  of  Camp  Lejeune.  and  a  remarkable  man  in  many  respects.  To 
gel  underslanding  about  some  of 
the  problems  we  had.  I  visited 

General  Gray  at  Camp  Lejeune.  I  C.uy-Mji.  Cm.  MOed  M.  Cuy.  Jr., 

did  not  understand  why  there  was  Conmundm^  Centva/  Jnd  Mm, nr 

^  ijiViMon.  fivet  M,tnm'  lortr 

miscomniunication  between  the 

President  and  some  of  his  military 

advisors  about  use  of  the  MAU  force  in  lx*hanon~lhe  Marine  Amphibious 
Unit,  one  of  the  basic  elements  the  Marines  use  IW  certain  kinds  of  actions. 


General  Gray  and  I  were  going  over  some  of  the  concepts  lliul  the  Navy  and 
the  Marines  were  going  to  use.  and  i  asked  him.  "How-  do  you  keep  all  this 
coordinated.*  "  It  was  a  very  large  landing  i>n  a  beach  front  with  lots  of 
forces  and  lots  i>f  firepower  and  Utls  of  other  things.  And  I  was  interested  in 
the  information  questiitiis.  the  command  and  control. 


Now  this  is  my  proposition,  though  ymi  may  disagree.  I  believe  command 
and  ci>nlrol  structures  are  always  pyramidal,  fhey  have  to  be;  otherwise  they 
can’t  ]>t)s\ih]\  sustain  ciuiiiiiand  and  control.  Hy  contrast,  all  information 
structures  arc.  in  my  judgment,  iiiiiially  luKiANilal  And  they  are  luiri/onial 
all  the  way  up  and  down,  because  lor  a  variety  of  reasons  they  have  to  U*. 
C’lHimiand  and  control,  however,  and  the  mfornialion  in  a  command  and 
control  structure,  always  have  !«»  run  up  i»r  down,  pyraiiiidall)  lltrough  the 
structure. 


liul.  as  I  have  saiil.  the  informalion  svsieiiis  that  support  cininiiand  and  con¬ 
trol  arc  always  hori/onial  and  they  arc  characicn/cd  by  network  Hows  more 
than  hy  vertical  aciiim.  And  what  (icneral  (iruv  said  to  me  I  found  very 
interesting;  tliat  in  limes  of  stress,  ever)  cclicKm  in  the  (•rgaiii/alion  must 
undcTsiaiul  the  tirgaiii/aiiiHi’s  ininK'diatc  goals  and  act  to  lult'ill  ilicni.  with¬ 
out  further  inlorniaiion.  That  means  that  there  is  an  informalion  suspense 
period  in  a  command  and  etuitrol  structure  I'he  Itori/iHilal  How  is  nt>l  active 
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durin}!  certain  rcslriclivc  periods.  Especially  in  stressful  conditions,  you  can¬ 
not  expect  the  same  kind  of  information  network  How  across  the  horizontal 
planes  and  up  through  the  various  echelons.  Another  point:  much  of  com¬ 
mand  and  control  information  is  punitive.  It  has  to  be.  A  directive:  you  do 
this;  you  send  me  feedback  that  you've  done  it.  If  you  haven't  done  it.  gel 
your  hud  out  there  and  lake  care  of  it.  And  that’s  uhy  the  command  and 
cxinlrol  structure  passes  what  is  not  passed  in  a  horizontal  siniclure:  how  we 
are  doing  on  the  inletiigence  side. 


Now.  in  crisis  decision  making  iimisi  presumptions  about  the  highest  level 
are  that  it  is  pyramidal.  But  in  organized  anarchies  it  is  anything  hut  pyrami¬ 
dal.  Why  *  To  go  hack  to  niy  first  notion.  nobiHly  knows  uhal  the  prefer¬ 
ences  arc.  so  nobody  can  ad  to  nicci  the  intermediate  goats.  Mow  do  you 
ever  know  u  hat  the  preferences  are'*  By  inferring  it  from  actions  that  arc 
very  dilTicull  to  interpret.  And  during  a  crisis  this  is  one  of  the  things  that 
gels  interrupted. 


I'hc  next  prop^tsiiion  I  uaiii  tt>  give  to  \«hj  is  xxhai  I  call  the  theory  of  night 
opcraiionN.  During  the  (»ulf  of  SIdrn  incident,  when  Navy  aircrali  on  the 
I’S.S  S'imii:  shot  dossil  isso  l.ihyan  lighters,  you  may  remember  that  (here 
was  discussion  in  the  press  about 
uho  woke  up  the  I’rcsidciit  to  tell 

him,  Well.  i‘m  one  of  the  lower  thv  i.uit  ui  sniu  inuthm  iwrt 

players  in  that  loop.  And  iny  opiii 
ion  is  Ihai  it  is  dumb  to  wake  up 

ihc  I’rcsidciii  to  tell  him  lliaf  two  l.ihyaii  jcis  have  been  shot  down  and 
e\ cry  body  else  in  the  l.ihyan  air  lorcc  has  ginic  back  to  their  ban's  and  they 
are  silting  on  the  ninways.  MK'rc  is  ihitliiiig  to  say  What  are  nihj  going  to 
wake  him  up  to  tell  Inin,'  llui  s  like  saying.  'Iliere  are  a  lot  of  sioppcd  up 
t«)ilcis  III  .Milan. “  NVbai  are  you  going  lo  d«>  abi»ui  it  ' 


lo  make  sure  wc  had  all  tnir  fails  Mraiglit.  I  was  H*nl  lo  ihc  I  .S.S  .Vi«n/;  lo 
have  a  dinussion  wnli  Captain  lie  and  .-Ndniiral  .Martin,  then  ibe  admiral  ot 
the  l  ourlh  Task  I  orce  MaiiiiTs  a  I'OW  from  Vietnam,  and  biilli  arc  scry 
lemarkahlc  pei>i>ic  VMiile  I  was  ilK*rc  ihcy  were  doing  mancusers  and  night 
o|K‘rali<Mis.  |-'i>r  a  |vrson  ssito didn’t  s|x*nd  any  nine  in  ilie  .Nasy.  ihi\  was  to 
me  a  rcniaikablc  c\|X'riciK'e.  During  iIk'sc  mglil  oiX'raltons  the  .Vimi/.*  was 
inosing  during  the  niglil  iiUHircd  lo  two  rcpicmshincni  scssels  taking  on 
food  and  supplies  on  one  side,  and  petroleum  on  the  other.  .-Mlhough  the 
.Vf»n/:  Is  a  mKlear  |Hiwered  sessel  il  sidt  luvds  petroleum  for  a  sanely  ot 
ilnngs  on  bi>aid 
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So  wc'rc  goin^  through  Ihc  ocean,  three  ships  hooked  together.  It  is  an 
incredible  experience  to  see  them  doing  this  with  the  (KX'an  rolling.  All  this 
time  they  wem  landing  aircraft  on  the  deck  and  taking  off.  at  night.  Night 
operations  are  very  different  Irom  day  operations.  One  characteristic  is  that 
pilots  arc  trained  to  disregard  most  of  the  information  available  to  them  to 
land  an  aircraft.  I’hey  arc  told.  “Keep  your  eye  on  the  meathall** — the  lights 
on  the  left'hand  side  that  base  to  he  kept  hori/ontal.  I'he  pilots  arc  trained  to 
liKUs  not  on  the  ship,  not  on  their  instruments,  not  on  ^  hat  they  arc  hearing, 
not  on  what  they  are  seeing,  not  on  how  the  ship  is  tossing.  This  is  an  air¬ 
craft  they  have  to  get  down,  one  of  the  most  complex  manned  machines. 
I'm  nol  Idling  you  this  because  I  like  stories  about  the  military  :  we  re  talk¬ 
ing  alnmt  technology,  information,  decisions  during  short,  compressed  }K*ri- 
(kIs  of  time:  and  to  get  that  aircraft  down  they  had  taken  the  volume  of 
information  that  one  might  pass  to  that  pilot  and  reduced  it  down  to  “Keep 
your  eye  on  the  meatball.  “ 

|.Sit.'l>I.N'T|  Hut  you  know'  what  the  pilot's  preferences  are:  to  come 
down  in  one  piece. 


[HI.AI.I  'ITtal's  the  preference  not  only  of  the  pikH  hut  every  htKly  associ¬ 
ated  with  him.  The  guvs  who  clear  those  planes  want  very  much  for  that 
pilot  to  get  that  aircraft  down.  !iui  within  ihc  conte.xi  of  my  own  ohsena- 
tions.  I  know  very  well  that  keeping  your  eye  on  the  meathall  works  and 
this  is  my  point:  you  can  have  information  reduction  aikl  compression  only 
when  you  kn«)w  preferences.  All  the  other  characteristics  of  night  operations 
and  crisis  decision  making  are  very  much  alike,  hut  the  crisis  decision  maker 
can  never  say  "Keep  your  eye  on  the  hHathaH  *  because  he  dt>esn‘t  know 
what  the  meathiill  is. 

You  go  through  all  the  other  processes:  data  reduction,  data  compression, 
short  |>eri(Kls  of  time,  high  risk  let  iik  tell  you.  pulling  that  aircraft  on  that 
tlatlop  is  high  risk.  SomchtKly  has  worked  imi  a  maimed  machine,  the  lech- 
noliigy  Is  clear.  iIk*  insiiumenls  that  you  base  available  to  you  arc  clear.  Ifut 
they  are  successful  in  lar.ding  that  aircraft  only  to  the  degree  that  they  get  all 
that  coordination. 


If  you  apply  all  tlkise  pieces  lo  iIk  pre-criMs  stage.  ViHi  discover  that  people 
who  say  lo  the  ITesidenl.  ".Sir.  keep  your  eye  on  the  iiKatball  and  we  ll  gel 
through  this."  are  deceiving  him.  .Advice-giving  during  crisis  periods.  fiH 
precisely  the  reasons  I  have  alluded  lo.  is  very  dangcriHis.  In  crises  iikisI  of 
the  advice  the  President  receives  is  inaccurate  and  fallacious.  KveryhtKly 
will  telling  the  ITesident.  "Keep  your  eye  on  the  nK'atball.  sir.  and  weTI 
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make  i(,"  because  Ihafs  iheir  job.  Bui  since  they  are  likely  lo  be  wrong,  ihc 
President  is  denied  (he  number  one  thing  he  personally  needs:  high  confi¬ 
dence  that  (he  advice  given  (o  him  in  the  privy  ciHincil  is  correct. 

ISTUDt-NT)  The  word  ’’correct*’  (roubles  me.  liisleaJ  it  is  really 
incomplete,  isn’t  it? 


|BbAL|  It  is  incomplete.  inciMTccl.  and  inadequate. 

|STUI)LNT|  Isn’t  the  advisor  saying.  "Based  on  my  experience  with  you. 
Mr.  President.  I  believe  your  prclercnces  ate  thus,  and  therefore  I  think  this 
indicator  is  the  only  one  that  will  do  it”  Isn’t  that  an  elforl  to  distill  in  soioe 
nteaninglul  way  . . .? 


|Bl  At  I  It  is.  But  my  pro|H»siiion  lo  you  is  that,  in  all  prohahility. 
whether  it  is  the  Secretary  of  Defense  «tr  the  .Secretary  of  State,  whoever  it 
is.  he's  wrong.  In  my  judgment  you  have  to  itpcrale  from  the  premise  (hat 
when  you  are  in  a  cri.sis  Citndtlmn.  he  is  likely  lo  he  wrong,  'lhai’s  the  risk 
you  run  because  in  (he  circutitsiaiKcs  anarchy  can  surround  everything  they 
do.  and  it  simply  makes  almost  everyiHw’s  goiKl  advice  not  that  gotnl  I'hc 
conditions  no  hmger  permit  them  to  concentrate  on  one  thing.  In  a  crisis  a 
lot  of  (he  effort  goes  liiwartl  linding  a  p;nh  lo  solve  Ihc  prohlems;  they  have 
lo  meet,  they  have  lo  holster  each  other  and  gel  a  certain  kind  of  ci>nscnsus 
to  gel  the  thing  resolved  That’s  the  basis  of  Irving  Janis’  "group  think” 
theory.  They  have  to  huild  consensus  and  gel  llic  President  on  a  path,  ihen 
(hey  have  li>  do  live  pro>ely(i/ing  and  cheerleading.  Ami  in  my  trivial  way.  I 
keep  records  about  who  says  to  (Ik*  l*residcnl.  Tins  will  work”  1  red-llag 
that,  since  if  anybiKly  is  c«Htviiiceil.  in  iiiy  judgiiHml.  that  is  likely  lo  be  dan¬ 
gerous  because  in  a  crisis  you  just  don’t  know 


Whal  do  I  coiKlude  IriHii  (his?  I  do  rH>t  have  a  prcHripliiKi  if  viHi  are  a  weak 
nation  But  as  Umg  as  you  ;tfe  (he  I’nilcd  .States,  because  of  the  cimdiliiHis  I 
have  described,  you  need  (*>  ad  very,  very  slowly.  Short  ol  a  nuclear 
exchange,  there  is  no  crisis  that  this  na(i«>n  ever  has  to  respond  lo  in  very 
compressed  lime,  eilher  real  i»r  psyehohigical.  1  think  that  is  one  of  Ihc 
major  problems  we  face:  advice  given  under  stress  to  a  leader  of  a  super- 
piiwer  causes  iha*  superpower  to  act  (M^cMpilously  aivd  uimcvcssarily .  with¬ 
out  the  basis  ol  cmisidcralKN)  that  you  fundainentallv  need  .\ni  I  arguing  fi>r 
’givc-il-a-week  .No.  hut  any  imK  you  gel  in  a  crisis,  the  iiuji>r  thing  is. 
let’s  mK  go  liH>  Iasi. 
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Kon'jn  jirlint-r  int  idcnl—lhv  shootinff 
down  of  a  Konwn  .udinvi  by  Soviot 
jt/crjf\  in  SvpU'ivbri  I'Hti 


I  will  give  you  a  case  in  point.  I  think  in  the  Korean  airliner  Incidrnl.  Iron) 
the  time  we  knew  the  plane  had  gone  down  to  the  lime  the  Secretary  of  Slate 
went  on  the  air.  and  the  President’s 
I'irsl  public  statement  about  it.  did 
not  eseeed  24  hours.  In  my  judg¬ 
ment  it  eaughl  the  Soviets  so  ill- 
prepared  for  the  speed  at  which  wc 
were  prtKVssing  information  that 

that  very  thing  honed  them  into  a  comer  first  to  deny  it  and  then  coming 
hack  and  saying.  ’‘Well,  yes  we  did  it.  hut  oe  had  every  right  to  Jo  it.  it 
was  the  eorrecl  thing  for  ns  to  do."  That  is  a  response  we  didn’t  really  need 
to  evoke,  had  we  not  heen  moving  the  issue  Uh)  fast  on  them.  Not  that  we 
weren’t  correct  on  the  moral  aspects  i*r  the  other  dimensions  of  the  situation 


Now.  if  i»ur  larger  ctMteem  Is  not  to  heat  the  Soviets  hliHKly  over  an  issue 
hut  to  foster  US-Soviet  rclalums.  we  could  take  alt  the  measured  response 
wc  really  need.  Moving  too  rapidly  is  probably  tbe  single  most  signillcant 
error  wc  make. 


|Siri)|Nl|  ’I’o  what  entent  were  there  really  conlrontations  with  the 
Soviet  Union?  Heforc  wc  really  did  ansthing.  did  wc  reall\  try  to  figure  imt 
what  they  knew  * 

(III  At. I  I  think  the  direct  answer  is  tliat  we  did  not  sit  down  and  discuss 
this  with  the  Sosiet  Union  at  any  length,  at  an\  tune,  because  our  initial 
esaluation  was  that,  in  cNcrs  way  we  could  deterninic.  we  knew  more  ahimt 
what  was  going  on  than  tliey  did.  V.e  were  absolutely  CitiiMnceil  that  they 
had  shot  the  aiiliner  vlown,  and  that  we  pr«>h.>hl\  had  all  the  inh^tniaiion  we 
needed.  This  was  never  seen  as  an  v>p|sorlunity  for  us  to  base  a  gtnid  conge¬ 
nial  talk  with  them. 

|S  11  HI  Nl  I  If  the  incident  were  t«>  tKCur  today .  do  you  think  tilings 
would  he  handled  dilferenily? 


[Kl  At  I  Ves.  I  think  that  wc  would  di>  scscial  things  tt>day  that  we  did 
nt>i  do  at  that  lime.  Ihe  delicate  issue  Ironi  the  N.S(.''s  pcrs|H’cii\c.  and.  I 
KTiese.  Irtnii  State’s  perspective,  is  that  wc  could  not  have  d«Hie  what  we 
did  had  wc  IH>|  had  ilic  ventying  evidciKc  litHii  iIk*  JapaiK’sc.  1:  was  ih»(  jios- 
sihlc  til  gt>  forward  with  what  we  ahmc  had  even  llumgh  wc  had  cvidciK'c 
Wc  arc  nt»(  a  credible  iuiuhi  not  the  IVcsidcni.  mn  the  lutlnm  llwrc  arc  all 
kinds  (if  reas«>ns  why  wc  s'lHikJ  not  have  susiaiiK’d  the  debate  in  iIk*  varums 
iiUcrnatUHial  ionmis  where  ii  has  been  discussed  without  the  c«>llaht»rati\c 
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CNiilence  of  the  Japanese  And  if  it  were  to  (Kcur  again,  the  fact  that  they 
had  it  and  we  eventually  got  it  from  them  wivuld  make  that  prtxess  go  a  lot 
nutre  sm<x)thly  than  it  did. 

Iliis  is  the  first  time  I  knew  anything  about  it  at  this  kind  of  level;  in  fad.  I 
am  sure  it  is  the  only  tiioe  when  a  third  party  has  truly  and  genuinely  helped 
us  make  a  case  about  Soviet  complicity  in  a  horrible  act. 

101:11  ]N((I:K]  I'hal  is  a  theme  worth  taking  up  again  with  I..CO  Chernr. 
under  the  heading  of  the  role  of 

public  opinion  in  both  Ihc  U  S.  chcnr-i'Kc  „l  (Vc, 

and  loreign  countries  in  crisis  rfenr  iKriigan  s  /orf/go 

for  long-term  national  security  Advnmy HtMard 

iiianageiiient. 


(.Sll'DIiN’l  I  It  appears  to  me  that  what  yttu  are  saying  is  that  the  Presi¬ 
dent  shouldn’t  he  invidved,  because  when  it  goes  up  ti>  that  level,  you  don’t 
want  to  just  give  him  a  scries  of  hricling  papers  S4>  that  liis  reaction  is  just 
"What  am  I  supposed  to  he  doing  with  this  By  involving  the  President 
you  make  more  likeiy  a  preciiHlous  decision  that  may  he  inappropriate  and 
based  on  inaccurate  oi  incomplete  inlitrmaiion  Is  that  right? 

IHt'M  I  I  wouldn’t  ncccssarih  infer  that  hv  Winging  in  the  President  you 
arc  much  iiH>rc  likely  to  cvuiiiiiii  a  precipitous  ad.  Hut  I  wt>uld  thoroughly 
agree  that  iiK*st  peo}>lc  including  mans  pe«>ple  in  the  NSC  do  rux  undcr- 
siuiul  what  it  means  to  get  the  President  involved  in  ansihing.  llic  While 
lllHJ^e  iMih  has  vnic  asset  the  l*re>idenl.  and  his  allenliim  to  anslhiiig.  lliis 
IS  tile  single  most  uiiponani  asset  ilie  While  H«>use  alltx’ales.  Ssinbolically  it 
means  the  most.  II  si'u  know  ansihing  ahtnji  i>|Kn  pluralist  sssienis  like 
oiiis.  the  asset  we  base  is  wheilicr  or  rM»i  ilie  l*resideni  will  pay  allenlion  to 
an  issue,  and  esersbods  in  the  >Ov.:cl>  whi>  wants  ii>  get  his  nr  her  issue 
acted  on  ha-  got  it*  get  that  issue  on  hi>  plate  I  guarantee  you  llial  when 
Mr.  .Mcljiughlln  worked  for  ilie 
Post  Office,  the  number  one  issue. 

when  he  had  a  hig  enough  t>nc.  V'.  .Mtlaug/i^o  lidm  I.  SUtjufttthn. 

was  to  gel  ihc  Posliiiasler  (tcncrai  Ortuinr  Dr/rdor.  /V4»g/jm 

,  .  ^  ,  /rOornulMV)  tcV\(»ur«  r>  /*«*/«  v 

|i>  lake  the  issue  as  high  as  he 

could.  Ihc  .Secrciars  ot  Detense 

ciHisiaiilly  lus  |>rcssure  from  within  or  frsmi  without  to  get  issues  Kriorc  Ihc 
l*residenl  That  is  the  number  one  game  in  Washingitm. 

.Sow  to  gel  a  IVcsidenl  into  a  siluatHm  iixans  that  \ou  have  to  understand 
how  to  ctmirol  that  siiuainm  a  ItH  belter  than  when  he  is  not  in  il.  In  that 
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sense  I  th«mmghly  u(:rre  with  your  point.  In  iacl.  ntost  White  Mouses  have, 
in  my  judgment,  basically  been  brought  in  as  part  of  what  I  would  call  their 
defaull  political  considerations.  It  is  by  nature  a  political  issue  whether  you 
bring  in  the  President,  hut  it  has  been  a  defaull  issue:  that  is  to  say,  it  was 
largely  a  question  of  time,  or  having  met  with  a  group,  or  is  he  giving 
proper  treatment  to  some  depurimeni  or  agency  compared  to  some  other.  It 
has  basically  been  a  defaull  balancing  act:  it's  paying  everybody  oil. 

Most  administrations  try  to  focus  on  the  hig  donieslic  issues  of  the  time.  But 
then  invariably  the  national  security  items  start  to  take  over,  and  they  run 
around  scratching  their  heads  and  witndcring  why  this  happened.  I’ll  tell  you 
why  it  happened:  because  every  While  Mouse  in  imidem  lintes  has  alhK'aled 
the  National  .Security  Advisor  lime  every  day  to  brief  the  t^csidcnl.  No 
domestic  counselor  has  ever  been  granted,  to  tny  knowledge,  that  separate, 
independent  allocali<»n  of  time  and  believe  ok*,  we  plan  it  and  manipulate 
it  and  conind  it.  and  it  is  the  number  tme  thing  wc  have  to  deal  with.  'Iltc 
second  major  factor  is  that  wc  luve  kings,  presidents,  prime  ministers,  for¬ 
eign  ministers  as  power  leverage.  The  NS(’  leverages  that  against  the  l^si- 
dent  through  the  lime  in  his  calendar  t«i  gel  him  invidvcd. 


Now  ,  tel  me  get  speciUcally  to  crises,  fhe  picsuniption  is  that  the  IVcsnicnl 
IS  involved  if  it's  a  crisis.  .Sam  lltmaldson  says,  “ticy.  when  did  you  tell 
the  President  *”  It  ditesn’t  matter  how  low  level  a  crisis  it  is:  it  can  be  a 
terrorist  attack  in  southern  Sudan 
(there  have  been  ihrec)  "When 
d(d  you  tell  llic  PreMdeiif’  When 
did  s«*u  iitdilv  him.’”  It  is  a  public 
issue.  We  even  get  calls  If^mi  Sen¬ 
ators:  iIk'V  read  it  lu  the  press.  "Is  ihc  Picsideiit  aware.’”  So.  in  niy  |udg 
iiK'iit,  the  expectation  is  that  in  all  crises  v«Hi  t>ul  lltc  President  in  Ihc  loop 
and  then  that  makes  iIk-  scale  ot  iIk  g.*ifH:  very  dilfercnt. 


Vio>  />r(ss  I iwrt‘s;>i>fidt*/)l 

ItM  Afit  (r?ri»s«»o 


I  think  this  is  a  lascmaling  |Voblciti.  tveause  I  am  a  hig  Ivliever  in  manage 
mcnl  ol  lime,  itui's  "upward  b«iss"  iiianagciiK:n<  Wc  had  some  interesting 
Icedback  Ir-iHn  ihc  Soviei  I  nttm  txi  iIk  Korean  airliner  iiKidcnl,  Irtnii  |K‘ople 
III  Ihc  Institute  lor  I'S  and  Caitadiaii  Siudics.  wht>  told  us  "Wticii  !»ccrrtary 
«d  State  Shult/  announced  it  wc  didn’t  ihmk  it  was  a  hig  ileal.”  Just  iiiiag 
me  ttwy  can  shi*ot  an  aiqdaiie  down  with  civilians  on  il,  .01 1  alter  the  lact 
they  knew  what  it  was  ihai's  not  a  big  deal;  iIk*  Sccreiary  ol  Stale  goes  «hi 
T\'  It  was  a  big  deal  only  alter  we  go(  the  President  involved 


Now.  having  said  "dclautl pithlical,”  having  ac'ce|Med  ihc  |>rt>pi>sitton  that  it 
realty  mailers,  m\  contention  is  that  in  crises  mte  ol  ihc  things  yini  have  10 
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manage  is  whether  the  President  is  in  or  out — because  if  the  President’s  in. 
then  this  nonsense  that  the  Secretary  of  State  or  Defense  will  run  the  crisis  is 
not  possible:  ihe  President  has  to.  Even  if  he  delegates  it  to  the  Vice  Presi¬ 
dent  just  to  manage  the  meetings,  that  creates  a  tremendous  public 
hullabaloo.  So.  no  matter  what  you  do.  once  you  put  the  President  in.  that 
says.  “All  right.  Secretary  of  Slate,  you  now  play  not  the  cixirdinalor  of  the 
crisis,  but  diplomacy,  foreign  afl'airs — that's  your  job.  Secretary  of  Defense, 
or  DCI.  yours  is  intelligence.” 

I'll  give  you  a  case  in  point.  Recently  the  Libyans  invaded  the  northern 
part  of  Chad.  The  first  issue  we  dealt  with  was.  "Is  this  a  matter  worthy  of 
Presidential  involvement?”  The  NSC  made  the  decision  that  it  was  not.  that 
there  was  only  a  very  limited  role 
for  the  President  of  the  United 
States.  It  was  determined  that  he 
would  only  have  a  role  i!  we  had  to 
have  presideni-io-president  rela¬ 
tions  with  Francois  Mittcrand. 

This  was  largely  ntn  an  American 
issue,  and  there  was  little  wc  really 
could  do  about  it.  but  if  it  did 
involve  the  French,  it  might  involve  prcsidcnl-lo-prcsident  contact.  Other¬ 
wise  it  was  a  problem  for  the  Secretary  of  Stale,  and  he  turneil  it  over  to  !!\- 
director  of  P  M  (ptilitical/inilit;ir\  ).  Admiral  Howe,  and  Admiral  Howe  ran 
Ihe  crisis.  I'he  President  played  only  one  role  in  the  Korean  airliner  crisis. 
After  the  strategy  was  laid  out  as  to  what  wc  would  ilo  and  hv)w  we  would 
dv  It.  it  was  decided  that  wc  would  inn  use  t>ur  tlrst  gun  up  front.  We  wi>uld 
bring  in  the  President  later,  and  then  only  in  a  way  that  woulil  enable  us  to 
sustain  the  international  niomenluni 

|.Sll  t)l.Nl|  Somedung  really  bothers  me.  you  said  the  US  is  not  a  cred¬ 
ible  nation.  What  do  Viui  mean  by  that? 


the  Libyans  invaded  the  noithvn)  pait 
of  Chad— The  Libyan  involvement  in 
the  civil  wj<  in  Chad  led  to  I  lench 
intcT\'ention  aga/nsS  Libya  in 
Iiancois  Mittcrand -President  of 
liancc 


ilfl  At.l  I  here  are  so  many  chics  and  |vopie  around  Ihe  world  w  ho  w  ill 
not  believe  ns  when  we  make  a  ease  tor  example,  about  use  of  gases  and 
toxins  in  the  N  arious  fichtmi!  /ones  aroimvl  (he  world,  or  KUK  aeiiv  iiies. 


We  basically  can't  eons  ince  an>- 
body.  .And  we  can't  convince 
niaiiy  of  ihe  leaders  of  the  third 
world  about  positions  we  lake  in 
mieriialioiKd  forums  .Mans  piiiplc 
'clicNC  that  Ihe  t  l.-\  is  the  nn*!  of  a 
lot  of  iliincs. 


kC-H  I  SS^,*  \  (  oriwiwdcc  lot  St.itv 
tints 
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Whal  is  the  evidence,  by  the  way.  lhai  Jhc  Korean  airliner  was  .shot  down? 
The  ocean  evenlually  yielded  some  debris.  Bui  when  we  first  made  ihc 
accusation  nobody  knew  the  aircraft  had  been  shot  down  hy  Ihc  Soviets. 
Furthermore  lots  of  documents  are  forged;  it  goes  on  all  of  the  lime.  We  are 
just  nol  able  lo  use  iniemalional  forums  like  the  United  Nations  lo  make  a 
case,  i  lived  a  significant  part  of  my  recent  life  in  India,  and  I  guarantee  you 
that  Ihc  Indian  government  would  not  have  accepted  our  explanation  of  Ihc 
shiKildown. 


ISTUDLNTI  Is  that  something  we  just  have  to  live  with  for  the  next  few 
decades,  or  could  we  do  something  about  it? 

IBKAL)  1  haven't  really  thought  about  that,  i  don't  think  it's  something 
you  consciously  do  something  about.  We  need  lo  he  a  more  credible  player 
across  the  hoard,  in  my  opinion.  Ask  Leo  Cherne  about  that  when  he  is 
here . 


jSTUDliNTj  You  mentioned  a  consoiidati<xi  of  crisis  management  func¬ 
tions  within  the  White  House.  Could  you  describe  that  in  more  detail? 


|Bl:AI.|  Yes.  The  While  House  decided,  as  a  result  of  the  President's 
directive,  that  wc  really  could  nol  use  the  situation  nmm— which  is  a  vcn>’ 
small  place,  smaller  than  this  classnHim — as  our  single  liK'aiion  for  manage¬ 
ment  of  crises.  During  Ihc  last  year  or  so  we  have  built  some  additional 
capabilities,  largely  lo  supp<irt  the  N.SC.  tlic  Vice  President  iiid  the  National 
Security  Advisor  in  the  analytical  lole  in  which  the  senior  members  ol  the 
NSC  staff  support  the  President.  The  nHun  holds  addiliimal  telecommunica¬ 
tions.  computer  capabilities,  and  a  few  other  things. 


ISri'DI'.Nfl  High  lech.  But  the  ptdicymaking  team  hasn't  changed? 


|Bi  '  L|  Well,  it  has  changed  in  the  sense  that  once  you  huild  an  instru¬ 
ment.  that  causes  yon  lo  change  the  players,  the  team,  even  the  rules  ol  the 
game.  So  there  now  are.  inlemally  within  the  While  House,  a  lot  more  rules 
of  Ihc  game,  as  to  how  you  play.  wlu>  plays,  and  under  what  conditions. 


|()li'I'll.N(jt.K|  To  go  hack  a  hit.  your  sialcmcnl  about  putting  the  Presi' 
dent  in  or  out-  -t'ompared  with  the  last  three  i>r  four  years'  rec<»d  ol  this 
seminar,  and  much  of  the  other  lileralure  -is  probably  the  most  eloquent 
and  pithy  statement  of  the  impact  of  modem  technology  on  decision  making. 
That  was  an  option  that  didn't  exist  in  the  old  days.  You  sent  olf  Hen 
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Franklin,  or  the  Ambassador,  or  the  European  Sales  Chief,  and  that  was 
that.  It  was  some  time  before  you  could  even  get  new  instructions  from  the 
boss.  Flexibility  began  increasing  with  the  telegraph,  increased  with  the  tele¬ 
phone,  and  is  so  greatly  increased  now  that  it  even  raises  the  question 
whether  you  need  the  top  of  the  pyramid.  It  i.s,  ]  think,  at  the  heart  of  some 
of  the  questions  of  modern  management  under  conditions  of  high  technol¬ 
ogy.  Flexibility  makes  that  question  possible. 

[STUDENTI  That  worked  in  reverse,  too.  We  lived  through  a  period 
when  with  this  apparatus,  for  the  first  time  in  history,  there  was  a  crisis 
called  “the  Vietnam  War."  And  it  was  a  continuous  crisis.  And  the  Presi¬ 
dent  could  read  the  newspapers  and  get  detailed  information  from  the  wire 
services  faster  than  the  official  apparatus  could  provide  it  to  him — faster 
even  than  it  could  decide  whether  to  involve  him  or  not.  So  he  decided. 

jOETTlNGERl  LBJ  was  the  prize  first  example,  sitting  down  there  in  the 
situation  room  saying.  “I'm  going  to  run  this  stuff  myself  at  a  distance. “ 
But  the  funny  thing  is  that  the  staff  people  learned  to  stop  him  and  others 
from  doing  that.  There's  a  whole  history  of  that — and  it's  exactly  the  point 
I'm  tr>'ing  to  make,  which  is  that  the  flexibility  is  there.  So  there  Is  a  whole 
new  set  of  conditions  under  which  people  either  play,  or  protect  themselves 
from  that  game — cither  from  the  President  downward,  or  upward.  That  set 
of  ptissibilities  is  an  imp^irtam  element. 

(BbALl  When  Dave  McManis  gets  here  he  can  tell  you  all  about 
Johnson  sitting  there  and  moving  l-Corps  around  in  the  sandbox,  and  I  think 
that  w  ill  reinforce  the  point  you're  making.  But  most  people  don't  under¬ 
stand  the  differente  between  infor¬ 
mation  structures  and  command 

and  control  structures.  I  don’t  want  Ojv^  KkMann,— National  Intelligence 

,  c  ,  r*  1  OiUceifolWatning 

to  appear  to  defend  President 
Johnson,  because  1  think  he  had  a 

propensity  to  do  this  no  matter  what,  flowcver.  there  is  a  tendency  for  the 
bottom  to  say.  “We  will  not  send  this  kind  of  information  to  the  top  because 
it  would  tempt  that  echelon  to  come  back  down,  make  tactical  decisions, 
and  turn  all  the  tactical  knobs  “  They  don't  want  that  to  happen  at  all; 
they'll  do  everything  they  possibly  can  to  prevent  it. 


Now.  that  confuses  the  pyramid  and  the*  horizontal  structures— because  the 
number  one  thing  evcryKniy  up  the  various  echelons  has  to  contend  with  is 
uncertainty,  and  information  denial  creates  higher  degrees  of  uncertainty 
than  necessary.  Instead,  if  you  understand  the  horizontal  information  struc¬ 
ture.  the  tendency  will  be  to  pass  inoa*  synthesized,  properly  integrated 
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information,  which  reduces  uncertainty.  It  also  encourages  the  real  process, 
which  is  for  a  President  or  a  person  at  whatever  echelon  to  delegate  the 
authority,  establish  accountability,  and  then  get  feedback  as  to  what  is  hap¬ 
pening  in  that  loop.  That  is  the  delegated  authority  accountability  loop, 
which  is  the  thing  a  decision  maker  wants  to  know  most  about.  But  once 
you  start  snipping  up  those  pieces  on  him  and  denying  information,  he  will 
be  looking  into  tactical  matters  every  single  day.  and  in  my  judgment  he 
ought  to  he.  Why?  Because  hc‘s  ultimately  responsible,  and  without  thor¬ 
ough  synthesized  information  that  enables  him  to  make  macro-level  .syn¬ 
thesized  deeisions,  he  is  going  to  make  the  ones  he  can  make,  and  they  will 
be  tactical.  In  short,  u  decision  maker  will  he  stmngly  tempted  to  make  tac¬ 
tical  decisions  if  he  is  heing  denied  strategic,  integrated  inl'ormatiim. 

|OBTTINC;lR|  And  this  is  the  gentleman  who  is  three  years  plus  into  an 
administration.  That  was  my  second  point.  I  don't  know  when  you  learned 
that,  but  every  four  years  all  that  knowledge  disappears  and  a  brand  new  set 
of  players  moves  in.  .So  another  set  of  the  dynamics  is  institutional,  having 
little  to  do  with  modem  technohigy.  which  is  global,  with  different  degrees 
of  use.  different  degrees  of  awarenc.ss  and  so  on.  This  is  a  matter  of  con¬ 
tinuity  of  understanding.  Every  once  in  a  while  a  Soviet  leader  dies,  and  it‘s 
international  news.  But  our  leaders  routinely  disappear!  Not  only  the  Presi¬ 
dent.  but  all  the  others— a  whole  administration.  And  what's  more,  they 
clean  out  the  files  before  the  brand  new  team  cotnes  in.  The  continuity  rests 
in  support  people  like  McManis.  who  bridges  the  Johnson-era  situation  room 
to  the  Reagan-era  national  intelligenec  scene.  It  lakes  each  new-  administra¬ 
tion  months  to  reconnect  and  find  out  where  those  people  arc.  They're  cer¬ 
tainly  not  among  the  initial  team  the  new  President  brings  in.  fhev  au  a 
lucky  aeeideiu.  or  an  unloriunaie  one.  depending.  I'm  not  trying  to  give  the¬ 
ories  of  government  here  -clearly  there  are  different  patterns,  hut  that's  the 
United  Stales. 


One  lust  thing,  then  I'll  break  off  this  inienuplion.  You  said  something 
about  how  dillieull  it  is  lor  the  While  House  app.irjtus  to  get  resources,  and 
about  all  the  information  gathering  going  on  at  the  lower  echelons  and 
nothing  at  the  lop  lor  synthesis.  There's  a  |M>ignant  record  of  some  of  that  in 
a  hook  hy  a  man  who  was  in  (he  While  Mouse  Communications  Agency; 
(iullcy's  Itrvakiiiji  ('nvtr.  Though  it  has  the  app^*arance  of  a  haeksla  rs  gos¬ 
sip  piece,  his  stories  of  his  administration  Johnson's  I  think  -raiding  Navy 
funds  to  pay  for  Nmiiber  One's  phone  hills  and  so  for:h  make  interesting 
reading. 


|Bl..\(.|  1  shouUI  pick  np  on  that.  It  is  not  in  the  interest  of  a  lot  of 

resource  people  to  allocate  irnch  of  their  resource's  power  to  the  \Shite 
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House,  While  Houses  have  enough  resources  and  power  by  virtue  of  their 
sheer  overbearing  character — so  that  if  they  were  really  endowed  with  all  the 
assets  they  need  to  do  their  business,  it  might  be  a  real  problem.  However, 
the  White  House  is  the  least  well-supported  front  office  Tve  ever  worked  in. 
bar  none.  1  mean,  they  think  a  big  deal  i.s  getting  a  parking  pass.  It  is  not 
properly  supported  and  in  my  opinion  the  law  to  provide  telecommunica¬ 
tions  to  the  President  is  being  circumvented.  An  example  is  the  White  House 
Communications  Agency  under  Brigadier  General  Tuck — ho  worried  every 
day  whether  he  was  within  the  law  in  his  support  to  the  President  as  Com- 
mancer-in-Chief.  We  support,  with  our  communications,  the  President  of 
the  United  Slates  in  his  Commandcr-in-Chicf  role,  and  really  in  no  other 
role.  The  law  doesn't  provide  for  communications  support  to  his  role  as 
chief  executive,  as  parly  leader,  as  political  leader — nohody  cares  one  iota 
about  that,  and  Congress  would  never  ap|Vopriatc  funds  to  iiim.  and  proha- 
hly  shouldn't. 


Presidents  have  to  go  hat  in  hand.  A  little  while  ago  it  dawned  on  me  to 
compare  when  technology  was  introduced  in  thi.s  society  and  then  when  it 
was  introduced  into  the  White  House.  1  had  my  siatf  look  it  up.  and  the 
lead-lag  relationship  is  .staggering.  Think  of  the  iclecommunicalions-com- 
puter  revolution  (hal  has  gone  on  in  this  society,  penetrating  educational 
institutions  and  corporations.  When  1  arrived,  the  White  House  had  a  great 
oig  corner  office,  room  200.  utterly  without  technology.  I  found  a  pencil. 
But  I  had  ten  limes  the  technology  when  I  was  at  the  University — much 
more  than  ten  limes,  because  it's  a  factor  against  zero.  I  find  that  absolutely 
icrrihlc.  In  many  respects  the  White  House  is  the  hollow  center.  And  when 
people  contend  with  the  White  House  to  keep  it  the  hollow  center,  they  arc 
unwise,  neeausc  then  it  all  depends  on  the  personal  assets  of  the  President. 
And  that's  how  you  keep  presidents  at  hay. 


|()i;iTlNCil:R)  As  a  cheeks  and  balances  queMion  both  vis-a-vis  the  Con¬ 
gress  and  the  games  within  the  Hxccuiivc  Branch,  that  phenomenon  hours 
study.  You  couldn't  have  started  us  off  belter.  When  I  invited  you.  I  didn't 
know  you  were  going  to  so  cliK|uently  echo  the  theme  we  he'gaii  with:  that 
the  fragmented  learning  students  get  elsewhere  in  this  scIuk)!  di>es  not  begin 
to  address  central  problems  of  synthesis,  and  what  it  is  like  to  be  a  C'TiO.  not 
just  of  the  United  States,  hut  in  organization  X.V.  or  Z.  The  rest  of  the 
infi)rinalion  yi»u'ie  getting  here  is  foi  slaves,  not  for  CTiOs.  The  main  thing 
you  can  gel  out  of  this  course  is.  maybe  you  can't  ail  be  bt)sses.  maylK*  you 
can't  all  be  President  of  the  United  Stales,  hut  if  yi»u  want  to  serve  the  Presi¬ 
dent  of  the  United  Stales  or  any  orgaiii/a!ion's  C'liO.  yrm've  gol  to  think 
like  one.  and  not  like  a  slave.  Mr.  Beal  is  doing  a  laniaslic  joh  of  making 
clear  just  what  that  means. 
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[Student]  You  said  there  were  two  categories:  nuclear  confrontational 
decision^,  and  the  others.  And  in  the  case  of  a  nuclear  confrontation  you 
aulom''.v‘:vally  involve  the  President,  which  makes  sense.  But  how  does  that 
tran.siate  ^n'o  a  different  magnitude  of  the  problem?  How  does  that  change 
the  anaiy^;s?  It  seems  to  me  to  be  a  whole  different  category  of  problems. 


|Beal|  I'll  admit  a  certain  bias  in  my  answer  to  your  question.  I  believe 
my  work  generally  involves  what  1  hope  will  be  the  99.9999  percentage  of 
non-nuclear  crisc.s  we're  actually  going  to  deal  with.  When  we  get  into 
nuclear  decision  making,  the  characteristics  of  the  decision  making,  the 
number  of  people  who  arc  already  in  that  loop,  all  the  factors  are  a  quantum 
jump.  I'm  not  saying  we're  ready  for  that.  A  lot  of  work  has  gone  into  it. 
theoretical  approaches  are  on  the  books.  An  awful  lot  of  things  would  have 
to  be  factored  in  if  we  were  ever  really  confronted  with  that  rather  tense,  to 
say  the  least,  kind  of  decision  making.  We  have  adopted  crisis-management 
procedures  that  wilt  allow  us  to  transition  into  it  if  we  arc  ever  actually 
involved  in  an  cy'^ball-to-cyeball  issue,  i  must  confess  though,  in  tenns  of 
alt  we  have  done  in  the  last  two  years,  that  has  not  been  our  focus— based 
on  the  belief  that  we  would  have  many  more  of  the  other  kind  of  crises 
before  we  ever  got  to  any  nuclear 
one.  Moreover,  people  who  have 
dealt  w'ith  crises  have  learned  their 
lessons  of  history  out  of  Berlin 
blockades,  the  Cuban  missile  cri¬ 
sis.  Middle  Bast  tensions— and 
people  do  study  the  Quemoy  and 
Matsu  experience,  though  very 
few  have  ever  learned  any  lessons 
from  it. 


Quemo)’  and  Matsu  cxpvfivnce—195R 
diplomatic  conftontation  bvtwccn 
the  United  Stales  and  China  over  the 
laiiet's  heavy  bombardment  of  these 
two  fortified  outposts  of  the 
Nationalist  government  on  Taiwan 


So.  in  my  judgment,  in  a  nuclear  crisis  you  have  a  '  takeoff.*'  by  which  1 
mean  that  the  magnitude  of  the  data  categories  you  have  to  deal  with  just 
gets  staggering.  It's  handled  in  many  depanmenis  and  agencies  by  SOPs; 
they  are  out  there,  they  exist.  How 
good  they  are  qualitatively  we 

would  have  to  have  the  right  SOPs— standard  operating  procedures 

security  level  to  discuss,  but  they 
are  all  in  place,  The  other  dimen¬ 
sion  in  a  nuclear  crisis  is  all  the  verification  issues,  authenticity  and 
accreditation. 


In  non-nuclear  crises  we  have  something  similar,  but  on  a  different  scale. 
For  example,  the  bombings  of  the  Bmbassy  and  the  Marine  Headquarters 
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immediately  raised  authenticity  and  accreditation  questions.  Who  did  it,  and 
how  do  we  know  they  did  it,  and  what  can  we  say  about  that  publicly?  What 
should  we  say,  even  If  we  can  say  something?  In  a  nuclear  crisis  you  have 
that  category  of  problem  in  spades.  Because  the  moment  you  go  outside  the 
crisis  management  early  warning  or  warning  identification  question  into 
emergency  management  procedures,  the  number  of  agencies  involved 
increases,  and  that's  a  whole  different  ball  game. 


[STUDLNTJ  But  if  the  other  crises  arc  barely  manageable,  a  nuclear  crisis 
would  seem  to  become  unmanageable  in  terms  of  information  overload.  Pre¬ 
sumably,  the  preference  of  any  NCA  would  be  just  to  postpone  the  decision 
to  use  nuclear  weapons  lor  as  long  as  ctMiceivable.  At  least  his  objective 
would  he  to  slow  things  down. 


[OETTINGERI  Which  is  precisely  why,  antong  other  things,  there  is  all 
this  attention  to  the  lower-order  crisis.  W’e  really  would  rather  not  let  any  of 
these  things  escalate  to  that  level;  and — 1  echo  what  Dr.  Beal  has  said — not 
enough  attention  has  been  paid  to  the  lower-level  crisis.  As  a  consequence, 
the  risk  of  getting  to  the  higher-level  ones  is  greater.  After  all,  there  can 
hardly  he  anybody  left  around  the  world  who  doesn't  agree  that  one  would 
really  rather  not  enter  into  nuclear  confrontation. 


IBL.XL)  Let  me  make  one  observation.  The  work  in  crisis  management 
we’re  doing  now  involves  kniking  at  the  other  side.  Certain  assumptions  and 
certain  scenarios  about  the  world  would  lead  one  to  conclude  that  we  gener¬ 
ally  think  of  crisis  management  as  dampening.  That  is,  you  have  a  problem 
out  there,  you  want  to  avert  its  adverse  consequences,  so  you  try  to  dampen 
the  prospects  of  the  crisis — or.  once  you  get  one.  you  try  to  keep  its  nega- 
ti\'e  consequences  down. 


But  the  w  hole  other  end  of  that  spectrum  has  ti>  he  considered:  sometimes 
you  want  a  crisis.  A  crisis  can  serve  as  a  firebreak  for  you,  burning  against 
the  forest  fire  itself.  Si>  you  may  want  to  precipitate  one.  You  need  to  think 
what  that  might  mean;  so  having  an  amplifying  as  well  as  a  dampening  strat¬ 
egy  is  an  essential  part  of  understanding  crises  and  their  value  to  you. 


Surely  you  all  know  that  the  Chinese  character  for  crisis  has  opportunity  in 
one  part  and  danger  in  its  other  part  I  think  that's  quite  true.  We  tend  not  to 
be  us  manipulative  as  we  might — at  least  we  tend  not  to  admit  to  manipulat¬ 
ing  the  opponunity  side  of  the  character,  but  the  opportunity  is  there. 
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(Student)  I  wanted  to  ask  you  about  one  of  the  characteristics  of  crisis 
decision  making.  You  mentioned  fluid  participation.  A  lot  of  analysis  have 
written  that  in  crisis  decision  making  the  big  characteristic  seemed  to  be  that 
the  number  of  decision  makers  gets  smaller  So  in  the  majority  of  cases  a 
few  top  policy  makers  isolate  themselves  more  from  incoming  information. 
That  doesn’t  seem  to  fit  in  with  what  you're  describing  here. 


|BEAL|  It  doesn’t  fit  because  we've  read  that  too.  and  we’d  like  to  avoid 
that  problem.  Item  one:  we  probably  have  a.s  many  errors  in  our  crisis 
activities  as  you  can  imagine — hut  not  because  we  isolated  the  decision 
makers.  Two:  in  very  tense  settings  I  believe  presidents  will  have  privy 
councils.  I  think  this  is  really  very  important.  I  don't  believe  you  can  deny 
any  sitting  President  the  right — without  any  of  our  technology  or  anything 
we  can  provide  him — to  go  into  a  room  and  receive  counsel  privately  and 
have  the  assurance  that  it  is  the  host  judgment  he  can  possibly  get. 


Now.  I  have  some  problems  with  that.  1  think  th«,  most  dangerous  products 
can  come  out  of  the  privy  council  prttcess.  Comparing  certain  activities 
we've  been  involved  with  over  the  last  year,  some  privy  councils  are  better 
than  others,  and  you  can  examine  iIk*  differences  in  structure  and  member¬ 
ship  of  those  groups.  But  privy  councils  tend  to  be  small.  I  do  not  believe 
you  can  have  a  large  group  that's  very  Iluid.  The  group  has  to  be  fairly 
small,  with  considerable  diversity,  and  you  have  to  cope  with  the  fiuidity 
problem  I  mentioned  earlier.  This  is  absolutely  serious:  you  cannot,  in  the 
middle  of  a  Central  America  or  Grenada  crisis,  have  the  Assistant  Secretary 
for  Inter-American  Affairs  or  L^lin  American  Affairs  coming  in  one  session 
and  his  deputy  the  next,  sitting  in  with  the  President  of  the  United  Stages,  it 
just  doesn’t  work.  They’re  not  confidantes;  in  fact  the  President  may  not 
even  know  who  that  guy  is.  And  when  you  go  into  that  meeting  you  can  feel 
the  chill:  this  is  the  wrong  nnx  of  people.  And  you  just  pray  the  President 
has  the  giH)d  sense  to  end  the  meeting  early. 


lOl’  ITINtiliKl  You're  veering  again  to  the  i|uestion  of  the  role  of  back¬ 
ground  and  earlier  input  at  the  time  of  crisis.  Obviously  you  can’t  have  a 
lYesidcnt  memori/e  the  gci>graphy  of  every  place,  so  that  when  you  tell  him 
about  it  he  knows  exactly  what  it  is.  But  what  is  the  role  of  fact-finding? 


|BLAt.|  Maybe  Dave  McManis  could  talk  to  this  more  appropriately  than 
I.  But  the  departments  and  agencies  have  enormous  access  to  the  President, 
and  during  crises  we  have  constant  contact  with  them.  You  learn  to  use 
these  departments  and  agencies,  and  they  can  give  you  all  kinds  of  informa¬ 
tion.  fast  and  analyzed.  It’s  a  question  of  know  ing  how  to  ask  them  the  right 
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questions  and  get  to  the  right  people.  You  can  gel  confused.  The  first  prem¬ 
ise  is  that,  by  virtue  of  its  contact  with  the  operations  centers  in  each  of  the 
departments  and  agencies,  the  While  House  can  have  almost  instantaneous 
high-quality  information  on  warning  conditions,  possible  threat  areas  and 
background.  When  the  Chad  crisis  broke,  the  intelligence  community  had 
been  talking  about  border  buildups,  incursions  and  other  border  problems  for 
a  long  time.  Wc  had  more  than  enough  strategic  warning  to  know  this  was  a 
hot  spi)t  we  needed  to  worry  about.  But  what  kind  of  information  should  the 
President  see?  You  can  go  through  a  whole  litany  of  questions  about  what 
you  should  have  the  community  prepare  for  you. 

In  Chad,  for  example,  it  l(H)k  us  about  two  days  to  find  anybody  truly  com¬ 
petent  to  know  where  the  oases  were  and  where  the  mads  ran  in  the  middle 
of  Chad  around  the  15lh  parallel.  You  gel  out  the  list  and  count  up  how 
many  Americans  you  know  who  are  tompcienl  to  tell  you  where  the  oases 
arc  in  Chad.  And  that  was  no  trivial  issue.  The  only  truly  competent  person 
we  had  was  an  American  military  officer  who  had  spent  time  with  the 
French  in  Africa.  And  as  it  turned  out.  the  information  wc  received  geo¬ 
graphically  and  deniogra|)hieally  was  the  number  one  thing  to  know  in  the 
Chad  ease,  because  it  led  us  to  conclude  that  the  Libyans  could  invade  in  the 
north.  The  population  is  in  the  south,  hnt  in  between  are  very  few  roads,  air¬ 
strips  or  oases,  making  for  very  difficult  logistic  problems  for  anything  com¬ 
ing  through  there.  So  if  they  ^^vre  to  invade  in  the  north  and  came  down  to 
one  of  the  critical  oases,  neither  we.  nor  Kgypi.  nor  France,  nor  any  central 
African  nation  could  gel  any  forc'cs  a  hundred  or  so  miles  up  through  that 
area  to  resist  the  rebels  and  the  Libyans.  But  if  they  then  went  further  down, 
through  the  area  crossing  the  l.^th  parallel,  then  the  Libyans  and  the  rebels 
couldn't  sustain  an  attack  against  the  capital,  because  then  their  logistics 
problems  wDuld  be  horrendous.  .So  if  )h>u  ilidn’l  resist  them  in  the  north  you 
would  have  a  natural  partition.  What  wv  decidcil  to  do  was  resist  the  natural 
partition  of  Chad  if  we  could  avoid  it.  (Not  that  Chad's  boundaries  make 
any  sense  to  anybody,  hut  put  that  issue  aside.) 

So.  if  you  follow  me.  concerning  the  question  of  background  infonnation. 
resources  and  what  we  should  know,  we  had  one  of  those  scenarios  that  say. 
“If  the  knife  drops  tonight,  what  do  you  know?**  And  our  wi)rk  in  the  Crisis 
Management  Systems  and  Planning  Direetorate.  which  I  head,  is  to  lake  all 
such  areas  around  the  world  and  ask  ourselves  how  to  maintain  **threat  sit¬ 
uation  files'*  on  them. 


Your  information  strategy  is  **high-hursi.**  Ii*s  also  high-video:  if  you  don't 
understand  that  the  channel  is  video,  you're  going  U)  lose.  By  that  I  mean 
that  in  a  short  period  the  best  way  to  communicate  the  highest  data  rate  to  a 
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high-level  decision  maker  is  to  pump  io  him  the  equivalent  of  a  sequence  of 
video  images  with  very  compressed  data.  Most  of  the  community  is  still 
working  in  words,  writing  things  down.  We  don’t  write  things  down;  we 
take  written  things,  transform  them  into  what  I  call  video  frames,  and  high- 
burst  that  through  to  the  President  and  the  National  Security  Advisor  largely 
in  video  form.  That  way  the  President  can  quickly  picture  where  the  crisis 
area  is  and  what  is  germane  to  it;  and  the  technology  is  fairly  simple.  You 
identify  the  area  in  terms  of  geographic  base,  and  build  windows  of  informa¬ 
tion  into  everything.  Then  you  theorettcally  touch  the  screen  for  additional 
information.  That  way  the  President  can  interact  with  the  data.  Now.  that’s  a 
wish  list  more  than  an  accomplished  fact  but  it’s  as  specific  as  I  can  be. 

IMcLAUGHLtNl  Let  me  pursue  the  background  issue  a  little  further. 
Maybe  a  crisis,  a  pre-crisis,  or  a  contingency  i.s  a  matter  of  definition.  The 
Iran/Iraq  situation  has  been  a  crisis  fw  I'h  to  3  years  or  so.  and  we  know  it 
can  go  critical  veiy  easily  with  a  lot  of  different  scenarios.  Does  your  staff 
worry  about  when  that  goes  critical?  What  the  options  arc?  Arc  you  trying  to 
define  options  now? 

IBliALj  Yes.  You  don’t  have  to  he  a  great  warncr  to  pick  up  on  Iran/ 
Iraq.  You  have  to  he  pretty  good  analytically  to  know  all  its  features. 
Basically  we  are  using  the  notion  of  strategic  warning.  We  have  an  inven- 
tor>-  of  the  parts  of  the  world  where  the  community  has  alerted  the  National 
Security  Council  that  there  is  a  pi>iential  threat  area  that  could  go  critical  any 
time.  Then  we  arc  constantly  soliciting  from  the  community  what  I  call  tac¬ 
tical  warning.  And  tactical  warning  always  has  to  be  timely,  if  a  guy  says, 
"fm  glad  you  called,  hecause  tonight  it’s  going  to  happen.”  he  hasn’t 
really  helped  >\>u  very  much 


It’s  a  question  of  the  liaison  between  the  pidicv  maker  and  the  analytic  com¬ 
munity.  the  intelligence  community,  to  keep  up  that  constant  exchange  over 
those  potentially  critical  areas  of  the  world  I  think  we  learned  during  the 
Iranian  crisis  that  wc  have  to  have  a  critical  exchange  about  who  is  liH)king 
at  what,  and  why.  It’s  our  joh.  we  think,  to  huild  the  inventory,  and  KH)k  at 
the  dimensions  of  strategic  warning  and  what  they  tell  you  you  ought  to 
know  about  the  particular  situation  Then  draw  out  the  community  proac¬ 
tively  for  the  more  imoK'diate  warning. 


Now.  there's  another  category .  where  we  sit  around  and  say.  "Whai  could 
we  be  surprised  hy  this  afternoon?”  Wc  do  that  esery  day.  Tonight  before  I 
go  home  1  will  have  a  little  pow-wow  with  the  people  who  work  for  me.  and 
we'll  go  over  a  hundred  and  seventy -ixld  places.  Some  of  ii  is  fairly  trivial; 
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some  of  it  isn't  so  trivial.  The  question  is  tactical:  has  our  time  period 
changed? 

Now.  we  are  trying  throughout  the  crisis  management  area  to  arrive  at  a  bel¬ 
ter  planning  process  for  that.  That  brings  up  the  question  of  options.  First  of 
all.  the  White  House  is  not  the  place  where  you  carve  out  most  of  your 
options.  If  you  can't  get  that  in  the  bureaucracy,  then  you've  got  real  trou¬ 
bles.  And  that's  our  problem.  I  don't  know  what  your  experience  is.  but  I 
know  of  very  few  elements  of  the  bureaucracy  that,  unless  specifically 
tasked  by  the  President,  will  offer  him  (not  me.  him)  options.  The  courses 
of  action  are  generally  preselected.  How?  Regardless  what  bix>ks  you  read — 
they  arc  all  fallacious  in  my  experience — they  do  not  bring  forward  those 
options.  Often  the  lower  levels  of  the  State  Department  may  pass  options 
forward  to  somebody  else  wh»)  then  pusses  them  to  the  Secretary,  hut  by  the 
time  1  see  them  there  are  very  few  options.  They  don't  want  us  to  have  a  lot 
of  options.  I  think  that's  a  competency  question,  a  irusi-of-govcmmeni  ques¬ 
tion.  After  so  many  people  have  analyzed  something,  a  certain  policy  deter- 
minaey  sets  in.  The  guys  who  know  everything  there  is  to  know  abi>ul  every 
ideographic  piece  of  information  will  drive  you  absolutely  crazy  with 
facts — they  know  abi>ui  this,  that  and  (he  other  thing,  hut  they  haven't  got  a 
concept.  A  concept  is  an  alien  notion.  It  is  not  something  to  be  dealt  with. 


So  concepts  and  options  don't  c«>nie  forth.  If  we  got  a  set  of  options,  would 
we  know  what  to  do  with  it  .*  I  wouldn't  necessarily  jump  on  it  with  both 
feet.  Why?  1  come  hack  to  my  central  premise;  this  siKiety  pays  dearly  for 
its  inability  to  integrate  information 


Let  me  make  one  other  ohservation  about  infonnation  proces.ing.  I'echni- 
cal.  highly  s|X.*eiali/ed  infonnation  rises  without  being  integrated  right  to  the 
lop.  So  lliat  presidents  truly  are  mn.  and  their  advisors  arc  not.  conipeicnt  to 
deal  with  the  pieces  they  frequently  get.  nils  is  the  great  problem  with  the 
parts  of  the  intelligence  cmiimuniiy.  'Hk'v  collect  a  kind  of  d..':*  that  is  tre¬ 
mendously  important,  hut  winch  must  he  integrated  in  the  total  wchhing  of 
knowledge  about  a  particular  pnihlem.  Yet  it  is  so  hot.  and  soinetiincs  so 
speeiali/cd.  and  so  much  a  question  of  the  st>urces  and  the  methods.  You 
don't  buy  the  data  unless  you  know  those  sources  and  methods-  -and  it 
causes  them  all  kinds  of  grief  if  you're  gi>ing  to  know  that,  except  in  the 
most  general  ol'  ways  Yet  you  must  act  on  it  and  that's  what  the  presi¬ 
dents  have  done,  'that  very  Frcsidcnl  we  talked  ahi>ul  acted  on  highly  spe- 
ciali/cd  knowledge  lie  was  getting,  and  it  was  called  "raw' '  hut  it  wasn't 
raw.  Johnson  couldn't  have  aeied  on  raw  data  h  could  n«>t  have  happened. 
It  has  had  an  initial  privcssing  A  dccisiiin  maker  whi)  is  living  in  high  lev¬ 
els  of  unccrlainty  reaches  out  ibere  and  says,  "(live  me  something  I  can  act 
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on.  some  piece  of  information  on  which  1  can  eoml'onahly  take  the  step  of 
all(x:ating  enormous  rcM>urccs.“ 

(STUDI'NTI  What’s  your  prescription  for  data  integration?  How  do  you 
go  about  leaching  people,  or  pushing  (hat  to  happen  in  an  organization? 

[BbALj  I'm  going  to  leave  you  disappointed  on  this:  I  plead  first  of  all 
not  being  competent  on  the  question.  It  is  an  issue  we  really  would  have  to 
spend  some  time  on.  I've  thought  about  it  Tor  years.  I  used  to  run  an  interna¬ 
tional  relations  program  and  had  sophomores,  juniors,  seniors,  and  graduate 
students  asking.  “How  do  I  do  all  tliis?”  That's  why  I  think  this  particular 
program  is  important:  you're  ciimhining  substantive  issues  with  technology 
information.  You  know  you've  got  to  step  across  a  lot  of  knowledge 
domains  to  he  able  to  handle  that  prohahility.  It  is  a  basic  philosophical 
question  about  education  that  starts  very  early.  I  have  a  lot  of  thoughts  on  it. 
hut  it  really  is  well  beyond  what  we  eiHild  cover  today.  (5-19) 


16.  David  NUMaMS.  •Warn¬ 
ing  as  a  Peacekeeping 
Mechanism  *  ( I9K4.  pp 
21  .541 


Nilioml  hUi'Hi^i'ntv  Officvr  for  Warn¬ 
ing  .ind  Ditft  tot.  Natnmal  Warning 
Miff 


Now.  when  uc  talk  of  warning,  we  re  talking  abiHJt  it  as  communication  of 
a  potential  threat  to  national  security  interests- -a  communication  that  is 
given  to  the  decision  maker  or  the  policy  maker  sufficiently  in  advance  of 
the  event  so  that  the  decision  maker  or  policy  maker  can  take  steps  to  avoid 
or  mitigate  the  threat's  consequeiKes. 


. . .  Half  of  the  warning  equation  is  the  recipient,  the  decision  maker  and  the 
policy  maker.  We  in  the  intelligence  community  have  been  guilty  for  many 
years  of  periodically  opening  the  dm»r  and  yelling  *  Herc  they  conwf '  and 
then  quickly  slamming  the  door,  not  even  worning  about  whether  anybody 
on  the  other  side  id  the  diHir  heard  tlie  iiKssage  I  am  stressing  to  our  ana¬ 
lysts  and  to  the  mid-level  maiiagcrs  that  iltcy  have  a  responsibility  to  identify 
who  has  to  hear  '.he  information,  and  then  to  put  it  in  a  form  that  is  usable, 
understandable  maybe  even  tailored  to  thi*  recipient,  particularly  the  more 
naive  a'cipient.  That  i>  a  lot  of  responsibility. 


. . .  Another  area  we  are  trying  to  illuminate  is  all  the  paradoxes  of  warning. 
We  don't  understand  them  well:  there  is  a  lot  of  rtHnii  for  more  a'search. 
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An  example  of  paradox  is  that  the  earlier  hc  try  to  provide  warning,  the 
more  ambiguous  that  warning  may  be.  And  ambiguity  is  hard  for  our  deci¬ 
sion  makers  and  policy  makers  to  cope  with.  It  is  particularly  hard  because 
for  so  many  years  we  talked  jibt>ut  unambiguous  warning.  From  my  view¬ 
point.  the  only  unambiguous  warning  today  is  when  you  see  that  the  missile 
has  been  launched,  or  the  bullet  has  been  ftred  and  is  on  its  way  toward  you. 
That  sure  isn't  much  warning _ 


Another  paradox  is  a  problem  we  deal  with  constantly  in  our  estimative 
work:  consensus  versus  sharpness  of  decision  or  analysis.  For  years  and 
years  we  based  our  estimates  on  consensus,  coming  forward  with  a  draft 
position  that  was  massaged  hy  a  riM>m  full  of  iiitelligencc  gurus  until  it  had 
little  or  no  signillcance  hut  certainly  was  not  ollonsive  to  anybody.  We  have 
had  to  find  ways  to  gel  away  from  that  And  even  though  our  estimative 
priKcss  today  still  uses  consensus,  we  Iwve  encouraged  alternative  analysis, 
development  of  alternative  scenarios,  and  publication  of  dissenting  views. 
.So  no  longer  do  we  feel  compelled  to  go  forward  with  the  national  estimate 
which  has  only  one—usually  wry  safe— view  of  v.hat  the  future  may  bring. 


. . .  Most  of  our  postmortems  have  shown  us  that  the  information  has  usually 
been  there  It  has  ni>t  nece:':airily  been  pulled  together  or  synthesized  prop¬ 
erly.  Often  it  is  not  recognized.  (Often,  tint,  the  decision  maker  didn't  want 
to  hear  that  particular  nwssage  tm  that  day.  and  so  ignored  it.)  Uut  the  infor¬ 
mation  is  usually  in  the  data. 


. . .  We  have  to  keep  Iriun  falling  into  the  trap  of  the  warning  becoming  uh) 
litmiliar  -maybe  changing  the  color  of  iIk  paper,  or  putting  a  microchip  in 
tnc  comer  that  emits  a  klaxon  when  it  hits  the  decision  maker's  desk.  I  am 
not  quite  sure  how  we  do  that,  hut  we  have  to  keep  working  at  new  solu¬ 
tions. 


. . .  In  the  Washington  area  today  there  arc  some  N  or  I  .S  principal  crisis 
management  centers,  I'hey  are  tiered.  The  “hig  six"  of  the  National 
.Security  area  arc  the  National  Military  ('ominand  ('enter,  which  has  opera¬ 
tional  responsibility,  the  National  Military  Indications  ('enter,  which  is 
strictly  intelligence:  tiK  State  |)e|>artniL'nt  Operations  ('enter  (operational): 
State  Intelligence  and  Kescareh  (intelligence);  the  National  Security 
Agency's  Operations  ('enter  (inbriligenee);  and  tlie  White  Ih'usc  Situation 
KiHiin. 


IIk  iKxt  tier.  |>rimanly  ofXTaliitiial.  includes  the  Scrxkc  i>peratk>ns  centers 
.Army.  Air  K>fce.  MuniK  ('itrps.  and  Navy,  iktow  that  is  another  tier  which  is 
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gelling  a  lot  more  action  ihcsc  days;  the  crisis  centers  of  the  l>cpartmcnl  of 
Commerce,  the  Treasury,  the  Federal  Emergency  Managcmcnl  Agency,  the 
FBI.  and  in  terms  of  nuclear  terrorism,  the  Department  of  Energy.  These  pc(v 
pie  are  the  fmni  line  in  terms  of  crisis  containment  and  subsequently  crisis  man* 
agemcnl.  We've  been  working  with  them  to  try  to  strengthen  their  bonds. 


You  prohahly  don't  rccogni/e  ht»w  unusual  it  is  to  have  those  people  wx^rking 
logclher — having  an  operations  organi/alton  like  the  J-3  working  closely  with  a 
hunch  of  inlelligencc  pet^le.  with  very-  few  htmndaries  between  them,  and 
complete  sharing  of  information.  When  you  ihn>w  in  the  Departmenl  of  Energy 
as  another  separate  but  equal  player,  that's  a  pretty  pirtent  force.  Then  if  vihj 
realize  what  each  single  n<Kk.'  represents  in  lemis  of  our  ability  to  literally  encir* 
ele  the  giohe.  putting  tentacles  out  to  the  other  military  and  civilian  watch  cen¬ 
ters  ihroughtHil  the  w..tld;  it's  a  damned  impnrssive  network. 


The  |*roblems  lie  in  making  sure  that  the  pbyers  themselves  understand  what  it 
is  they  hasc  that  they  understand  tite  cap;diiliiics  of  their  eounlerpan  centers, 
and  know  Ikiw  to  marshal  all  their  selective  assets  k>  wi>rk  a  crisis  wiihrHJt  trip¬ 
ping  over  i>ne  another.  In  the  conventiona!  scenarios— nuclear  attack  t)r  e\en  a 
ntin-nuclcar  event,  say  a  tx'llisH*n  of  a  VS  destrv>ycr  arkj  Soviet  suhiiurinc.  wc 
handle  things  well,  because  wc  have  a  limited  >et  of  players.  Hut  let's  say  a 
group  of  terrorists  successfully  capiums  the  nuclear  generating  plant  at  Hanford. 
Washington,  and  holds  it  hostage.  I'hc  community  rcspi>nsihle  in  tiui  situatiim 
has  at  least  four  jX'ople  in  charge,  ituyhe  ntoa*.  IK'w  well  luve  they  wi>ricd 
tHil  the  operating  pnvedures  ui  deal  with  that  problem.’  I'hey  a-aily  haven't  \et. 


I  want  to  stress  the  criticality  ol  the  i»ld  boy  net.  Not  only  d«*cs  it  c  ost.  >1 
is  \iahle  and  should  he  nurtured.  There  rcallv  is  nothijie  better  m  terms  of 


warning  than  to  base  a  Hill  Ca-sev 
pick  up  rhe  (ciephonc  and  tell  the 
l^sidcnl.  "I'hal  csiniute  on  its  way 
iwer  to  UKir  ollice  represents  a  very 
scriiHis  threat  for  naiuHial  security.  " 
l22.  24.  2h.  27  «.  .Ml 


17.  Kobkkt  .a.  KosFNHkkt;. 
■'.Strategic  Delciise.  A 
Challenge  lor  C'l"  tl9S4. 

pp.  6.^  S6| 


Hill  {  jsf,  W’llhjin  I  t  jwv.  Diirtltn 
ttl  <  voitjl  ItOvIlifivntv  undrt 
KvJtiJn.  t'Htl  tt' 


(  nniinjndi'im  t  hivl  SOith 
.AiDrni  .in  .Arfi)»/>a(  r  th  tt'nw  t  d/d- 
nuni/  J)n/  .A\\/%ljnr  (n/i)' 
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I’ll  tell  you  about  a  couple  of  threats  that  my  boss  and  1  worry  about  every 
day.  One  of  them  is  a  crazy  threat,  a  Khaddafi-type  threat.  You  know, 
about  the  best  the  boss  can  do  in  that  kind  of  case  is  tell  the  National  Com¬ 
mand  Authority,  ’’Here  comes  one.”  Even  more  serious  than  the  crazy 
terrorist  threat  is  what  I  call 
inadvertent  (or  advertent)  attack— 
it’s  not  an  accident.  A  Yankee 
boatload  of  16  tubes  come.s  head¬ 
ing  toward  North  America,  and  the 
V/ashington-Moscow  hot  line 
lights  up.  and  a  message  come.s 
through  from  Chernenko  that 
says,  ”Mr.  President,  it’s  a  crazy 
sea  captain,  he  got  the  code,  he 
launched  them,  we  are  not  respon¬ 
sible.  wo  didn’t  do  It.  don’t  rctali- 

alci  after  they  land  and  you  clean  things  up.  we’ll  agree  to  mutual 
retribution.  Don't  do  anything:  it  was  all  an  accident.”  And  in  fact  it  wasn’t 
an  accident.  It’s  the  leading  edge  of  a  decapitation  attack.  With  a  strategic 
defense  program — not  a  lOO-percent  leakproof  program,  just  a  reasonable 
strategic  defense  program — those  two  threats  will  disappear  forever.  And 
those  are  the  threats  I  wc.ry  about  very  much  today.  (86) 


Khaddafi-type  threat— refers  to  the 
Libyar}  leader's  links  'A/ith  interna¬ 
tional  terrorism 

Yankee  boatload  of  76  tubes— a  Soviet 
submarine  carrying  16  ballistic 
missiles 

Chernenko— Konstantin  Chernenko. 
General  Secretary  of  the  Central 
Committee  and  President  of  the  Pre¬ 
sidium  of  the  Supreme  Soviet  (died 
Match  W.  1985) 


18.  STUART  E.  BRANCH. 
”C’I  and  Crisis  Manage¬ 
ment”  (1984.  pp,  87-f02) 


Oeputy  Assistant  Secretary  for  Com- 
muoicjtions.  Oepaitment  of  State 
and  member.  National  Communica- 
frons  System  and  US  Communica¬ 
tions  Security  Board  of  the  National 
Security  Council 


I’m  convinced  that  we  w  ill  be  successful  in  moving  more  information  faster 
than  ever  before,  and  getting  it  closer  to  the  user.  That’s  ’’ho-hum”  technol¬ 
ogy.  even  with  the  requirement  to  make  it  secure.  It’s  a  function  of  how 
many  people  we  can  throw  at  installations  and  logistical  support.  However, 
my  concern  is  this;  having  done  that.  I  don’t  think  we  will  have  accom¬ 
plished  a  thing  for  the  decision  maker  If  anything.  I  think  we’re  going  to 
frustrate  that  process.  If  we’re  Un^king  at  command,  control,  communica¬ 
tions.  or  the  National  Command  AuihiKity  and  we’re  talking  about  avoiding 
hostilities  or  a  cessation  of  hostilities,  and  all  we’re  doing  is  building  the 
pipes  bigger,  have  we  really  pronnwed  our  national  security’?  . . . 


Users  are  just  beginning  to  ciipericncc  the  problem  of  too  much  information 
flowing  from  embassies  to  Washington,  or  from  Washington  to  embassies. 
It  is  ver)'  diffieult  to  son  through  that  and  find  out  what  is  imponant,  what's 
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timely,  und  whut  ought  to  he  on  that  desk.  We  are  building  the  technical 
capability  out  there  that’s  encouraging  movement  ol'  information,  and  it  is 
moving.  In  fact,  in  some  cases,  it’s  looping.  1  spoke  to  one  ambassador  who 
mentioned  this  problem.  He  said.  ‘Tm  getting  too  much  information.  I’m 
even  getting  information  we  generate!  Our  political  counselor  writes  a  report 
that  deals  with  military  activities,  sends  it  to  Washington,  where  it  is  sent  to 
the  Defense  Department,  where  it  is  .sent  hack  to  us  because  it  divulges  mili¬ 
tary  actions  here  in  this  country.  And  the  report  originated  here.”  Thai’s  an 

example.  I’m  not  suggesting  there’s  a  lot  of  that,  but  it’s  an  example _ 

[Wle’re  going  to  see  more  and  more  centralization  of  the  formulation  and 
the  execution  of  foreign  policy.  I  don’t  know  if  that’s  by  design  or  if  it’s 
uecidental.  1  think  that  technology  is  encouraging  centralization  because 
information  can  How  hack  und  forth- 

It’s  not  just  in  the  Slate  Department  or  the  diplomatic  service-  the  Wash¬ 
ington  managers  arc  involving  themselves  in  the  dceision-inukiiig  process  us 
they  never  have  because  they  arc  on  a  much  .sh4>rter  leash  than  ever  before. 
We  used  to  heat  that  by  saying.  ”1  can’t  hear  you.”  or  ”1  didn’t  gel  that 
iiicmoranduni.”  Now  you’ve  got  them  right  on  the  other  end  of  your  sys¬ 
tem.  1  think  that  concept  is  contributing  to  this  shift  of  centralization  of  con¬ 
trol  to  Washington,  hut  I  think  there  arc  also  u  number  of  other  things  that 
cause  it. 


Clearly,  the  interrelationship  of  issues  across  our  govcrniiienl  demands  that 
information  he  shared,  and  that  inputs  from  the  defense,  intelligence,  and 
Ollier  sectors  of  our  Hxccutivc  Branch  be  factored  into  that  decision-making 
priK'Css.  Also,  it  limits  tlie  (veasions  in  which  an  umhassudor  can  act  on  his 
own  and  then  report  hack  after  the  fact.  Of  course,  the  aigunienl  continues 
about  whether  there’s  too  much  or  too  little  control  from  Washington, 
whether  tlic  ciHirdiiiatioii  is  giKKl  or  had.  (^>2 


h>.  IJMOI.N  KM'Kf.K.  'The  /or/ttrr  l)tifi\iii.  SiMUfJlv 

Role  of  Intel.'icciiec  .Acito  a;-./ (  /»<•/.  (Vouj/  s.-.  umv 

*  Si*#\  /I  t* 

Within  (*  ‘r  ‘  pp. 

17  .^2) 


I  don’t  think,  ai  ilic  present  time,  iliai  wc  have  adequate  national  intelligence 
survisahility  to  guarantee  How  to  our  decision  makers  I  ilimk,  ivrliaps.  our 
greatest  failing  lies  m  our  cultural  reluelaiice  to  accept  he  iiiiininent  pos¬ 
sibility  ot  war  starting.  That  prt»hab!y  is  noi  <inly  hig  v  ar  with  the  .Soviet 
Union,  hut  war  at  almost  any  level  m  a  vrisss.  I  tlimk  we  will  he  leluetaiit  to 


“>4  Hranih.  P>h4 


accept  (he  indications  that  say  someone  is  going  to  start  shooting  shortly. 
Therefore,  we  will  lose  the  advantage  of  action  that  might  precede  that  first 
shot,  for  fear  that  by  taking  action  we  will  worsen  the  situation  and 
encourage  hostilities. 

...  You  sec.  even  the  most  wctl-inicniioncd  of  the  intelligence  community,  as 
they  prepare  estimates  or  advise  the  policy  maker,  must  have  an  eye  on  the  pol¬ 
icy  maker's  interests.  Iliut  is,  not  what  cimclusions  he  ought  to  reach,  hut  in 
what  he  ought  to  be  interested,  or  in  what  he  is  interested.  As  an  estimate  is  put 
together,  it  is  essential  that  certain  aspects  not  be  overUwked  in  regard  to  a 
problem  (hat  the  policy  maker  clearly  needs  to  confront.  In  doing  that,  one 
cvcasionally  provides  the  |X>licy  maker  with  exactly  the  kind  of  information  he 
^^an^s.  because  he's  made  up  his  mind  in  advance  about  what  he  wants  the 
answer  to  he.  And  just  us  often  (hut  docs  not  happen.  When  it  docs,  the 
screams  go  up  about  playing  into  the  hands  of  policy  makers. . . . 


IS  rUDLNTl  What  are  your  first  priorities  for  improvement? 

IF/M’RLRl  Our  first  prioriiies?  W'c  can  he  more  selfish  than  others  and. 
at  (he  moment,  we  are  and  have  been  for  a  long  time.  Our  approach  is  to 
ensure  adequate  comniunicalions  for  moving  our  data  in  peacetime,  to  try 
gradually  to  make  that  more  robust  so  it  can  survive  some  encroachment  in 
wartime,  but  our  real  hope  lies  in  reducing  the  c.sscnlial.  And  (he  lesson  we 
preach  on  this  subject  isn't  how  much  irntrc  communication  to  buy.  although 
we're  happy  to  do  that  even  though  the  figure  is  large,  hut  rather  our  lesson 
is  the  essentiality  of  reducing  identification  of  the  requirements.  (2S.  .'^21 


2(1.  kk'hako  Siii.wi:i.i.. 
".Slniclurc  and  Ntcclianisnis 
for  ('ommand  aikl  Coiilnir' 
Il'kS.S,  pp,  V' 
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|l|ii  coiitrolhiig  the  operation,  slick  to  the  chain  of  command.  IXm'l  bypass 
or  skip  cchcloDs. . . .  It's  one  (hiiig  to  bypass  in  a  rci{ucsi  tor  informalioii 
down  below  ,  but  it  is  soinctliiiig  else  again  to  try  to  bypass  channels  in  order 
to  gi\c  iiisiruciiinis  to  |K'0|)Ic  iwo  or  three  cclicloiis  beti>w .  K'causc  lliai's  a 
recipe  l.ir  disaster. 


I'i'llic  more  people  o|>cra(c  on  coinnioii  dovlniie  and  standard  priK'C' 
durcs.  the  more  you're  likely  to  gel  a  disciplined,  aulomalic  reaclioii  even 
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under  great  stress — on  the  part  of  everyone.  Procedures,  in  my  view,  are 
more  important  than  sophisticated  hardware. 

(OETTINGER)  If  1  may  interject  a  linkage  to  what  you  heard  from  Gen¬ 
eral  Faurer,  he  commented  toward  the  end  of  his  presentation  that  what  is 
desirable  under  stress  is  not  necessarily  hardening  all  the  Corns,  but  reduc¬ 
ing  the  requirements.  This  remark  is  intimately  linked  to  our  discussion  here 
because  the  flip  side  of  communicating  is  standard  procedures  and  diKtrine. 
where  the  communication  has  been  done  beforehand. 

(STlLWELLl  When  you  get  »-•  a  crisis,  you  have  a  terrible  compression  of 
time;  large  events  are  occurring  in  a  very  constrained  time  frame.  You're 
dealing  with  a  tremendous  number  of  concurrent  issues  which  become  i'li 
the  more  difficult  to  prioritize,  and  we'll  come  back  to  this.  You've  got 
incomplete  information  and  you  have  to  make  big  decisions,  and  you'd  bet¬ 
ter  be  right  because  decisions  arc  irreversible.  Therefore,  you'd  better  have  a 
lean,  well-.schooled  organization  that  can  handle  that  type  of  crisis. 


. . .  You  will  find,  if  you've  been  through  war  games  (and  most  of  us  have), 
that  when  the  crisis  comes,  a  lot  of  things  are  happening  ver>'  quickly,  and 
your  interest  is  not  in  your  data  bank  behind  you.  except  very  peripherally. 
Your  interest  is  in  what  is  happening  currently.  And  the  search  for  that 
information,  the  precision  of  that  information,  the  prioritization,  and  the 
reduction  to  the  real  essential  concerns  arc  very  important.  (48.  51,  63) 


21.  Donald  C.  I.ATHA.M.  "A  As.sisfanr  SeerfraryonJe/ensoforC'/ 
View  From  Inside  OSD" 

(198.^.  pp.  I().V23) 


I'hc  strategic  problem  that  ue  are  faced  with  is  then  summarized  in  the  new 
IX'fense  Guidance,  for  FY  198.^  lo  1986.  It  stales  that  since  we're  com¬ 
mitted  to  a  defensive  use  of  fKiwer.  we  arc  always  going  to  be  reacting  to 
what  is  known  as  ambiguous  warning,  or  after  the  enemy  has  seized  the  first 
inilialive.  bveryhody  talks  about  unambiguous  warning,  hut  we'll  never 
have  such  a  thing,  bither  there  will  be  warning  indicators  on  some  pending 
attack  thai  w  ill  be  aii-biguous  in  the  sense  that  you're  really  not  sure  what's 
going  on-  so  il  w  ill  be  a  very  difficult  problem  -or  else  the  enemy  will  go 
first  with  no  warning  at  all.  fhis  situation  puts  a  very  heavy  hurdeii  on  the 
C'l  system. 
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. . .  Another  favorite  topic  of  people  in  terms  of  enduring  CM  is  denying  the 
decapitation  of  the  NCA.  And  that  has  to  do  with  people  claiming  that  a  ter¬ 
rorist  attack  or  something  in  the  night  could  come  in,  kill  the  President  and 
all  successors  and  the  other  national  command  authorities,  and  as  a  result, 
prevent  the  U.S.  from  ever  using  its  strategic  force.  We’ve  taken  major 
steps  to  deny  that  possibility.  There  was  an  announcement  made  in  June 
1982  of  a  major  Continuity  of  Government  program  by  a  special  advisor  to 
the  President.  We  have  worked  on  that  problem  very  hard. 


We  also  say  we  will  let  no  “cheap  shots”  succeed.  This  mean.s  that  the  horror 
stories  about  some  sort  of  an  attack  that  could  disable  the  whole  command  and 
control  system  with  just  a  few  weapons  do  not  come  true.  The  favorite  one  is 
the  high-altitude  electromagnetic  pulse  (HEMP)  attack  or  a  few  cruise  missiles 
sneaking  in  and  taking  out  a  few  command  centers  in  the  dead  of  night. 


|OETTtNGER|  If  you  accept  the  point  that  people  arc  vcr>'  much  in  the  loop, 
then  one  of  the  critical  elements  ...  is  this  fundamental  balance  in  terms  of  how 
much  gets  up  to  decision  makers.  If  you  let  too  much  through,  they  haven’t 
time  to  digest  it.  causing  pmhiems  of  absorption,  limited  attention  span,  under¬ 
standing.  etc.:  you  overload.  If  ytni  don’t  let  it  all  thmugh.  there’s  a  selection 
problem.  The  minute  ytm  start  selecting,  there  arc  people  doing  the  selection, 
and  the  minute  people  stiirt  doing  the  .sclcxtion  they  acquire  a  certain  amount  of 
bureaucratic  and/or  other  fxmier.  and  so  >xhj  have  a  constant  instability  in  that. 


I'hc  question  of  how  to  organize  to  do  this  alnx)st  beconvs  a  ct)ntradiction  In 
terms.  'I'hc  minute  >t)u  org-.«ii/c  there’s  M»mchody  who  sits  on  top  of  the  pile. 
Everything  you’ve  heard.  Krth  last  year  and  this  year,  about  the  little  word 
“through”  in  the  r»>le  of  the  Joint  Chiefs  in  the  chain  t)f  command  bccoiiHrs  an 
issue.  So  much  of  the  problem  of  wherc  that  hakHKc  is  in  the  tlow  of  infomia- 
tion.  in  the  tlow  of  wanting  and  soon,  rests  mi  that  question  of  'Whtim  d(x:s  it 
gt)  thriHJgh?'’  'Is  it  fomially  organized?”  "Is  it  ntH  liMinally  organized?”  If 
you  organize  tix»  much  you  have  stxirccs  t>f  independent  piiwers  tending  to 
thwart  lines  of  Ciniimunications.  hut  if  y»Ki  dtHi’t  organize  entHJgh.  everylxxly 
gets  snowed,  and  nothing  happens.  I'hea*  is  nt>  peniianent  solution  to  that  proh- 
lem.  because  it  depends  on  who  is  tm  h»p — tlv  commander-in-chief —and  that 
position  varies  with  each  administration.  tl(W.  107-08.  118) 
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When  most  people  start  talking  about  architectures,  they  like  to  start  draw¬ 
ing  circles,  and  then  lines  and  arrows  between  the  circles,  and  connecting 
everybody  up  before  they  ever  understand  what  it  is  that  they  want  the  sys¬ 
tem  to  do  for  them.  lt*s  most  impt^rtant  in  the  creation  of  any  system,  in  my 
opinion,  that  you  should  design  it  as  a  pyramid  so  that  all  the  actions  that  are 
down  at  a  lower  level  stay  at  that  level,  and  only  a  few  go  up  to  the  next 
level,  and  very  few  go  up  to  the  lop.  But  in  a  system  where  everything  is 
moving  massive  amounts  of  information  to  decision  nixies  too  rapidly,  you 
gel  mass  confusion  as  more  and  more  information  is  being  generated  and 
then  distributed  at  a  higher  and  higher  level. 

If  you  liHik  at  the  genesis  of  O  networks,  they  deal  with  sensors,  correla¬ 
tion.  analysis,  decision  making,  and  the  posturing  of  either  military  or  diplo¬ 
matic  forces,  all  of  which  constitute  a  feedback  loop  that  comes  back  and 
forth  but  is  primarily  centered  amund  that  human  intelligence  in  the  cenicr 
and  the  experience  of  (hat  decision  making  nixlc — he  il  the  President  and  his 
advisors,  or  the  Chairman  and  his  advisi)rs.  or  the  duty  officer  and  his  peo¬ 
ple  on  the  llixir.  You've  got  to  design  your  systents  so  as  to  take  into  con¬ 
sideration  the  experience  of  those  pcitpic  who  are  in  the  systcmi  yel  this  is 
one  thing  we  forgot,  and  wc  put  in  last. 

. . .  You  have  lo  keep  (he  dcx;isu»n  maker  in  the  liH)p  and  you  shouldn‘t  have  to 
climh  a  ladder  to  hand  him  a  piece  of  paper.  But  then.'  arc  tons  of  infomuition 
that  Ilow  hack  and  forth  from  Kxal  aiea  networks  that  keep  the  worker  bee.  so 
to  speak,  infomted.  I'hai  dix'sn't  nvan  that  you  shouldn't  have  trap  diH)rs  or 
crisis  management  equipment  going  ihmugh.  Bui  in  one  of  your  curlier  presen¬ 
tations.  l)r.  Beal  talked  about  hi>w  to  boil  doun  messages  on  the  Iraqi-lra- 
nian  W;ir  into  two  minutes  lo  tell  the  lYvsideni,  I  defy  an\one  to  do  (hat  ver>' 
intelligently.  I  have  seen  the  Chairman  get  intelligence  briefings  fnan  ii  vihole 
batter)’  of  subteci  mutter  experts.  A  lot  of  this  stuff  needs  to  be  correlated  hy 
subject  matter  experts,  because  txherwise  it  is  pa*mature  many  times.  Now. 
trial's  ixn  to  say  lhat  you  can't  ha\o  infonmilitm  go  all  the  svay  up  to  the  lop. 
But  WK)  iiK.ssages  in  i)ne  day  '  frying  lo  force  a  cimlation  with  all  lhat?  Whal 
I  say  Is  lhat  you  have  to  have  hedgerows  of  com|x*ienl  pc*t)ple;  hul  cchat  ue 
have  done  today  is  lo  build  bigger  and  bigger  Mails,  Washinglon  has  absolutely 
tunx'd  that  pyramid  upside  do\cn.  I'hey'a'  running  back  and  forth  Ironi  ihe  Hill 
(o  (he  Penlagon.  and  il's  a  constuni  inlerchange  of  information  ai  the  highest 
levels.  nk)s(  of  which  ikvds  lo  be  (rinuiKd  ikmii  and  pusixd  back  lo  where  il 
can  be  pnxessed  cli»scr  lo  iIk  Mxircc.  in  »Hder  lo  gel  a  Ix-ller  tli>w  upward  of 
critical  int'onnalion. . . . 

Whal  I'm  Irving  (o  sac  heie  is  lhai  I  bclicce  mans  of  our  sssieins  lack  the 
discipline  (hev  need  in  order  to  lap  that  uciion  officer  (ratfie  oil  without  jusi 
putting  everyihiiig  in  the  hopper  (If  I7i 
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23.  LIONEL  OLMER,  ESQ., 
“Intcll'gence  and  the 
American  Business  Com¬ 
munity”  (1986,  pp.  59-71) 


Member,  Paul,  Weiss,  Rifkind,  Whar¬ 
ton  &  Garrison,  an  international  law 
firm;  former  Under  Secretary  for 
International  Trade,  Department  of 
Commerce 


It  is  impossible,  at  the  present  slate  ol'  the  art,  to  design  a  system  that  will 
satisfy  all  decision  makers.  TheyVe  different.  The  Under  Secretary  of  Stale 
for  Economic  Affairs  may  he  a  very  different  person  from  his  Commerce 
counterpart.  It  would  not  be  appropriate  to  design  a  system  for  the  govern¬ 
ment  that  would  make  Commerce  happy  if  it  wouldn't  be  useful  to  State, 
and  Vice  versa.  The  same  could  he  said  of  others  in  the  policy  process.  Of 
what  use  is  this  judgment?  Well,  maybe  it  tells  you  not  to  invest  a  lot  in 
something  that  is  not  easily  adapted  to  individual  personalities. 


I've  had  the  experience  of  briefing  three  Presidents.  I  can  tell  you  that 
they're  all  very,  very  different.  It  would  do  no  good  whatsoever  to  deliver  to 
President  Reagan  a  big.  fat.  briefing  'n(H)k  every  day  with  just  two  pages  on 
the  1.54  countries  of  the  world,  or  to  pick  six  subjects  that  you're  going  to 
cover,  because  that  just  dcK'sn't  suit  his  style.  Well.  1  don't  actually  know 
what  the  pnK'cdurc  is  now;  hut  there  was  a  time  when  you  had  to  fit  all  that 
you  needed  to  say  on  the  entire  world  every  24  hours  into  four  pages.  It 
didn't  matter  if  it  was  the  holocaust  in  Canibodia  or  a  Soviet  missile  test. 
You  had  to  lit  everything  in  four  pages.  That  requirement  helps  you  design 
your  system:  You  develop  piinting  presses  that  produce  four  pages  more 
rapidly  and  at  greater  cost  efficiency  than  anything  else  could.  But  don't 
confuse  the  ability  to  prepare  intelligence  in  an  efficient  way  with  getting 
through  to  the  persons  you're  trj  ing  to  reach.  (64) 


24.  Mark  Lowenimai.. 
‘■'I'he  (^uesi  for  ‘(lood' 
Intelligence”  tl986. 

pp.  1(1.^  20) 


Actinft  Director.  Ofliio  of  btiatvfiic 
Forioi  Analysis.  Hurcau  of  Intel' 
lifU'ino  jnd  Kosvjrch.  Department 
ol  State 


A  crisis  is  the  worst  time  to  get  soiiKMhing  done  in  the  government,  because 
everyone's  critical  (acuities  begin  tti  drop  off:  everyone's  living  on  adrena¬ 
lin.  and  everyone  wants  to  be  involved.  A  classic  example  was  Grenada. 
I'here  were  tumps  in  action.  Everyone  really  gets  excited  about  combat, 
l.ots  <*f  people  were  trying  to  get  into  the  Operations  Center  in  the  depart¬ 
ment  to  “be  there.”  including  Assistant  Secretaries  for  regions  that  in  no 
way.  shape,  or  form  had  anything  to  do  with  Grenada.  I  had  to  do  a 
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postmortem  on  how  we  handled  that  situation  and  several  other  “crises. 
The  director  of  the  Operations  Center  told  me  that  what  he  really  wanted  to 


do  was  to  stand  on  a  table  and  yell. 
GS-9s  who  are  .supposed  to  he  in 
here  please  leave  the  room,**  But 
you  don*t  do  that  to  an  Assistant 
Secretary  of  State  when  he*s  in  the 
Operations  Center. 


“Will  everyone  except  for  the  two 


CS— general  schedule,  a  pay  and 
ranking  system  for  Civil  Service 
workers 


During  a  crisis  things  don't  work  as  well.  People  start  doing  things  for  really 
bi/arre  reasons.  Civilians,  for  example,  often  tend  to  he  much  more  willing 
to  use  force  than  ih  military.  The  civilians  have  much  less  sense  of  what 
these  operations  are  really  like,  even  one-time  veterans.  (I()8"09) 


25.  JOHN  CR1M(-:s.  “Informa¬ 
tion  Technology  and  Mul¬ 
tinational  Corporations** 
(1986.  pp.  135-49) 


Director,  National  Security  7p/ccom- 
munications  and  Director.  Defense 
Programs  iC).  National  Security 
Council 


In  u  corporation,  it  is  not  unusual  now  for  the  chief  executive  to  have  a  ter¬ 
minal  next  to  his  -'.esk.  which  gives  him  direct  access  to  the  corporate  data 
bases  or  allows  hiiu  to  communicate  directly  thn>ugh  electronic  mail  to  all 
levels.  You  may  categorize  this  process  as  command  and  control  if  you 
wish,  hut  it  has  a  major  impact  managements  control  in  the  corporation, 
allowing  the  ChO  in  some  cases  to  bypass  middle  management.  Some  layers 
of  what  we  know  today  as  middle  management  may  vanish  because  of  the 
advent  of  infomiation  technology. 


Satellite  communications  is  another  of  those  technologies  that  permits  both 
the  military  commands  and  corporatimis  to  “skip  echelon.  "  and  communi¬ 
cate  directly  from  the  ct>rpi»rale  head  or  commander  down  to  a  division-level 
organization.  Cieneral  Motors  has  insta.t]ed  a  pervasive  satellite  system  that 
will  reach  down  to  depot  level.  In  the  national  sense,  wc  can  do  the  same 
thing  today-  go  from  the  White  Mouse,  or  from  the  Secretary  ol  Defense, 
right  down  to  the  foxhole.  Satellite  and  infonnation  technology  have  made 
communications  tlow-  transparent  from  top  to  bottom  of  an  organization. 
There  is  an  excellent  example  of  this  Back  in  the  niid-197t)s.  during  the 
Stfivdgue:  boat  incident  in  C'ambiKlia.  a  two-lHip  satellite  transmission  path 
was  estahiished  over  which  President  Pord  was  able  to  talk  lo  the  battalion 
commander  under  fire  on  the  ground.  Merc  you  had  the  Commander  in  Chief 
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of  a  nation  talking  to  a  guy  right  on  the  ground  or.  as  they  say.  to  the 
foxhole,  This  skipped  the  chain  of  command  from  the  Chairman  of  the  Joint 
Chiefs  of  Staff,  the  military  command  in  the  Pacific  area,  and  the  intermedi¬ 
ate  command  in  Thailand,  Multinational  corporations  do  the  same  thing 
today,  especially  overseas  operation;. 


I  want  to  elaborate  on  how  we  use  computers  and  communications  satellite 
technologies  for  crisis  prevention.  Information  is  received  quickly  from 
various  intelligence  and  diplomatic  sources:  it  is  processed  and  made  to  eon- 
trol  or  prevent  a  crisis  from  escalating.  Today.  1  think  you  would  say  that  in 
a  iontrolk’d  crisis,  whether  in  a  corporation  or  the  government,  the  CBO 
(or.  in  our  case,  the  President)  is  able  to  he  directly  involved  at  all  levels  of 
the  units  involved  in  that  erisis  because  it*s  no  longer  beyond  his  span  of 
control. 


, One  aspect  to  which  many  of  us  give  little  thought  and  rarely  use.  and 
that  I  mentioned  earlier,  \s  fccdhack.  Computer-hased  ccmmiunications  sys¬ 
tems  and  deeision  support  systems  provide  an  execlleni  real-time  accounting 
record  or  result  of  the  sequence  of  steps  that  take  place  during  an  event, 
whether  in  a  corporation  or  the  government,  Heedhack  not  only  helps  to 
complete  the  reeord  of  what  transpired,  hut  also  drives  future  policy  or 
changes.  In  our  case,  we've  learned  that  when  decisions  are  made  in  a  major 
crisis  and  certain  actions  are  taken,  standing  policy  will  change. 


Computer-hased  decision  support  systems,  including  videotext,  video  tele¬ 
conferencing.  facsimile,  and  other  visual  aids,  give  more  effieient 
capabilities,  and  enhance  crisis  nianagement  decision  making.  Before  we 
had  computer-driven  display  hoards,  see  used  to  track  aircraft  hy  having 
individuals  put  radar  tracks  on  Plexiglas  hi^ards,  I'oJay.  those  tracks  and 
deosions  are  made  on  a  real-time  basis  uith  compoter-hased  technology, 
(iaining  and  loodeling  of  economic  siluati.ms  in  a  multinational  corporate 
setting  illustrate  the  advantages  that  tct.hni>logy  provides  for  decision 
making  tasks. 


Keal'tinie  video  teleconferencing  is  seeing  increased  use  in  the  government 
for  day-to-day  operations  and  ue're  seeing  it  expUnJe  within  the  private  sec¬ 
tor,  The  cost  of  travel  and  the  fact  that  people  don't  want  to  get  on  airplancN 
because  of  the  terrorism  threat  in  thoiiselves  increase  the  demand  for  this 
technoliigy,  Noi  o)i!\  divs  )t  i)»prove  the  use  of  time  but  it  also  lets  you  see 
individuals'  expressions  and  gestures  during  conversations.  We're  going  to 
see  more  of  this  technology  used  in  eoinmand  and  control  and  even  in  intel¬ 
ligence  operations,  Ihe  intelligence  community  can  transmit  a  map  or 
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drawing  from  one  country,  or  one  state,  by  facsimile  machine,  which  is 
pretty  efficient,  or  can  display  the  material  via  video  teleconferencing,  and 
then  record  it.  I  might  mention  that  facsimile  technology  is  used  to  improve 
the  accuracy  and  speed  of  information  Ilow  over  the  Hot  Line  between  the 
Soviet  Union  and  the  United  States.  Facsimile  or  video  teleconferencing  is 
real.  The  reason  being,  getting  back  to  satellites,  the  efficiency  of  transmis¬ 
sion  systems  operating  on  T-1  carriers  at  1.544  megabits,  versus  what  wc 
used  to  run.  2400  baud.  Today,  we  multiplex  video  teleconferencing,  tele¬ 
phone  conversations,  and  data  transmission  all  on  the  same  wideband  digital 
circuit  for  efficiency  and  reduced  awt. 

There  is  a  major  vulnerahilirx  to  all  of  this.  We  have  become  so  dependent 
on  some  of  these  tools  that  when  we  do  lose  the  capability  under  certain  cir¬ 
cumstances  or  for  a  certain  function,  it  causes  chaos.  The  hanking  industry 
is  concerned  about  the  financial  information  they  transfer,  to  the  p4)int  where 
they  put  error  detection  and  correction  capabilities  (redundant  paths)  in  their 
systems  so  that  the  informaiion  is  transmitted  in  two  different  ways.  In  any 
decision  process,  from  a  corporate  decision  to  a  national  decision,  you  can 
soon  see  that  if  you  don't  do  some  smart  things  with  this  technology  it  can 
gel  you  in  trouble;  it's  like  putting  all  your  eggs  in  one  basket. 

...  Once  they  learn  how  to  use  a  system,  they  continue  to  get  more  and 
more  messages  regenerated.  I  know  that  General  McKnight  has  been  having 
a  terrible  problem,  because  people  have  adi.ltcraicd  the  military  system. 
When  they  send  u  message  out.  they  not  only  send  it  to  the  individual 
addressee,  hut  they  also  give  an  information  copy  to  the  world,  without  real¬ 
izing  the  burden  it  puis  on  the  system.  A  smart  staff  person  knows  how  to 
use  a  system  like  (hat.  because  sometimes  the  guy  actually  receiving  a  mes¬ 
sage  dtv.s  not  have  the  authority  or  ability  to  react  as  well  as  one  or  two  of 
tlic  information  uddic»cvs.  It's  a  very  interesting  point  to  play.  Once  again, 
technology  gives  you  that  opportunity  to  use  or  control  information. 


. . .  In  recent  years  I've  read  some  biMtks.  right  out  of  this  schiK)].  indicating 
cases  where  upper  management  gites  in  and  gets  a'porls  on  production. 
pRKlucl  lines,  delivery'  tiiiK's.  etc  .  and  just  hvpusses  all  of  the  middle  man¬ 
agement.  The  question  is  how  to  c<mtrol  lliul  proevss  of  blending  technology 
with  management.  Well,  again,  as  individuals  become  more  protlcienl  and 
comfortahlc  with  it.  I  think  it's  going  to  become  more  |>crvasive  in  lime. 
You  will  find  that  it  will  change  organizational  management  schemes  for 
those  companies  that  use  it. 


It  takes  on  the  character  of  the  guy  a!  the  helm,  though  Yini've  gr>t  to 
remember  that.  If  you  vsani  to  talk  abtiui  a  Mauiiiut: .  I  don't  think 
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this  President  would  ever  do  (hat.  He  believes  in  corporate  or  mac* 
romanagcmcnt,  and  leaving  war  to 
the  experts.  He’ll  make  the  deci¬ 
sion  that  we’re  going  to  lake  a  hill,  this  President— President  Reagan 

hut  not  how  we’re  going  to  take  it. 

Another  individual,  as  we’ve  seen, 

might  assert  himself  in  deciding  how  we’re  going  to  do  it.  Technology  has 
given  you  the  opportunity  to  do  (hat.  Whatever  infoimation  is  available  at 
the  White  House  today  to  make  tho.se  decisions  is  pretty  much  just  as  readily 
available  to  the  other  agencies,  only  wc  see  more  of  it.  The  same  goes  for 
corporate  headquarters,  whether  in  a  domestic  company  or  u  multinational 
corporation.  That  kind  of  information  is  available  because  you  design  that 
data  flow  into  your  system  so  you  have  some  finger  on  the  pulse.  You  ean 
start  seeing  if  things  go  awry. 


That  brings  hack  the  point  of  whether  it’s  a  push  system  or  a  pull  system. 
People  can  very  subtly  cause  threshold?:  to  be  huilt.  If  something  happens  at 
the  General  Motor  plant  in  Spain  that  exceeds  some  threshold,  you  throw 
the  first  warning  signal  hack  to  corporate  headquarters.  The  same  g(Ks  for 
the  national  level;  there’s  sonK  threshold  as  to  whether  you’re  going  to  wake 
up  the  President  at  night. 


|Sft:t)t;NT|  Is  there  a  danger  that,  because  of  technoh^gy,  the  infomta- 
(ion  How  is  getting  faster  while  (here’s  always  a  tendency  for  analysis,  being 
less  incasurdhle.  to  slip  behind? 


|(jKtMi:.S|  fhat  risk  is  definitely  there.  One  of  the  ways  you  might  over¬ 
come  it  is  to  improve  the  decision  support  eapahilities  to  take  in  (hat  infor- 
Illation,  and  artificial  intelligenee  is  going  to  help  to  improve  (hut  privess. 
What  we’re  talking  about  right  now  is  alimist  on  the  same  threshold  as  (he 
Strategic  IX'fense  Initiative  (SDI).  When  you’re  trying  to  respond  on  a  R*al- 
(iiiie  basis,  based  on  your  warning,  your  sensors,  there’s  no  human  mind 
(hat  can  react  fast  enough  That’s  where  artificial  intelligenee  will  start 
doing  a  lot  of  (hat  Rcognition  for  you  and  giving  you  options  very  quickly. 
Again,  you  have  to  play  out  (he 


various  scenarios,  whether  you’re 
talking  about  a  nuele;.r  conflict 
versus  a  national  crisis  such  as  last 
night. 


>i«/i  last  night  -US  bombing  raid 
on  libyj.  Af>nl  14.  I'tOtt 
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You  can  take  the  Bhopal  disaster  with  Union  Carbide  as  an  example  of  a 
very  major  crisis,  looking  at  how  they  set  up  emergency  operations,  col¬ 
lected  real-time  Information,  and  weighed  the  decisions  they  were  going  to 
make,  including  the  possibility  that 
the  Chairman  of  the  Board  might 

have  been  locked  up  and  held  hos-  disasier-ln  December  1984.  a 

tage  when  he  arrived.  It  depends  pesticide  plar^t  m  Bhopal.  Irtdia. 

on  the  circumstances.  In  a  military  killed  1.762  and  injured  200,000. 

situation  the  primary  concern  is  the 
element  of  surprise.  The  risk  is  that 

the  information  flow  is  so  great  and  so  fast  that  sometimes  the  analyst  has  to 
go  hy  intuition.  (135-37.  140,  141-42.  143) 


26.  B.R.  Inman.  ’’Tech¬ 
nological  Innovation  and 
the  Cost  of  Change’* 
(1986,  pp.  151-68) 


Fresideni  and  Chief  [xccutive  Officer, 
Microelectronics  and  Computer 
Technnhigy  Corporation 


IWjhut  has  surprised  me  more  than  anything  else  about  the  pcrrormance  of 
industry  as  compared  to  government  in  this  hroad  area  we  re  discussing — 
the  ability  to  gather  knowledge  t>r  Iniclligence  oit  the  outside  v\<)rld  and  then 
integrate  it  into  a  decision-making  process  -is  how  poorly  that  is  done.  I 
had  always  held  the  view  ,  from  my  31  years  of  government  service,  that 
industry  must  be  far  more  cffeciiNx*.  far  more  efficient  than  government.  I’m 
sure  that  there  arc  many  cases  wlierc  that  is  true,  hut  1  haven’t  been  exposed 
to  a  large  number  of  them  in  the  past  four  years  (1.52) 


27.  (;Kh;<;()KV  i).  F(>sn:k. 

”'fhe  National  Defense 
Umversity’s  Command 
and  Control  Progiam” 
( 1987.  pp.  I  22) 


!ienntr  f  ellow .  Institute  loi  Saliunal 
Stijtegn  Studies.  S.itninal  Delense 
iSDUi:  tiiiniei 

\I)U  Lonuujinl  and  i'uniiol 
Keseanli  I'lngrain 


1  think  (here  arc  in  this  field,  as  in  i»ther  ticlds.  a  lot  of  barriers  that  continue 
to  exist  Iviween  diflerent  disciplines  I'or  the  most  part,  we  have  tar  moa* 
inatheiiiatieians.  physicists,  and  what  I  Iiaxe  pejoratixely  labeled  as  "wire* 
heads”  doie.g  C'-relaled  research.  Alihough  there  are  some  parts  of  the 
hutiian  resources  or  behavioral  sciences  community  di>ing  eoniniand  and 
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control-related  research,  it's  pretty  limited.  And  never  the  t\vain  shall  meet. 
Typically,  the  two  parties  don't  talk  to  cadi  other. 

. . .  Why  is  theory  important  to  command  and  control?  I  think  there  are  three 
reasons.  In  the  first  place.  I  would  argue  that  we  have  witnessed  in  the  mixl- 
ern  era  a  convergence  of  strategy  and  taclic.s  By  virtue  of  significant 
improvements  in  telecommunications  and  transportation  technologies,  even 
the  most  remote  tactical  activity  or  action  can  have  almost  immediate  strate¬ 
gic  raniillcations. 

Similarly.  1  would  suggest  that  we  sec  before  us  today  a  complete  refor¬ 
mulation  of  what  war  is.  The  traditional  dichotomy  between  peace  and  war 
no  longer  is  meaningful.  We  are  engaged  in  fomis  of  international  interac¬ 
tion  and  conllict  tixlay  that  suggest  to  me  that  we  really  need  to  rethink  what 
war  is  in  the  context  of  command  and  control.  I'his  affects  how  wc  view',  at 
the  grand  level,  the  interrelationship  between  civil  and  military  authorities 
and.  at  a  more  focused  level,  how  coiniiianders  exercise  command  over 
forces  in  being. 


lOliniNltliK]  Is  the  point  complete?  The  second  question  will  he  what 
diK*s  it  have  li>  di>  w  ith  "why  theory?**  The  lirsl  question  is  to  ask  you  to 
sharpen  your  comments  because  at  the  nK>st  general  level,  they  dim't  make 
much  sense  to  me.  The  convergence  of  strategy  and  tactics,  as  a  new  idea,  is 
tacking.  I  go  hack  to  the  anecdote  ‘for  want  of  a  nail,  the  horseshoe,  etc., 
etc.*'  It's  clearly  a  parahte  about  the  connecliiNi  between  the  most  laclical  of 
accidents  and  the  most  strategic  of  outcomes.  TIk*  rcdetlnilii>n  of  war  as  car¬ 
rying  out  essential  diplomacy  by  i>ther  means  is  an  .tphorism  that  simply 
says  that  the  civitun-mitiiary  eomK‘ctiim  is  ihh  being  made  In  si>mc  sense, 
there's  luMhing  new  under  the  sun,  I  amu^:  inxsetf  by  making  fun  of  what 
you're  saying  here  at  that  very  abstract  level  (>n  the  other  hand,  there  arc 
some  things  that  ha\c  changed  that  make  this  iiH>rc  plain.  I  witcHler  it  you 
Ci>uld  shjr|>cn  up  where  yim  see  the  bimndary  What  is  it  that  makes  this 
cimccpluatty  elcmat '  What's  dilfcreni  ih>w? 

|l OSII  K|  l  o  reiterate  a  p«Hnt  I  just  maikr  and  then  lie  this  hack  to  souk- 

of  my  earlier  piemises  abtvul  the  state  of  C*  in  gctcral.  J  Ihmk  we  live  lt»da> 
on  kickl  of  a  global  haiilcticid  wroaghi.  again,  by  marked  adsanccs  in  tele- 
communualions  and  Iransporlalion  technologies.  Wc  base  wiiircsscd  a 
shrinkage  of  the  globe  mch  that  those  aL'tisiiics  uiulcriaken  ni  what  wc  Iradi- 
lionatty  base  construed  as  pcas'ctnnc  actually  arc  a  tonu  of  waging  contlicl 
with  real  world  strategic  stgiuiicance.  I  hat  is  ih^i  to  say  that  this  is  a  new 
stale  of  atfairs.  Hw  imtHtHanl  thing  lo  askiutwlcdge.  iIi«Higti.  is  that  t^r  con¬ 
ceptions  of  command  and  control,  and  ot  how  cimimand  shimtd  he 
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exercised,  continues  to  hew  to  a  tradititmai  conception  of  war.  i.e. .  fighting 
buttles  und  waging  cumpaigns.  We  need  to  ask  ourselves  whether,  in  the 
mixlcm  era.  the  assumptions  and  predispi)si(ions  that  would  have  been  rele* 
vant  in  that  traditional  conception  of  war  are  still  peninent. 


For  exumplc.  consider  the  proper  relationship  between  civil  and  military 
authorities.  Although  we  continue  tu  espi>usc  civilian  supremacy,  we  also 
tend  to  adhere  to  an  idealistic  notion  of  giving  a  mission-type  order  to  a  mil¬ 
itary  commander — a  la  bisenhower  in  Europe — and  then  letting  him  do  his 
thing.  This  creates  a  tension  and  a  paradox  of  sorts  that  demands  our 
liKUscd  attention  because,  whether  it*s  Gamadu.  Desert  One.  or  whatever, 
we  continue  to  wrestle  with  this  relationship  between  civilian  and  military 
authorities.  It  may  well  he  that  wx*  are  in  an  era  now  where  wc  have  to 
accept  and  deal  with  the  idea  of  having  the  Commander  in  Chief,  a  civilian 
decision  maker,  or  the  National  Coniuiand  Authorities  (the  President  und  the 
.Secretary  ol  Defense)  directing  traditionally  military  activities  that,  for  a 
variety  of  strategic  reasons,  they  arc  unwilling  to  tarn  over  to  miliiury 
commanders. 


IMCl.AtXittt.tN]  What  changed  fairly  dramatically  in  recent  years  is  the 
lime  span  of  control.  Sure,  in  the  past  you  gave  a  commander  more  general 
orders.  “Go  invade  the  continent."  If  he  screwed  it  up.  and  by  the  time  you 
evcniually  cixicluded  he  screwed  it  up.  vim  ix'lievcd  him.  Ttnlay.  it  may  be 
that  half  an  h>  ar  into  the  battle  Vini  kamw  he  has  screwed  it  up  li>  a  “larc- 
thee-wcM"  and  you  relieve  him  then.  And  that'.s  culled  'mkTonianage- 
ment*'  hy  every  person  wht»  wears  a  unilimn. 


{hostt.Kl  ll)e  reastni  it  is  inipintani  to  liK;u^  on  this  particular  question, 
and  the  reasmi  1  want  to  relate  it  hack  to  a  pi>inl  1  glossed  oser  earlier  llic 
perishahilily  of  experience — is  that  an  importani  cimsidcraiion  is  whether,  in 
a  non  war  siiujiuHi  (call  it  peaceliiiie  or  whatever),  we  are  inculcating  the 
sorts  of  values  and  ihc  dcgiee  of  tniliativc  and  responsibility  in  coiiimanders 
that  they  would  need  tn  a  crisis  or  wartime  situation,  io  relate  li>  your 
earlier  example,  lony.  about  a  simple  contract  to  do  all  of  the  software  for 
NASA's  Mission  C\»nirol  (‘enter.  h«day  we  see  contracts  that  contain  volu¬ 
minous  details  and  spevilications.  Ihis  is  iiKrelv  a  manifestation  ol  a  larger. 
i:iofc  perv  asive  trend  in  the  way  wc  do  huN‘*icss.  particularly  wiihin  our  mil¬ 
itary  establishinciil.  I1ie  quesinm  hcs'oiiKs.  it  you  do  noi  instill  the  sense  of 
inilijlive.  nrspiHisibility.  and  authority  in  cimimanders  in  pcaccliiiK  that  vihi 
will  ex]vct  from  ihcm  in  wanniK*.  arc  you  doing  bi>(h  ihcni  and  the  nation  a 
itisscrxice?  lEc  cxmscqucnt'cs  of  wailing  until  a  commander  lo*es  a  battle  t*r 
a  war.  or  until  he  gels  several  ibousaiid  people  killed,  are  such  ihal  we 
shouldn't  want  to  wjii  until  that  lime  Io  deal  with  the  situation. 
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Business  is  different,  as  is  coaching  or  managing  a  sports  team,  because 
you're  engaged  on  a  daily  'oasis  in  your  operational  mission.  But  in  this  age 
of  deterrence,  we  must  concern  ourselves  with  whether  we  are  nurturing  the 
right  types  of  folks  to  command  in  war.  That  is  a  traditional  problem  that 
has  existed  before  every  previous  war.  and  it  will  continue  to  exist.  Unfor¬ 
tunately.  there  arc  no  school  solutions  to  the  problem. 

...  On  the  research  side,  there  is  no  focal  point  for  addressing  command  and 
control  at  the  national  and  theater  levels  of  joint  and  comhined  operations  in 
peacetime,  crisir..  and  wartime,  involving  holh  civil  and  military  decision 
stnictures.  When  1  came  in,  I  took  the  scanty  guidance  that  existed  and 
attempted  to  fold  all  of  these  things  together,  so  that  the  two  principal  fiKi 
of  the  program  were  (a)  to  conduct  and  .sponsor  basic  and  applied  research 
that  looked  at  command  and  control  along  the  aloremenlioncd  lines,  and  (h) 
to  develop  a  program  of  ct)mmand  and  control  studies  for  senior  officers  and 
civilians  from  throughout  the  national  security  estahlishmenl. 

We  joined  in  common  endeavor  with  the  other  organizations  consiituiing  the 
Basil.  Research  Group  (BR(i)  of  the  Joint  Directors  of  Laboratories  because 
the  fiK'i  that  we  represented  wea*  missing.  These  organizations  all  ftvus  on 
uni- service,  tactical,  military’  iniiiaiiws.  Besides  our  substantive  orientation, 
wc  have  at  (he  National  O.d'ense  University  a  warguming  and  simulation 
center.  One  of  my  long-term  designs  was  to  create  there  a  testhed  that  could 
he  employed  lor  both  experimental  and  quasi-experimenial  purposes,  look¬ 
ing  at  various  dimensions  of  command  and  control.  Wc  also  could  under¬ 
take.  I  believe,  what  would  ;inK)unt  to  Held  research  on  how  student  groups 
acting  as  commanders  and  staffs  performed  in  different  types  of  situations. 

I  he  only  experimeiilaiion  that  n.>w-  goes  on  takes  place  at  (he  Naval 
I’ostgruduate  .Sch;>t'l  I  hat  involves  captain-  and  major-level  folks  w  ho  deal, 
tor  (he  most  part,  wiih  naval  laciical  problems.  I'hal  leaves  a  big  range  of 
issues  (hut  an:  not  addressed. 


ihL  types  *  '  things  I  set  aKiui  doing  wlicn  1  created  the  program  included 
cs'.ahlishing  NDU  as  a  Icgiiioia.c  cc.'or  ;:i  ihc  ci>nnnand  and  control  com¬ 
munity.  One  mechanism  for  doing  .  ".it  was  a  series  of  publications,  of 
which  (here  wvre  iwii  types.  Iwo  edited  volunws  were  coiomissioned  that 
allcmp'ed  to  deal  with  dilfereni  dmiensions  of  command  and  control.  One 
volume,  tilled  Ttnvaril  a  Tht’orv  of  C  mmuurl anil  Co/urol.  was  kind  of  a 
living  ex|X'rimen(  m  which  1  commissioned  IB  dilTcrent  uull-ors  (o  addiess 
(he  same  set  of  questions;  What  is  command  and  control What  are  its  con¬ 
stituent  elcnicnis?  What  is  the  slate  of  the  art  in  connnand  and  conimi  theory 
and  research?  What  wurk  outside  the  niililarv  dimiuin  has  been  done  that 
might  be  rclevanl  ’  And  where  should  we  go  from  liere?  The  idea  was  that  if 
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1  could  gd  iO  rcpuluhlc  Individuals  with  expertise  in  the  urea  and  stature 
within  the  community,  who  could  look  independently  at  these  questions,  we 
could  delcrininc  where  natural  divergence  or  convergence  exists. 


Another  volume,  titled  Tlw  />mir«.vMw.v  of  CiminuinJ  iiml  Conintl.  looks  at 
command  and  control  from  diflcrcnl  perspeelives:  the  technological  dimen¬ 
sion.  the  heh:wiorui  dimension,  the  legal  dimension,  the  historical  dimen- 
si(m.  the  socio-political  dimension,  and  so  forth.  The  idea  was  to  get 
individuals  with  expertise  in  each  of  these  aa'as  to  look  at  comn^and  and 
control  from  their  different  perspectives,  and  therchy  to  see  where  we  have 
areas  of  commonality  and  complementarity. 


I'hen  there  was  a  scries  of  occasional  papers  i  he  intent  of  the  occasional 
papers  was  to  elevate  the  level  of  discourse  and  expand  the  hounds  of 
inquiry  on  command  and  conirol.  .So  !  commissioned  papers  which  deal  with 
such  issues  as  command  and  conirol  in  a  demtK'ratic  society.  One  paper  I 
commissioned  was  titled.  "  loward  an  American  Philosophy  of  Command 
and  Control.”  Another  looked  at  the  Soviet  philosophy  of  command  and 
conirol.  I  commissioned  Cicncral  Paul  (lorman.  formei'  Commander-in- 
C'hicf.  CS  .Southern  Command,  to  provule  a  theater  cmnmandcr’s  perspec¬ 
tive  on  command  and  conirol. 


On  the  educational  side.  I  established  a  neluork  ^ith  the  t>lher  military 
educational  institutions  to  try  to  sec  sphere  NDC  should  he  ftvusing  its 
criorfs  in  developing  a  course  of  iiistruetioii  for  senior  officers  and  civilians, 
i'iia!  Is  how  the  program  caiiK'  into  Iviiig.  anil  that  is  what  the  initial  thrust 
was  and  eoniiiuies  to  he.  1 1.  I-.  IK.  I*>i 


:k.  koonpv  b,  ,M(  Damki., 

”(*‘1:  A  National  .Security 
C'oiincil  Perspective” 
[mi.  pp.  107  2A) 


I  utnv  Svi  .  Sjlntnjl  .Si*« 
(oufK//;  Itunu'i  Senror  Dirvtltii.  <  n- 
.Xtufiaet*o)<*rn  ( «•/»(!•/ 


I  got  into  the  Nalunial  Security  Couiwil  (N'SCl  husiness  hy  iiihcriiing  the  job 
of  Kicliard  Ileal,  who  was  a  one-iiiiK*  participant  in  these  priKcedings.  and 
as  a  testament  to  the  work  that  yoa  do.  I  think  one  of  the  reasons  that  Tony 
and  I  met  was  I  was  really  trying  to  find  out  whai  it  was  ihai  Heal  had  in 
iiiind.  One  of  ihe  few  places  I  could  ever  find  ihai  out  was  when  he  was  up 
here  and  spoke  to  the  seminar  ami  suhsequcuily  created  a  transcript. 
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I  think  I'll  begin  at  (hat  point  by  giving  you  my  observations  about  the  direc¬ 
tion  in  which  I've  tried  to  go  relative  to  the  direction  in  which  Richard  Beal 
had  been  going.  My  sense  is  that  what  Richard  Beal  was  trying  to  do  was  to 
create  witiiin  the  While  House  a  room  where  decisions  arc  made  in  the  con¬ 
text  ol  a  crisis,  or  1‘ast-breaking  events. 

Senior  people  arc  brought  in.  kind  of  late,  to  a  problem  that'.s  crashing  about 
them.  The  perceived  need,  as  Beal  saw  it.  was  to  harness  ihc  power  of  mod¬ 
ern  technology,  information  processing  tec  hnology,  to  assimilate  all  this 
mass  of  iast-hreaking  information.  Perhaps  you  could  pull  up  some  history 
besides  and  squash  that  into  some  form  that  could  he  more  readily  assimi¬ 
lated  hy  decision  makers  than  is  possible  in  the  conventional  setting,  which 
is  what  he  found  when  he  UK>k  the  joh.  There  was  a  r(H)m  like  this  with  a 
little  more  security,  prohahly  no  windows,  and  a  hunch  of  people  coming  in 
with  notes  and  papers,  a  few  of  them  may  have  briefing  charts,  and  that's  it. 
Somebody  in  the  corner  takes  notes  A  traditional  commillce  meeting.  A 
rimm  where  decisions  are  made  in  the  context  of  crisis. 

My  belief,  then,  and  it’s  my  belief  now.  is  that  that  plan  had  sonic  funda- 
mcnial  HawN.  hirsi  of  all  I'll  stipulate  that  that's  whal  I  think  he  had  in 
mind,  lie's  not  here  lo  defend  himself.  I  may  well  have  grossly  niisin- 
terpreied.  hul  thal  seemed  to  be  w*hal  he  set  aKiul.  and  whal  he  had  done.  It 
was  a  non-trivial  exercise  in  bureaucratic  terms,  lie  had  gotten  hold  of  some 
very  hard-to-gel-hold-of  space  m  ihc  old  Kxeculive  Office  Building  —a  riHim 
which  had  been  ihc  Sccrelary  of  State’s  office  in  ihc  original  design  of  ihe 
huildin*’.  which  as  you  know  was  the  .State  War  Navy  Building  and  literally 
held  the  total  departmental  apf^raius  of  tlH>sc  three  depanmcnls  at  the  turn 
of  the  century.  He  converted  that  into  a  high  lech  conference  riKMii  which 
had  screens  lii  project  all  forms  of  media,  television.  Cimipuier  screens 
which  could  be  pnvessed  to  video  and  shown  on  a  screen,  as  well  as  slides 
and  regular  I  N'. 


He  created  a  dalahasc.  hosted  si>mc  VAX  machines,  and  he  hired  some 
junior  intelligence  iifficers  to  be  dalahasc  analysts.  They  were  regional  spe¬ 
cialists.  for  the  Near  l'.asi.  the*  Si»vici  UniiMi.  etc.  There  were  seven  of  those 
fellows  who  were-  supposed  lo  be 
up  to  speed  on  what's  going  on  in 

those  regions,  and  ihev  would  lx-  I**'"'''  n»n«..«ipufivs  p/... 

,  .*  ...  '  ,  dmvd  bv  tht-  Iquinntvnl 

the  action  olticcrs  who.  when  a 
crisis  went  down,  would  begin  to 
pull  the  information  together  and 

pul  it  ill  a  form  where  it  could  be  privcssed  and  presented  on  the  screen.  In 
Beal  got  a  serious  heart  ailment  and  subsequently  died.  Ihcre  was 
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subsequently  a  ^up  of  six  months  or  so  fmni  the  point  in  time  when  he  effec¬ 
tively  became  disengaged  from  the  White  House  Crisis  Management  Center 
until  the  time  I  arrived  on  the  scene,  I  had  the  problem  of  both  rebuilding 
the  staff,  which  had  kind  of  drifted  off  because  the  leadership  was  no  longer 
there — the  more  energetic  folks  lost  interest  and  weni  looking  for  jobs 
elsewhere,  as  well  as  trying  to  rcconsinici  what  the  guy  really  had  in  mind. 
Given  my  sense  of  what  Beal  was  up  to.  I  think  there  was  one  major  prob¬ 
lem  with  it.  It  ignored  the  lad  that  the  larger  issue  is.  there's  a  process  out 
there  that's  going  on  all  the  time.  It's  going  on  right  now.  this  minute;  that 
is.  gathering  information,  digesting  it.  arxi  analyzing  information,  and  mov¬ 
ing  that  up  a  series  of  kind  of  semi-henixrtieaily  sealed  chambers  to  the  See- 
relary  of  Slate,  and  Ihe  Secretary  of  Defense,  and  the  Chairman  of  the  Joint 
Chiefs  of  Staff,  and  the  Director  of  Central  Intelligence,  who  are  the  major 
memhers  of  the  NSC.  When  these  fellows  or  their  principal  subordinates 
meet  in  this  nnim  to  make  decisions,  they're  simply  not  going  tt)  live  off  the 
information  that  Beal's  guys  would  have  processed  and  put  up  on  the  screen. 
They're  going  to  bring  the  information  that  they  think  is  relevant  right  now 
with  them. 

How  does  that  fit  with  the  notion  of  the  dynamic  of  the  ilecision-making 
pr<H.-c.^s  in  the  nxun  itself*  It  seemed  to  me  that  if  you're  going  to  undertake 
to  make  the  process  of  ilecision  making  in  crisis  more  systematic,  and  bet- 
Icr.  yon  have  to  enlarge  Ihe  scope  of  your  sights  lo  take  in  that  total  process 
of  information  gathering  and  analysis  that  Ihe  National  Security 
Community  which  is  a  term  I'll  just  coin  hy  which  I  mean  the  Depart¬ 
ment  of  Dcicnsc.  the  Department  of  .State,  and  the  Intelligence 
Community  engage  in.  That's  ptdnt  one. 

lOr.tTINtd.Kl  I  think  Beal  also  had  in  miml  that  through  technical  prow¬ 
ess  he  could  have  those  folks  bring  their  own  siuif  into  that  riHim.  The  tech¬ 
nical.  bureaucratic,  and  psychological  prohlenis  in  that  are  monumental,  but 
I  think  he  was  fairly  explicit  ahmii  having  that  in  mind  Whether  it  ever  got 
pulled  off  or  not.  I  don't  know 


|M(  l).\Ntf.l.j  That's  precisely  my  second  thought.  The  second  pvhnt  is 
where  is  the  mtormalion  gome  to  coiik  from  that  Beal  is  going  to  get  into 
his  computer,  in  order  lo  digest  ii  and  put  it  on  the  screen .’  The  answers  are 
going  lo  come  from  .Slate.  IK*lcnsc.  and  the  Inieiligenee  Community.  Are 
you  going  to  undertake,  essentially,  lo  lap  their  databases,  so  that  if  a  crisis 
breaks  in  Afghanistan  viHi  cun  iiiiiiK'diaiely  reach  into  IX'fense.  Stale,  and 
Intelligence  and  pull  out  Afghamslan-relutcd  stuff  with  no  delay  while  vou 
hiKik  the  wires  together,  or  arc  they  going  tti  send  it  to  you.  or  what.*  What 
Is  the  concept? 
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There  are  iwo  obvious  problems  here.  One  is  a  lechnical  problem  which  is. 
you're  talking  about  access  to  a  mass  of  data  which  is  just  mind-boggling.  It 
really  is  u  tremendous  challenge,  technically,  to  think  about  tying  into  the 
databases:  Defense.  State,  and  the  military.  Frankly  that's  the  trivial  issue, 
the  technical  issue.  The  real  is.suc  is  the  bureaucratic  issue.  There  just  isn't 
any  way  that  State.  Del'ense.  and  the  Intelligence  Community  arc  going  to 
sit  still  lor  sonic  low-level  people  in  the  White  House  to  he  able  to  reach  in 
and  pull  out  facts  and  data  from  these  databases  with  the  prospect  of  putting 
it  up  on  a  screen  in  front  of  the  President  at  some  time  of  crisis  without  pass¬ 
ing  it  through  the  chain  of  command  of  those  respective  departments,  with¬ 
out  the  Secretary  of  State,  or  Defense,  ever  having  seen  it  llrst. 


Beal's  concept  was.  in  many  respects,  unachievable  without  undertaking  to 
conic  to  grips  with  the  absolutely  fundamental  issue:  that  our  government  in 
the  Kxecutive  Branch  is  really  better  thought  of  as  a  federation  of  agencies 
than  it  is  of  a  unified,  kind  of  military,  organization  with  a  commander  in 
chief  and  these  other  ofUcers  as  his  trusted  subordinates.  If  you  will  put  that 
in  the  hack  of  your  mind,  think  of  it  as  a  federation,  you'll  he  a  lot  closer  to 
reality  when  you  actually  iiiicnipt  to  deal  with  these  institutions  in  the  real 
world, 

We  kind  of  fell  hack  sharply  from  Beal's  basic  concept  of  lapping  the 
databases  and  getting  into  that  business.  We  recognized  that  what  we  had  on 
our  hands,  in  the  llrst  instance,  was  essentially  a  coiiipuier-hased  capability 
to  lake  the  messages  that  did  come  into  the  While  House  on  a  daily  basis 
and  make  them  more  accessible  in  limes  ol  crisis.  The  much  larger  issue  of 
how  it  is  decided  that  dilfcrcni  kinds  of  information  were  going  to  gel  sent 
to  the  While  House  in  (be  first  place  hadn't  really  been  touched,  and  that's 
what  we  needeil  to  hnik  into.  With  that  as  backgri>uiul.  tlial  was  liow  I  saw 
my  iob  as  I  came  in.  I  think  the  iieM  thing  I'll  do  is  kind  of  talk  you  through 
how  (he  goveinmeiil's  organized  for  national  security  purposes.  bi>lti  for 
(laN  'lo-das  planning,  and  for  the  making  of  [xilics  in  crisis. 


The  National  Security  .Act  was  wniieii  in  t'M7.  I  tial  aci  did  llirce  things, 
iwo  of  which,  unlit  quite  receiiih  any  was.  were  imicli  more  well  known 
than  Itie  third.  The  most  famous  ibiiig  it  did  was  ii  brixighl  llie  deparliiieiils 
of  itie  .Army  aiul  .S'a\y  logeitier  into  a  unified  Depariinenl  of  Defense. 
Allhougti  I  am  no  great  student  of  n  and  it's  my  |vrsoiiat  beliel  itiai  Itic  tiis- 
lory  lias  not  been  written  very  well.  I've  read  a  few  of  the  more  synlhe>ized 
histories  i>f  this  piece  of  legistaiii>n  aiul  I  tiiid  itieoi  pretty  linn  going,  actu¬ 
ally.  Basically,  the  National  Security  Act  of  IM47  was  the  final  ci>ngres- 
sioiial  oulpul  ot  the  "fiisMiig  and  timiing  "  ovtr  lt<e  lessons  of  Wurld  War  II. 
It  was  lliiuiglil  Itial  llic  Services  iluln'l  ctHi|x*i.ne  with  each  oilier  very  well. 
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so  the  way  to  fix  that  was  to  put  the  two  Services  under  a  common  head. 
That's  the  first  thing  the  National  Security  Act  of  1947  did.  It  unified  the 
Army  and  the  Navy. 

lOETTtNGERl  What  you  just  said  triggered  a  thought.  One  of  our  col¬ 
leagues  emeritus  at  the  law  school.  Milton  Katz,  was  in  his  earlier  days  one 
of  the  lawyers  who  worked  on  the  drafting  of  the  Act  of  1947.  and  it  might 
be  fun  to  sit  dowm  and  explore  that  very  question.  I  think  he'd  be  eager  to 
and  remembers  enough  to  put  some  threads  together. 

IMcDaNIELI  The  second  thing  it  did.  for  which  again  I  have  a  smatter¬ 
ing  of  historical  understanding,  is  that  it  created  the  CIA  (Central  Intel¬ 
ligence  Agency).  The  CIA  was  spccincally  e.stahlished  as  an  intelligence 
organ  reporting  to  the  President  Actually,  under  the  Act.  it  reports  to  the 
National  Security  Council,  independent  of  State  and  Defense — independent 
of  the  agencies  with  respt>nsihility  for  executing  policy  and  programs.  Thus, 
the  President  presumably  got  the  unvarnished  truth  without  bias,  without  a 
spin  being  put  on  it  hy  people  w’lio  are  trying  to  sell  some  particular  policy 
line. 

fhc  third  thing  it  did.  and  the  area  where  there's  the  least  legislative  history, 
is.  it  established  the  National  Security  Council  itseU.  The  mission  of  the 
National  Security  Council,  that  title  in  the  law  that  established  fhe  National 
Security  Council,  remains  unamended  to  this  day.  I  was  pleased  to  note  that 
the  Tower  Commis.sion  recommcnik'd  that  it  not  be  amended.  It's  a  very 
short  act.  veiy  readable,  and 
basically  it  defines  the  function  of 
the  National  Security  Council  as  a 
mechanism  to  integrate  domestic, 
military,  and  foreign  policy,  to 
effectuate  the  overall  national 
giHHl.  fhat  ad.  in  effect,  created 
the  lenii  '  national  security''  which 
we  use  so  glibly  lixlay.  a  term  which  really  then  enci  mpasses  foreign  policy 
and  defense  policy.  National  security  policy,  then,  is  the  integration  or  the 
fuvion  of  diplomacy  and  military  operatiors. 

Implicit  ill  the  need  to  create  the  Council  and  establish  il  by  law  nuisi  have 
been  the  view  on  the  part  of  the  Congress  that  the  State  Deparinieni.  the 
War  IXpariment.  and  the  Navy  tXrparlmenl  were  not  ciHirdinating  as  effee 
tively  as  they  should  have  been,  although,  as  I  say.  the  historical  record 
there  is  kind  of  thin.  It  is.  according  to  the  history  I've  read,  apparently  a 
fact  that  in  those  days  the  IX'parlments  eoniniunicatcd  with  each  other  quite 


Towvt  C'onimiss/on — a  ihrt'v  mdn  (om- 
ntiisiun  (lohn  C.  Tower,  (dmund  .S. 
Muskie.  and  tVenf 
appointed  hy  Pfvudenl  to 

m.  the  Itjry  Contra  operation 


MiDafiiol.  tW 


Crisis  Management 


infrequently.  The  Secretaries  of  those  three  departments  did  not  meet  on  a 
regular  basis,  and  their  staffs,  depending  on  the  personalities  of  the  Secre¬ 
tary  of  State.  Navy,  and  War.  were  sometimes  almost  enjoined  from  talking 
to  each  other.  In  one  sense  Tve  characteiized  the  purpose  of  the  National 
Security  Council  as  to  institutionalize  the  State  Department  and  the  Defense 
Department  talking  to  each  other,  Indeed.  wc“ve  come  a  long  way  in  that 
regard.  So  much  so.  that  a  great  deal  of  the  purpo.se  of  the  Act  is  being 
accomplished  totally  outside  the  formal  structure  of  the  National  Security 
Council  or  its  stuff,  because  a  culture  has  been  created  now  where  State  and 
Defense  do  talk  to  each  other  to  a  much  greater  degree  apparently  than  was 
the  case  before  1947.  That's  taken  as  a  matter  of  routine. 


The  Act  said  that  the  iiietnhers  of  the  National  Security  Council  shall  be  the 
President  as  Chairman:  the  Vice  President,  and  the  Secretaries  of  Stale  and 
Defense  are  the  statutory  memhers.  The  President  is  the  chairman  of  a  com¬ 
mittee  that  reports  to  him  as  President,  kind  of  a  quirk  in  the  law.  but  I'll 
come  hack  to  that  hecau  e  I  have  my  own  belief  in  whai  that  meant.  Then 
that  .^ct  or  subsequent  acts  which  have  conur  aK)ng  have  defined  statutory 
advisors  us  the  Joint  Chiefs  of  .Staff  — Ihai  wits  Just  chanp.ed  to  the  Chair¬ 
man  of  the  Joint  Chiefs  of  Staff 
the  Director  of  Central  Intel¬ 
ligence.  and  also  the  Directorof 
!]ie  Anns  Control  and  Disarma¬ 
ment  Agency  when  arms  control 
issues  are  involved,  and  the  Direc¬ 
tor  of  the  US  Information  Agency  when  policy  issues  uffecimg  overseas 
information  arc  being  discussed  Tliose  individuals  are  named  in  the  various 
pieces  of  legislation  as  statutory  advisors  to  the  NSl', 


l/ijf  wa.s  /y>f  (h,infn‘d  -by  i/m* 
<,ulthA\}ti'f  Nich(>ls  iM'tvnsv 
fU/JiHH)  Ai  f  ()/  /‘WW* 


Although  the  Act  d<K*s  not  say  this  anywhere,  it's  my  belief  that  \>hal  t\>n- 
gress  had  in  mind  was  the  creatKHi  in  this  council  of  a  body  that  is  somewhat 
like  the  theoretical  Joint  Chiefs  of  Staff.  Ihat  is  to  say.  the  Secr.Mary  of 
Stale  and  the  Secretary  of  IX'fenM.'  come  lo  the*  (able  and  heconw  adsisors  to 
the  President,  fhey  do  not  come  as  the  holdeis  of  a  bureaucratic  brief  for 
their  respective  hureaucracies,  hut  rather  as  advisors  to  the  President.  In 
conjunction  with  the  Vice  President  and  ilie  President  himself,  they  sit 
around  and  talk  about  |Hi|icy  issues  and  discuss  the  pros  and  cons  and  the 
various  options,  and  ulliinalcty  make  a  ct>rporaie  recommendation  to  the 
l*resident.  Ihe  President,  as  President  then,  decides  and  issues  instructions 
lo  ihe  agencies  to  implemeiil.  ihc  order,  when  it  goes  down,  is  for  Ihe  .Sec¬ 
retary  of  Slate  and  the  .Secretary  of  IX^cnse  to  impienienl  as  heads  of  evecu- 
live  agencies  I  he  Council  exists  as  a  policy  body  to  advise  and  recommend 
to  the  President 
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When  I  was  giving  (his  explanation  io  someone  who  will  remain  nameless 
he  quipped  and  said.  “Yes,  you're  right,  it  works  exactly  like  Ihc  Joint 
Chiefs  of  Staff  works  because  they  don't  do  that  either."  Of  ctnirse.  the 
Army.  Navy,  and  Air  Koree  come  to  the  lahic  and  defend  to  the  death  their 
respective  bureaucratic  turfs  and  that  tends  to  he  what  we  see  in  Ihc  National 
Security  Council,  where  you  have  n)le  playing  to  a  large  degree  with  each  of 
those  cabinet  heads  kind  of  representing  the  brief  of  their  tespetlivc 
bureaucracies.  The  notion  that  they're  there  to  he  personal  confidential 
advisors  to  the  President,  while  it  works  to  some  degree,  is  perhaps  more  the 
exception  than  the  rule. 


The  A  cl  also  said  that  the  President  could  designate  others  to  he  members  of 
the  Council.  This  President  has  designated  Mr.  Mee.se.  and  Mr.  Baker, 
and  the  While  House  Chief  of 


Stafl'  to  regularly  attend  meetings. 
This  has  varied  fioin  adininisira* 
turn  to  udminislruiion.  although  iIh: 
person  occupying  the  position  of 
Attorney  (icneral  turns  out  to  he 
someone  who's  frequciutv  in  the 
Council.  It's  imp<'rtant  to  rcnicm- 
her  that  in  this  administration  the 
reastm  Baker  and  Mcesc  are  at  tlw 
table  is  not  because  they're 
Allorncs  (icneral  and  Sectetary  «»f 
the  Treasure,  hut  because  they 
started  out  in  the  liisi  term  hehig  the 
President.  rcspcciisclN .  and  rclai 
President. 


Ihis  ht'Mth'iU  -l'iv\nhi\t  Aioag.!/! 

Ml.  Mevw  -Idwiii  III. 

('.ciu'i.il. 

Ml.  Hjki'i  -/.wnrs  A.  tijkoi.  III.  Whitr 
Hfusv  i  hivl  of  Sfaff.  l'>Hl  lt'i:  .Soi  n*' 
tsiry  o/  //»(“  ln'jsury.  IW  >  lUi:  njiuvif 
StHiHirv  of  .Sf.ifc-  hy  hvMtImi  Hu\h 

III  fSrtV 

tV/ofo  t/ouso  ('/c»rf  of  Sf.iff  Ihivt' 
lilt'll  ht'ld  this  />oN(r/o/)  liming  titv 
Hfjfijn  AtliiiiiustijtiiH}:  H,ikvt. 

Kt'ft.tit.  jiitl  lUnsjiif  Hjkvi. 

Iiicl  of  Si.iff  and  the  counselor  to  Itic 
icd  tins  special  rc]alii>nship  to  Ihc 


|())  I'lINtilkl  litis  is  Janics  Baker  we  re  talking  about.' 

|.M(  l)\Sil.l  I  Jim  ilaker.  When  Baker  went  off  tii  Treasurs  and  Meese 
went  oil  |»>  be  Alii»r‘ie>  (leiieral.  one  «*!  tlw  deals  ihe\  made  with  the  Presi¬ 
dent  was  tlie>  wooldii  i  lose  ilici:  scats  at  the  NSC,  What  >ou  had  is  that 
they  ke|^  tl  and  the  new  ('hief  <>1  Stall.  IJoiuild  Kecan.  was  added  on.  Now 
the  ('hief  ol  Si.ill's  bving  a  niaia  pl.oer  in  the  N'S('  is  ilelinilcU  sonieiliing 
that  waxes  .iml  wans'.  I  luxe  talked  to  a  lew  nulixnluals  who  were  pre* 
moiisIn  closely  ass«Kialcd  with  iIk‘  Naiittiui  Sccuri!)  Conneil.  who  lol.!  me 
that  Junng  the  Nixon  .■Ndiiiinistr'iiiim.  for  exaiiiptc.  it  was  not  the  rule  lor 
llie  Chief  ot  SlafI  to  attend  Naiion:il  Securiix  Council  iiiccimgs  or  to  be 
iiuoBcd  wiili  N.S('  stiiif, 
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I  Student]  This  is  Haldeman'^ 

jMCDANtEL]  Yes. 

ISTUOENT]  More  importantly, 

it’s  Kissinger. 

IMcDanILL]  That  is  the  Tor- 
inal  structure  set  I'orth  in  the  law. 

The  law.  as  I  say.  iKcupies  a  cw- 
ple  ol  paragraphs.  That's  all  it  says 
in  the  lav^'.  Absent  Ironi  any  men¬ 
tion  in  the  law  is  the  position  of  the  National  Security  Advisor.  He  is  not 
nienlioncu  in  the  law.  nor  in  any  other  law  The  only  olTieial  that  is  men¬ 
tioned  in  the  law  is  someone  called  the  Executive  Secretary  of  the  National 
Security  Council,  and  he  is  identified  in  the  law  as  the  individual  who  is  the 
adiiiinislrative  head  of  the  staff.  1'he  law  says,  hy  the  w.w.  that  this  Council 
should  have  a  staff  and  it  shall  he  headed  hy  an  Executive  Secretary  and  per¬ 
form  such  duties  as  the  lYcsidenl  may  tksignate  That's  the  legal  justifica¬ 
tion  for  having  an  NSC  staff.  The  legal  justification  lor  the  position  of  the 
National  Security  Advisor  is  actually  nothing  more  than  the  fact  that  the 
Appropriation  Act  for  the  White  House  office  says  that  the  President  may 
have  ID-  -I  think  that’s  the  number  assisianis  to  the  President,  and  just  tra¬ 
ditionally  one  of  these  positions,  one  of  these  budget  slots,  is  filled  hy  a  fel¬ 
low  who  is  called  the  Assistant  to  the  President  for  National  Security 
Allairs. 


Haldcman—H.R.  Haldcman,  President 
Nixon's  White  House  Chief  of  Staff. 
1969- 7.1 

Kissinger— Henry  A.  Kissinger,  Assist' 
ant  to  the  President  for  National 
Security  Affairs.  Secretary  of 

State.  tH7i'77 


In  effect,  then,  the  National  Security  Advisor  is  de  facto  the  actual  head  of 
the  National  Security  Council  staff,  while  the  hxccuiive  Secretary  is  the 
staff  administrator.  It’s  undoubtedly  done  that  way  for  two  reasons.  Ify  not 
mentioning  him  in  the  law  .  you’re  left  with  the  |x>ieniial  to  keep  his  relation¬ 
ship  to  Congress  soiiKwhal  amhiguttus  and  nH>re  closely  related  to  ihc  While 
Mouse,  so  as  to  fend  off  the  peritHlic  forays  that  pi'ople  make  that  this  indi¬ 
vidual  should  be  subject  tt»  .Senate  confirmation.  To  some  degree  you  insu¬ 
late  a  little  hit  the  fellow  who  has  to  go  up  and  testify  abiml  the  budget  of 
the  NSC  staff  wlut  might  he  called  upim  to  talk  about  other  things  if  he  were 
the  National  Security  Advis<»r.  W'hcn  he’s  not.  generally  it's  \ery  minor. 
I've  done  that  and  it's  a  very  mimir  liearing  where  no  suhsiaiice  whatever  is 
discussed. 


Ihe  staff,  as  far  as  I  can  delemiiiK*.  has  been  pretty  much  the  same  for  40 
years.  It's  an  eclectic  mix  of  people  retlecling  Ihe  makeup  ot  the  national 
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security  community.  That  is  lo  say  it  has  military  people  who  are  assigned  to 
duty  on  the  NSC  stall'.  It  has  Foreign  Service  oll'icers  assigned  lo  duly.  Il 
has  some  intelligence  olljcers.  and  il  has  civilians  who  lypically  are  people 
with  a  loreign  policy  background  who  had  some  eonneelion  with  the  win¬ 
ning  campaign  ol'  the  President  who  kind  of  Hout  in  to  the  NSC  as  a  lunction 
of  the  posl-campaign  "finding  jobs  for  people"  business.  In  this  administra¬ 
tion.  that  is  about  50  professionals,  althtnigh  numbers  are  very  hard  to  traek 
bceause  some  of  them  are  detailed,  and  some  ol  them  are  on  other  agency 
payrolls,  and  anyh(K!y  Mho's  knowledgeable  about  the  federal  budget  knows 
that  that's  untrackahle. 

I'he  only  Ihing  you  can  depend  on  lor  doing  historical  analysis  is  telephone 
h(H)ks.  and  that  only  if  you  had  the  internal  listing  that  they  really  used,  as 
opposed  to  something  that  might  have  been  prepared  for  public  consump¬ 
tion.  I  believe  that  this  administration's  slafl  is  smaller  than  Kissinger's 
under  Nixon,  and  bigger  than  Carter's,  We're  talking  about  a  swing  of 
muyhe  10  or  1.5  professionals,  total  It's  kind  of  lloateJ  around  .M)  to  50 
people  for  pri»huhly  40  years, 


fSn  1)1. M  l  I  understand  that  diHerent  adiiiinistra(k>ns.  Jilfcreiil  IV'sidcnis. 

have  different  managcuKnt  styles  and  that  will  have  impacts  t>n  the  NSC  stall 


|M('l)AStt'.l.|  It  has  an  impact  on  how  the  stall  functions,  hut  it  doesn't 
seem  to  have  that  much  impact  on  how  hig  it  is  It  has  a  little  impact  on 
that.  I'll  gel  to  hoM  it  actually  functuHi'  in  a  minute. 


|Sri't)I..S'l  I  VS'ould  you  base  an  ideal  imKicl.  that  the  NSC  stuff  should 
try  lo  be  organi/ationally  or  funciionally  llcxihlc  to  the  needs  of  the  Presi¬ 
dent.  or  should  Me  find  an  instifulitmal  ap|Hoach  . . .' 

l.|  I  recommend  lo  you  reading  the  rcconimciidalions  chapter 
of  the  I  tiMcr  C'ommission  Kept>rt  as  a  g(M>d  ovcrvicM  of  that  particular 
body  A  giHtd  group  of  (vople  Mrotc  it  you  had  a  former  National  Security 
Adsisor.  a  former  Secretary  of  Stale,  and  a  member  of  the  Senate  very 
knoM  ledgeahlc  of  the  political  pitKcsv  of  this  country.  I  hey  made  the  obser¬ 
vation  that  if  you  mandate  in  laM  hoM  something  that  is  this  close  to  the 
President  is  supptised  lo  be  organized.  Mhat  Mill  happen  in  fact  is  some 
shadoM  organization  Mill  gel  created  to  do  Mhui  the  l^esideni  Manis  and  il 
Mill  simply  cease  lo  be  used.  ITie  ansMcr  Ukh  is  that  you  can't,  in  laM.  tie 
the  hands  of  the  President  on  st>i»clhing  that  is  this  close  lo  him.  If  you 
think  you  can  you'ic  kidding  ytmrscll  lie's  basically  going  lo  do  Miih  il 
Mhat  he  Manis.  I  think  the  institution  prciiy  much  has  learned  the  lessons 
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with  respect  to  the  size  and  the  organizational  structure  of  the  staff.  I  will 
now  describe  the  stafl\  and  then  Til  gel  into  how  the  whole  business  really 
works. 

|S'H'i)l:NT|  You  nrcnlioned  that  the  Council  should  he  integrating  for* 
eign  ptdicy  and  dtnncsiic  policy.  Is  that  something  ihui  you'll  address? 


|MC1).'\NII;L|  I  think  that's  a  good  question.  The  law  says,  "will  inte¬ 
grate  dtimcsiic.  military,  and  foreign  p«dicy."  Then  the  law  says.  "The 
members  shall  bi*  the  President.  Vice  Fn'sidcni.  Secretary  State,  and  the 
Secretary  of  Defense.”  implicitly  recognizing  that  all  of  these  men  arc  pol¬ 
iticians.  and  when  they  meet  in  the  Council  as  councilors,  as  advisors  to  the 
President,  they  tolleelively  put  the  doineslie  implications  of  making  policy 
into  the  milieu,  fhat's  one  intcrprelulton.  Another  inlerprelalion  is.  it's  the 
President  and  Vice  President  whi»  represent  the  domestic  p»»ini  of  view,  and 
the  Stale  and  Defense  representatives  represent  the  foreign  and  military 
policy  point  of  s  itw  . 


A  third  ohservalion  would  be  that  they  screwed  up  There  are  a  few  people, 
academics,  who  have  studied  the  national  security  pnKcss.  who  think  that 
the  priKcdural  injection  of  the  Jonicsiic  point  of  view  is  the  least  ]vrlecl  part 
of  the  imperfect  structure  of  the  N'SC  prtvess.  The  siH.'jolog\  of  the  practi¬ 
tioners  of  foreign  polic\ .  and  iiiililary  jxilicy.  in  my  experience,  can  only  he 
accurately  ik'scribcd  as  elitists  who  are  most  eonilortahle  doing  business  in  a 
hack  rtHun.  talking  to  iioIhkIn.  and  then  after  theN  xe  done  it  their  notion  of 
the  di>nKslic  angle  is  vou  cull  in  Ilk*  public  affairs  gin  and  Hack  it  up.  I'he 
notion  that  >ou  hnng  in  a  hunch  of  politicians.  C'ongrcssnieii.  and  >ou 
seriousix  take  what  they  ha\c  to  sax  initi  acctmiil  is  anathema  both  to  the 
agency  professionals,  and  life  ''eiviliatt  '  ikdiex  {vople  many  ol  whom  are 
cranked  out  of  this  campus.  I  ini|*iil  add  who  go  down  to  iIk  bureaucracy 
and  bi.'coine  practitioners.  Ihal's  an  nilcresiing  comment  xi>u  made.  I  per¬ 
sonally  think  that  the  .Act  proOahlx  didn't  tik'us  on  that  in  terms  of  selling  up 
the  structure  of  the  C'ouiicil. 


lOlCIIMit  kl  It's  sligliilx  worse  also,  in  that  iticrc  is  a  domesiie  jxihey 
council,  which  functions  more  or  less,  winch  handles  some  of  the  purely 
dimicsiic  things.  It  scents  to  me  that  the  funeiioiiing.  wluiexer  the  meaning 
may  he  of  that  language,  in  practice  is  pretty  empty  .  What  is  ynur 
ohscrxalion? 


INU'D.xMl  l  I  I  haxe  nexcr  aflciiucu  an  NSC'  meeting  where  the  hulk  ol 
the  discussion  was  not  dexoied  to.  "How's  tins  going  to  play  in  the  press. 
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and  how  arc  we  going  to  get  Congress  to  go  along  with  it'?**  We’re  talking 
the  domestic  content  o]'  a  national  security  issue.  Wc*rc  not  talking  about  a 
forum,  it  was  never  the  intent  of  this  particular  legislation  to  create  a  htniy 
to  make  policy  for  the  entire  spcclium  of  federal  responsihilitics.  but  rather 
to  inject  into  the  |H)]icy  deliheraiion  a  domestic  perspective  as  well  as  the 
perspective  of  the  professional  elite. 

I  McLaughlin  I  Which  is  presumahly  also  one  of  the  goals  of  a  Meese. 
or  a  Jim  Baker,  or  a  Bohhy  Kennedy  being  included. 

|McDanIHL|  It's  interesting  that  the  law  didn't  specify  that  somebiKiy 
like  that  would  he  on  the  Council,  hut  it’s  also  interesting  that  all  Presidents 
have  always  put  somchody  like  that  on  the  Council  prohahly  for  just  that 
reason. 


lStUt)t:NT|  Ci'uld  it  he  because  of  the  threat  perception  of  the  United 
States  -that  we  sec  threat  as  being  external  rather  than  domestic.’  IXtes  that 
have  anything  to  do  with  it? 

IMc'I)asii;i.|  It  might, 

l.S'l't'Dt'.N't  I  Might  that  have  changed  over  time? 

l!.!c  l)ANtl'.t.|  All  I  know  is  that  the  law  was  written  in  IM47  wiih  the  word 
”d4>mesiic**  III  it.  I  think  that  the  people  who  have  acinally  been  practitioners  in 
the  making  of  nation;il  security  polky  Itave  alway.N  had  to  grapple  with  fxilitk's. 
l*rohahiy  more  mi  in  the  pkVM-Vietnain  period  than  the  pre-Vietnam  period. 
’I'hen'*s  kind  of  a  conventional  wi>doiii  tlut  tlie  making  of  foreign  fxihey  was  a 
more  bipanisaii  process  before  Vietnam  You  could  cut  deals  with  a  smaller 
number  of  iiKMiiUrrs  of  (’ongress.  and  (he  whole  thing  was  more  compact  arki 
tightly  nunaged  then  than  now  .  How  accurate  that  assessment  is.  I  don't  know, 
but  it's  the  conventional  wisdom  held  hy  most  people 


l.ven  then,  it  was  recognized  that  in  a  political  denHK.Tae'y  yim  have  to  have 
a  doniesiic  consensus  if  you’re  going  to  commit  your  military  force  to  some 
act  i>utside  the  bimndaries  of  the  ctHintry  .  That’s  just  siniKthing  that  political 
dcmiKTacics  don't  do  without  laying  a  dmiKsiic  Inundation  for  it. 


I  was  going  to  just  talk  brielly  about  the  staff  structure  of  the  NS(*  as  ii  is 
now  .  and  1  think  preity  much  has  been,  and  then  talk  about  how  the  privcss 
works  and  then  illustrate  that  with  a  few  arK'cdotal  examples. 
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The  slafr  ilsclf  is  organized  in  regional  and  I'unctional  directorates.  The 
regional  directorates  mirror-image  the  Stale  Department,  which  is  organized, 
ir  you’re  familiar  with  it.  with  As'sisiani  Secretaries  of  State  for  regions  X. 
Y.  and  Z.  Soviet  and  buropc  is  one;  the  Pacific  and  Asia  is  another:  Africa, 
south  of  the  Sahuni.  is  another:  Latin  America  is  another;  and  lastly.  Near 
Hast  and  South  Asia  which  is  the  Middle  Hast,  basically  Africa  north  of  the 
Sahara  all  the  way  over  to  Bangladesh. 


In  the  NSC  staff,  a  hig  directorate  wiHiid  he  tour  or  five  professional  people, 
and  a  small  one  would  lx:  two.  in  guvemment  terms  we’re  talking  about  a 
very-  small  staff.  When  I  left  the  stall,  the  liuropc  and  .Soviet  guy  was  a  For¬ 
eign  Service  officer,  a  former  ambassador  to  C’/echoslovakia,  and  a  Deputy 
Chief  of  Mission  IlK'M)  in  Mtvseow.  who  has  just  left  to  be  the  Ambassador 
to  Moscow-.  Jack  MatUxk.  I  he  Latin  America  guy  was  a  Foreign  Service 
officer,  a  somewhat  more  junior  tdTicer  who  hadn't  been  an  ambassador  yet. 
and  that  was  a  hit  of  a  lluke  because  it  had  «»riginally  been  headed  by  a  polit¬ 
ical  guy  who  turned  out  to  be  a  bit  of  a  maverick  who  wouldn’t  take  direc¬ 
tion  and  evenlnallv  had  to  be  fired  and  the  current  incuinbeni  wound  np 
getting  the  joh. 


The  Pacific  joh  was  headed  hy  a  civilian,  prolcssional  employee  of  the 
Office  of  the  .Secretary  of  the  Defense  ((JSD)  who  had  been  the  IX'puly  for 
Asian  Affairs  in  the  OSD  Imemationai  Security  Attairs  Direclorale  and 
came  over  to  the  NSC  from  that  job.  'I'be  Africa  office  was  beaded  by  a  CI.A 
intelligence  analyst  who  had  beaded  tlw  Office  of  African  .-Xnalylie  Affairs 
for  14  years.  The  Near  Fiast.  Souib  Asia  was  headed  hv  a  Ictlow  we 
lecruiled  from  the  tliiiversiiy  ol  Caliloriiia  facullv  who  had  previously 
been  in  the  Policy  Planning  Office 
in  the  Stale  Dcparinienl.  wtii» 

would  be  eoiisidcred  a  kind  of  an  (  I'jnk  (  mIuh,.  s,-. 

.  ,  ivijiviil  Dvtvtiw  Sjtntiul  Sfi  mils 

as-ademic  lorcigii  ixdicy  guy.  Den-  Mut  „i  Hvivnsv 

nis  Ross.  'Ilial  eclectic  mix  t»t  pc«v-  umhu  Kfjiijn 

pie.  I  think.  IS  ivpical.  (‘arlucci 
has  brought  m  his  peo|>le.  Many  of 

those  |Vo|)te  arc  iio\s  goiK  But  iIk:  mix  lias  )>reliy  niucti  been  mainiaiiwd. 

riicre  are  also  a  tew  functional  orgaiii/aiions.  alt  ol  \shicb  have  respon¬ 
sibilities  that  cut  across  iIk  rcgioiut  arca^  Oik*  is  ihc  inlclligciKC  directorate 
ilial  l(K>ks  at  inleltigviice  {Hdicy  and  budget  issues  and  also  \sas  ibe  oltii.'c 
wiibiM  ibe  .N.SC’  siatl  responsible  f<ir  c<H»rdiiiaiing  coven  action  priigranis. 
Ilierc  was  another  office  catted  hiicrnational  Coninmnicalionc.  That  was  ibe 
NSC’  stall  otfice  lhai  kniked  at  tbe  |xopaganda  a|^>aralus  of  the  I'S  govern- 
iiK'iit.  esscniiatty  ihc  TS  InloriiMfioii  AgeiKV.  Radio  l.iherty.  Radio  Marti. 
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This  office  was  headed  by  a  fonwcr  officer  from  the  CIA  who  had  a  lot  of 
background  in  political  action.  Another  office  looked  at  space  issues  from 
the  intelligence,  military,  and  domestic  side.s  and  was  the  staff  officer  who 
was  the  principal  While  House  official  on  space  issues.  Those  were  the  prin¬ 
cipal  staff  officers  of  the  NSC.  As  I  say.  it  all  totaled  up  to  about  50  folks. 


Now.  how  did  it  really  work?  The  key  to  understanding  the  NSC  is  to  recog¬ 
nize  that  what  you  have  is  a  legislative  mandate  to  set  up  an  interliKking  set 
of  interagency  committees.  These  committees  have  been  around  with 
varitms  labels  hung  on  them  for  40  years.  Ifiat's  the  life  hltHHl  of  how  the 
NSC  prtKt'ss  really  wtirks.  An  interagency  coniniillee  will  bo  set  up.  Each 
administration  has  found  it  necessary  to  relabel  them  all  as  well  as  to  relabel 
the  documents  that  am  used  to  record  their  decisions  I'or  reasons  that  don't 
make  a  whole  lot  of  sense,  hut  it  happens.  The  last  two  that  t  can  think  of — 
the  Carter  Administration  used  as  the  title  of  decision  d<KUmcnts  PDs.  Presi- 
dcniiul  Decisions.  Prior  to  that  Ni.xon  had  used  N.SDMs.  National  Security 
Decision  Memoranda.  This  administration  uses  NSDD.  National  .Security 
Decision  Directive.  It's  all  the  same  stuff. 


There  was  one  interesting  diflerencc.  though,  when  this  administration  came 
ill  to  set  lip  its  organization.  Keeaft  that  the  lunilamental  issue  for  the  Iasi  at 
least  15  years,  the  iiuKlem  era  of  strong  national  security  advisors,  has  been 
that  issue  of  how  strong  u  National  .Security  Advisor  do  you  waiH'.'  Conven- 
lional  wisdi>m  quickly  ihrous  tHit  on  iIk  table  two  names  to  represent  two 
polar  eMremes.  and  obviously  this  is  a  great  oversimplificaiii>n  to  think 
about  it  this  \eay:  Kissinger  on  the  oik  haml.  and  Scoucroll  on  the  other. 


Ibis  adniinisiraiioii.  I  think  it's  fun  lo  say.  intended  to  follow  the  Sco\Kcrofl 
iiiiKlel.  and  set  itself  up  that  \KaY.  Initially.  .Alien,  the  first  National  Seeurily 
.Adsisor.  didn  I  even  report  directly  to  the  President.  He  rc|)orled  through 
.Meese.  fhe  coiiiniiiice  structure 
S' as  set  up  consistent  with  Presi- 
dciil  Reagan  s  concept  of  ■■cabinet 
gi>\ernmeni''  so  that  the  chainiiun* 
ship  i>f  the  primary  coimiiiiiecs 
"as  lo  he  Nested  in  the  cabinet 

cpfiicer  who  had  pciiicipai  |Nolic\  res|HMisihiiily  tor  the  area  There  "as  a  Sec- 
rel.ir>  of  Defense-chaired  coinniillce  for  Deicnse  Policy  ,  a  Secretary  of 
Stale-chaired  coniniillee  lor  Eorcign  Policy,  and  a  Director  of  C'enlral 
liilclligence-chaire'd  coiimnllec  for  Intelligence  Policy,  and  il-cre  "ere  no 
NSC*  slaff-chaire'd  coniiiiillecs.  inilialK. 


Allvn  knli.iiii  \  .-Mlrn. 

Si'i  III  /VcMi/crX  Kr.t' 

f{jn. 
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Th;it  evolved  over  lime,  so  that  when  I  left  ihe  slul't'  the  Dcrcnsc-chiiircd 
eoniinillcc  csscnliully  wasn't  I'unetioning.  The  ClA-ehaircd  eommillcc  was 
(o  some  limited  degree,  and  the  Stute-ehaired  committee  was  I'airly  aeiive. 
But  a  who!'*  host  ol'  new  coniinittccs  had  heen  set  up  on  a  topical  basis. 
There  was  a  eommittee  tor  arms  control  that  bad  been  set  up  outside  the 
Iramework  ol  this  initial  structure,  which  was  chaired  hy  the  National 
Security  Advisor.  There  was  a  space  commilleo  that  was  chaired  hy  the 
Kalii>nal  Security  Advisor.  There  was  a  covert  action  review  committee  that 
was  chaired  hy  the  National  .Security  Advisor.  The  r»nly  committee  that  was 
supposed  to  he  chaired  hy  the  National  .Security  Advisor  fn'm  the  beginning 
of  this  administration  was  the  crisis  management  committee,  in  effect, 
which  was  called  the  C'rtsis  Preplanning  Gr«Hjp  (CI’Kj). 

That  was  the  framework,  and  as  I  say.  .State  was  the  most  aeiive.  There 
were  then  established  a  hunch  of  subcommittees,  in  the  ease  of  .State  that 
essentially  look  alt  the  different  regions,  regional  groupings,  and  established 
an  interagency  group  lor  each  one.  The  memhership  would  be  the  .Slate 
IVparlmeni  desk  officer.  i»r  the  bureau  head  ft>r  the  region,  as  ehairman.  and 
then  a  represcniaii\e  fri>m  O.Sl).  from  the  JGS.  and  from  C‘IA.  and  the  NSC' 
would  have  u  staff  represeiiialive  on  each  one  of  these  groups, 


Once  ihe  ci>mmillcc's  siruclure  is  esiahiished.  it's  important  to  reeogni/c 
that  what  si'u'vc  done  is  you've  established  an  informat  communiculions 
network,  and  lal  10  linleragency  group)  becomes  the  network  of  jvopte 
who  talk  li>  each  other  aNmt  issues.  Many  p^'ople  think  that  what  you  reulK 
slumtd  see  is  meetings,  and  agendas,  and  imniiles.  I'hal's  realty  missing  the 
whole  point.  On  Ihe  foreign  poMc>  side,  where  the  10  sirucinre  was  most 
etfecli\et>  used,  sini  had  a  relativeK  small  number  of  tormal  meetings 
where  agendas  and  pafvrs  v\cre  circulated  in  adsaiice.  N\'h:ii  hap|vned  was. 
a  decision  would  need  to  he*  made  in  respect  U'  something,  let's  say  affecting 
I’S  (H>lic\  with  res|vci  to  the  Vietnamese  «»ug»»ing  war  in  ('umbtHlia.  There 
was  a  need  to  make  siime  kind  of  a  decision  with  respe'ci  it'  that.  Ihe  mem* 
Ivrs  of  that  10  wimld  talk  to  each  other  on  the  telephone  most  likcl> .  tir  they 
might  ha\e  a  slutn  mecimg  and  ihe>  would  quickK  come  lt>  grips  with  the 
issue  and  make  a  rt'Ugh  cut  ludginenl  as  to  whelhei  this  is  sitmelhing  that  is 
gt>mg  it>  ha\e  iti  he  run  up  to  the  President,  tir  whether  we  can  iiisi  agree 
aimnig  *  us  ho\  s*'  to  |usi  go  dt»  it.  If  they  agreed,  it  was  dtme.  The  .Stale 
Ik'p.irimeni.  i\picatt\.  would  write  a  cable  setting  tt*iih  insiruciitms  iti  some 
ambassador,  tti  some  iniernaiitnial  dctcgaie  tt>  si>nie  ctnnmission.  ttr  some 
IthiKtnnmg  \i»ie  in  the  l'\.  or  whatever  iIk*  issue  was.  t>r  soinehtKly  gt'ing 
lt>  an  .ASI'^.AN  (.Association  of  Southeast  .Asian  Naiitinsi  meeting,  and  the* 
isohcv  would  he  csiahlished  and  that  lahle  vetted  hv  this  grtiup  and  sent, 
tione.  .A  t^iticv  is  matle.  alllhnigh  the  oui|Hi:  dtKinneni  is  a  Slate  IVpanmeiU 
cable 
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That  meant  that  th:  stuff  that  floated  up  to  the  formal  NSC  tended  to  be 
either  big  issues,  stuff  that  ytni  really  w;mt  to  gel  the  President  involved  in 
because  it  was  a  major  decision,  or  disagreements.  I've  already  mentioned 
that  areas  where  disagreements  were  the  niJe  rather  than  the  exception,  such 
as  arms  control,  resulted  in  anew  committee  being  set  up.  chaired  hy  the 
NSC.  in  an  attempt  to  impose  decisions.  But  the  vast  bulk  in  this  administra¬ 
tion  and  Tm  sure  in  others,  the  day-to-day  making  of  national  security  pi)|- 
icy.  really  goes  on  over  the  telephone  hy  three,  or  four,  or  five  people 
talking  to  each  other  either  In  a  conference  call  or  seriatim,  in  the  context — 
to  use  a  hureaucraiic  phrase  that  we  used  a  lot  around  the  NSC — of  clearing 
a  cable.  It  works.  It‘s  so  much  taken  for  granted  that  lots  of  people  actually 
forget  that  that  really  is  an  NSC  pmeess  going  on.  They  forget  it  to  such  a 
degree  that  when  I  heeame  the  executive  scx'relary  and  got  curious  about 
how  many  IGs  there  were,  there  wasn't  anybody  in  NSC  who  had  any  cen¬ 
tral  book  on  how  many  of  these  groups  existed.  I  might  add  that  when  I  sent 
out  a  memo  to  lind  out.  I  got  resistance:  why  am  I  asking;  What  business  is 
it  of  mine?  Of  course,  my  view  wa.s  that  the.se  Kis  really  were  NSC  bodies, 
they  were  just  operating  under  delegated  authority  of  the  Secretary  of  Stale 
to  convene  and  administer  them,  because  that  was  \^hat  this  particular  Presi¬ 
dent  had  mandated  when  he  set  up  his  ofUce. 

lOti'ftt.^til'.Kl  You'a*  getting,  in  w)ur  last  remark,  to  part  of  the  matter 
which  I  hopcil  you'd  address.  Given  that  all  of  that  works  and  so  on.  it‘s  a 
s('rt  id  a  hotti)ni-upward  kind  of  thing  in  terms  of  integrating  whatever 
comes  out  of  this  proicss.  In  tenns  of  independent  presidential  inquiries,  or 
initiatives,  or  in  terms  of  presidential  check  on  what  the  hell  these  guys  arc 
telling  me.  etc.,  how  dt>tfs  it  work? 

|M(  l)ANtl:t.|  fhe  last  poim  I  was  going  to  make  about  the  N.S(‘  role  in 
iiverall  policy  lormulalion  was  "How  dtKs  it  really  Wi>rk  '“  Pvc  said  that  it 
wDrks  to  a  large  degree  over  the  |>bonc  A  network  of  players  is  defined  to 
work  issues.  I'hat  leaves  only  the  issue  of  defining  an  issue.  Ibat  is  where 
you  come  into  the  several  'iAes  that  the  NSC  stuff  are  expected  to  play. 
Again,  this  is  not  really  all  that  well  spelled  out  in  the  law  .  They  are 
c\|veied.  I  think.  lt>  play  three  n»lcs.  Oiw.  they’re  expected  to  be  the  traffic 
cop.  the  honest  broker.  Nothing  imuc  than  making  sure  that  State  docsn'i  try 
to  get  a  cable  out  without  gelling  IXd'cnse's  clearance.  They're  expected  to 
be  guys  who  will  blow  ihc  whistle  in  the  State  IXpanment  if  the  desk  olllcer 
says.  "Well,  it  s  ntme  of  Defense's  business.  "  To  a  large  degree,  that  role 
s  a  passive  one.  Your  just  being  privy  to  ihe  process  has.  if  \ou  will,  a 
cleansing  effect.  The  fact  that  there  is  a  presuuiahly  non-hurcaucratically 
partisan  piTson  who's  privy  to  what's  going  on  serves  lo  keep  the  phone 
lines  between  IXfense.  and  State,  and  iIk  intelligence  community  woiking. 
because  they  kin>w  the  NSC  stuff  guy  will  blow  ihe  whistle  on  the  prot  css  if 
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(he  otiicr  agencies  aren't  accorded  their  proper  role.  That’s  kind  of  the  least 
exciting  one.  although  a  very  important  one. 

The  second  function  of  the  NSC  staff  is  to  he  the  independent  advisors  of 
the  President.  First  they  are  participants  in  the  interagency  prixcss.  hut  to 
the  degree  that  the  President  either  heconies  involved  or  needs  to  heconie 
involved,  the  NSC  staff  person  is  the  person  who  will  write  the  memo  that 
transmits  the  issue  to  the  President.  Although  you  may  have  had  an  inter¬ 
agency  committee  write  a  paper  and  produce  a  consensus  product  with  some 
options  in  it — a  typical  interagency  paper  v  ;l  have  options  and  a 
recommendation- -that  d(x:ument  would  go  to  the  .'^•sident  in  the  form  of  a 
memo  from  the  National  .Security  Advisor  which  will  he  written  hy  the  NSC 
staff  guy  with  expertise  in  the  area.  In  that  paper  he.  of  course,  will  he 
expected  to  have  hi-,  own  recommendations,  in  addition  to  those  of  the  Sec¬ 
retaries  of  State  and  IXd'ense. 


The  third  role  of  the  NSC  staff  is  policy  initiation.  That  is  to  say.  the  ability 
to  say.  "l-cl’s  create  policy  in  this  area.”  or  "Let’s  cause  an  interagency 
p(dicy  study  to  he  dime  with  the  object  of  reexamining  a  new  Middle  Hast 
peace  prcKCss  policy,  or  our  Southern  Africa  policy.”  to  name  two  where 
the  Slate  IXpartment  typically  had  a  lot  of  trouble  gelling  off  the  dime  and 
producing  anything  iMher  than  mush. 

This  is  where  you  have  to  have  an  NSC  staff  that  is  sufficiently  competent, 
intettecliialty  and  priifessionally.  I(»  he  capahte  of  being  initiators  as  well  as 
Just  honest  brokers  and  traffic  cops.  At  the  same  time  you  have  to  have  a 
priKVss  which  dtvsn’t  overload  the  circuit  with  a  ti»l  of  top-down  NSC  staff- 
originated  id'.'as.  or  you  will  quickly  lose  (he  allegiance  and  the  participation 
of  the  other  interagency  players.  There  are  no  hard  and  fast  ground  rules 
here.  This  is  very  much  a  person  «'ily-dependcnt  poKcss,  What  I’m  trying  lo 
sketch  for  yim  is  there’s  a  whole  nest  of  pnKesscs  going  on  out  there  from 
each  one  of  Ihcsc  interagency  communilies  lor  l.alin  America,  or  for  Africa, 
or  for  Asia.  Hach  one  of  them  has  a  sCt  of  personalities  that  are  working  on 
different  issues  and  in  differen!  ways  inleracting  lo  r.uike  policy.  A  key  role 
of  the  NSC  staff  has  to  be  the  ability  lo  propose  policies  as  well  as  simply 
pul  the  final  stamp  on  the  pi>licy  that’s  been  proposed  hy  the  iXpartiiKnl  of 
Slate,  or  the  Department  of  Defense.  How  much  lime  a  particular  staff 
officer  stxrnds  t>n  any  oik*  of  lhi>se  several  roles  is  the  function  obviously  of 
what  llic  issue  is.  his  own  personal  competence,  and  the  conipelence  of  the 
other  inieiagency  players. 


And  lastly,  something  that  1  haven’t  said  liHi  much  about,  is  the  President 
himself.  The  NSC  staff  guys  we  need  !<»  remember  are  the  President  s 
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staff  for  the  national  security  business.  These  are  the  guys,  either  personally, 
or  hy  receiving  detailed  direction  from  the  National  Security  Advisor,  who 
are  the  people  closest  to  the  President  on  a  day-to-day  basis.  Although  it*s 
true  that  the  Secretary  of  State  and  the  Secretary  of  Defense,  personally,  will 
see  the  President  on  a  regular  basis,  on  a  substantive  basis,  traditionally  the 
National  Security  Council  staff  is  the  staff  that  tells  the  interagency  com¬ 
munity.  "This  is  what  the  President  thinks  on  such  and  such  an  issue."  That 
gets  into  the  style  of  the  President,  and  the  question  you  were  talking  about 
be  I'oi'e . 


Where  you  have  a  President  who  comes  into  ol11ee  with  an  extensive  foreign 
pt'dicy  agenda,  you  generally  arc  going  to  find  that  you  have  a  very  active 
National  Security  Council  staff  who  ar^  just  full  i>f  ideas,  running  all  over 
town  imposing  lliesc  ideas  on  the  interagency  pnKcss.  Where  you  have  a 
President  who  has  a  relatively  small  number  of  ideas  and  is  relatively  imlif- 
ferent  to  other  dimensions  of  foreign  pi)tiev.  then  you“re  going  tt>  have  a  rel¬ 
atively  less  active  staff  in  some  areas,  hut  more  in  others.  This  particular 
President  has  chosen  to  |«kiis  extensively  on  the  issue  of  military  prepared¬ 
ness  and  (he  del'cnsc  budget  on  the  one  hand,  and  on  a  policy  on  dealing 
with  the  Soviets  front  a  p»isilton  of  strength,  and  hH>king  for  opptulumties  to 
undertake  operations  where  we  can  do  to  them  what  lhcy“\c  Ix'cn  ili>ing  to 
us:  (he  regional  dintcns.'on  which  leads  to  his  interest  in  things  such  us  the 
Nicaragua-Contra  business,  as  well  as  .Afghatiistan  and  Angola.  These  arc 
areas  where  the  President  has  very  strong  personal  views,  and  where  his 
views  to  stune  degree,  are  not  fully  eonsisiein  with  the  mainline  view  of  the 
tradi'ional  hureaucratie  foreign  p«>iie>  csiahlislinienl  In  those  areas  (he  NS(' 
sialf.  Ill  effect,  hecoittes  the  Prcsideiii's  conscience  and  hccomcs  the 
"looker  over  the  shoulders"  of  the  hiireancracy  to  keep  the  President's 
views  belorc  the  hureaucracy:  a  role  which  can  produce  a  high  degree  of 
friction  and  trauiiia  trom  time  to  time,  and  can  also  be  highly  dysfunctional 
if  it's  done  in  a  rough  and  crude  manner  as  t>p|Hiscd  to  a  more  ]vrsona]  and 
sMiiHith  lUie. 


^'t)u're  all  familiar  with  how  groups  of  ireople  interaet.  whether  it  be  (his 
semmur  or  a  more  hureaueralie  setting,  and  there's  no  magic  to  that.  .Some 
people*  do  It  better  than  i>thcrs  One  of  the  ^»hs  as  National  .Se*eurity  .Advisor 
is  to  try  to  hire  a  staff  that,  among  other  capabihtie's.  has  (he  ahillty  to  go 
and  impose  the  will  of  the  1^'sideni  «hi  a  recaieitraiit  hureaucracy  in  a  way 
that  makes  iIkiii  like  it.  as  oppt>sed  («>  a  way  that  makes  them  leak  ti>  (he 
ncwspape'rs  and  gels  anti  adnilnistratiiHi  stories  in  (he  press  all  the*  time 
stone's  alHHii  how  IX'le'iise  and  Stak  arc  at  each  i>ther's  throats  aN»ut  iliis. 
(hat.  or  the  ixlier  thing. 
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lOEITlNOlfRl  How  frequently  do  yi'u  get  the  reaction.  **We’II  send  out  a 
memo  which  wit]  keep  the  potiticians  quiet  hy  saying  here’s  what  we  re 
going  to  do.  and  we’re  going  to  take  six  years  to  do  it.  because  after  all 
they’ve  got  lour  years  at  the  most,"  that  kind  of  stult7 


IMcDANII-L)  AgJiin,  as  I  say.  the  NSC  staff  guy  is  going  to  he  involved 
in  the  group  that  is  sending  out  the  memo.  The  memo  is  going  to  get  written 
in  the  NSC  group.  Then  he  has  to  be  the  guy  who  says,  we  can’t  take  six 
years,  how  about  three  weeks?  What  this  means  is  with  this  going  on  alt  the 
time,  you’re  constantly  having 
issues  that  I  would  call  the  "Please 

call  Shultz  and  make  him  do  so-  Shultz-Cvotfie  Shultz.  Sccfftary  of 
and-so”  kind  of  issue.  Let’s  talk  a  state  under  President  Kca^an, 

little  hit  about  how  the  staff  works  PtiU  uti 

on  a  day-to-day  basis. 


Hvery  morning  at  7:.^t)  the  National  Security  Advisor  sits  down  with  the  sen¬ 
ior  members  of  the  NSC  staff.  The  first  order  of  business  is  "What  was  in 
the  newspapers  today,  and  how  are  we  going  to  respond  to  that?’’  That’s 
because  the  NSC  staff  has  responsi’oitity  lor  providing  guidance  to  the  White 
House  press  sfH.kesnian.  who  in  turn  pnwidcs  guidance  to  the  spokesmen  of 
the  other  bxecutive  Branch  agencies.  Secondly.  "What’s  on  your  mind 
tiKlay?’’  lypically.  it  wiil  be  a  rate  meeting  where  one  or  two  staffers  won’t 
say.  "Well,  we’re  having  thi;.  problem  on  such  and  such  and  would  you 
please  call  George  and  get  him  engaged  ’’  One  of  tb^  functions  of  the 
National  Security  Advisor  is  to  be  on  the  phone  to  Shultz  and  WcinbrrRcr. 
and  to  a  lessei  degree,  (’usey,  lairly  continuously  getting  them  engaged  in 
giving  top-down  direction  to 
what's  going  on  in  this  interagency 
priKess  when  it's  perceived  to  Ik 
off  track.  Usually  there  is  no  real 
policy  difference  at  the  top.  I 
mean,  hy  definition,  the  President 
has  picked  these  guys  They  are  his 
political  confidantes.  I  hey  are.  hy  definition,  going  to  do  what  the  IVesident 
wants.  If  the  National  Security  Advistir  calls  up  and  says  the  President  wants 
so  and  so.  they're  not  going  to  argue  with  whether  or  not  they  think  that’s  a 
gOfHl  idea,  unless  there’s  a  giHHl  reason  There  is  that  constant  "going  on 
over  the  teleplume  privess” 


tlVoi/n-fgff  Laspar  WemlH'tm't.  Svi- 
ivtary  of  Defense. 

<.'a'»r>-  Willijni  f.  (.'jm*!',  Dirviior  of 
t'vntral  tntvlhuvme.  I'fttI  ttT 


SunK'timcs  it  will  wiirk  the  other  way  .Shultz  will  call  the  National  .Security 
Advisor  and  say.  ’'My  guys  just  told  me  what  your  guys  said,  and  that  isn’t 
right,  is  it '’’  llial’s  just  an  cHigoing  management  pnKess.  That’s  what  they 
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spend  their  time  doing.  What  I  just  said  probably  accounts  for  SO  percent  of 
the  National  Security  Advisor's  time  day  in  and  day  out. 


Let's  talk  a  little  bit  about  the  crisis  management  structure.  From  the  begin¬ 
ning  there  was  an  NSC-chaired  crisis  management  group  called  the  Crisis 
Preplanning  Group  (CPPG).  the  title  stemming  from  the  fact  that  If  you  were 
doing  it  right,  you  would  anticipate  a  crisis  and  come  up  with  a  strategy  to 
avoid  it  rather  than  pul  out  the  tire  after  it's  already  started.  That  groups  was 
chaired  hy  the  Deputy  to  the  National  Security  Advisor  and  had  as  members 
the  Assistant  to  the  Chairman  of  the  Joint  Chiefs  of  Staff,  a  three  star;  the 
Under  Secretary  of  Defense  for  Policy.  Fred  Ikle— <>r  he  would  frequently 
send  the  Assistant  Secretary  for  Intcmaiional  Security  Affairs.  Rich  Armi- 
tage;  and  the  Under  Secretary  for  Political  Affairs  at  the  State  Department. 
Mike  Armacosl;  and  (he  lX*pu(y  Director  of  Central  Intelligence  for  Intel¬ 
ligence  who's  called,  in  the  trade,  the  l)l)t.  He's  the  principal  intelligence 
ofUcer  on  the  analytic  side  within  (he  CIA.  That  core  group  constituted  the 
CPPG.  That  group  did  not  meet  on  a  regular  basis;  they  met  on  an  ad  htx: 
basis  when  they  had  a  reason  to  okcI. 


There  were  two  ways  they  might  meet  SonHrbi>dy  might  call  up.  as  hap¬ 
pened  in  (he  cast  of  the  Philippines,  and  say.  "Gee.  we  need  to  have  a 
meeting,  because  the  Philippines  are  going  to  hell  in  a  handbasket,  and  we 
need  to  have  a  meeting  and  talk 
about  what  we're  going  to  do  about 
it."  Thai  did.  in  fact,  happen. 

There  was  an  ^ingoing  series  of 
meetings  which  resulted  in  some 
special  analyses  by  C'lA.  and  stud¬ 
ies.  and  consciousness  raising 
within  the  hurcaueracy  that  re¬ 
sulted  in  several  special  emissaries 
being  sent,  fhe  rest  is  histors.  as  you  well  know,  with  respect  to  Marcus 
sicpinng  down  and  so  forth. 


Ihc  tJso  (>/  f/ii*  lontvstt'd 

t'liHiion  Ilf  I'iHt, 

Mjitoy  -IvrUinjml  Mjntis.  Itumvi 
Pti'\nh'fU  of  l/u* 
ivsicm'd  undvi  pir^^uiv  litun  Ihv 
RvJiiJti  Adniiiu^\ijtn>n 


|.Stl  l)t-.Sf|  Would  you  say  that  was  an  o-'inplc  of  success,  because  it 
led  ti>  action  ' 


|M(’l>.\Ntl  l.|  i  think  so.  Tlwre's  always  luck  in  alt  of  these  things.  One 
d<K‘sn't  want  to  gel  to»»  glih  abtnjl  it.  1110  biggest  success  is  when  the  crisis 
doesn't  happen  at  alt.  There  was  a  much  more  time  compressed  'mini 
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success."  following  the  Murcos  thing,  with  Duvalier  in  Haiti.  We  can't 
really  claim  any  credit  for  his  hav¬ 
ing  decided  to  step  down,  but  uptm 

hearing  the  rumor  that  mavhe  he  OuvAlier-lean-Clau^^  Prosh 
was  interested  in  stepping  down, 
the  government  moved  rather 

quickly  to  encourage  him  along  those  lines  and  provided  an  airplane.  The 
hardest  pan  was  finding  some  country,  other  than  the  United  .States,  to  take 
him.  We  wound  up  kind  of  arm-twisting  the  French  in  getting  him  in  there, 
and  having  them  have  their  noses  suhstantially  out  of  joint.  Rut  I  notice  he's 
still  there. 

Merc  you  have  vested  in  each  one  of  those  standing  members  as  well  as  the 
N.SC  staff  person  (which  was  myself  for  a  while)  a  resptinsihility  to  be  knik- 
ing  at  the  piXKess  of  gathering  infomiation  and  trying  to  predict  crises.  The 
first  year  1  spent  u  as  l(H>king  at  that  issue  and  saying.  "How  can  you  do  (hat 
better?  How  can  you  dti  it  more  systematically?  l>o  computers  help  and  stuff 
like  that  .’"  The  government,  actually,  is  quite  g(H>d  at  compiling  laundry 
lists  of  places  where  there's  a  giMKl  px.ssihiliiy  of  having  a  crisis.  One  of  the 
more  interesting  ones  is  a  CIA  publication  which  is  the  most  analytic  diKU- 
ment  that  I'm  aware  of  fhe  problem  with  it  is.  it's  more  than  >ou  can  deal 
with.  It  produces  a  list  of  about  20  places  where  there's  a  giHnJ  pnihahility 
that  (here  might  he  a  crisis,  hut  you  can't  deal  with  20.  You're  right  hack  to. 
which  ones  are  you  g«hng  to  ir>  to  deal  with?  Are  you  just  going  to  hope  for 
the  best  and  just  let  the  nonnal  process  work? 


1  also  want  to  digress  and  say  that  ever>lHKi\  in  the  iialioiial  security  busi¬ 
ness  IS  in  (he  crisis  avoidance  business.  That  is  what  our  amhassadors  think 
they're  trying  to  do.  I'hat  is  what  llw  desk  oltker  in  the  Slate  Department 
thinks  he's  trying  to  dn.  t  hat's  v.hat  the  regional  military  commands  and  all 
the  port  visits  and  regional  military  conferences  and  dialogues  we  have  all 
over  (he  wiirld  arc  about,  all  of  these  individuals  are  try  ing  to  carry  out  for¬ 
eign  policy  objectives,  the  chief  objectives  as  best  they  understand  them, 
and  to  steer  around,  avoid,  crisis  Of  ctuirse.  that  also  can  be  translated  into 
a  pi>lic>  of  support  of  (he  status  quo.  and  a  policy  of  preserving  things  as 
they  arc  now  . 

One  of  tny  obNcrsalions  of  die  |trofessional  dipK>mai  is  (hat  bis  evpcricnce 
and  training  (rained  him  to  be  a  guy  who  lends  m  feel  ihai  ihe  pcrtcci  state 
of  graev  is  the  |>roblem  unmolested.  IXm't  screw  wiih  ii  li  nia\  not  be  per- 
feel,  but  it's  quiet.  Iliis  is  an  aa-a  wlkre  aeadoinies  ami  [Xihiieal  obsersers 
of  I'.S  foreign  pi>lie>  eriliet/e  our  ptdiey  mosi.  fin  seeming  lo  align  ou*^- 
seises  with  (oialitanan  leaders  around  I'ne'  w«trld.  The  faeis  are  simple  to  me. 
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There  are  moie  totalitarian  leaders  than  any  other  kind.  If  you  draw  up  your 
own  list  using  normal  criteria  of  democracies  and  non-democracies,  there 
will  be  a  lot  more  non-democracies.  If  you  add  to  that  the  mind  set  of  diplo¬ 
mats,  which  is  to  leave  well  enough  alone,  ue  wind  up  supporting  total¬ 
itarian  governments  more  often  than  wc  are  out  actively  lr>'lng  to  overthrow 
them.  There  arc  very  few  that  we  arc  out  actively  trying  to  overthrow.  It's 
just  the  nature  of  the  diplomatic  process. 


I  must  say  that  1  spent  a  year  looking  at  how  you  improve  the  pnxicss  of  .sift¬ 
ing  information  to  predict  crisis.  One  of  the  more  interesting  things  1  did 
was  1  funded  a  panel  o]  artificial  intelligence  gums  and  tried  to  see  whcliter 
there  was  anything  to  that.  I  concluded  that  they  need  to  sec  a  problem  as 
va.srly  more  structured  than  the  very  ad  Ihh:  and  amorphous  and  messy  busi¬ 
ness  of  trying  to  predict  instability  in  the  world 

10lTTtN(i£K|  They  can  hardly  tell  a  real  mi.ssile  from  chaff. 

IMcDanU'.LI  I’m  not  sanguine  that  a  whole  lot  more  can  he  done.  1  per¬ 
sonally  believe  liiat  the  NSC  shiiuld  continue  to  have  si>mcbody  on  its  staff 
who  thinks  about  this  issue  and  tries  to  plug  into  people  I'ke  yourself  and 
others  around  with  different  pcrspeciivcs  who  are  irjing  to  Knik  at  the  pnv* 
ess  of  crisis  management  as  an  academic  discipline.  It  remains  an  area 
where  1  think  (here  will  be  no  breakthroughs  in  our  ability  to  harness  quan¬ 
titative  analysis  to  predict  (he  outbreak  of  a  crisis  with  greater  precision. 

jOt:  rilNXJLkl  You  mentioned,  Athillf  l-un^  /m/j« 

over  lunch-  the  AchitU  Laurv  inci-  «i  intfi 

dent  us  an  example. 

|M('1)AM(.(.|  1  might  vome  (o  (hat  in  the  context  of  how  we  organize 

operalioiially.  1  think  that  fils  hcttei  (here. 

|NU'LaI'<>(U.(\|  l.el’s  talk  about  (he  CIA  torecast.  in  (he  context  (hat  Sir 
John  Hacked  had  in  The  Jhinl  HVW</  War.  which  siarts  with  (he  idea  (hat 
morc  than  half  (he  wvirld's  nalKmal  leade*>>  dirn't  know  whether  they'll  wake 
up  in  power  (oimirrow .  or  wake  up  period.  !(  vtHi  start  w  ith  (hat  . . . 


|.MC'1)a.sU;1.|  1  think  that’s  considerably  high  I'he  right  number  is  prob¬ 

ably  1.^  percent  or  something,  hut  it's  a  significant  number.  I’he  woild  isn’t 
(hat  unstable.  I  would  argue. 
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(MCLaUGHLINI  This  is  the  difTcrence  perhaps,  between  the  20  perhaps 
the  CIA  can  predict  following  crisis  indicators:  the  number  of  leaders'  chil¬ 
dren  being  sent  overseas  to  go  to  sctMK)l.  or  whatever  one  looks  for.  On  the 
other  hand,  there  are  80  out  there  who  are  random  shots.  If  the  guy  dies 
accidentally  overnight,  you  may  have  a  crisis  on  your  hands  that  you  never 
expected.  None  of  the  other  crisis  indicators  arc  necessarily  going  up.  hut 
with  the  guy  out  of  the  way.  he  may  have  17  contentious  successors,  or 
would-be  successors.  It's  just  a  very  unstable  world  out  there  in  that  sense. 


|McDaN!BL|  The  other  kind  of  crisis,  or  the  crisis  you  don't  anticipate, 
is  that  you  wake  up  in  the  morning,  and  you've  got  one.  What  arc  you  going 
to  do  about  it?  That's  the  crisis  management  mechanism  in  its  most  opera¬ 
tional  context  then.  You're  scramhling  in  the  first  instance  to  find  out 
exactly  what  happened.  This  is  what  Beal  was  trying  to  aim  at.  and  to 
intprove  on  how  the  system  works  when  you're  in  that  state  of  grace.  You 
wake  up  in  the  morning  and  you've  got  a  crisis  on  your  hands  which  you 
hadn't  anticipated  and  there's  no  high  level  planning  that's  been  going  on. 
You've  got  to  get  it  going  and  get  it  done. 


How  would  we  uork  that?  We'd  convene  the  group,  normally  in  a  riK>m. 
Only  on  a  couple  of  occanums  did  the  thing  go  down  so  fast  that  it  had  to  he 
done  oxer  the  telephone.  If  we  had  any  time  >it  all.  I  would  call  .'he  CIA  guy 
and  ask  him  to  do  a  quick  analysis,  and  if  he  could,  get  it  distrih;:te(l  tit  tiie 
other  memhers  before  he  came  to  the  table.  Rarely  was  that  done.  If  we 
were  lucky  he'd  bring  it  with  enough  copies  or  we'd  make  copies  on  the 
Xerox  machine  and  pass  them  around.  The  tlrsl  item  of  business  was  for  the 
CIA  guy  to  provide  the  current  intelligence  on  what  was  going  on.  and  then 
to  ask  other  nteinhers  of  the  gntup.  "Who  has  any  addiiutnal  information  ini 
this'.’’'  and  to  make  sure  that  all  the  players  had  a  comnton  base  of  infonna- 
tion.  lliat's  a  critical  first  step,  ard  I  feel  that  that  witrked  quite  effectively. 
I  was  wry  satisfied  that  there  was  a  minimum  of  withholding  information  or 
game  playing.  There  was  an  honest  effort  made  to  share  information,  and 
that  usually  had  been  siured  already,  hut  Msntetimes  because  of  the  pressure 
of  time.  pci>ple  were  exchanging  tidbits  right  over  the  table  that  they  hadn't 
had  a  chance  to  talk  to  i>n  the  ;^ine.  in  general,  it  kind  of  validated  the  fact 
that  the  infonuation  sharing  mechanism  of  the  national  security  community 
worked  pietiy  well.  Iliat's  the  first  step. 

With  that  as  hackgrouiul  then  the  pri^lem  bev'ame  harder.  I'hen  -this  was 
the  most  slippery  part  of  it  I  would  always  try  to  h.-tvc  the  agenda  struc¬ 
tured  so  that  we  wimld  spend  some  aimiunt  of  time  talking  about  "What 
would  we  tike  to  see  happen  .’"  "What  are  our  i>bjesti\cs?"  before  we  giH 
down  to  the  action  siagc.  It  is  an  iiitere.siing  dynamic  in  the  crisis  business 
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how  people  who  arc  very  intcHijient.  and  know  a  lot.  and  have  been  around 
a  lon^  time,  will  come  into  a  ro<»m  and  alter  just  a  few  seconds  will  want  to 
start  talking  about  doing  things  wiihtHit  having  spent  any  time  at  all  talking 
about  what  uc  uant  to  accomplish  berorc  we  talk  about  sending  emissaries 
here,  or  pre-positioning  carriers  there,  or  whate\x*r.  1  think  it‘s  kind  of  an 
American  trait.  We  really  arc  an  aciion  orientcil  people.  That's  our  nature. 


This  sounds  terrihly  trivial,  and  m  a  way  it  is.  hut  one  of  the  useful  func¬ 
tions  of  having  a  pnKCss  guy  in  this  thing  w  ho  is  in  charge  of  structuring  the 
agenda,  is  that  yon  would  at  least  iiaw  on  the  hlaekboarJ.  on  the  sc'avn.  the 
words.  **Ia*I‘s  talk  about  what  tnir  ob|cc!ivcs  are  “  One  of  the  cliches  in  the 
crisis  hiisiness  is  **in  crisis  there  is  opp«»rlunity.**  It  actually  comes  from  an 
old  Chinese  proverb.  It's  very  im|HHtjnl.  w  hen  you're  kind  of  >n  gltKun  and 
JiHon  afHHil  what  a  terrihle  thing  this  situation  is.  that  you  pause  and  think, 
arc  there  some  opportunities  here  ’  Can  we  take  advantage  of  the  situation'.’ 
Ifccause  you  certainly  want  to  do  that  ii'you  can. 


.Some  have  suggested  that  technoUtgy  inigh!.  in  some  hrshion.  help  parse 
nmre  systeinaticallv  through  this  i^aw*  of  a  crisis  management  prtK'css.  ide¬ 
ally.  hy  being  able  lt>  access  and  scan  history  lapidly.  There  may  be  stmie- 
thing  to  that.  I  personally  Kdieve  that  there  sIhiuIJ  be  stniK*  lexcl  ol  clfort 
foiulctl.  prelerably  s|>oiist»red  by  the  NSC  lor  the  loresccahle  tnlure.  lt> 
attempt  tt>  hmk  ai  how  leehnology  accesses  hist»'rN.  and  pulls  «t  tt'gel'''* 
and  !(H>ks  for  viiinnum  threads  and  comitH^i  elements. 

jOt.t  tistit  K I  i'in  rmt  sure  that  it's  iniiialls  a  teehiudogy  problem  so 
nnieh  as  a  historv  prohlem:  natnelv.  to  get  the  historv  hnikcd  at  in  iIk  first 
place.  Idle  «kli\crv  iihsJc  iiiav  Iv  scctHkI  llicre's  vers  little  reliable  instiiu 
lional  meiih>r>  in  the  crisis  nutnageiiKMii  business. 


|.M('i)\Nttl  I  I  tluiik  Me  re  saving  llu*  saiiK  thing.  I  don't  s^.int  to  iinplv 
that  this  rs  coiii|Hiteis  and  ailitieial  inielligefke  I  am  (vrsuaded  bv  the  lact 
that  il  doing  a  job  «it  bisloricai  research  requires  getting  m  an  airplatk*  and 
tlvmg  to  the  i'.isenluw^er  I  >biar\  it>  see  relevant  pa|vrs.  and  um're  in  the 
middle  id  a  criMs.  vtHi  will  iK'vei  loidk  at  Insfotv.  ii«m't  di>  it  at  all.  it 
v»iu  have  si*mc  wav  »>t  getting  aecess  it*  the  l:isenlw*wer  l  ibrary  in  an  lu*ur. 
and  sou  could  even  qirerv  flul  library  veith  a  Mibtect  maltcr'orienled  search 
rtHiline  that  says 

|()t  ttlMilK|  It  s  w.(>rse  (hail  that  I  recently  tiad  a  lt>ially  uncl.sssitieJ 
MMl  to  .NS.\  I'm  also  tm  the  fxurd  ol  \iMlt>rs  ot  the  IVtcnw  Intelligence 
College  I'm  |vrsuadcd  that  lliere  aic  miles  and  iiiiIls  ot  llimgs  lo  do  to  get 
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c;iscs  developed,  (o  gel  us  part  of  the  ingrained  training  of  any  inleliigcnce 
olfiter.  any  action  officer,  etc.,  cic..  some  sense  of  “this  incident  Is  similar 
111  Crisis  X  and  dificrcnl  Ironi  Crisis  Y.“  This  is  totally  iiiis.sing  'oday.  Why 
worry  about  gimmickry  when  y«u  have  a  very  short  memory. 
iRsliliilionatly? 


|M('l)AN.tl|  I  don’t  disagree.  Tony.  I  tend  to  see  the  two  son>cwhal 
related.  I'he  facts  arc  that  the  way  the  sysieiii  n-orks  today,  history  is  what 
the  people  who  conic  to  the  lahte  bring  to  the  table.  It’s  just  that  simple.  If 
they  have  it  a^'  hand,  il\  there.  If  they  don’t  have  it  at  hand,  iheie's  no 
external  privess  to  add  ii 

|.STl'l>t-.NT|  May  and  NcustadI 
make  the  point  that  quite  olien  Ibe 
history  they  bring  to  the  table  is 
incorrect,  distorted,  iiiylhological. 
and  all  the  rest  of  it 

|M('I..M'(llll.t.s|  It’s  all  those  pe«>ple  in  saying.  ‘I  yiulon  jivhnson 
doesn't  want  to  preside  over  another  Munich,  or  whatever”;  .intl  Ibe  people 
now  running  anmnd  and  saying.  "Well,  we  don’t  wan:  oniKher  Vicinaiii  in 
Ceiiirat  America."  It’s  very  hard  historically  to  see  .S’lcaragua  as  imt  being 
exactly  the  opposite  of  Vieinain. 

|M('1).\NII I  I  But  at  least  vini  base  a  check  on  itie  tavl  tlial  you’ve  got 
more  tiun  one  person  in  the  room.  You  base  tlie  iiisiiiuiioiis  represented, 
and  you  have  dilfcrciii  huiiiaii  beings  represented  who  aa*  going  at  least  to 
bring  SIX  sets  of  liistoiv  to  the  lu'ote  inMs’ad  ol  just  otw 


f.ljy  jnd  -Knhjfii  (  \ru- 

vrj«/f  jr>d  K.  Xfjv.  thinking  in 

Iiiitr:  Ihr  ol  ttisloiv  lor  IVti* 
Sion  Making 


(Stt  !.i.Nt|  Many  years  ago  there  was  a  thing  down  in  the  S’asy  ahiHit 
trying  to  do  a  iimre  analytical  fi>b  ot  chms  niaiugemciii.  nuke  more  use  ol 
technical  tools  l*an  of  tite  problem  is  that  when  you’re  having  a  real  crisis 
•lodcr  way.  iioKxls  nisolsed  has  any  lime  ft'  help  aiiybsHfy  who’s  studying 
wlul  Is  going  «m  aiAl  seeing  wbal’s  needed  tlic  most.  I  don’t  know  if  there's 
a  gimd  teshiHilogist  anywhere  eai  the  siatf  iherr.  but  siiuiig  in  im  a  iiH^eting 
and  obsersing  the  real  eseiil  is  llic  slarliNg  |xhiiI  of  what  can  be  done  next. 


|NU  DXMI 1 1  lliat  was  Heal’s  C(MKC|*f.  and  that  was  whal  the  role  ol  the 
Crisis  .Management  Center  as  a  sup|sorl  agency  to  the  NSl*  stall  was 
intended  i«>  be  ^'%>*:'d  base  Mime  conipulci-IncnJIy .  juiimr.  subycx'I'oriciiled 
aiialysi  who  w<Hild  K*  the  person  whi>  would  alicmpt  |«>  do  llic  quKk  crash 
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joh  of  historical  research  to  suppkmcni.  hut  hopefully  in  a  more  ohjectivc 
and  systematic  way. 

[Ol-ntNtiUKl  There  was  a  slightly  more  nuHlest  objective.  If  the  boss 
diKsn'l  know  wheie  Ihc  hell  (he  country  is,  a  simple  notion  of  jusl  ^*eltin^ 
the  map  up  there,  so  the  boss  can  sec  it.  helps,  fhis  applies  to  this  President 
or  any  President. 

|.STl't)t-.Nl  I  I  think  there  are  a  whole  bunch  of  little  things  like  that  that 
can  be  done,  hut  a^ain  you've  to  have  somebody  who  knows  what  can 
be  done  sitting  down,  watching,  and  that’s  just  the  starting  point. 


tSIcOANtM.I  That’s  correct.  That  was  the  intent  and  is  the  intent  of 
hasing  this  Crisis  Management  Center  thing,  and  it‘s  definitely  in  its 
infancy.  It  repre:>euts  no  more  than  kind  of  a  token  commitment. 

|()t:  rt!N(il:K]  I'lut  brings  us  full  circle  to  tlse  observation  sou  made  at 
the  beginning.  Ihe  idea  is  scry  Ihrealeniitg  to  all  of  the  normal  players, 
because  it  suggests  then  that  there  miglil  be  knowledge  accessible  to  Ihe 
decision  making  individual  or  group  that  wsmld  not  be  Ihe  knowledge 
brought  u«  the  table.  I  be  very  statement  of  the  problent  has  in  it  some  of  its 
dilemmas. 

|MCl)\NU.l.|  ll's  an  inleresling  thing  to  watch  it  as  it  plays  in  real  lime. 
If  you're  in  a  nkmi  and  Ihc  IsKale  til  Ihc  crisis  is  kind  of  obscure.  ih>  one  in 
the  rtH»m  cairs  whether  some  NSC  staffer  goes  oil  and  gets  the  map,  t>r  the 
CIA  guy  brings  the  ntap  the  guy  who  by  agency  charier  is  su(^>sed  lo  be 
the  map  guy  it  dmrsn'l  tnaller.  if  on  the  ttihcr  hand  you're  having  a  meel- 
ing  with  Ihe  President  or  Ihe  senittr  advisttrs.  Ihe  NSC  principal  advisors' 
meeting  when  they  meet  m  this  situation  by  the  way.  they  call  Ihcntselves 
the  National  Security  Planning  (mnip  |N.Si^t|.  which  simply  gives  a  signal 
that  It's  supplied  to  he  a  iiH>rc  ckwcly  held.  iiH>re  sensitive  griHip,  but  Ibe 
players  are  the  ones  I've  meniioned  as  the  National  Security  Council 
principals  it  turns  out  it  d«s  matter  I  would  find  some  seitsiliviiy  to 
having  the  NSC'  stall  |Xjl  Ihc  nup  up  t>n  tlw  wall,  as  oppttscd  lo  having  Ihc 
Chainiian  of  Ihc  Joint  Chiefs  ol  Stall  bring  Ihc  map.  Yihi  simply  roll  with 
(he  punches  and  yiHi  call  the  Chairman  in  advaiKe  and  say.  "IMease  bring  a 
nup." 


Ihat's  (Hie  of  ibe  things  lieal  wanted  arnl  this  leads  to  itHilishness.  liccause 
he  comes  live  nnnules  before  the  meeting  starts,  you  barely  have  ittiK  to 
place  the  map  on  the  easel.  What  ytm  d  like  lo  do  is  have  a  nice  coKu 
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iransparcncy  or  something  so  cvcrybtxiy  in  the  nxini  could  sec  clearly  and 
well,  and  to  do  that,  you  have  (o  have  the  slides  transmitted  electronically  in 
advance.  When  you  have  a  hurcuucrucy  that's  unwilling  to  turn  loose  any 
piece  ol'  information  until  Weinherger's  seen  it.  and  he  won't  sec  it  until 
he's  in  the  car  driving  over,  you  have  u  problem.  We  created  a  technology 
which  allowed  the  instantaneous  video  formatted  transfer  all  kinds  of 
data,  hut  we  never  solved  the  bureaucratic  problem  of  getting  the 
bureaucracies  to  turn  loose  the  data  without  their  boss's  chop  on  it.  and  their 
bosses  wouldn't  chop,  because  they  wanted  to  bring  it  to  the  meeting.  I 
think  that  will  alter  somewhat  over  time.  It  sounds  so  silly,  hut  it's  very 
real. 

As  a  result,  just  to  Imish  the  point,  typically  the  si/c  of  the  situation  nnim 
where  they  meet  is  abt)ut  these  two  tables,  plus  half  of  the  third  one.  What 
literally  happens  is  the  Chairman  «f  the  Joint  Chiefs  of  .Staff  who  has  the 
JCS  graphic  ‘.hop.  which  is  one  of  the  I'asler-rcsponsc  graphic  shops  in 
town,  will  have  the  map.  and  sonHr  hriefing  hoards,  and  whatnot,  and  he'll 
have  them  on  the  easel  right  here,  because  the  Prcsiilcnt  sits  here,  and  gener¬ 
ally  Shull/  is  there,  and  the  Vice  l*rcsrde*ni  is  there.  Weinherger  is  silling 
there,  and  the  chairman  w  ill  stand  up  to  hrief.  Somcliines  they  set  him  over 
there,  and  Weinberger  docs  the  talking  llie  National  Security  Advist)r.  and 
IX)n  Kegan.  and  people  like  that  arc  down  at  that  end  of  the  table,  and  they 
can't  sec  the  slnll.  Ihey  literally  don  t  see  what  the  President  is  seeing. 


Surety,  leehiiology  would  allow  us  at  least  to  have  a  coni'ercnce  where 
everybody  ci»uld  see.  It's  interesting  lo  watch  the  dynamic  Yi»u  have  to  sec 
It  to  believe  it.  When  Weinberger  is  bneiing  the  Presidonl  on  a  military 
option,  he's  rc.ilty  acting  as  if  it's  him  and  the  President  These  other  guys 
don't  really  have  a  real  rote.  That’s  really  what  he's  saying  when  lie  (Kk's 
that,  csei)  though  it's  clear  that  the  iiuent  of  the  law.  and  Ko>J  McDaniel's 
Niew.  is  ih.ii  he's  ilicie  as  a  couiicili»r  lo  the  Pn*sidem.  a  eo-equal  with  alt 
ihcNC  other  fellows.  The  same  is  true  wi;h  Shull/  in  some  piece  of  diplo¬ 
matic  arcanciicss  llicrc's  m'  qiicsiimi  that  the  President,  personally,  must 
Irom  time  lo  time  reinforce  the  m>lu»n  of  the  kind  of  role  he  wants  his  princr 
pal  sur>t>rdinalcs  lo  play,  or  they’re  gtHiig  lo  tend  to  act  out  bureaueralie 
rt»lcs, 


Once  we  base  had  tins  preliminary  niceling.  ibe  next  step,  which  is  llw  cru¬ 
cial  step.  IS  generally  that  the  Stale  IX'parimeni  is  told  to  get  a  working 
gR»up  together  and  ii»  cake  24  hsHirs  and  dc\elop  an  options  paper  That  is 
the  single  most  important  step  in  the  crisis  respoi  1  say  24  hours,  but 
whatexor.  ii  ym  haxe  24  h<>uis.  you  lake  24  >urs.  ||  you  haxe  a  hllte 
more,  you  lake  a  little  nu»re.  It  you  waul  il  bad.  you  gel  il  bad  That  joke. 
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The  State  and  Defense  and  CIA  representatives  at  the  CPPG  are  responsible 
for  designating  someone  from  their  respective  staffs  to  go  to  the  State 
Department,  let’s  say.  to  be  In  the 
working  group,  and  out  of  that  will 

come  a  paper.  Again,  if  possible.  CPPC—Crisis  Preplanning  Croup 

that  paper  will  he  reproduced  and 
disirihuled  in  advance. 


1  guess  it’s  lime  now  to  talk  about  the  tension  between  leak-consciousness 
and  process.  Thai’s  worth  talking  about  nt)w  in  (he  real  world. 


Almost  everything  that  I’ve  suggested  and  alluded  to.  I  and  others,  about 
how  do  you  uiayhe  make  this  better,  tends  to  mean  more  people  get 
involved.  Paranoia  over  security  says  fewer  people  involved.  One  of  my  col¬ 
leagues  used  to  Joke  that  if  more  than  fiuir  people  know,  it’s  gone.  Pick  your 
numher.  but  there’s  no  question  that  there’s  a  logarithmic  relation.ship 
between  the  number  of  people  wth>  know  and  (he  probability  of  a  leak.  So 
you  do  have  a  real  tension  between  things  you  do  to  promote  orderly  process 
in  crisis,  and  things  you  do  to  keep  secrets  in  crisis.  Laid  on  top  of  that 
legitimate  tension  is  a  very  pernicious  bureaucratic  tension,  hveryhody 
who’s  a  real  practitioner,  and  I'ni  sure  you’re  all  not  naive  in  this  regard, 
realizes  that  there  are  two  u.ses  to  which  security  classification  is  put:  the 
legitimate  desire  to  protect  secrets,  and  protection  of  bureaucratic  turf.  As  a 
practitioner  of  the  real  world,  it’s  alHiut  90  bureaucratic  turf;  It)  legilimale 
protection  of  secrets  as  far  as  I’m  concerned. 


One  of  the  functions  of  the  NS(’  staff  is  to  try  to  pry  this  stuff  with  a 
crowbar  out  of  the  other  agencies  and  spread  it  around,  so  that  everyNHly 
gels  a  cliancc  to  see  it.  You  are  fighting  against  the  grain  all  the  lime  when 
yiHi  do  that.  It’s  Just  a  fai't  of  life.  It’s  ni>t  going  to  change.  Thai’s  just  the 
way  the  world  is. 

I  left  the  Job  on  the  NSC  feeling  very  uncertain  in  my  own  mind  abtnii  this 
tension  over  sccurii\.  I  mean  it  is  a  terrible  problem  to  have  a  meeting 
.here  Ilicre  are  (ewer  pet>ple  in  a  rtnmi  than  (his  and  read  about  ll.  meeting 
in  The  Washintiion  Tom  (iHiKirrow.  It  is  precluding  options,  it’s  cither  pre¬ 
cluding  options  domcstica  y  because  you're  gi>ing  to  have  C'lHigress  postur¬ 
ing.  and  taking  positions,  and  making  life  difficult,  ik  you  signal  the  enemy 
what  your  inlcnikms  arc  and  make  it  easier  for  him  (o  deal  w.>ih  it. 

You  can’t  figure  out  'who  dunnil”  I  assure  you.  i>ncc  Nou’ve  been  burned 
a  few  lifiK*;  you  just  are  going  to  want  to  tell  fewer  pet>plc.  and  you’re  going 
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lo  join  ihc  j:roup  of  people  WiW  say.  “I  don*l  want  more  people.**  I  don*l 
want  (his  honest,  ohjeetivc.  graduate  student  in  history  (hat  I  hired  and  put 
on  (he  CMC  staff  with  (he  thought  in  mind  (hat  he  would  be  the  eomputer- 
friendly  historian  who  did  disserta¬ 
tion  work  in  Soviet-US  crisis  deci¬ 
sion  making.  My  lofty  ideal  was.  CMC-Chsis  Mjnaficmvnt  Center 

here  is  a  real  perfect  guy  who 
would  help  pull  (he  history  to¬ 
gether  quickly,  hut  he*s  a  stranger.  You  can  overcome  (hat  to  sonte  degree 
in  non-crisis  perirnls.  You  get  the  group  ttigether  and  you  explain  what  you 
want  to  do  and  they  alt  nenj  their  heads  and  agree  that  having  (his  guy  in  the 
r(K)ni  is  okay.  You  cannot  do  this  when  it  hits  (he  fan.  I(*s  ((H)  late,  if  you 
haven*!  done  it  in  advance. 

The  next  day  (he  option  paper  comes  hack.  Hopefully.  we*ve  put  it  out  in 
advance,  so  (hat  (he  group  has  lookcnJ  at  it.  There  is  a  very  giKKl  faesiniile 
systen)  around  (own — one  of  (he  most  used  pieces  of  technical  equipnient 
wc  have.  It  allows  you  to  send  document  copies  on  a  secure  basis  through 
(he  mail,  or  through  the  secure  communications  rooms,  hut  again  code 
clerks  get  involved,  so  if  you  really  aiv  concerned  about  it  you  won*t  use 
that  system.  You *11  pass  it  out  at  (he  (able,  denying  people  the  opportunity  to 
read  it  in  advance  Then  you  w*ind  up  spending  (he  first  half  hour  of  (he 
meeting  with  evervbiHly  else  reading  the  paper,  because  no  one  will  have 
seen  it  before,  which  is  a  waste  of  tiiiK. 


Then  you  have  (he  nH)s(  important  meeting  that  you*re  ever  going  to  have, 
and  you  lalk  about  ihal  paper  What  an^  the  views,  the  pros  and  cons,  and 
you  try  to  have  the  bi^st  possible,  no-holds-barrcd  discussion  of  (he  options. 
Ilien  yiHJ  go  hack  and  turn  (he  crank  on  it  one  more  tinw  and  you*re  ready 
to  go  up  to  the  NSC*,  and  have  an  NSKi  iiK'eling  What  makes  the  NSIXj 
function  is  ihai  the  CPKl  members  brief  (heir  bosses,  they  come  to  the 
NSIX.J  aware  of  all  (he  discussion  and  all  (he  pros  and  cons  and  gi\e  and 
lake  tha(*s  taken  place  in  the  C*I*PG.  us  well  as  their  views  of  what  (he 
options  are  I'hey  cor.w  to  the  table  with  the  President  at  the  bead,  and  they 
hnik  at  the  options  and  they  make  (her  points  to  the  President  with  respect 
to  the  options,  whatever  they  are.  and  more  often  than  not.  lhere*s  eon* 
sensus  frankly,  hut  rnH  always. 


Normally,  this  lYesidcnl  docs  not  decide  things  at  the  table.  If  lhcre*s  con* 
sensus.  it  doesn*l  get  said,  and  the  National  Security  Advisor  is  responsible 
for  gelling  things  impleiiK'nled.  If  there  is  a  disagrceiikrnl.  then  the  National 
.Security  Advisor  plays  one  of  the  iihisi  imponani  roles  in  this  process.  He 
giK's  in  to  see  the  President  with  u  paper,  generally,  that  provides  the 


McDaniel.  IW?  95 


Cl:  Issues  of  Command  and  Control 


recommended  decision.  That  paper  will  normally  not  have  been  seen  by 
anybody  before  it’s  seen  by  the  President.  If  the  Advisor  is  doing  his  job 
right,  it  will  be  a  fair  distillation,  and  he  will  probably  have  talked  on  the 
telephone  to  Shultz  and  Weinberger  before  he  puts  it  in  final  form.  He  will 
sit  down  with  the  President,  and  he  will  say.  "We  had  our  meeting  yester¬ 
day  and  these  were  the  real  issues  Shultz  thinks  this  and  Weinberger  thinks 
this,  and  I  think  this  and  I  think  this  is  what  you  ought  to  do."  The  Presi¬ 
dent  will  say.  "Okay.  I'll  do  it."  He'll  initial  it  "RR."  and  the  National 
Security  Advisor  goes  back  to  his  office,  picks  up  the  phone  and  calls  Shultz 
and  Weinberger  and  says.  "The  President  decided  this,  do  it!"  And  they  do 
it.  Why?  Because  they  believe  him.  They  have  to  believe  him.  If  they  don't 
believe  him,  they  pick  up  the  phone  and  call  the  President  themselves,  and 
they  only  do  that  once  on  the  average.  That's  a  non-problem.  The  person 
who's  going  to  be  the  National  .Security  Advisor  will  be  trusted  and  accepted 
hy  the  Cabinet  principals  as  a  guy  who  faithfully  transmits  what  the  Presi¬ 
dent  deeided. 


Then  the  NSC  stuff  role  is  essentially  a  monitoring  role  at  that  point, 
because  the  operational  direction  will  Bow  down  to  either  the  Slate  or  the 
IX'fensc  IX'panment.  That  then  leads  me  to  the  last  pt>int  I  wanted  to  make. 
I  guess  I'll  cl<»sc  on  this.  I've  a  couple  of  vignettes  to  show  that  this  pnKess 
of  integrated,  political-military  thinking  still  has  a  lot  of  rough  edges  around 
it  when  we  try  to  impose  political-military'  thinking  either  on  the  planning 
dimension  or  on  the  operational  dimension,  on  what  is  essentially  a  fede¬ 
rated  structure  which  is  what  1  said  it  was. 


One  of  the  vignettes  that  we  were  talking  about  hefi>re  lunch  was  Avhillf 
i.iiunt.  I  personally  audited  most  aspects  tif  Ai  hillc  l.auri>.  those  that  I 
wasn't  personally  funiiliur  with  and  involved  with.  si>  I'm  rcasonahlv  ci>m- 
I'oriahle  w  ith  my  p\issessh>n  of  the  facts  on  that  i>ne.  Recall  that  the  cruise 
shi):  which  had  been  taken  over  hy  the  terT^wisis  hud  sailed  hack  intii  Kgypt. 
Hie  terrorists  had  decidcil  to  surreiHler  to  the  l.gvplian  authorities.  Hie  hos¬ 
tages  had  been  released  into  the  cusUhIv  of  the  ambassador  and  the  terrorists 
were  taken  into  the  cusliKly  of  the  Hgyptu'n  g'wernmcnl. 


We  gamed  intelligence  from  a  third  CiHinlry.  that  wilt  remain  nameless,  as 
well  as  from  siime  .SKiINT.  that  ihc  ligyptian  gi>vcTriment  was  going  to 
return  them  to  l.ihtj.  Poindeifer  really  lud  the  idea  that  it  might  he  possi¬ 
ble  to  intercept  the  plane.  He  called  Vice  Admiral  .^.'1hur  .Moreau,  who  was 
the  Assisiant  lo  the  ('hainiian  ol 

the  Joint  Chiefs  of  .Staff,  the  regu-  s«./v/  Vgnj/  inu  ihtn'iHv  jil  aim 

nwtntjtnrtts  inivllii;tiuf.  <■!<•(  litmus 
nUvlh^fiXf.  und  IfU-int-ti}  tnU-ffi 
KtIH.' 


lar  JC'S  counterpart  on  the  C'PP(i 
Hiis  IS  the  network  that  I've  talked 
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about  at  work.  He  calls  him  on  a 
secure  phone.  He  says.  “Have  you 
seen  this  mielllgence  report?  What 
do  you  think?”  He  says.  “I  don't 
know.  It’s  an  interesting  idea.  I^t 
me  check.”  He  gets  hold  of  the  J3 
who  calls  to  burope.  the  unified 
command  in  burope.  who  calls  the  Sixth  Fleet,  and  by  sheer  chance  there 
was  a  battle  group  that  was  en  route  to  a  port  visit  in  Yugoslavia.  I  helieve  it 
was.  and  just  happened  to  he  practically  under  a  flight  path — if  you  got  a 
map  out  and  drew  a  line  between  bgypt  and  L.ibya.  it  would  go  practically 
over  where  this  boundary  was. 


Poindexter— Rear  Admiral  lohn  Poin¬ 
dexter  at  the  time  of  thin  incident 
was  head  of  the  CPPC;  later. 
1985-86,  he  served  as  National 
Security  Advisor. 

‘i— Deputy  Chief  for  Operations 


It  also  transpired  that  the  Commander  of  the  Joint  Special  Operations  Com¬ 
mand  (JSOC).  was  in  an  airplane  equipped  with  a  tactical  satellite  communi¬ 
cation  device  which  now.  even  to  this  day.  m  spite  of  $10  billion  a  year  for 
C\  most  of  our  aircraft  do  not  have,  but  he  has  it  because  the  JSOC  is  given 
special  priorities  in  these  matters  because  it  is  mirmally  deployed  under  the 
direct  control  of  the  Joint  Chiefs  of  Staff  He  was  in  an  airplane.  They  had 
been  deployed  to  the  Mediterranean  with  the  thought  in  mind  of  preparing  to 
go  take  down  the  AchilU  t.ouro  using  the  SKAI.s.  which  Is  one  of  the 
scenarios  the  SKALs  have  prac¬ 
ticed  for  in  the  Joint  .Special  <)per- 
ations  milieu,  That  obviously 
wasn’t  really  needed  because  the 
ship  had  gone  in:  the  hiwtages  were 
off.  Once  again  the  capahiltiy  had 
arrived  uki  late  to  be  of  any  value. 


SfAls  svj  jir  land  team,  trained  and 
equipped  fin  urn  liin  entional  and 
l>aiamililary  ofH  iations 


Anyway,  they  ucre  in  an  airplane  getting  ready  to  go  hack  U>  the  United 
States  and  were  airtx»rne  at  the  lime,  The  Chaimian  got  hold  i»f  the  Cieneral 
on  the  phone  and  said.  ”  furn  around  and  land  at  Sigonella.”  lhal  then  cre¬ 
ated  a  cotiimand  structure  where  you  had  a  regular  JCS  chain  of  coiimiand. 
communications,  secure  phones,  talking  through  ihc  unified  C’INC  in  liuntpe 
to  the  Sixth  Fleet  battle  group,  and  you  had  a  guy  on  the  ground  at 
Sigonella.  which  was  where  they  were  going  to  try  to  get  the  plane  to  land, 
I'hcy  were  going  to  force  the  terrorists  down  at  Sigonella.  put  them  in  US 
aircraft  and  take  oti,  .And  bring  them  to  the  United  States  and  try  them  under 
US  law  .  You’ll  recall  that  i»ne  of  the  hostages  was  niurdcred  and  the 
Attomes  (iencral  was  itf  the  opinion  that  be  had  the  basis  tor  at  least  indici- 
ing  them  under  I  S  criminal  law  I'he  basis  for  claiming  jurisdi.tion  was 
quite  clear-cut  in  this  case.  Ihat  was  ihe  plan  The  JCS  guy  came  hack  and 
told  Poindexter.  ■*Ves.  it  ltH>ks  like  we  can  do  it.  Let  s  give  it  a  iry.” 
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Poindexter  then  convened  a  conference  call,  a  securc-voice  conference  call, 
gelling  ihe  NSPG  principals  logelher:  Shultz.  Weinberger,  Casey,  and  ihe 
Vice  Presidcnl.  The  President  wa.s  traveling  on  a  campaign  trip  as  I  recall, 
lie  was  brought  in  on  the  conversation,  i  think  he  was  in  Air  Force  One  at 
the  time  flying  to  Chicago.  He  agreed,  but  he  said  he  wanted  to  approve  the 
final  operation  if  it  turned  out  to  be  feasible,  bverybixly  recognized  that  the 
thing  might  not  work.  They  might  not  be  able  to  find  it.  or  intercept  it.  or 
what  not.  Subsequently,  everything  fell  into  place.  Almost  miraculously, 
through  special  intelligence  sources,  they  were  able  to  gain  infomialion  that 
led  to  knowing  what  the  tail  number  was  ol'  the  aircraft  and  the  exact  time  it 
was  going  to  take  olT.  and  they  were  going  to  I1y  a  standard  n)ule  to  Libya. 
It  was  quite  possible  to  ]>rcdict  an  intercept  point. 

As  you  know,  the  carrier  aviators,  and  the  Air  Force  people  routinely  prac¬ 
tice  those  kinds  of  intercepts.  If  you  call  up  some  tactical  commander  and 
say  there's  going  to  be  an  airplane  with  such  and  such  idcniillcaiion.  taking 
off  at  such  and  such  a  lime,  and  Hying  such  and  such  a  route  it's  easy  for 
him  to  complete  the  necessary  details  and  intercept  it.  It  is  quite  straight¬ 
forward.  They  did  intercept  it  and  Poindexter  called  McFarlane  who  was 
traveling  with  the  President,  and  he  went  in  and  told  the  IVesident  this.  One 
of  the  specific  things  the  President  wanted  to  gel  straight  was  rules  of 
engagement:  that  there 'd  he  no  shooting.  We  weren't  going  to  shiM>l  down 
an  h'gyplian  aiiplane.  If  they  chitse  not  tac(M)pcrale  that  was  going  to  be  Ihe 
end  of  it.  Of  cimrsc.  we  didn't  tcil  iiic  Hg)plianN  that,  lie  appfi'vcd.  "(i«v 
ahead." 

They  did  intercept  the  aircraft  ami  through  a  comhinalion  of  hand  signals 
and  transmission  over  Ihe  common  aircrafl  h»  aircrafl  frequency  which  is 
used  for  eim'rgeiK'ies  they  gave  the  guy  to  understand  that  he  should  follow 
them  and  prineeded  to  divert  him  loSigonclIa.  At  that  point  Ihe  thing  began 
to  unravel  a  little  hit  K‘cause  Sigtmella  is  an  Italian-run.  U.S  lenanled  base. 
Ibe  Italian  authorities  were  alerted  to  the  fact  that  something  unusual  was 
hai^'iiiiig.  The  Italian  commander  denied  authority.  Acluallv.  Ihe  ligyplian 
airplane  came  up  on  the  circuit  and  requested  to  land  at  Sigonella.  They 
slewed  around  lor  about  a  half  an  hour  with  this  airplane  orbiting.  This  is 
kind  of  unusual,  hut  we  had  real-time  knowledge  of  this  from  the  haillc 
group  guys  i>n  the  one  hattd.  talking  fighter  aircrall  to  carrier:  earner  over  a 
secure  radio-phone  circuit  into  Stuttgart,  and  then  Siullgart  over  secured- 
landline  to  the  J.^  in  Ihe  Pentagon,  who  then  ginrs  up  to  see  ihe  Chairman 
who  calls  up  Poindexter  and  tells  htin  ihis 


Poindexter  calls  Annacosi  at  Stale  to  gel  the  t'S  Ambassador  to  gel  on  ihc 
phone  to  Ihe  Foreign  Minister  of  lialv  to  try  to  explain  Ihe  situation.  Of 
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course,  (he  Amhussador  didn't  know  anything  about  this  up  until  this  lime, 
so  somebody  had  to  explain  to  our  Ambassador  what  it  was  we  were  tiying 
to  do.  Then  he  had  to  find  the  Foreign  Minister  and  gel  him  on  the  phone. 
Meanwhile.  Crowe,  who  had 
served  a  lour  in  Naples  and  was  a 
friend  of  .Spadolini.  who‘s  the  Ital¬ 
ian  Defense  Minister,  checks  with 
Poindexter,  and  then  calls  Spado¬ 
lini  up  directly,  lie  Just  places  a  commercial  phone  call.  Spadolini  explains 
what  we  re  doing  to  him.  and  meanwhile,  while  all  this  is  going  on.  the  air¬ 
craft  declares  a  fuel  emergency— 1  think  it  really  was — and  lands  anyway. 


Ctowc—Admirjl  William  /.  C>owt‘,  jr., 
Chairman  of  the  loint  Chiefs  of  Staff 


The  next  event  in  the  saga.  then,  is  the  struggle  for  physical  control  of  the 
terrorists.  You'll  recall  the  plan  was  to  use  US  Special  Forces  to  move  these 
fellows  into  the  US  airplane  and  take  olT.  But  the  Italian  force  is  covering  it. 
v^'hich  in  this  case  is  the  Carabiniere,  the  paramilitary  police  organization  of 
the  Italians  who  are  normally  stationed  there  to  provide  base  security.  And 
these  two  groups  of  soldiers  have  some  tension  between  each  other.  I've 
never  completely  gotten  a  clear  picture  of  exactly  htiw  that  was.  or  why  that 
couldn’t  have  been  greased  over  a  liilic  hit  more,  because  presumably  they 
work  with  each  other  all  the  lime.  But  there  was  no  douhi  tension  there,  and 
in  any  event,  the  Italian  Carabiniere  or  the  base  commander  had  gotten 
instructions  from  the  bosses  in  Rome  not  to  release.  I'his.  then,  came  hack 
through  the  radio-phone  to  the  Chairman  in  his  office,  who  notified  Poin¬ 
dexter.  who  notified  Armacosi.  whi»  reoiergi/ed  the  Amhassadot  again,  and 
then  the  President  was  brought  in  to  talk  to  the  Prime  Minister  of  llalv. 
.SoinebiKly  on  the  N.SC  staff,  prohahly  Ollk  North,  had  to  crash  around  and 
pul  together  a  few  talking  ptdnis 
for  the  President.  Then  you  had  to  ..  ,, 

-  Oihe  hJoiih  Wjiine  It  to/  Ohvei 

get  an  interpreter  lined  up.  and  get  \onh.  kw  iinuie  m  lun  i  uniu 

the  Prime  Minister  of  Italy  on  the  aiijn 

phone,  and  all  that  takes  abiml  an 

hour  or  so.  All  this  is  going  on  while  there's  a  standoff  on  the  ground  at 
.Sigonella.  I:venlually  the  Italians  decide  to  release,  hut  say.  'We'll  take 
care  of  it  ourselses."  They  fly  the  gnmp  to  Konte.  They  put  ('arahiniere  on 
this  ligypiian  airplane,  and  then  they  actually  tly  the  Egyptian  airplane  to 
Kotiic.  and  it  lands  there  and  the  lerroriMs  are  taken  into  custody  by  the 
Italian  govemnteiil.  as  we  all  know. 


I'hcn.  Meese  was  etH*rgi/ed  and  he  got  ttn  the  pfunre  to  his  ctKinlerpan.  the 
Interior  Minister  in  Italy.  I'his  was  intw  titc  iKvxt  day.  arxi  he  attempted  to 
get  them  to  hold  them  long  enough  to  go  through  normal  priKeedings  for 
extradition.  I'he  Italians  ultimately  declined  to  do  that  It  became  a  domestic 
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political  issue  in  Italy.  That's  true  in  most  countries.  Even  ocr  staunchest 
allies  have  great  difficulty  being  seen  to  be  toadies  of  Uncle  Sam  in  public. 
Eventually,  the  Italians  made  their  own  decision  as  we  all  know. 

That's  how  i:  happened.  Arc  there  lcs.sons  learned  fron)  soniolhing  like  that? 
It  was  viewed  as  u  success  even  though  the  complete  operation,  meant  to 
spirit  them  into  a  US  airplane  and  bring  them  hack  and  try  them  in  the 
United  States,  was  not  accomplished.  It  was  still  viewed  as  a  success.  By 
anybody's  esiiniation.  the  command  and  control  was  a  com|iletc  and  utter 
lash-up.  and  complete  serendipity  that  you  had  a  US  general  on  the  ground 
in  Sigonella  who  allowed  us  to  know  these  problems  with  the  Italians.  We'd 
never  have  known  that  because  the  Sixth  fleet  communications  obviously 
didn't  extend  on  the  ground  to  Sigonella.  As  far  as  I  was  able  to  determine. 
HUCOM  (Huro|x.'an  Command)  had  never  cut  the  base  commander  into  :he 
act.  That,  in  iny  opinion,  prohahly  accounts  for  why  there  was  this  tension 
between  the  Carabiniere,  with  whom  the  US  base  commander  hud  to  have 
giKKi  relations,  and  these  Special  forces  guys,  who  are  foreign  trimps.  US 
troops,  not  stationed  there  That's  why  there  was  a  problem  w  ith  the 
Italians. 


IK»w  w(»uld  >ou  have  W(»rked  that  bolter'*  I  dt)n't  know.  It  has  led  nie  to  lor- 
niulutc  an  interesting  thesis  which  I  throw  out  on  the  table  for  some  of  you 
who  might  want  to  pick  it  up  and  run  with  it.  Notice  there's  an  interesting 
dichounny  when  ><iu  su»p  and  think  alvHit  it.  about  bow  the  US  government 
is  organized  operationally,  as  between  IK'fense  and  State  The  Defense 
IXpartnient  had  i>rgani/cd  its  opcratii»nal  command  through  a  C'lNC.  in  this 
case  US  f  UCOM  in  (termany,  and  then  through  his  subordinate  com¬ 
manders.  ill  this  ease,  the  Sixrli  fleet  commander  and  the  battle  group. 


CINl'EUK  has  under  it  people  who  arc  statiom'd  in  the  .Mediterranean  area, 
on  land  in  Italy,  attaches  in  Egypt.  They  can  pick  up  the  phone  and  have 
coninumicalitin  and  the  capability  to  CiMtrdinate  (X'opic  stationed  throughout 
that  region.  Hut  the  State  IX'parinK'nt  is  organized  on  a  country  basis  with 
each  atuhassaditr  repiming  mnninally  to  the  l*rcsident  Secretary  ol  State,  hut 
in  reality  ti>  the  Cituntry  desk  otficcr  in  the  Department  of  State  Their 
regional  CiMirdinatiitn  is  accomplished  in  the  .Stale  IX'paniiieni  in  Wash¬ 
ington  under  the  cognizance  ol  an  Assistant  Secretary  of  State  for  the 
region. 


I'o  CiKirdmatc  liUCOM  and  Italy  diplomatically  reciuias  that  ViHi  come  hack 
and  wiul  the  problem  in  NNashmgUni  We  diHi't  base  u  v\ay  delegate  -to 
say.  'Okay.  Amhassadi>r  and  IT’CO.M.  work  it  iHit.  and  let  us  know  if  yini 
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need  help.  The  two  of  you  talk  to  each  other.”  We  just  don't  do  business 
that  way.  So.  you  had  Arniaeost  on  the  phone  in  the  Department  of  State 
talking  to  the  ambassador  while  at  the  same  lime  you  had  Crowe  on  the 
phone  at  the  Pentagon  talking  to  the  General  in  Italy,  and  tUCOM.  to  a 
large  degree,  playing  no  role  in  this  particular  case  except  trying  to  Tigure 
out  what  was  going  on  and  be  helpful  where  they  could. 


In  my  mind,  an  interesting  alternative  would  be  to  consider  regionalizing  the 
Department  of  Slate  and  actually  have  the  Assistant  Secretary  for  turope 
collocated  with  CINCHUCOM.  and  lo  have  those  two  authoriiics  able, 
within  their  respective  spheres  of  influence,  lo  ciH)rdinate  in  the  region  and 
then  talk  to  each  other  directly  because  here  you  really  did  have  a  real-time 
problem.  You  were  talking  about  events  like  airplanes  orbiting  at  an  air  base 
wailing  to  land.  Next  to  a  missile  attack  being  launched,  that's  about  as  real¬ 
time  as  you  can  get.  To  try  U)  ctiordinate  that  out  of  Washington  is  just 
cra/y.  Ihe  military  clearly  had  recognized  th.it  you've  got  to  move  that  kind 
of  ciHirdination  problem  much  closer  to  the  scene  of  the  action  or  it  won't 
work.  Now  historically  you  can  do  that  hy  having  someone,  the  general  on 
horseback.  ItHtking  at  the  battle  from  the  highest  hill.  It's  true  that  today 
with  comniuniealions  you  may  somclimes  find  that  the  guy  with  conimuni- 
calions  is  aclually  sitting  in  Washington  rather  than  sitting  in  Gcmiany.  but 
you've  got  lo  have  somebody  with  communications  and  all  ihe  relevant  ele¬ 
ments  who  has  the  authority  to  elleci  etHirdinaiion  and  resolve  these  kinds  of 
issues. 


FKf;i)  K.  IHMFdl.  JK.. 

"Making  Intelligence  Bet- 
ler”  (l‘>S7.  pp  46) 


in({  Ottu  fi.  US  SjvjI  ,S»-»  u/<fv  Cittiup 
Aitivitv  in  lil/vll.  Siiithnii 


Rich  Beal  wh*.t  was  here.  I  guess,  three  years  ago.  before  lie  died  tGod  rest 
his  MHil).  was  a  iremendouN  individual,  lie  got  lo  tne  While  House  in  19K1. 
and  he  was  sluK'ked  along  with  a  loi  of  other  people  Hiere  was  very  little 
automation.  Ihere  was  liiile  lo  support  the  lYesident.  Ihe  White  House  Sit¬ 
uation  KtHtni  was  like  a  "hi>rse  and  buggy.”  I'hey  didn't  have  access  to  an 
awful  lot  of  inlonnation  that  was  available  to  just  an  every  day  person  on  the 
strc*el  TV.  coiimiunicaiions.  radio.  He  weni  about  changing  that,  based  on 
his  experieiKe. 


It's  interesting  to  see  what  happened  to  him.  He  huill  this  Center  they 
called  it  the  Crisis  Management  Center.  It  was  a  crisis  management  system 
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where  he  brought  together  inputs  from  ail  different  sources  in  one  place.  No 
one  paid  any  attention  to  him  when  he  wa.s  building  this  thing,  and  some  of 
the  people  I  was  associated  with,  Or.  Bill  Baker  from  Bell  Labs.  Dr.  Johnny 
Foster  Ironi  TRW.  Tony  Octtinger.  all  helped  in  giving  him  advice  on  how 
to  huild  the  center.  When  people  saw  what  was  coming  together,  that  in  this 
one  secure  nnim  you  hud  information,  compressed  and  displayed  in  u  way 
everyone  could  understand,  they  tm>k  notice  Not  only  did  they  take  notice, 
they  wanted  to  control  it.  There  was  a  hig  power  struggle  as  to  who  was 
going  to  control  it.  When  Beal  died 
and  after  the  Iran  thing,  they 
almost  closed  it  down  because  a  lot 
of  inrormation  llowed  through  that 
place,  and  that  was  where  a  lot  of 
inlormation  was  on  record. 


aitvf  iht'  Irjn  ihinfi—Itjn  Cttnlr.i 


A  number  ol'  comments  on  that.  People  from  the  intelligence  community 
were  very  hesitant  to  play  because  the  inhirmation  was  going  straight  to  the 
center  of  government.  Not  to  tlic  I  rcsidcnt.  hut  to  the  pei>ple  wht>  supported 
the  }*resideni  who  could  gather  that  infonnaiion.  bypassing  the  intelligence 
community,  so  to  .s[kA.  Ihe  miciligciicc  community  had  that  information, 
hut  it  was  also  available  at  thi*  center  and  then  they  digested  it  and  put  it 
together,  synthesizing  it  (licmselvcs.  and  presented  it  in  a  form  that  the 
advisors  and  the  President  could  use.  Mmt  ot  it  was  |>ui  together  In  a  video 
format,  pictures.  You  know  the  fAVA  Ttnhy  weather  page.*  You  hnik  at  i». 
you  don't  have  to  read  a  thing  and  you  can  understand  wliai  the  weather  is 
just  hy  colors,  lie  did  that,  and  it  had  treim-ndiMJs  iinplieations.  a:id  therein 
was  »hc  problem. 


One.  people  saw  what  was  asailahlc.  'I1k>  didn't  have  it  It  was  bypassing 
the  hierarchy  ot  the  intclligeiKe  coinmunily.  and  ilicn  lliry  could  synthesize 
it  arki  present  it  in  a  loriii  tl  at  maybe  only  ihc  President  or  his  assistants  who 
were  right  iIutc  had. 

(.Sit  tit.Ml  Wlui  was  doing  the  synllKsi.,'ing  there.'  Ibe  whole  point  of 
having  an  intcIligcrKC  eoiiiinuniiy  is  to  have  a  siatf.  .aid  have  a  set  of  orga 
nizatkms  whit  can  get  tttgcfher.  whether  it  be  im  an  inloriiul  basis  as  at  tlic 
analyst  level.  «>r  on  a  fiirnul  basis  wlien  you're  putting  together  an  .NIK.  and 
pn:sent  a  view  that  the  whide  eom- 
inuniiy  will  agree  upitn  If  you 

ha\e  it  all  bypassing  and  giting  i«>a  smhuuI  hUflhfiMu  r  I  sunuw 

lew  titlks  whit  wttrk  in  ihc  K*.eeu 
live  Office  Building  across  the 

sinrel.  they  ha\c  their  own  litik  way  of  pushing  ihe  huitons  and  puitiiig  up 
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ihclr  own  little  product.  who‘x  to  say  that  that  really  isn't  a  reflection  of 
their  own  mind  sets,  and  what  they  think  is  Important? 

IDemkch]  That's  always  a  problem  you  can  run  into.  The  synthesizing 
was  done  in  various  steps.  Tm  not  saying  that  the  intelligence  community 
was  bypassed  completely .  A  lot  of  the  information  that  was  coming  into  this 
Center  was  coming  thri»ugli  the  intelligence  community.  Tliey  may  have  got¬ 
ten  the  information  at  the  same  tinx*.  There  were  people — experts — put  into 
the  White  House  from  the  intelligence  community  to  synthesize  that  infor¬ 
mation  and  put  it  together.  Biases?  They  were  trying  to  prevent  that  by  hav¬ 
ing  people  who  were  not  beholden  to  any  one  community,  and  were  Wiirking 
just  for  the  President.  Now,  were  they  putting  information  together  just 
because  the  President  wanted  to  hear  that?  That's  always  a  problem  that  you 
run  into,  and  that's  what's  evidenced  in  the  Tower  Commission  Report. 


. . .  Hach  set  of  circumstances  is  dilTcrent.  and  each  President,  or  administra¬ 
tion.  is  going  to  set  iis  own  starxlards.  or  its  own  policy.  The  people  like  Rich 
Beal  felt  that  there  was  a  lot  of  informalHm  avail;dile  that  was  not  being  utilized 
because.  ( 1 )  they  couldn't  get  it  quickly,  and  t2)  there  wu.sn't  any  forum  where 
it  eould  he  usc'd  really  quickly.  You're  talking  about  a  lot  of  data.  You're  talk¬ 
ing  about  different  circiinistancvs.  You're  talking  about  a  number  of  crises,  and 
they  felt  this  was  the  way  to  go.  The  resistance  friiin  the  intelligence  com¬ 
munity  is  obvious,  as  you  said,  and  that's  why  they  at  I'lrst  rcsistcni  it.  Iliat's 
wh\ .  to  help  tilTsci  that,  they  :issignc*il  ttvir  iwvn  pcMple  there.  Were  iliey  com¬ 
ing  up  with  dilTcrcnt  Ciinclusions  than  the  intelligence  community?  I  wiHjld  say 
veiy  little,  because  the  infonnalion  was  the  sank*  infonnalum,  I'hey  were  look¬ 
ing  at  it.  It  was  just  a  link*  elei)k*nt  nk^e  than  anything  else. 


lStl’t)t..Ntj  What  is  the  current  status  of  Beal's  center? 

|I)t  .Mt.c  tt|  The  c'cniei  is  still  open,  hut  under  tight  ciMiinil.  uniil  they  see 
Mhat  happens  as  a  result  of  the  investigations  that  are  gi>ing  i>n.  That's 
Mhrre  all  ihe  intormation  seas  available  that  they  got  si>  far  on  Mhat  tik'k 
place  Memos  \cerc  scriticn  aikl  ihey  were  .oimrd  in  a  datahave.  Ilte  Ti>vcer 
Commission  had  lo  have  a  certain  inJividual  vchi>  Ci>uld  break  the  cikle  ti> 
get  inh>  it  ti>  find  out  what  it  held,  hut  it  was  then; 

. .  One  «tf  the  first  lessitns  I  learned  mjs  that  vchen  the  President  id  the 
I’nited  Stales  signs  soiikthing.  aikf  sou  think  that's  vshal's  directed  and  it's 
giting  to  ha|>pen.  it  diKMi't  ha|>fk*n  all  the  link*,  because  sihi  need  the  pci>ple 
ditvsn  the  Ink*  vsIh>  are  gmtig  ut  .'iitorcc  it.  Yiki  ikxd  indisiduals  i>r  i^rgani/a- 
tmns  that  arc  going  lo  make  sure  that  lhai  diks  lia|<fk'n  tl2^  M).  I.VV  I42i 
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The  generally  desired  ideal  for  communications  is  ‘'trans¬ 
parency/’  If  we  want  to  communicate  an  idea  to  another  person,  we 
want  to  be  able  to  "Just  say  it.”  giving  no  thought  tu  the  specific 
words  we'll  use.  to  the  compatibility  of  our  vocabularies,  to  nuances 
of  accent,  and  so  un.  In  ether  words,  we  don't  want  to  be  self- 
conscious  about  how  we're  communicating;  we  want  to  be  able  to 
focus  our  attention  on  the  message,  not  the  channel  of  communica¬ 
tion.  We  want  to  communicate  easily. 

Sometimes,  however,  communicating  "easily"  may  lead  to  mis¬ 
understandings.  Because  words  carry  connotative  signals — 
subjectively  determined  and  sometimes  emotionally  charged — in 
addition  to  denotative  meanings,  the  person  to  whom  we're  talking 
may  receive  a  message  very  din’erent  from  the  one  we  intended  to 
send.  We  may  discover  ease  doesn't  guarantee  successful 
communication. 

In  the  context  of  C1.  the  term  "communications"  usually  refers 
to  equipment — radios,  telephones  or  other  devices.  Such  equipn)eni 
converts  voices  and  other  daia-carrying  media  into  electronic  signals 
which  can  be  transmitted  over  short  or  long  distances.  People  who 
use  such  equipment  don't  want  to  have  to  think  about  how  to  get  it 
started,  whether  or  not  it  will  w\Mt.  how  to  link  it  with  the  equipment 
in  the  hands  of  those  with  whom  they  wish  to  communicate.  In  other 
words,  they  want  it  to  be  transparent,  easy  to  use.  Unfortunately,  like 
s|)eakers  attempting  to  communicate  with  listeners  standing  next  to 
them,  the  users  of  communtcaiions  equipment  may  discover  they 
must  nuke  tradeoffs  between  ease  and  success. 

Indeed,  a  willingness  to  make  intelligent  tradeoffs  becomes 
increasingly  impon;uii  as  the  communications  environn^ni  becomes 
less  stable.  Under  normal  circumstances,  we  may  demand  that  our 
lelephtvnes.  besides  being  easy  to  use,  be  fully  dependable  and  tlex- 
ihle.  We  want  them  to  be  the.'c  when  we  need  them.  We  want  them 
to  be  capable  of  performing  myriad  tasks— everything  from  carrying 
out  voices  around  the  world  to  linking  iHir  computers  to  a  data  bank 
across  the  country. 
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However,  when  a  natural  disaster  unsettles  the  communications 
environment,  we  accept  intermittent  service,  degradation  of  quality, 
and  other  annoyances.  We  accept  them  because  we  are  realistic;  we 
understand  the  limitations  of  technology. 

War  highlights  those  liiiiitalKms  even  more  dramatically  than 
docs  a  natural  disaster.  War  may  subject  our  communications  equip¬ 
ment  to  direct  attack  (dc.siruciion  or  Jamming)  or  to  indirect  attack 
(interception  or  suppression  of  important  communications  mkles).  As 
the  intensity  of  conllict  increases,  so.  naturally,  does  the  stress  pul 
upon  communications  systems.  During  the  invasion  of  Grenada. 
Amiy  and  Marine  Corps  li>rces  had  ircmhle  communicating  because 
of  equipment  and  procedural  differences.  In  a  nuclear  conllict.  many 
communications  systems  may  be  rendered  useless  hy  the  electromag¬ 
netic  effects  of  a  single  nuclear  e.\ploston. 

I'he  tradeoffs  enter  the  picture  when  we're  planning  communica¬ 
tions  systems.  Dit  we  want  a  cheap,  efficient  system  that  works  wxll 
in  a  benign  environment,  but  is  disabled  by  the  first  rumble  of  an 
earthquake  or  bomb,  or  a  more  durable  sy.siem  that  costs  billions  of 
dollars  more?  IX»  we  want  a  very  secure  .system — i.e..  a  sysletn  less 
susceptible  to  enemy  interception — ora  very  llexihle  system,  one  that 
will  allow  airmen  to  talk  to  soldiers,  soldiers  to  talk  to  sailors,  and 
Americans  ii>  talk  to  (termaiis?  1X>  we  want  an  old  system  we  know 
is  reliable  or  a  ikw  system  that  will  do  nH>re  lot  us.'  tX>  we  want  a 
system  that  pros  ides  rcduiidaiK'y  or  one  that  will  handle  a  greater  vol- 
ui;  Should  wc.  in  a  military  conteM.  spend  money  on  new  com¬ 
munications  systems  or  on  improved  training  in  doctrine— -an  clement 
which,  if  thoroughly  ingrained  in  fighting  forces,  might  reduce  the 
ived  for  communications  in  a  combat  situation? 

('oniplicating  (he  questions  aNmt  tradeoffs  arc  the  differing  per¬ 
ceptions  of  those  iiivohed  in  the  decision  priKcss.  The  user,  whether 
a  corporate  lieail  or  a  field  commaiKlcr.  will  probably  place  reliability 
and  ease  .)f  use  at  the  top  of  the  priorities  list.  The  technician  may 
eiiiphasi/c  state -of-llie  art  dcselopiiKmt  as  top  priority.  cluHising  the 
system  with  the  greatest  piUcntial.  The  pros'ureiiKiit  specialist  may  be 
more  interested  in  lowest  price  and  best  ciuitract  terms.  Hie  security 
e\|vn— whose  voice  is  increasingly  heard  in  private  industry  as  well 
as  goscriimeiit  and  military  circles—  may  cimsidcr  prmec'.ion  ot  infor¬ 
mation  the  most  iinporianl  factor  I'he  president  of  a  multinational 
coqHualion  or  Ilic  commander  t>f  a  iiiultinalional  niiliiary  force  may 
goe  coinpalihihiy  ihi‘  edge  I'he  mc:iiber  of  (‘ongress  may  think  sal- 
\ aging  a  company  that  prinluce^  a  particular  system  is  im|H>rtaiit  to 
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naliona!  securily.  AM  of  ihese  perspeciives — and  others — are  in  some 
sense  justified;  most  are  reflected  in  the  extracts  included  in  this 
chapter. 

The  extracts  also  reflect  one  of  the  problems  with  oral 
communication.s — lanyuaye  usage.  While  communications  equipment 
is  really  the  channel  through  which  the  other  elements  of  CM — the 
command,  control,  and  intelligence — flow  back  and  torih,  many  of 
the  seminar  speakers — consistent  with  widespread  practice — use 
"CM*'  as  a  synonym  for  communications  equipment.  Such  usage  can 
he  lamented  as  misleading,  hut  it  is  probably  kh)  well-established  to 
be  worth  resisting.  At  any  rate.  f(H)tnoting  every  ’’CM*'  that  xhoi  . 
be  "communications"  or  "communication.s  equipment"  would  he 
distracting.  I  therefore  leave  it  to  the  reader  to  determine  whether 
such  translation  is  necessary  in  .specific  instances. 
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Extracts 


I.  WILLIAM  ODOM.  ’’CM  and 
Telecommunications  at  tlie 
Policy  Level’  (1980, 
pp.  1-23) 

Telecommunications’,  to  foreign 
policy  managers  and  defense  ana- 
lysis  (which  all  NSC  staffers 
helieve  themselves  to  be),  is  a 
word  that  causes  their  eyes  to  glaze 
over. 


Military  Assistant  to  the  President's 
Assistant  for  National  Security  Affairs 


NSC~National  Security  Council 


. . .  Well,  I  found  myself  looking  at  SIOP.  which  is  our  most  well  developed 
and.  1  would  say.  staggering  war  contingency  plan.  It  allows  the  President, 
within  two  or  three  minutes  of  tac- 


stop— the  Sinfile  isometimvs  "Strate- 
gic'  i  liiteKrated  Operations  Plan 


tical  warning,  to  he  on  the  wire, 
talking  to  his  nuclear  commanders- 
in-chief,  and  if  he  decides  to.  he 
can  send  an  emergency  action  mes¬ 
sage  that  will  do  anything  from  releasing  7U  to  80  percent  of  our  nuclear 
inegaionnage  in  one  orga.smic  whuiiip.  or  just  sit  there  and  say.  "Don’t  do 
anything,  and  we  will  just  take  the  incoming  blow."  Lintking  at  the  SlOP. 
you  saw  the  realities.  They  were  right  there.  All  of  a  sudden  we  were  out  of 
the  realm  of  academic  deterrence  thet»ry  and  into  real  operations — what  the 
real  choices  were.  .As  I  think  a  nKniber  of  the  faculty  at  this  institution  says, 
you  tend  to  do  the  things  you  are  organized  to  do;  at  least,  you  are  con¬ 
strained  in  choices  hy  what  vtHi  are  organized  ti>  do. 


'Hk  nrnre  I  thiuight  about  the  way  we  were  organized,  the  nmre  it  reminded 
me  of  I9M.  We  were  iK^ganized  in  one  hig  war  plan;  every  body  expected  a 
very  short  war.  Ihere  weren't  any  nnsbilization  plans  or  any  other  support — 
you  didn't  need  it.  that  was  just  excess  baggage-  -and  you  expected  to  light 
the  war  with  your  initial  onslaught,  with  all  the  sios’ks  in  being.  That  is  pre¬ 
cisely  the  way  the  general  stalls  in  turcjpc  entered  ’A'orld  War  I.  They  had 
no  economic  iiiohilization  plans.  They  were  going  to  fight  the  war.  They 
believed  they  could  win  if  in  six  weeks.  They  could  do  that  with  the 
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ammunition  sUxrks  in  bcin^  and  whatever  other  stocks  they  needed,  and  they 
didn't  expect  to  be  b(>g^ed  down.  Once  they  had  launched  these  operations 
plans,  they  were  extremely  difficull  to  alter  or  reverse.  Probably  most  stag¬ 
gering  is  that  it  was  difficult  at  the  start  of  the  war  to  imagine  any  politically 
chosen  war  aims  to  which  one  could  harness  these  great  war  plans. 

Well.  I  asked  myself,  what  palitical  goals  could  be  achieved  with  SlOP? 
That’s  a  sobering  question.  It's  difficult  to  imagine  what  you  could  do 
besides  destroy  a  lot  of  Soviet  industry,  et  cetera.  There  never  was  much 
attention  to  destroying  Soviet  divisions,  it  should  occur  even  to  the  more 
ordinary  of  us  that  if  you  destroy  the  industry  and  leave  the  divisions  alone, 
they  may  come  to  the  Rhine  and  on  to  the  ('hannel. 


So  SlOP  seemed  to  create  more  pruhlems  than  it  solved.  I  managed  to 


convey  these  concerns  to  my  boss. 
Brzczinskl.  and  I  took  him  on  a 
trip  through  SAC  and  NORAD. 
He  became  very  familiar  with  the 
operation  and.  as  I  said,  the  Presi¬ 
dent  practiced  the  pnKcdures. 


Bfiviimki—Zbifii.n'w  Hr/c/inski.  Presi- 
dvni  Cjrier's  Njtianjt  Security 
Advimr 

SAC—Slr^tef(ic  Air  Civnnund 
NOftA/)— North  Amencjn  Air  l)efen>e 
Comnund 


If  you  take  the  things  that  are  disturbing  about  the  way  we  are  organized, 
and  compare  that  with  what  you  see  of  Soviet  foae  developments,  you  sec  a 
very  large  Soviet  arsenal,  rivaling  ami  in  some  categories  exceeding  ours. 
You  see  a  kind  of  accuracy  which  if  used  selectively,  could  call  into  ques¬ 
tion  the  existence  and  endurance  of  iwrown  command  and  control  systems, 
our  ability  to  even  ride  out  and  respond  to  the  retaliatory'  shot-  -to  do  what 
we  arc  organized  to  do.  I'hesc  all  seem  to  me  to  have  been  called  into  ques¬ 
tion  by  what  we  were  seeing  in  the  changes  in  intelligence  assessments  in 
the  latter  half  of  the  I97(K.  It  was  just  mn  the  same  world  as  titc  I95(K  and 
the  l%()s.  when  we  had  eiH>mw)Us  edges  in  almost  everything — in  command 
and  control,  in  weapons  and  we  felt  sunr  we  were  deterring. 


It  became  very  clear  to  me  that  if  we  were  going  to  move  seriously  to 
enhance  deterrence,  to  create  a  posture  which  may  make  opponents  more 
reluctant  to  take  us  on.  just  doing  more  of  what  we  were  doing  would  no 
longer  be  eno’jgh.  I.ct  me  gi  e  Vimi  an  e.xaiiipic  of  what  I  nwan  hy  "doing 
iiHtre  of  what  we  have  been  dt>ing."  Ilicrc  was  a  great  hue  and  cry  and  an 
enomKHis  public  debate  -many  of  yvu  here  participated  in  it — about  Min- 
uteman  vulnerability,  the  vulnerability  of  our  lafkl-hased  missiles.  You  can 
go  through  a  lot  of  calculatiims.  and  you  can  talk  about  what  you  have  to  d(» 
to  make  them  less  vulnerable.  People  devehtped  M.X  systems,  shell  ganres. 
basing  systems.  Hut  that's  hardware  What  I  never  really  undersliKsd  was 
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why  that  kind  of  vulnerability  was  so  much  analyzed  when  a  much  easier 
targeting  problem  was  getting  almost  no  public  attention.  Now.  there  are 
1.054  missile  silos,  and  people  could  work  up  enormous  concern  about  an 
attack  that  would  gel  them  all  in  one  snap!  But  1  could  pick  for  you  a  much 
smaller  set  of  much  more  attractive  targets — the  President,  the  Secretary  of 
Defense,  the  military  operations  staffs'  at  the  Pentagon  and  the  command  and 
control  centers  in  the  major  uniHcd  commands — whose  destruction  u-ould  do 
much  more  perilous  damage  to  (Hir  ability  to  conduct  a  war.  or  respond  sen¬ 
sibly.  or  run  our  system.  I  don't  mean  to  helitlle  the  Minuteman 
vulnerability  problem:  it  may  he  very  real.  I  an)  merely  speaking  in  com¬ 
parative  leim.s.  I  discussed  this  one  day  with  a  journalist  (there  is  enough 
information  in  the  public  domain,  you  don't  have  to  have  a  lot  of  classified 
information  to  conceptualize  this  problem)  and  be  said,  “f  guarantee  I  could 
write  about  it.  and  nobody  would  read  it  if  it  uere  published,  and  my  pub¬ 
lisher  won't  publish  it  anyway.'*  So  that  seems  to  he  a  psychological 
reality — it's  the  kind  of  problem  that  just  doesn't  sell. 

. . .  “What  would  it  lake  to  manage  a  conflict,  or  pursue  politically  chosen 
war  aims,  if  deterrents  fail?"  ...  If  y«Hi  can  answer . . .  |this|  quesil))n  effec¬ 
tively.  then  I  think  you  will  he  able  to  bargain  stahly.  and  you  prohahly  will 
deter.  The  most  distinctive  thing  about  answering  the  . . .  question  is  to 
break  away  from  the  idea  of  having  only  one  option-  -to  fire  one  blast  at  a 
lot  of  predetermined  targets  and  instead  be  able  to  conduct  a  long  cam¬ 
paign  ill  which  you  may  choose  new  targets,  even  after  the  war  has  gone  on. 
I  emphasize  choosing  new  targets  because  in  C'l  wo  have  almost  no 
capahiliiy  (o  acquire  now  targets  after  t!ie  start,  beyond  those  already  in  the 
data  base  for  the  Strategic  Integrated  Operations  Plan.  In  other  words,  any¬ 
thing  that  turns  up  after  the  war  starts  must  hr.*  found,  and  you  must  liKatc  it 
and  detennine  what  kind  of  ueapon  you  need  to  hit  it  with.  Unless  you  can 
go  hrough  that  pnvess.  vtHi  have  a  really  rigid  set  of  choices  uhich  within 
minutes  become  inappri>priaie  f<v  the  realities  you  will  be  facing  in  a  cain- 
iniign.  So  one  of  (he  most  inipitnant  changes  ue  must  lakv  to  achieve  a  pos- 
tuie  s^hich  will  deter  in  this  sense  iu  the  198tK  and  beyond  is  an  enduring, 
robust  C*l  system. 

. . .  11  you  decide  that  you  viani  to  try  to  pick  up  those  pieces  {forces  that 
survive  a  nuclear  atlacki  and  ctMitrol  and  ciHirdiiiale  them,  do  vou  have  a 
system  that  uiM  allow  you  to  do  ihaf'  I  think  the  ansvser  is.  hy  and  large, 
no.  If  C'l  is  going  to  enhance  deterrence  in  the  }*)K(K  and  ‘q(K.  in  my  view 
it  has  to  begin  to  acquire  some  of  that  endurance,  and  give  us  somewhat 
greater  prohahility  that  ue  can  put  it  hack  togetlier  as  a  credible  capahiliiy. 
so  that  our  opponent  has  to  lake  us  seriously  and  realize  that  one  surgical  C'l 
strike  hy  his  strategic  forces  viiil  ni4  he  enough  to  pul  us  out  of  control 
indernulely. 
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. . .  Wf  tried  to  put  an  instruction  out  to  (he  Defense  Department,  to  the 
Chairman  of  the  WWMCCS  Council.  We  said.  “You  have  this  two- 
dimensional  system.  It  will  do  (he 


WWMCCS—World  Wide  Military  Com¬ 
mand  and  Control  System 


benign  business,  and  it  will  do  the 
emergency  action.  Let's  get  a  third 
dimension,  endurance.  Stait  show¬ 
ing  us  what  it  is  about  your  present 

programs  that  not  only  gives  you  these  two.  but  begins  to  turn  the  comer 
and  add  this  third  dimension."  That  was  my  initial  conceptual  way  to  try  to 
put  pressure  on  (he  NCS  and  the  Defense  Department  to  move  in  that 
direction.  How  you  do  it  prac¬ 
tically  is  a  nightmare  engineering 
and  analytical  problem,  and  a 
nightmare  bureaucratic  problem  as 
well.  1  don't  want  to  address  that 

now.  ]  just  want  to  bring  my  doctrinal  comments  to  a  close,  having 
explained  how  CM  bccontes  very.  ver\'  critical  for  deterrence. 


NCS — National  Communication  Sys¬ 
tem 


ril  put  it  this  way _ If  1  could  chiHise  between  great  enhancentent  of  a  CM 

system  nith  a  very  high  prohahilily  of  control  under  very  adverse  condi¬ 
tions.  stressed  by  pretty  large  strikes.  I'd  take  that  over  MX.  Yet.  when  you 
start  talking  about  this.  Vini  risk  being  called  a  wamutnger.  The  whole  logic 
of  deterrence  theory'  is  that  you  are  better  off  vulnerable,  and  if  you  want  to 
do  anything  to  avoid  vulnerability,  then  somehow  you  must  be  itching  lor  a 
light.  1  think  that's  an  anti-intclicclual.  know-nothing  approach  to  this  kind 
of  problem,  but  1  bring  it  up  merely  to  try  to  preempt  that  kind  of  cynicisnv 
Given  the  nature  of  the  Soviet  arsenal,  you  can  no  longer  stay  liK'ked  in  that 
tidy.  rigori>us  paradignt  of  thmight  You  have  to  begin  thinking  abiHit  what 
kinds  of  things  you  are  going  to  need  to  deter  in  a  new  environment.  And 
one  of  the  first  things  needed.  1  think,  is  ability  to  ensure,  under  the  nH>st 
adverse  conditions,  that  we  can  stay  in  control. 


.  Now .  if  y  ou  are  asking  »)e  whether  iKir  (leld  ciuntnandcrs  uould  be  very 
able  and  intpresso  e  in  exercising  . . .  autonmny .  1  would  cotnntent  on  it  sim¬ 
ply  this  way.  1  think  we  are  very  far  behind  in  diK'trinal  developments  to 
cope  with  the  stressed  kind  of  environinciM  and  its  otf-and-on-again  kind  of 
command,  control  and  cixirdination.  I  think  we  have  a  lix  of  work  to  do 
there,  particularly  in  ground  forces,  which  are  not  at  all  adequate  in  that 
area.  In  that  way.  1  think,  the  .Soviets  arc  far  ahead  of  us.  I'hey  have  thought 
these  things  through  and  have  taken  a  more  down-io-earih  pragmatic 
approach:  work  out  a  dos’tnne.  test  it  under  stress  and  field  conditions,  and 
see  how  it  ginrs.  1  don't  think  we  have  dime  this  nearly  to  the  extent  they 
have, 
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. . .  Notice  that  1  have  talked  hy  and  large  only  about  the  third  C.  communi¬ 
cations.  What  about  command,  what  about  control,  what  about  intelligence? 
We  have  only  talked  about  the  signal  officer’s  responsibility.  And  1  think 
there  are  some  command  and  control  problems,  and  some  very  real  control 
problems.  The  first  one  is  the  Services*  reluctance  to  pay  for  C'l.  1  think 
that  organizational  problem,  the  command  of  budgetary  pn^gram  authority, 
is  a  very  central  "‘what  next**  w-c  have  to  do  something  about.  Another  com¬ 
mand  and  control  question  is.  can  we  create  a  sufficient  set  of  command 
centers  and  a  sufficient  militar>  staff  that  can  survive  to  support  the  Presi¬ 
dent  under  periods  of  stress,  perhaps  even  in  the  event  that  deterrents  fail? 
You  have  heard  me  say  how  vulnerable  the  National  Command  Authority 
and  the  Command  Centers  are.  Are  there  different  ways  to  proliferate, 
harden,  or  make  mobile  our  command  structure  so  that  it  can  survive? 
That  s  a  real  problem  that  has  to  he  uorked  i>ut.  Ihe  JCS  (the  only  thing 
that  approximates  a  natuinal  military  staff)  has.  as  I  see  it.  little  or  no  chance 
of  surviving  in  its  present  housing  arrangement.  Kor  this  realty  is  a  housing 
as  welt  as  a  telephone  communicatitm  problem. 


Then  there  is  another  aspect  of  survival.  What  abt>ut  our  economic  civil 
mobili/ation  command  and  c«>ntr<il  structure?  That  seems  to  me  to  be  in  a 
state  of  total  neglect.  I  am  not  even  sure  that  uhat  was  left  over  from  World 
War  II.  if  It  had  been  maintained.  w<Hild  be  adequate  ue  arc  almost  in  Ihe 
position  of  having  to  start  from  scratch  there.  Nt>u .  uc  have  made  one  orga- 
m/atioiial  change  ^^hich.  tf  tl  is  carried  through  as  it  should  he.  w  ill  impn>ve 
our  institutional  ability  to  cope  with  economic  mohili/alion:  pulling  hack 
U*gethcr  the  Office  of  bmergeiKy  l*re|tarediK‘ss  into  what  is  now  called  the 
lederaJ  I'niergency  Management  Agency.  It  is  having  growing  pains,  but  at 
least  the  potential  is  there.  l4.  S  h.  7  S.  *)  Itt.  1 1 .  14  l.^» 


KaYMONU  TMK.  -WorU 
wide  C'l  aiul  Tclccoin- 
municalioiis**  «l*)SO. 
pp  2-'-47| 


Ittrnivi  Dt'fnil  of 

f/jr  .Van  jinl  Dvfiuh  />»/»•«  fof. 
Vjfmful  Sr-*  Ufffi  .A^ein\ 


I'll  run  quickiv  Itiiougti  souk  tactical  sy>icnis.  Ifx.‘re  is  a  sigmtlcanl  upgrade 
ot  iK*  Nav\'>  I  Teel  (‘oiiiiiiaitd  Centers,  to  trv  to  deal  with  all  the  data  lK*\ 
aie  >ianine  get.  because*  you  can't  do  ilul  with  grease  peiKil  charts.  You 
would  K'  surprised  how  many  coinnunds  in  the  world  arc  still  working  Ihe 
air  and  sulmiaiine  |>robtems  with  circles  and  a  seaman  firsi  class  wiili  grease 
penciK  Tliai's  luM  exactly  conducive  to  fasi-moving  •ipcraiions  A  lot 
i>t  etttirl  IS  going  into  these  kinds  ot  things.  .A>  tor  the  long  haul 
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communications  picture  as  I  see  it  Intni  the  Navy's  standpoint:  we  still  have 
SHF  satellites  and  DSCS  II.  Superimposed  on  all  this.  I  believe  the  Navy  is 
going  to  he  forced  to  stay  in  the 


SHf—Siipet  Hif;h  ftequoncy 
nSCS  II— second  phase  of  the  Defense 
Sjtellite  Cowmunications  Sysivin 
Hf—Hifih  frequency 


HF  region  to  the  year  2(KK).  maybe 
forever.  They  have  tried  to  gel  out 
of  the  business,  hut  they  are  hurt¬ 
ing.  The  .satellites  still,  when  they 
work,  work  very  well,  hut  when 
they  fail  they  work  very  hadly.  The 

command  of  worldw’ide  forces  just  can't  depend  on  such  frailties  in  the 
future.  .So  the  most  n'odeni  comniunicalHms  in  the  world  will  he  overlaid  on 
an  HI'  domain  lor  a  long  time. 


ISTl  DtiNtl  What  do  you  mean  hy  failua*  in  the  satellite.*  1  have  been  at 
the  receiving  end  of  the  MH  when  it  iKcasionally  got  thri>ugh;  you  could 
never  understand  it  so  you  made  pious  noises  and  ignored  whatever  they 
were  trying  to  say:  and  I  have  had  occasional  access  to  satellite  facilities  and 
gotten  communication.  You  can  always  gel  noise  through  llh.  hut  do  you 
really  get  that  much  itiore  communications  through  it? 


(TatI-.I  Two  points.  I'irst.  we  aren't  using  the  IIF  media  very  well,  in 
fact  not  nearly  as  well  as  the  .Soviets.  Second,  the  satellites  wi>rk  very  well 
when  (hey  arc  (here,  hut  we  have  had  priddeins  with  the  failures  of  IXSCS  II. 
fur  example.  1  can  remember  in  I97S.  as  part  of  the  basic  command  and 
control  of  the  Mayagurz  incidml.  we  had  a  DSC'.S  11  failure  that  caused 
haviK  Now  if  the  Navy  had.  for 
example,  been  using  the  D.St'.S  as 
its  only  command  and  ctmtrol 
mechanism  for  (he  Persian  (>ull 
area  or  anywltere  else  in  the  world 
(and  it  virtually  did  f«tr  awhilet.  we 
would  have  been  up  (he  creek 


Mavjgut*/  $nttde$U  In  ntnimu- 
ni>i  IttH  Hunt  I  jiiibinhj  seized 
the  tf'fthft  heightet  MatJgur/.  A 
snull  tune  <>/  Xtjfiiirt  trrii  (« 
tetjpiuie  the  ship  and  its  <  tew. 


(oiiiig  hack  to  my  first  |>oin(.  the  .Soviets  have  dune  detailed  studies  on 
ioiHispheric  sounding  for  smiie  1.^  years.  ainJ  studied  which  part  of  the  spec¬ 
trum  is  usahle  on  a  24>hour  basis  at  different  locations  throughout  their 
interest  areas.  Hkv  do  (his  autoiiutically.  I'hey  transmit  it  to  (Iteir  forces  all 
(he  liiiie.  They  change  (heir  frequciK'ies  and  go  to  the  usahle  portions,  and 
they  have  extremely  reliable  IlF  cmiimunications  We  don't.  We  can'i  even 
change  our  freituerwies  cxce|>t  day  and  night.  We  do  (h>(  have  any  military 
or  other  facility  in  tins  country  traiisiiiKting  (he  ionospheric  piojections. 
which  change  on  a  daily  basis,  to  the  operating  forces  so  they  can  under¬ 
stand  what  they  are  sujvposed  to  he  dtnng  So  a  big  pari  of  (he  tiiiK*  we  are 
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operating  against  the  laws  of  physics.  That's  understandable.  A  program  I 
helped  foster  is  going  on  in  the  Navy  now  to  upgrade  HF.  It's,  hopefully, 
going  to  deal  with  this  on  a  more  systematic  basis.  But  the  United  States  Air 
Force  has  the  same  problems. 

Another  point. ...  |  A|  big  portion  of  the  whole  globe  Is  not  even  covered 
|hy  satellite  communications] — particularly  south  of  the  equator.  Budget 
reductions  since  the  Vietnam  War.  front  l%9  until  last  year  when  the  Con¬ 
gress  stopped  them,  cut  out  intelligence  coverage  and  did  not  supply  a  big 
part  of  satellite  communications  and  resources.  So  what  wc  have  is  a  belt  of 
pretty  gixxl  communications.  But  don't  think  that,  if  the  Cuban  missile  crisis 
came  again.  South  America  would  be  in  instantaneous  touch  hy  satellite 
over  US  government  communicalions.  Wc  would  bridge  this  hy  using  some 
of  the  commercial  satellites  if  the  handspace  was  available. 

jOLTriNGl-K)  Let  me  just  interject:  don't  underestimate  alternatives.  The 
other  night  Don  llomig,  who  was  Johnson's  science  advisor,  was  telling  me 
how  the  President  heard  of  the  Kastern  power  failure.  Hornig  himself 
heard  of  it  through  a  phone  call 
from  his  daughter,  lie  started  mak¬ 
ing  sontc  phone  calls  himself,  and 
was  prepared  w  hen  he  got  thnwigh 
to  Lyndon  Johnson,  who  heard  on 
the  car  radio.  Hut  it  was  quite  a 
while  before  any  kind  of  official 
chanrHirls  had  it.  It  wasn't  a  military  probicni.  it  wasn't  military  apparatus.  It 
was  a  command  and  control  prohiem  of  the  government.  But  since  it  was 
not  a  military  problem  there  wrre  no  established  channels.  In  that  situation, 
the  civilian  alternatives,  including  the  l^sidcnt's  car  radio,  were  tise  princi¬ 
pal  n>cans  of  cixtrdination. 

iTAIl-j  .  .  Their  j.Siivietl  axtuiw)d  and  contml  structure  ...  is  threefold- 
redunJam.  llwy  hast  nuclear-hardened  uwuiuifxl  pi>sts  like  ixtrs.  only  aNxit 
I'ixir  times  as  many:  at  least  five  are  nuclcar-hardcrxrd  and  alternate  to  each 
other.  I{ach  of  the  iiujor  Services  have  their  imn.  plus  national  itnes  that  tic  it 
all  together,  'llwy  are  connected  hv  very  nxxlem  cixi  ununications,  and  the  erxJ 
result  is  a  very  elTedivc  C’  system,  in  iny  t»pinH»n.  41  > 


.^.  RUHKKT  t*ninr  to  lltv  I’fvinivni  Itir 

"The  Influence  of  Policy  Si-tuntvAfjus.  \st  ujii 

Making  on  C'l" 
pp  49-6.S) 


fasff/n  power  tjiluiv—vivitnc  powvi 
/ai/ure.  Sovcnibct  V.  /96S.  which 
jtfeitvd  the  noilhcjritcin  United 
States  and  parts  at  Canada 
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Part  of  o'lr  problem  itHlay  is  that  our  whole  architectural  approach  to  the  C’ I 
business  stems  from  an  a^c  of  strategic  superiority,  which  (he  United  States 
enjoyed  for  many,  many  years.  In  the  current  environment  of  equivalency  or 
parity,  however,  we  can  no  longer  afford  to  have  systems  that  arc  capable 
only  of  reacting  in  spasm  to  an  aggressor  attack. 


...  Commerce  was  also  given  the  resptmsibility  under  PI)  24.  and  con¬ 
firmed  in  the  Bxeculivc  Order,  to  safeguard  significant  unclassified 
government  infonnalion  related  to 
our  national  well-being — such  as 

data  transmitted  hy  the  federal  reg-  I'l)  Diroiiiw 

ulaiory  agencies.  This  Is  part  of 
our  national  telecommunications 

sccuriiy  issue,  safeguarding  uiiclassilied  infonnalion  and  preventing  it  from 
falling  into  the  hands  of  foreign  adversaries  who  would  use  it  to  the  detri¬ 
ment  of  ou:  national  security.  As  part  of  that  task.  Commerce  has  the 
responsihilily  for  public  education,  in  terms  of  sensitizing  the  private  sector 
at  large  to  the  telecommunications  inwreept  threat  u>  their  interests.  Com¬ 
merce  also  is  resp»>nsihle  lor  regulation  within  the  Pxecuiive  Branch— as 
opposed  to  the  KCC.  which  regulates  the  common  carriers  el  al. 
Cc.mmerce  also  inherited  from 
OTP  the  resp<tnsihilily  f<»r  I're- 
quency  allocation  and  spectrum 
planning  for  the  future.  .So.  with 
all  these  tasks.  Commerce  has  a 
major  inllucncr  on  where  i>ur  stra¬ 
tegic  command,  control  and  coiu- 
munication^  capahililicN  can  go.  in  terms  ttf  biMh  capabilities  and  restraints. 


lit  Ifiivijl  (  nmimiiinjtliuls  (  mn 

i)ll*  iHlitv  ill  lvl<’tiininniiiiiulit»i\ 
1*1  ihi » 


'Die  DepartiiK’nt  of  Defense  is  anotlier  mahH’  plaver.  It  is  the  executive  agent 
for  the  Natmnal  Coniiiiumcatiohs  Svsiein.  and  the  Director  ot  the  Defense 
Comniuiiications  .Agenev  in  hts  dual  role  serves  as  the  Director  of  the 
.National  CoiMiiunications  Svsteui  as  well.  Dol)  is  respimsihle  for  NCS 
archiieciure.  svstems  management  and  operation.  prosurciiK’iit  and  technol- 
ogv  development.  NSA.  as  1  said,  has  a  kc>  role  trom  a  protective  stand¬ 
point.  in  that  it  is  the  LS  gov¬ 
ernment’s  executive  agent  lor 

Citmmunications  securiiv  .  that  vsa  Vjistnu/ st-.  u/io 

is.  piotection  of  classilied 

infonnalion. 


Ihe  Department  ot  Slate  has  an  cqualK  kev  role  in  C'i.  parlicularlv  as  it 
relates  to  Stale's  respi>nsibilit>  for  foreign  p»>Ik\  and  for  establishing  the 
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CS/4— Covernment  Services  Adminis- 
intion 


US  position  in  international  ncgcMiations.  GSA  has  a  key  role  as  procurer  of 
a  tremendously  large  amount  of 
our  telecommunications  equip¬ 
ment.  The  newly  created  Federal 
Emergency  Management  Agency 
has  a  key  role  as  a  resource  man¬ 
ager  for  working  the  broad  spectrum  of  telecommunication  problems.  The 
Attorney  General  is  also  a  very  important  player.  And  probably  one  of  the 
most  important  roles  inside  the  Executive  Branch  falls  to  the  Office  of  Man¬ 
agement  and  Budget — not  chiefly  for  its  advertised  responsibilities  in  Execu¬ 
tive  Order  12046.  which  holds  OMB  responsible  for  procurement, 
management  of  policy,  and  frequency  alliKation  adjudication  when  some 
department  is  in  a  dispute  with  Commerce.  More  importantly  (as  I  try  to  get 
my  own  boss  to  understand  every  day),  budgets  drive  policy  in  this  govern- 
.meni:  policy  docs  not  drive  budgets.  Those  of  you  who  end  up  cither  going 
back  to  the  federal  bureaucracy  w  going  to  work  in  industry  somewhere  are 
going  to  have  to  deal  with  the  goverom^t.  and  you'll  find  the  power  of  the 
budget  supreme.  I  haven't  got  eniNjgh  fingers  and  toes  to  count  for  you  the 
number  of  Presidential  Directives  that  really  don't  have  very  strong  teeth 
because  the  OMB  budget  examiner  managed  to  make  sure  there  was  no 
numey  to  support  the  effort. 


I  have  put  the  NSC  down  near  the  boiUHU  of  this  list  of  people  with  respon¬ 
sibility  for  tclccoininunications.  In  the  reorganization,  the  responsibility  for 
all  inohilizalion  planning  related  lo  telecommunications  and  setting  the 
archiieciural  policies  for  the 
National  Comiiiunicatiims  Svstein 

.  .•  1  .  .L  VI  .•  ■  OSJf  -Oflut  ol  Siit-nte  jnd  Irthnol' 

was  iraiislerrcd  to  the  National 
Security  C'lHincil.  OSTP  has  roles 
similar  to  the  NSC's. 


...  llic  architecture  was  developed  hack  in  the  t9MK.  The  military  (as 
opposed  to  the  civil)  side  of  C'l  has  nKisl  of  its  foundation  in  a  nebulous 
entity  called  WWMCCS--thc  World  Wide  Military  Coomiand  and  Control 
System.  WWMCC'S  arose  as  a  necessary  communications  command  and 
control  system  to  suppiKi  sf^sm  response  lo  an  enemy  aiix'k.  And  that  is  all 
it  w  as  intended  fur.  because  xcording  to  the  prevailing  view  at  the  time,  the 
world  was  going  to  end  when  that  was  over  (And  interestingly  enough,  a 
hig  part  of  our  pn>htem  with  the  Executive  Orders  and  PDs  and  budgets  and 
so  on  is  that  easily  half  (he  people  I  talk  to  are  still  convinced  of  that.) 


...  To  my  knowledge,  as  long  as  1  have  been  in  government.  1  know  of  no 
olhci  President  who  xtually  has  conducted  SlOP  exercises.  Jimmy  Carter 
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hus.  He  hus  participated  in  a  tieries  of  what  we  call  CPXs,  communications 
command  and  control  exercises,  in  whidi  there  is  an  end-to-end  run-through 
with  different  scenarios  where  the  Commander-in-Chief  is  in  com¬ 
munication  with  the  unified  and 
specified  commanders — the 

commanders- in-chief  of  forces  in 
Burope,  the  Pacific,  the  Atlantic, 
and  CINCSAC,  who  is  responsible 
for  executing  the  SlOP  by  directing 
the  assets  of  the  SBBM,  B-.^2  and 
Minuleman  forces.  The  President 
actually  went  through  these  exer¬ 
cises,  andprohahly  the  nmst  telling 
experience  they  all  had  was  a  sce¬ 
nario  the  Red  planners  (as  i^>posed 
to  the  Blue  planrKrs)  des'eli>ped,  in  which  the  .Sos'iets  laid  down  an  RSlOP 
at  our  critical  C'l  nodes.  It  was  a  aimhination  of  sabotage  and  depressed- 
trajectory  Sl.UM  attacks  against  such  things  as  our  early  w  arning  satellite 
ground  stations  and  our  early  warning  radars,  'lire  exercise  ground  to  a  halt. 
And  wv  learned  that  a  s*ery  imporlanf  feature  of  the  deterrent  posture  is  to  he 
very  llexihlc,  and  ni>t  just  plan  a  system  against  an  "appms'ed"  threat  sce¬ 
nario.  As  I  said  early  on.  we  know*  a  lot  about  the  enemy’s  capahiliiy,  hut 
we  know  little  about  his  intent:  so  we  had  better  he  prepared  for  a  s’arieiy  of 
encounters. 


I'PXs— Command  Post  vxvnises 
CINCSAC— Cnmm2iider-in-Chwf,  SAC 
SIBM—Sej  launched  Ballistic  Missile 
Red— color  associated  with  enemy 
forces 

Blue— color  associated  with  fiiendly 
forces 

RSlOP-  Russian  Single  Integrated 
Operations  Plan 


.. .  file  problem  is  alt  the  playvrs  and  the  structure  involved.  'Ihere's  the 
WWMC’C'S  system,  which  is  tlie  tiMil  hy  which  we  gel  tactical  warnitig  of 
impending  attask.  We  gel  an  assessment.  The  options  of  the  National  Com¬ 
mand  Authi>r)iv  to  execute  a  retaltatory  strike  as  part  and  parcel  of  the 
WWMCCS  system.  Ihe  aulhentkatum  priKcss  itself,  to  assure  that  the 
N’aiiimal  Cixnmand  Authority,  whticver  it  may  be,  is  ths*  legal  exec'utor  of 
the  system.  Ihc  actual  strike  and  post-strike  assessments  are  part  «i( 
WWMCC’S  tOi>,  and  that’s  where  we  begin  to  run  into  piohlenis.  such  as 
how  sou  d-.i  |xtst  strikc  assessment  .Assuming  that  you  arc  going  bevtmd  a 
spasm  res|xmse,  whetx*  are  the  rcconsiitutahle  cimmiunicatKms'.'  Where  arc 
the  connnaiKl  and  contiol  entities  to  run  ttiein.*  Wc  have  btxight,  as  part  ot 
Ihe  NN’WMCC.S  system,  eight  miming  nets.  ItW  command  and  coinrol  cen¬ 
ters.  M)  computer  svstenis  and  H5  ciHimmnK'athtns  nets.  Wc  fas'c  llic  pn>b- 
Icm  of  how  to  iccimstitutc  them. 


Hut  even  V^’WMC’C’S  is  only  a  piece;  intelligence  is  another  veiv  essential 
piece.  If  I  dtHi't  kiHiw  wlicre  tlk*  empty  sih>s  are  in  the  .Siiviet  I’nhm  from 
whcnv'e  iIk*  missiles  came.  I  could  cx|icnd  an  anncv'cssarily  large  petventage 
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of  my  force  and  my  dcicrrcnt  iit  random — und  we  haven't  even  talked  ahi>ut 
that.  Bui  part  of  the  need  to  look  at  the  endurance  of  ihese  functions  is  that 
after  these  nuclear  exchanges  (God  forhld  they  ever  happen),  we  must  make 
sure  we  don't  find  ourselves  m  a  position  where  an  a^^ressor  still  has  a 
t^ecure  reserve  force  of  such  magnitude  (hut  he  cun  hi)ld  our  governmental 
system  hostatre  because  he  has  blinded  us — decapitated  our  ability  to  con¬ 
duct  military  operations  and  mn  a  civil  entity  called  government. 


...  Wc  base  designed  a  Cl  sysieiii  that  was  huilt  for  peacetime  operations 
as  a  spasm  response.  Wc  base  realized  we  have  lo  change  our  focus  for 
muiual  assured  destruction. 


hqually  imporlant  to  (his  evolving  philosophy  and  its  architeclure  is  (he  use 
of  (he  informalion.  I  am  sure  you  have  read  many  arlicles  ihat  say 
WWMCC.S  is  a  disasler.  or  Cl  is  terrihle.  1  neither  adv<K'atc  nor  opp»)se  that 
stateoHrnt:  hut  I  will  say  (hat  (hi>sc  systems  are  only  as  giKnl  as  (he  way  (he 
decision  makers  use  iheir  informaliitit.  1  assure  you  (hat  Afghanistan  was 
mtl  a  surprise  lo  the  pitlicy  makers  in  the  yovcmmenl.  We  had  inlelhgence 
lhat  (old  us  w  hal  was  going  to  hap- 
|>en  lojtg  before  il  happened.  Ihe 


point  is  lhat  Ihe  decision  makers 
have  til  know  what  they  wani  lo  do 
wiih  Ihe  dala  Ihey  arc  going  Ut  get. 
So  1  can  huild  a  muliihilliini-dollar 


Stmrt  iroj\/i/n  tit 
Alf^hjnitljn  nhuh  hvfi.in  with  Jit 
'>uf)(>titl  in  I't'tt  jfii/  imiifwi/  riu\‘ 
'./»<*  Sinifl  l/iHi/i  I  tutwiitnirnl  h\  Ihv 
rml  ill 


W\\  Nice's  or  Cl  system,  hut  it 
will  be  only  as  good  as  ihc  jK'ople 

who  are  going  tii  use  the  inlornulum  dial  goes  hack  and  torth  (hiougli  il. 
|4‘>  .St).  St.  .S.s.  W).  M.  Ml 


4.  In:  Ha.MIIAI.I..  'Cl  and 
Ihe  .S'ational  Mifitary  Com- 
mar.d  Sysicm"  l  I'tStl. 
pp.  St») 


(  ufitu/lj/il  Ihirtliii,  Ih'lfiiM' 

(  ii/iiniuo/i  .Ae«'>i4 »  jiiil  Mj/i 


lo  me.  a  cotuniaiid  and  coiitiol  syMcin  c<>nst>i>  ot  an  oigain/cd  arraiigcuK'ni 
ot  sensors.  coinnmmcalKins  and  eoinnund  ccniers  Wfietftei  you  start  vsiih  a 
dala  entry  desice.  or  a  sopliisiicaled  salelltle  sensor,  or  eonimunicaliotis. 
vsliich  are  (Hohabty  the  eiilK'al  fink  ol  any  conniund  and  eoiiliot  systei'.i.  it 
Is  at  ttk*  eommaikl  cenleis  (hal  all  the  inlonnatioii  eoim's  |i>geltk.'i.  is  'h<k' 
essed  aiht  decisHtiiN  are  made* 
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. . .  The  next  thing  I  would  say  that's  fundamental  to  understanding  C*l.  par¬ 
ticularly  in  dealing  with  C*l  justification,  acquisition  and  management,  is  to 
know  \sho  you're  talking  to — know  your  audience.  If  he  is  a  techn(K*rat  you 
can  talk  to  him  in  terms  of  a  "C'  .system."  an  aggregate  of  technical  sen¬ 
sors.  communications,  command  centers,  people,  procedures  all  tied 
together  to  operate  in  accord  with  Hwoe  central  directive  authority.  .\nd  the 
technocrat  is  contforlable  with  the  idea  of  a  "system"  like  that.  If.  on  the 
other  hand,  you're  talking  to  a  manager,  the  (icrry  Dinneens  of  the  world, 
then  today  you'd  best  talk  about  C'l.  because  you're  talking  about  a 
program — a  chunk  of  the  Department  of  Defense  budget.  If  you're  talking  to 
an  operator,  the  Bill  Odtmis  of  the 
world,  then  you're  talking  about  a 
process,  a  command  and  control 
pnH:ess.  which  is  facilitated  by  the 
system,  all  of  which  is  financed  hy 
a  C*l  program.  People  in  Wash¬ 
ington.  military  people  very  i»ften 
and  techmterats  most  often  of  all. 
make  the  iitisiake  of  talking  ht  people  as  though  cvcrybtHly  ucrc  a  lech- 
ntHiral  and  everybckly  were  thinking  command  and  control  system.  The 
operators,  wht>  think  in  icmis  of  the  ctmiiiiand  and  conlnd  proscss.  will  die 
on  the  ronipails  of  definitional  war--they  will  define  aikl  fight  and  quarrel 
about  mles  and  missions  until  the  techmx:ral  is  ihttroughly  cimfused;  and  the 
reastm  is  that  lhc>  have  a  differing  perspective  tm  what  it  is  \ou*rc  talking 
about  when  nihj  say  comntaitd  and  contrtd. 

Ibe  other  large,  unbounded  multiplc  user  sssicni  Ibestdcs  the  \Vt*fld  Widc 
.Military  C'onunoikl  and  C'ontnd  System]  is  the  .Soliorul  (.'onununK'atKms  .Sys¬ 
tem.  A  word  ahiHit  the  NC'S.  because  it  illustrates  a  couple  of  things  I  think 
will  he  useful.  Ibc  .Saltonal  C'lNiwtunK'aiHms  System  emerged  Imni  the 
Cuba  evprrKiK'c  when  ISestdcni  Kennedy  UKd  h>  atisuli  ihu  loitm  .-Smensan 
neighKirs.  lie  urged  the  inier-.-\iiicrv.an  allotrs  gmup  u>  suosult  ihcir  gi>\cm- 
ments.  and  when  all  (he  ainhassadors  frvim  ihc  l.atm  Amerxan  s'wntrWs  trvd 
li>  do  that,  ihc  citiiiniunK'ations  pri*blciMs  (hey  evpeneiK'ed  were  abw>lu(ely 
jppalluig  l  utally.  i«nc  country  hod  to  ahstoin.  aiH<!icr  CiHUttry.  whose  amhas- 
vador  couldn't  understand  mer  the  tclcf^'oc  line  what  his  g«t\enunent  was 
sayuig  u>  him.  nevenhcless  decided  m  si4e  tor  the  Hivkade.  and  eanKsl  ISesi- 
dent  KeniKsly's  gratitude  ihetK'efortb  Based  ihi  that.  PrcsHkni  Kcinicdy  said 
we  must  ofgam/e  our  ruthmal  conuiiunKations  better,  so  an  evesutise  i*rder 
was  isuied.  It  prosidcd  lor  something  called  the  .\a(H«uI  (.'oeiitiiuiiwatHms  Sys¬ 
tem.  whK'h  was  ii*  he  a  "unU'icd"  system.  It  was  fc*  he  pv*;  u^*ethcf  by  amnest* 
mg.  or  intcn.'onnex‘(mg.  or  uiufymg.  all  die  coeiutiumcatutn  systems  i>l  thiisc 
departments  t>l  gosermiieni  which  dealt  w:iti  or  could  corarihute  lo  natiotul 
sccuniy  ak'iistties 
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One  of  the  first  interesting  things.  1  suppose,  to  learn  about  government  is 
what  happened  to  the  word  "unified."  There  was  a  ten-year  debate  about 
what  it  meant.  Did  it  actually  mean  a  single  system,  which  meant  that  the 
Department  of  Defense  and  the  State  Department  and  the  GSA  and  NASA 
and  all  the  other  contributing  agencies  would  he  served  by  a  single  system? 
There  were  those  who  felt  that 


NASA—Nilioml  Aeronautics  and 
Space  Administration 


way.  There  were  others  who  felt 
that  what  that  really  meant  was  that 
they  should  all  be  connected 
together,  so  that  if  the  President 

wanted  to  talk  to  Colombia  and  NASA  had  a  tracking  station  in  Colombia, 
why.  he  could  use  that  link  through  the  NCS  management  structure.  All 
through  that  ten-year  dehate,  many  pei^de  moaned  and  groaned  and  wailed 
about  what  was  meant  hy  "unified."  Idraw  two  conclusions  from  that — 
these  arc  my  biases  again.  First,  it’s  very  dilTicult  in  a  Presidential  executive 
order  to  get  completely  unambiguous  wording  so  that  people  can’t  argue 
over  \sitat  was  the  intent,  what  was  the  meaning.  Second,  it  may  not  even  he 
wise  to  write  an  executive  order  that’s  completely  unambiguous,  so  that 
there  is  rni  debate-  -it  sort  of  forecloses  the  future  and  may  not  he  a  sensible 
thing  to  do. 


In  any  case  I  don’t  believe  it  would  have  been  a  sensible  thing  to  do  the 
NCS.  It  ended  up  instead  xs  a  federation  of  communications  systems,  par¬ 
ticipated  in  hy  the  State  Deparlnicnt.  tfw  Department  of  Defense,  the  (len- 
eral  Services  Administration,  the  Fnergy  Department  now  tcM>  -  -and  it 
operates  well  today  without  the  bureaucratic  threat  of  a  single  system  that 
you  don’t  control.  The  IX'fense  Coniniunications  System  is  SO  percent  of  the 
National  Communications  .Sysieni:  it  has  the  dominant  role.  The  director  of 
the  Defense  Commuuicalkins  .AgeiKV  is  the  manager  of  the  National  Com¬ 
munications  System,  and  he  manages  hy  consultation,  lie  consults,  he  per¬ 
suades.  he  tries  to  achieve  consensus  hut  he  can't  dictate,  except  under 
certain  ciaumstances.  lie  can  diclalc  in  liiiK*  of  war  wlien  certain  executive 
orders  ha\c  been  issued:  then  he  becomes  a  dictatix.  But  up  to  that  time  he 
IS  a  persuader. 


It’s  a  difficult  way  to  try  to  manage  siHiteihing  It’s  surprising  that  it  works, 
hut  It  seems  to.  Fvery  week,  somewhere  in  this  country,  the  President 
declares  an  emergency  Whetlier  it’s  a  IIchkI.  an  earthquake,  a  tornado,  a 
hurricane,  the  Natumal  (.’‘imniunic'alioiis  System  stall,  which  is  in  the  IK’A 
building,  is  charged  with  pmviding  or  arranging  tor  cimuimnications  support 
as  needed  hy  the  General  Services  Adiiiinisiration's  Lmergency  Action 
(iroup.  When  the  President  declares  an  emergency,  certain  loans  become 
available,  and  certain  cimiiiiumcaiuHts  assets  can  be  [xovided  for  iiniitary  or 
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other  resources.  So  every  >vcck  in  the  year,  on  the  average,  there's  a 
national  emergency  somewhere  where  military  equipment  may  he  on  loan  to 
a  civil  agency,  or  civil  agency  equipment  is  on  loan  to  the  local  National 
Guard  or  to  an  active  military  unit,  and  is  on  the  scene.  And  circuits  arc 
extended  from  the  nearest  NCS  operating  agency,  whether  from  a  defense 
installation  nearhy  or  from  the  nearest  GSA  office.  Those  weekly  disasters 
exercise  the  NCS  continually  and  It  wivks  quite  well.  F(»rtunately  we  have 
not  had  any  enormous  disaster,  like  nuclear  war.  which  would  further  test  it. 
And  international  communications  have  improved  so  dramatically  that  gen¬ 
erally  it's  not  been  necessary  to  use  NCS  resources  other  than  those  of  the 
DCS  for  that  purpose.  But  it  works,  every  week.  Quietly,  and  without  any 
particular  noise. 


. . .  Finally.  I'm  going  to  list  what  I  think  are  the  major  C'l  issues  today. 
Anyhrxly  who  can  solve  these  . . .  pix>hlcms.  you  see.  can  become  a  hero  in 
many  ways.  The  first  is  how  to  handle  the  husine.ss  of  teleeommunieations 
protection.  The  way  we  do  it  Unlay  is  to  put  a  cryptographic  hox  on  every 
line,  or  on  one  hig  radio  system  Very'  e.xpensive!  You  can  afford  (h.il  for 
military  applications,  where  you  have  classified  military  information.  But 
what  about  all  those  conversations  dealing  with  unclassified  elements  and 
pieces  which,  however,  when  assemhied  even  hy  a  relatively  inexperienced 
person  can  give  you  a  coherent  picture  of  what's  happening?  Is  the  si/e  of 
the  wheat  surplus  in  the  Lmited  Stati  of  interest?  It  would  seem  to  have 
been  when  we  were  negotiating  with  the  Soviets  alrnuc  what  priec  they  were 
going  to  pay  for  "II  that  surplus.  There's  a  large  amount  of  information 
flowing  through  niierowave  systems  and  satellite  systems  in  the  country 
which  is  readily  available  to  even  an  unsophisticated  interceptor.  In  Vietnam 
we  found  the  Viet  Cong  (iu»t  !hc  North  Vietnamese  piolessional  military, 
hut  the  Viet  C\>ng  in  what  they  call  '  spider  holes"  with  llcath-kit  radios) 
were  reading  iUir  eomniunicalions  .^nd  the  prohlem  of  protecting  against 
intercept  of  pris.iey  lelectnnmunicution  (Vitains  to  much  more  than  just  clas¬ 
sified  military  information  It  extends  to  (xniit-of-sale  things,  for  example. 
As  I  buy  an  item  and  the  sales  clerk  punches  it  in.  if  that  also  debits  my 
hank  account  in  other  words,  if  1  pay  the  bill  at  the  same  lime  1  buy  it 
through  a  lund  transfer  arrangcnieni  'privacy  and  proieeiion  of  leleeoni- 
inunieations  is  equally  a  problem  there. 


file  sectmd  prt»hlem  is  survivability .  'Ilk-re  are  really  two  ways  you  base  It' 
sursive.  Most  pct'ple  think  of  survivability  as  K'itig  one  thing:  you  are  shttl 
or  not  shot.  Physical  sur\ ivahilily  is  iniptwlunt.  and  most  survivability  con- 
vcrsatiitn.  thinking,  and  siiidicsdcui  with  pliysical  survivability.  Hui  perhaps 
an  even  more  serious  problem  ttnlav.  given  all  the  eleilroiiie  systems  we 
Use.  IS  electronic  survivahdify  tx'ing  able  to  resist  an  electronic  attack.  In 


ti?  Past  hall.  l‘mo 


Communications 


(he  1973  Yom  Kippur  War  the  jamming  the  Egyptians  mounted  against  the 
Israeli  communications  was  so  severe  that  the  Army  had  to  lay  wire  out  in 
the  desert;  and  the  Air  Force,  at  its  bases  in  Tel  Aviv,  was  forced  to  use  run¬ 
ners  (o  get  messages  from  the  control  tower  to  (he  aircraft.  They  could  not 
launch  aircraft  from  the  ciwtrol  tower.  The  Israelis  literally  lo.si  command 
and  control  for  about  thirty-six  hours  under  Egyptian  jamnvng  adack.  Yet 
(he  Egyptians  were  using,  not  really  hand-me-downs,  hut  certainly  second- 
level  electronics  jamming  equipnKnt. 


Ibe  Soviets  are  very  candid.  Their  open  literature  on  military  doctrine  (not 
classified  stuli)  says  they  intend  to  physically  attack  one-third  of  the 
enemy's  command  and  conln>l — bombs,  weapons,  sabotage.  They  intend  to 
electronically  attack— (hat  is.  jam — another  third  of  it.  With  the  remaining 
third  they  do  not  led  he  will  he  able  to  effectively  manage  his  force,  and 
(hey  expect  to  have  a  decisive  advantage  in  combat. 


.So  the  defense  against  Jamming  is  a  major  problem  as  well  as  how  you  sur¬ 
vive  an  attack  and.  having  been  damaged,  reconstitute  what  you  had  in  com¬ 
munications.  command,  and  control.  Now  .some  of  these  problems  can  be 
solved  rather  easily  hy  throwing  wry  large  anuiunts  of  money  a(  them.  But 
that's  not  a  very  sophisticated  solution,  and  it's  not  doable  in  many  ways 
today.  Other  problems  require  engineering  advances;  some  may  require 
some  inventions,  and  a  lot  of  them  will  he  around  for  a  long  time _ 


Software  is  the  next  one.  First,  bow  do  you  achieve  multi  level  security  so 
(ha(  your  software,  your  data  base,  can't  he  spiHifed  or  changed  without 
your  knowledge,  or  extracted  from  (o  get  information?  I(\  often  called  (he 
multi-level  security  problem.  The  solutions  arc  ha.'d  to  implement,  and  they 
have  an  effect  on  throughput  -that  is.  how  efficient  your  system  is.  The 
aspect,  (hough,  that's  not  often  talked  about  is  verification:  how  do  you 
know  (he  computer  program's  going  to  work  as  you  want  it  to  when  it  meets 
an  unexpected  situation?  I'herc's  a  classic  case.  The  French  had  a  mete¬ 
orological  satellite  up  several  years  ago.  and  they  put  into  (he  telemetry  a 
command  generated  hy  a  computer  (o  reconfigure  something,  or  reposition 
(he  satellite,  or  point  (he  satellite  at  something  else  I  ilon't  recall  ihe  exac! 
details,  hut  I  do  know  what  (he  result  was.  A  glitch  in  (he  software  turned 
(he  satellite  off.  I  bis  was  shtinly  after  it  had  been  launched,  and  it  was  a 
dead  loss:  they  never  could  get  it  turned  hack  on  again.  Now  Ihiw  do  you 
verity  command  and  control  systems  and  management  systems.  espei.'jally  as 
you  get  iiHire  and  nH>re  into  near* real -time  situations  and  people  arc  interact¬ 
ing  with  the  computer?  IKm-  do  you  verify  software  so  it  won't  do  some¬ 
thing  unexpected  to  you  ut  the  worst  possible  tiiiK? 
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...  I  alluded  curlier  lo  ...  |unothcrj  pmbicni.  the  changing  domestic  com* 
munications  structure,  as  being  a  lad  of  today's  U.S  environment.  Ninety 
percent  ol  the  Defense  Communications  System  in  the  United  States  is 
leased:  we  have  very  lew  government-owned  communications  systems.  Ma 
Bell  has  provided  the  hulk  ol'  that  over  the  years.  They  have  put  transconti¬ 
nental  cables  lour  I'ect  underground  in  sand  and  built  50  to  100  pounds-per- 
square-ineh  manholes  and  underground  I'aeilitics.  and  they've  done  all  this 
without  charging  Defense  separately  lor  it.  They've  routed  microwave  sys¬ 
tems  around  rather  than  through  cities.  They've  done  many  things  that  arc  in 
the  defense  interest  and  they  say  that  is  because  one  of  the  Ursl  purposes  of 
the  Communications  Act  of  19.^4  is  to  provide  for  the  national  security  and 
national  defense. 

Now  there  are  a  lot  of  new  competitors  tin  the  sta*et — the  MCls.  the  St»uth- 
ern  Pacifies— and  we're  going  into  a  competitive,  inlercity  world  from  a 
communications  standpoint.  Most  of  the  new  ctimpctitors  have  tried  to  mini¬ 
mize  their  investment:  they  want  to  ehwgc  the  least  amount  possible  because 
they  have  to  compete  with  something  that  already  exists  and  is  very  large 
indeed,  the  Bell  system.  So  they're  not  going  to  huild  the  additional  features 
of  redundancy,  restoration,  and  hardness  that  we  like  in  military  systems. 
But  the  Armed  .Services  procurement  rules  say  very  simply:  you  will 
compete. 

So  the  military  people  who  arc  ai'(|uirii^  communications,  largely  leased  in 
the  United  States,  over  the  next  few  years  have  got  to  learn  how  to  live  in  a 
different  kind  of  world  entirely.  If  the  catastrophe  iKcurs  and  we  have  all 
these  separated  communications  systems,  how  can  they  he  inleieonnectcd  to 
restore,  reci'nstitute  and  revive  the  nation  after  a  nuclear  attack.’ 


. . .  first,  the  WWMCCS  is  more  tightly  coupled  than  the  National  Com¬ 
munications  System,  which  is  very  Itxisely  coupled.  I'o  answer  your  ques¬ 
tion.  yes.  oiir  system  is  much  less  tightly  coupled  than  the  Soviet  system, 
rellecting  two  different  styles  of  govemiiKiit  The  Soviet  system  is  hier¬ 
archically  very  rigid,  very  tightly  coupled,  but  it  takes  into  account  tfiC  fact 
that  destruction  can  and  will  occur  lire  Soviets  make  heavy  u^e  of  some¬ 
thing  called  skip  echelon  -that  is.  Moscow  can  talk  to  (he  nhliliiiy  district, 
or  it  can  talk  lo  the  missile  batteiy.  or  whatever.  I'hey've  spent  much  imire 
uKtirey  than  we  have  on  hardened  command  centers:  they  have  them  by  the 
thousands,  literally  Very  little  of  their  capability  will  sustain  a  direct 
nuclear  hit.  hut  enough  centers  will  survive  collateral  da'.iage  to  give  them  a 
very  survivahle  command  and  control  posture.  C'ltii'pared  to  the  Soviet's 
rather  rigidly,  hierarchically  structured  operations,  itur  people  exhibit  nuHe 
initiative.  In  the  absence  of  direction  from  higher  headquarters  they  tend  to 
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do  what  they  think  is  best,  and  it's  often  belter  than  what  our  headquarters 
think  they  ought  to  do.  loo.  bocuusc  they're  on  the  .scene.  The  flexibility  and 
looser  coupling  of  our  system  is  an  advantage.  I  believe,  even  given  the 
Hxes  that  the  Soviets  have  taken  on  skip  echelon  and  things  like  that.  (67. 
68.  71-72.  81-83.  8.‘5) 
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1  will  Sturt  oil  with  a  very  sober  asNCssincnt.  'i'hcse  are  convictions  of  mine. 
Our  pcri'ortnance  has  been  and  is  gravely  deftcieni.  The  sad  story  is  that  the 
command  and  control  systems  that  are  in  the  hands  of  the  deployed  US  Held 
forces,  and  of  the  Allies  alongside  whom  we  will  no  douht  hasc  to  light,  are 
harely  marginal  for  conditions  short  of  war.  I'm  satisfied  that  any  ivalisiic 
audit  will  show  that  they  are.  and  will  be.  serii>usly  inadequate  for  war. 


To  be*  spe*cific.  they  are  not  well  tied  together  Irmn  ti>p  lo  bi>lli»m.  ‘I  hcy  arc 
not  being  exercised  realistically  under  the  ex|X*eted  ci»nditioiis  of  war.  (ireal 
sections  of  them  will  probably  not  survive  the  attack  :  gainst  thetn  that  is 
sure  to  CONIC  in  war.  l  or  the  nia)or  operational  commander.  Allied  or  US. 
whose  ftirccs  must  use  ti;-rsc  systems  iTm  talking  aKmt  theater  of  t»perations 
command)  they  arc  largely  impianned.  sphccd-togetlwr.  ill-fitting  eoinjxi- 
nents  winch  ha\e  been  delivered  to  his  forces  by  relatively  independent  par¬ 
ties.  far  away,  who  have  e(M>rdinaicd  adequately  neither  with  him  and  his 
stuff  nor  will')  each  other  They  do  not  exploit  the  present  capabilities  ol 
technology  ,  nor  dt»es  the  system  for  their  dcvcl»>pmeni  adequately  proxid'..* 
that  (mure  systems  will.  I  hat's  csscniially  my  indictment. 
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(.'‘I  has  be'cn  paid  a  lot  of  tip  service  I  would  like  li>  believe  that  |X*ople  are 
serious  ahoiit  it.  hut  soinelimes  I'm  siill  skeptical.  We  hear  a  lot  of  talk 
about  the  need  to  harden  our  suiclliie  systems,  to  provide  tor  reduiidanev  in 
our  communication  systems,  hu*.  the  progress  seems  to  be  awfully  slow  It 
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has  been  so  tedious  (hai  1  wander  how  serious  wc  really  are.  I  may  not  be 
right  up  to  date — maybe  some  of  y(Hi  in  this  class  arc — but  a  couple  of  years 
ago  when  1  was  looking  at  the  status  of  the  NATO/  Warsaw  Pact  balance  in 
the  Central  Region.  1  was  shocked  to  discovn-  that  many  key  communication 
nodes  in  NATO  had  virtually  no  hardening  or  protection  whatever,  so  that  a 
skilled  enemy  using  strikes  or  sabotage  c<hj}iJ  kmxrk  out  NATO's  command 
and  control  structure  within  a  few  hours  of  an  initial  attack. 


I'm  not  sure  how  far  along  wc  are  in  improving  the  situation.  Wc  need  to 
get  serious  about  hardening  our  intelligence  collection  satellites,  our  com¬ 
munications  and  relay  satellites  in  outer  space,  because  the  Soviets  mean 
business  with  their  anti-satellite  interceptor,  as  they  have  demonstrated  on 
numerous  (K'casions.  They  do  have  the  ability  to  kniKk  out  some  of  our  sys¬ 
tems.  We  canrKit  think  of  space  any  longer  as  hallowed  turf  where  no  hos¬ 
tilities  will  (K'cur.  Perhaps  the  first  warning  sign  of  major  confrontation  will 
be  when  wc  discover  one  of  our  satellites  out  of  commission.  (174-75) 


7.  RICHARU  H.  KlXIS.  “Stra-  towwi  Contmandvi-m  Chivf.  5A(. 

tegic  Connectivity”  (1982. 
pp  I  10) 


Hut  the  prohleiii  in  hurope  then,  in  the  mid-l97()s.  and  to  a  large  extent 
today,  is  this.  There  are  some  very  soplristicatcd  commercial  communica- 
titms  nets  in  Europe,  th*:  KHs  all  the  ctHtniries  have  them,  especially  in 
u-esiem  turope.  But  they  have  dif¬ 
ficulty  talking  to  each  other,  and 
they  could  not  talk  tv>  military  sys¬ 
tems.  One  of  our  challenges  was  to 
maKe  arrangements  and  agreenKnts 
with  the  various  countries  under 

Nchich  we  would  provide  them  compatible  switching  centers  and  terminals  in 
exchange  for  pennissiem  to  use  certain  lirt|ueocics  on  their  nets  in  wartime. 


posf.  (r/ep/iont*  and 
nvlwfffks:  f(uvvrnmrnt  <mnt^l  limy 
mrnial  itunmunnalifm^  sv''  '^is 


ITiat's  a  slow  business.  Ycu're  dealing  ihh  cMily  with  the  nations  themselves  (a 
k)t  of  those  nets  aa*  natioruUlv  owned),  hut  with  commercial  companies  that  are 
liKiking  for  profit.  Our  eovcnimcni.  of  course,  added  its  usual  hureaueraiic 
coniplieitlions.  All  in  at!  it’s  very  difficult  to  gel  the  interlace  wc  wanted 

1  think  the  best  example  is  the  Gcnnan  Gnindnel/  It  is  an  undergriHind  sys¬ 
tem.  built  by  the  German  national  coinniunicaiions  system,  with  access 
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channels  into  the  net  throughout  Gennany.  With  it  one  can  reach  ait  of  the 
German  military.  But  it  couldn't  talk  to  the  American  military,  or  to 
Belgium,  or  British  forces.  We  made  an  arrangement  with  the  Germans 
under  which,  in  return  lor  use  of  certain  of  their  nets,  frequencies,  and  lines, 
we  provided  them  certain  encryption  material.  It'tl  work— hut  the  point  of 
this  story  is  that  there's  a  lot  of  technology  over  there,  in  being,  and  the 
problem  is  to  tie  it  all  together  into  a  cohesive  net  that  is  available  to  the 
NATO  military  as  well  as  to  the  national,  Ciimmereial.  and  governmental 
organizations. 

Now  let  me  get  to  strategic  connectivity.  There  are  many  definitions,  hut  the 
simplest  is  that  strategic  connectivity  includes  the  hardware,  the  software 
and  the  people  necessary  to  get  information  on  nuclear  attacks  against  the 
United  .States  to  the  President  so  that  he  can  get  a  timely  execution  order 
down  to  the  units.  That's  the  mission  of  our  strategic  network.  Before  I 
deserihe  its  different  elements,  let's  Knik  at  what  we  did  lor  so  many  years 
before,  when  it  was  a  relatively  simple  system.  During  the  19.S()s  and  'bOs 
there  was  only  one  mission:  to  get  the  word  out,  to  execute.  We  weren't  tiM) 
concerned  about  what  happened  afterward  We  had  nuclear  supremacy,  and 
then  superiority  hut  then  gradually  that  started  to  fade  in  the  late  IWK.  In 
the  early  1^70s  the  Nixon  Administration  decided  that  something  had  to  be 
done.  The  President  couldn't  be  left  with  just  this  alternative  of  "throw 
it  all  or  nothing."  Mr.  Srhleslngrr's  "flexible  response"  policy  was 
ratified  hy  an  N.SDM  in  1^74  You  might  say  it  was  a  long  time  coming.  1 
can  recall  Mr.  Schlesingcr's  com¬ 
ing  ill  to  the  air  staff  when  he  was 
head  of  the  strategic  section  of 
Kand  in  the  middle  sixties  and  talk 
ing  flexible  response,  hut  it  was 
the  sort  of  subject  that  people 
weren't  ready  lor,  it  was  ahead  of 
its  time.  Besides  we  still  had  si/ 
able  su|vriority:  we  believed  ail  we 
had  to  do  was  let  go  and  that  was 
enough  to  deter  the  .S\tviet  Union.  In  the  miil-Uj7(K,  however,  we  realized 
that  that  day  had  passed,  and  itur  policy  has  gradually  evolved  since. 


Mt  lumvs  SihU'Miif’vr, 

Si-i/i-la/v  of  um/iv  /’/«•»/• 

ifcv/lk  jnd  /on/ 

iiuilrji  vva/ 

\\hnh  iullvd  to:  j  »  nl 

jiid  Ivwls  i>l  to  JliJik 

Sjlionul  .Si-iu/ily  OfUMon 
MrnuujiHlum 


liKlay  the  latest  presidential  decisions  are  spelled  i>ut  in  lYesidcniial  IVci- 
sion  Mcimiranda  S.^.  5K.  and  5V,  Number  59  is  aciually  tbc  policy,  while  5.' 
and  5K  state  the  command  ant*  s'ontrot.  and  the  citntmuity  I'f  government, 
that  we  must  have  in  order  to  carry  vHil  the  nuclear  policy .  These  PD.Ms  arc. 
of  course,  subjects  of  some  coniplcxiiy  and  some  debate,  and  have  been 
siiKc  (heir  proinutgatii>n  in  the  spring,  summer,  and  fall  of  1980;  hut  ihcy 
are  (he  drivers  behind  (he  hig  advance  we  have  in  straiegic  connectivity 
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today.  They  set  the  policy  and  the  priorities,  and.  given  the  right  kind  of 
organization  to  implement  them  and  the  rcMxirces  in  terms  of  money,  will 
provide  us  with  the  strategic  connectivity  we  hope  to  get  eventually. 

Now  let's  talk  about  the  elements  of  .strategic  connectivity.  1  say  there  arc 
seven  elements.  The  first  is  the  attack  detection  network.  That  includes  the 
warning  satellites,  infrared.  SKiINT.  KKINT.  the  BMFIWS.  PAVF^ 
PAWS,  and  COBRA  OANFl  radars,  and  other  intelligence  assets  which 
would  indicate  that  the  Soviets  arc 
in  the  process  of  undertaking  an 
attack  against  the  United  .States. 

Some  of  those  systems  themselves 
are  very  old.  like  the  BMhWS. 
though  they  have  been  upgraded 
from  lime  to  time.  Some  are  very 
now  and  sophisticated,  like  our 
synchronous  satellites.  But  there 
are  things  that  wc  didn’t  think 
about  when  wo  huilt  those  that 
have  Oiime  under  serious  discus* 
sion  in  recent  months.  I’m  talking 
about  the  atnmsphcric  explosion  or 
detonation  of  nuclear  weapons  with 
resulting  F31P.  blackout  and  the 
scintillation  that  can  "blind”  these 
"sophisticated”  satellites,  lhat’s  being  worked  on.  We  know  ihc>  have 
frailties.  Yiiu’vc  giil  to  rciiK'inber  too  that  we  don't  know  as  much  about  any 
of  thiisc  phenomena  as  wc  would  like  to  kni>w  .  because  we  stt>p|>cd  our 
alnuispheric  testing  many  \cars  ago.  Ilic  Soviets  icstcd  in  the  alinosphcre 
longer  than  wc  did.  and  a  lot  more  eMcnsivciy  ihan  wc  did.  and  coiisc 
quenlly  nuisi  kiuiw  ledgcable  people  bclicsc  the  Soviets  kiu>w  more  about 
the  alinosplK'ric  and  exoaliiiosplKric  effects  i>l  nuclear  blasts  than  we  do. 

The  second  element  of  strategic  conncctivii'i .  as  define  it.  is  attack 
char;iclcri/aiion:  galbering  all  the  intelligence  from  ans  |>ossil)le  source, 
using  the  imisi  s4iphisiicalcd  and  tastest  okjiis  ot  collating  it.  and  coming  up 
with  a  decision  on  what  it  iiK'aiis.  'Ihc  iiiformaioHi  gaihercd  bs  the  detection 
elements  has  to  be  sent  bosk  to  tin.*  place  wher.'  this  characleri/alion  is  done: 
.\()KAI)  in  (’hryrnnr  Mountain. 

Now.  jusi  gelling  it  ho^k  is  a  pn^b 

1cm  in  itself.  Wc  use  salclhles.  >^e  <  Mounum  on* 

,  .  ,  umh'tennnut  t  ttnunjna 

use  transatlantic  cable,  we  use  t  s,>m.ev  <  o 

high  trcijuencN  and  \cf)  high  fre¬ 
quency  and  loM  trequenex  to  cci 


Intdiigente:  intvtccp' 
lA>n  o(  i  itdvd  docitontc  pulse\ 

1 1  INI—llectntnic  IntdlifU'nie 
HM[WS—H.illislu  Mfssilc  tifly  kVa/n/ng 
.Sysft*m;  rjiiaty  Jt  Jhulo.  Cn'enljnd: 
Ivlindjle^  Moor,  fng/ani/;  a/i</  (./far. 
Alaska 

{•AVI  PAWS-  Phawd  Array  IVa/n/ng 
.Sysl<-niv.'  nit>dvrn  radars  on  the  east 
anti  nv>r  ((wstv  and  in  tenltal  Jesas 
(OHKA  l)AN[  radar  on  Shemya 
Island.  Alaska,  whtch  phased 
array  fri/i/io/ogv  (o  nionno/  halltsiit 
tntsule  tests 

IMP  llettromafiriein  Pulse,  turrenl 
and  to/fagr  surnes  inuffered  hy  a 
nut  leaf  hlasi  above  the  earth's 
surtax  e 
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the  information  there.  But  a  lot  of  things  were  overlooked  as  we  built  those 
systems.  For  example,  in  1978,  when  we  did  a  study  I'll  talk  about  later,  we 
found  that  one  of  the  terminals  from  one  of  the  overseas  sites  was  in  an 
AT&T  building  in  San  Francisco  that  was  unprotected.  Anyone  could  just 
walk  in  the  door  to  a  switching  center  with  the  name  of  the  originating 
temtinal  on  a  .sign.  In  other  words,  it  identirK'd  the  overseas  station,  and  you 
know  right  away  that  this  was  the  United  Stales  terminal  lor  that 
information,  highly  s  ulnerahle  to  anything  anybody  wanted  to  do  to  it. 


The  NORAD  ciimmander's  job  of  attack  characterization  is  unique  to  him. 
Only  one  other  individual  or  organization  has  that  responsibility:  the 
President. 


. . .  The  third  step  is  the  dccisl  .a  by  the  NCA.  lie's  going  to  have  to  lake  the 
linal  attack  assessment  and  do  ail  t.he  other  things  he  wants  dt>ne  as  part  i>f 
his  decision-making  pr<K<  ss-^polilie;d  and  other  considerations  that  the 
average  military  man  might  not 
even  he  aware  of.  lie's  going  to 
make  a  final  decision,  and  hi\  deci¬ 
sion  could  K‘  any  one  of  thousands 
of  choices.  People  talk  about  tics- 

ibility  in  the  strike  plan  there  arc  thousands  of  alternatives  in  this  plan,  any 
one  of  which  he  could  pick,  but  making  your  selection  isn't  as  bad  as  it 
sounds.  It  is  \ery  organized,  and  people  at  the  i;ir  end  will  know  what  to  do 
if  they  get  the  message 


\(  A  Vaf/ona/  ( i>rrirn.»nf/  Aulhinily: 
I/m*  or  j  soi  ( 


I1ie  most  exciting  part  of  this  whole  scqueiKe  to  talk  about  is  how  this  man 
nlake^  a  decision,  and  I  want  tt»rcstall  any  questions  on  that  right  now  . 
l.et  me  just  say  that  he's  got  the  responsibiliiy  he  knows  he's  got  the 
responsibility  .  It's  established  in  law.  Obviously  a  man  with  that  res|son- 
sibility  is  gtiing  to  make  prtwisH»n'>  b»r  e«*ntingencies  when  he  may  not  be 
available,  or  is  meapaeitatcd.  .-\s  .SAU  conmiander.  I  was  always  satislied 
that  that  was  taken  care  of.  and  I  think  that's  where  we  ought  to  leave  that 
subject.  I'Aerybody  likes  to  know  exactly  wbo's  next  in  line,  and  who  iKvs 
what,  but  that's  the  President's  decision  and  lie  s  not  going  to  say  mueh 
about  It  I  don't  know  ot  any  l*fesident  vvim's  ever  discussed  the  subject 
publicly 


•So  now  there  is  a  devisioii.  and  it  must  be  disseimnated.  I  he  de*cision  g*K  s 
to  a  stall  that's  in  constant  contact  with  the  decisum-niaking  authority,  the 
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ClNCs  und  the  fighting  forces.  They  format  the  message.  Much  of  the 
formatting  is  already  done  tt's  the 
staffs  job  to  get  the  message  out  to 

the  forces  that  are  going  to  execute  CiNCs-Commjndcrs-in-Chi^f 

the  plan,  and  this  of  course  is  time- 
critical  because  our  seat  of  govern¬ 
ment  is  on  the  coast.  This  part  of  the  process  may  have  a  life  expectancy,  in 
some  scenarios,  of  somewhere  between  II  and  t}  minutes — delivery  time 
from  the  patrolling  Soviet  SLBM  suhniarincs.  So  these  things  have  to  hap¬ 
pen  fast,  and  they  have  to  happen 
accurately.  One  tends  to  think 

abtnit  the  big  parts  of  the  sequence  SiflW-Sea  /.lunched  Bilhsiic  Missi/e 

like  the  decision,  hut  the  little 
parts,  like  getting  out  the  execution 

order,  are  just  as  impi>rtant.  because  if  yiHi  don't  get  it  disseminated  prop¬ 
erly  and  in  a  timely  way.  it  i.sn  t  going  to  get  executed.  That's  why  there  is 
not  only  an  NMCC  at  the  Pentagon  in  Washington,  hut  a  national  emer¬ 
gency  airhornc  command  po.si 
(NHACP)  which  also  has  the 

capability  to  disseminate  the  deci-  nm((  -Nfanona/  Mihary  Command 
,  .  ,  ,  .  Cent**' 

Sion.  It  IS  disseminated  through 

every  mode  available:  lanJIines. 

various  kinds  of  radios,  satellites,  and  some  others  that  we  probably 
shouldn't  get  into  at  this  point 


Hie  tilth  step  IS  execution  of  the  decision.  Again  every  communications  sys¬ 
tem  is  simultaneously  cxcaised  hy  the  people  receiving  the  order— the  com¬ 
manders.  whether  they  are  SAC.  I.ANT.  PAC  or  huropc.  hir  instance. 
SAC  has  a  primary  alerting  system,  an  automated  command  and  control  sys¬ 


tem.  AraAlCOM.  the  emergency  i 
the  orders  out  in  a  matter  of  sec¬ 
onds  to  the  crews.  And  the  crews 
are  in  a  lot  of  different  places. 
They  may  he  in  airplanes.  I'hcy 
may  he  in  the  polar  reaches  of  the 
globe,  or  sitting  out  in  a  silo  at  a 
command  and  control  facility  m  a 
rocket  field  in  Wyoming.  You  have 
they  use  icdundunt  systems. 


iK'kel  communications  system,  to  get 

IASI  Alljnln  C<>n}nunU 
fAi’  (itmmand 

/XrVAK  ()M  Alt  /imp  .Safp//«fp  Coni' 
/iiuoii  jOorH 

to  ensure  that  they  get  it.  that's  why 


I'he  sixth  step  is  one  of  the  iikisI  dilOcult  things  to  do.  il  you  think  we've 
had  problems  so  far  I'hat  is  to  collect  the  intelligcnLe  and  information  on 
what  we  did  to  the  enemy  and  what  he's  done  to  us.  and  that,  my  friends, 
will  he  very  iffy  business.  You  hope  to  do  it  thnnigh  reconnaissance  aiaraft. 


liU  Ellis.  14a2 


Communications 


reconnaissance  satellites.  ELINT  sources,  etc.  It  will  be  difficult  to  get  any 
son  of  communications  back  through  the  environment  that’s  going  to  be 
existing  during  that  time.  But  if  we  don't  get  that  information,  then  this 
business  of  extended  hostilitic.s  or  enduring  nuclear  strategy  is  just  so  much 
foolishness — if  there  anything  to  it  to  begin  with. 


The  final  step  is  reconstitution  of  forces,  to  carry  out  whatever  remains  to  be 
done  with  whatever  you’ve  got  left  to  do  it  with.  And  then  the  entire  cycle 
starts  ovci  again.  Now  that,  theoretically,  is  schat  strategic  connectivity  is.  and 
yiHi  can  see  that  it’s  m>t  something  the  Bell  System  is  going  to  sohe  for  us.  or 
that  any  one  person  is  going  to  solve,  it’s  an  extienKly  complex  sequence  of 
actions  that  have  to  take  place,  and  luve  to  come  about  in  very  shun  order. 


. . .  And  there  arc  a  lot  of  anomalies  we  don’t  know  enough  about.  What 
happens  when  an  airhurst  is  IM)  kilometers  high,  for  instance?  What  kinds 
of  things  are  going  to  go  wrong  with  our  satellites?  What’s  going  to  go 
wrong  with  our  ground-hased  systems? 


We  huilt  a  great  hig  trestle  out  at  Alhuquen|uc.  for  instance.  We  can  put  a 
B-52  on  that  trestle  and  /.ap  it  with  50.(KX)  volts.  If  we  can  protect  against 
that,  we  believe  we  know  our  C*  can  stand  up.  But  we  don’t  know  it  for  a 
fact;  we  don’t  know  whether  it's  strong  enough.  It’s  interesting:  the  B-52  is 
actually  a  pretty  hard  bird  when  it  comes  to  C.  because  it’s  so  old.  A  lot  of 
its  systems  arc  old  technology — vacuum  lubes.  While  now  we  re  dealing 
with  chips,  and  this  low-power  micro-technology  hums  out  when  one  lights 
a  match  a  mile  away,  so  to  speak.  Well,  thol'.s  a  vciy  difficult  thing  to  com¬ 
ment  on.  I  wish  I  could  he  nnirc  precise. 

. . .  One  of  the  most  deslahili/ing  things  that  we  and  the  other  side  will  have 
to  live  with  is  the  case  where  one  side  knows  the  other  side’s  C’’  system,  or 
weapon  system,  is  Nulnerahic.  11141  is  an  incentive  for  the  side  living  with 
that  vulnerability  to  go  first,  t-f-h.  7.  K) 


K.  IIILLM.AN  DKKINSUN.  Imeiitn.  {  inumjnti.  tonHnl,  jnti 
'  Hlannint!  for  Defense  t  onm>uo»<  jiions  Svsrcois.  /«inr 

.  ..  .  ...  ihnU  %tjn  iliSi 

Wide  Command  and  Con¬ 
trol  ’  II9S2.  pp  II  .551 

Our  list  of  goals  kx»ks  like  this; 

•  lmpa>vc  survivahdily  of  C’’  systems 
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•  Improve  joint  und  comhined  interoperability 

•  Improve  current  C*  systems  effectiveness 

•  Provide  clfeclivc  wartime  C’  systems 

•  Pn>vide  effective  crisis  manugemenl 

•  Develop  cupahiliiy  to  degrade  enemy  C 

•  Improve  management  and  operaiitm  of  C'  systems 

•  Keulislically  evaluate  C*  systems 


Nunthers  one  and  two  arc  hy  far  my  most  important  priorities:  to  improve 
the  survivahilily  of  both  the  intcretmtincntal  nuclear  command  and  control 
system  and  the  theater  and  tactical  command  and  control  system.  And  then, 
secondly,  to  improve  joint  intcroperahiSity.  because  the  Services  have  to 
work  together  if  we  have  to  fight;  you  can't  fight  separately.  As  lor  the  conv 
hined  inlcropcrahilily  -to  explain  the  jargon  for  those  of  you  uho  arc  not 
familiar  with  it  joint"  means  among  the  LS  Services,  and  comhined" 
means  hcluecn  the  L’S  and  its  allies.  So  we  talk  about  joint  forces  and  coin- 
hined  forces. 


.  .  (ioing  hack  to  my  list  of  goals;  the  third  one.  improving  systems.  1 
uould  like  to  print  in  smaller  type.  I  am  tnuih  less  enamored  of  all  the  g(M)d 
things  (he  salesmen  uant  to  sell  us  than  I  am  ol  telling  them:  let's  take  the 
new  technology  and  (he  ness  advances  and  use  them  ii>  accomplish  the  first 
and  second  ohjectises.  "  In  other  words,  as  see  gel  the  wiJc-handuidth  sys¬ 
tems.  as  we  gel  the  tremendous  ineinory  capahililics  and  s«>  on.  let’s  use 
(hem  for  sursisahilhs  rather  than  give  pc«»ple  ten  more  lelephoite  circuits. 
We  \e  liHi  many  ivoplc  talking  already  I'ulling  the  total  repi>ning  systems 
down  to  si/e  is  another  very  iniponanl  part  of  that  survivability.  .And  we  arc 
doing  (hat.  riieie’s  one  partuularlv  oner«His  rcp»»n  called  rnil  kep.  ’  very 
voluminous,  in  which  (here  were,  in  «>ne  coin|njier  tile,  some  4l).lRX)  units 
re|»orting  out  of  our  three  Services,  and  up  to  lour  hundred  pieces  of  infor- 
malimi  being  rc|Hirted  about  each  of  ilunc  units.  We  believe  that  probably 
only  a  llious.ind  of  those  units  are  necessary  in  vsartniic.  like.  say.  the  K2nd 
Aiibornc  Division.  N.k  iwo  nian  wcll-diggine  teams  And  about  iwenly-tivc 
pieces  ot  iiiftmiiaiion  troni  eac'h  is  probably  saiistaeiory .  You  can  see  what 
It  does  lor  ail  Al)P  program  if  y*Hi  can  cut  down  to  dial  kind  ol  si/e.  and  foi 
the  eommunieations  that  carry  that 
oiforniation  We're  working  on 

lilt'sC  kinds  ot  things  l«hi.  l  ilat’s  -v/)/*  .•Vul«*/rufr«//>jla  IVtKt-sving 

not  a  dollar  item,  hut  it  s  a  sur 
visabiliiy  iieiii.  I’ll  guarantee 

|Mt  l..\l  (ittt  tN|  It  strikes  me  (hal  rn  mhiic  ol  (be  declassified  World  W  ar 
II  niaiciial.  m  the  battle  ot  ihe  Ailaniic.  (of  example,  the  m«>si  valuable 
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iiccryptcd  information  for  the  most  part,  hy  some  assessments,  was  that  of 
(he  individual  suhmarincs.  U-hoats.  reporting  hack  nightly  lo  meet  standard 
reporting  requirements  on  status  of  supplies,  creu-.  and  so  forth.  1  think  that 
may  just  suggest  that  the  problem  you're  mentioning  is  not  just  lor  cfll* 
ciency's  sake  and  survivahility.  We  do  see  the  unit  reporting,  hut  there 
might  be  other  considerations 


[DlC'KINSONl  'I  hal's  surs'ivahtlily.  Very  much.  We’re  try  ing  lo  cut  down 
the  emissions,  because  the  .Soviets  do  have  a  very  efficient  radio  electronic 
combat  capability,  llicy  will  he  listening.  .And  emitters  will  be  located. 


...  C'  system  evaluation  rcahstic  evaluation  is  very  difficult.  'Ihe  reason 
survivahility  is  up  there  in  the  number  t>ne  pi>sition.  in  my  opinion,  1  hlamc 
on  the  operations  research  community  and  the  evaluation  exercise  com¬ 
munity.  Because  it  was  always  loo  tough  lor  either  of  them  to  siinulale  the 
damage  that  would  realistically  happen  lt»  the  C  system  in  wartime.  And  so 
in  all  our  exercises  and  almost  all  tnir  gaiiKs  and  studies  and  analyses,  per¬ 
fect  C*  connectivity  was  assunted.  .And  thcrcl»vrc  the  briefings  from  those 
studies  and  analyses  were  extremely  ertitncous.  hy  very,  very  niajt'r  facti»r\. 

Now  that  IS  changing.  You  will  see  C'  degradation  in  exercises,  and  supt>on 
for  funding  is  beginning  to  matcriali/e.  because  we  have  gotten  into  the 
major  war  games  that  a  e  really  briefed  to  the  li>p  deciM«>iMnakers  In  all  our 
exercises  now  wc  are  rciiKtvmg  the  satellite  coinmunications  Ii>r  a  |icriod  of 
time.  I  he  Navy  does  that  weil  Their  ships  are  very  dependent  on  a  nil' 
satellite.  IVv  just  rciiKivc  ilic  t  III-  satellite  lor  three  days  at  a  tiiiK.-.  iliey 
have  to  get  the  message  hy  III-  radio  or  courier  ii  hy  COD.  earner  on  board 
delivery.  That  iiKaiis  a  small  aircraft  living  off  ihe  deck  with  a  small  bundle 
of  papers.  Or  ihey  signal  each  other  hy  light.  Those  are  very  nnptirianl 
exercises. 


. . .  .Aiiollici  example  ...  is  our  prohiem  with  civilian  coniraciors  rcnuimiig 
overseas  in  wanmic.  Or  worse,  m  tlic  two  (K  ihrcc  days  immediately  betorc. 
when  war  is  ihreatemng  and  the  question  arises  whether  they 're  going  lo 
lake  Ihcir  faiinlics  and  go  Im>iik.  tcelmg  it’s  more  nn|xvriaiil  lo  evosuale  their 
laiiiilies  than  it  is  it>  slay  on  their  j*.>bs.  and  what  that  will  do  to  imr  com 
niand  and  control  and  other  sophisticated  systems.  We  re  working  on  that 
very  strongly  m  tins  adnnnislraiioii.  But  again,  ihal's  ihe  surv  ivahiliiy  ot  ilie 
sy  v'eiii  in  the  biggest  sense  Those  arc  ilic  tcmhly  mi|xiriant  kinds  ot  ihings. 

. . .  One  of  ihc  nuances  ot  that  whi»lc  problem  jclcclronugnetic  pulsej  is  that 
iiiiHlcrn  aircrali  arc  even  more  vulnerable  than  old  aircratl.  ihey're  plasiu 
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instead  or  metal,  so  the  electric  field  penetrates  the  aircral't  more.  Also  all  of 
our  neat,  fine  computer  small  parts  arc  in  many  ways  more  vulnerable  sim¬ 
ply  because  they  are  small,  they  can't  absorb  the  same  amount  of  energy 
that  an  electron  tube  could  and  still  continue  to  function.  Se  we  have  to  be 
careful  as  we  modernize. 

. . .  We  will  be  impnwing  the  VLF— very  low  frequency — communications 
to  the  SAC  bomber  Hect  to  ensure  their  reception  of  orders  to  continue  on 
course,  turn  hack  or  whatever,  and  that  will  complement  their  UIIF  and 
other  modes  of  transmission.  Communications  to  the  deployed  submarines 
are  being  improved  as  pan  of  the  progrmi.  I  think  you  know  about  the  small 
KLF  pmgram.  which  is  important 
ill  the  pre-hostilities  stage,  in  pan 

as  a  bellringer  so  that  if  that  trans-  itl-htu  tow  Ift'ifurmy 

mission  stops,  they  know  they  are 
to  go  someplace  else  to  get  orders 
hy  sonw  other  nxrans. 

Communications  satellites  arc  very'  important  Ibe  real  news  in  the  satellite 
busirKss.  panicularly  to  enhance  (Hir  survivahility.  is  iitoving  up  to  ibe  KIIK 
range,  which  gives  us  one  tremen¬ 
dous  bandwidth  which  can  he  used 

for  anti-jammer  protection  even  int  #fr«/ot-niv 

more  than  it  would  he  used  for 
additional  channels.  And  that’s  the 

way  we  intend  to  use  it.  certainly  in  this  system:  to  improve  survivability 
features  that  are  clearly  advisable  in  the  saiellile  business. 

. . .  ihe  world  ol  high  frequency,  as  a  matter  of  survis ability .  is  citming 
back,  ibe  Sersices  almost  sio|^d  their  high  IrequeiK)  radii*  programs  m 
the  i^si  they  ibiHighi  they  were  going  o\er  ti>  satellites.  We  have  seen  that 
that  is  not  the  way  to  go  Iberc  are  ni>w  actise  programs  that  are  being  ciKir- 
dmaled  so  the)  will  all  interoperate  with  each  other  and  can  he  used 
together,  and  1  can  promise  you  ilut  this  is  a  very  imporiaiil  area.  Ibe  rcal- 
imie  sounders  lei  us  watch  the  umosphere  and  know  e\aclly  where  it  is. 
those  fuve  made  a  dramatic  improvcmnit  in  perfimiunce.  High  Irequensy 
radio.  fiH'  example:  in  the  IKih  Airborne  Coq>s  at  Hnl  Bragg,  ibey  used  to 
gel  only  about  half  their  caffs  ihnnigh  the  first  lime  on  111-  radio.  IMng 
ionospheric  ^minders  we  gel  percent  call  completion  salisfaclUMi.  tirsi 
lime 


Fiber  opiK's  IS  a  tremendous  impruvement  area.  It  has  u  lot  of  adsanlages. 
not  ibe  least  ot  which  is  nK*bilily.  You  don't  lend  to  think  of  plain  fiber 
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optics  as  being  mobile,  but  hx)k  at  its  weight  reduction.  The  metal  cables  in 
Ihe  Air  Force  4()7L  Tactical  Air  Control  System  take  about  twelve  C-130 
aircraft  loads  to  transport,  one  system.  It  would  take  about  one  load  with 
fiber  optics,  and  that's  a  lot  cheaper  than  buying  eleven  more  C-1.30s.  So 
fiber  optics  means  less  trucks,  less  truck  drivers,  less  mechanics  taking  care 
of  ibe  trucks,  less  cooks  cooking  lor  mechanics,  and  so  on.  You  add  tbal  up. 
it's  a  magnificent  improvement  in  both  nubility  and  capability,  a  manpower 
saving,  and  a  saving  in  cost  as  well.  Huge  bandwidth,  relatively  secure,  a 
little  bit  harder  to  tap  than  conventional  wire  lines  It  can  be  tapped,  but  it's 
not  as  simple;  it  takes  a  pretty  sophisticated  fellow  to  gel  into  a  fiber  optic 
cable.  It  is  a  lot  less  vulnerable,  it’s  TKMPFlST-priKif,  l*’MP-prix>f.  and  it's 
got  a  lot  of  dramatically  improved  capabilities.  And  just  as  rapidly  as  possi* 
ble  we're  putting  in  fiber  <^ic  sys¬ 
tems.  You  know  two  things  are 
happening.  We're  gelling  almost 

unlimited  computer  mcinorv.  so  flMPtsi  pn>Krjm  tn  jirredit 
,  .  .  :  Wi-<  r«w»<  tor  sreure  n)il- 

that  memory  capacity  is  almost  lU/yu.-.i* 

free,  and  we're  gening  very  wide- 

bandwidth  systems  to  earn  things. 

Millimelci  wave  radios  have  dramatic  possibilities.  A  typical  millimeter 
wave  radio  Umks  like  a  .V^-mdlimeler  camera,  and  is  just  about  as  easy  to 
handle.  It  s  got  about  a  two-degree  bcamw.dtb.  so  you  can  |x»int  it  in  Ibe 
direction  \ou  want  to  talk  lo  and  gel  to  aiiyibing  within  about  four  kilome¬ 
ters  wiibtHii  laying  any  cable  in  between. 

. .  .Alliance  w.irfare  is  not  easy.  cs|ieciali\  wlwn  you  want  lo  work  system 
problems  .Since  the  creaitou  of  ilie  directorate,  one  t»f  the  accomplisImKuls 
of  whitli  I'm  reasonably  |>roud  is  ihai  wc  base  Kct’inc  the  one  |X)inl  of  con¬ 
tact.  of  approsal.  lor  all  llie  |HtMii«>ns  from  TS  represcniaiiscs.  ail  ihe  mili¬ 
tary  side  of  iliji  combination  ot  (NA'I()|  coimuillecs  about  ball  ot  those 
iluny-iwo.  il}.  2A.  2.'^.  .'I.  .f^.  A2.  4ui 


t  llOMA.S  II.  Mt  .Mt  l.l.t  N. 
■'.A  Taclicid  C'onmtaiidcr's 
View  ot  ('‘I”  (IV.s:. 

n>.  7to 


tV/>uh  i  ttintnjnth'i  Ait  (twit 
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I'.ltecinc  command  and  ciHiliol  lets  us  scc  ihc  Mluaium  aN  il  desetops;  it  col 
Iccts  intormatum  and  prCNCiUs  ti  tn  tlw  a|>)>tk*pruic  way  to  dcciMoi)- makers 
It  Ids  them  decide  wh.it  to  do  so  iicy  can  jxisiurc  Ihc  lorcc  correctly  lo  be  at 
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the  right  place  at  the  right  lime  Then,  when  we  gee  into  the  employment 
phase,  wc  have  to  be  able  to  see — we  have  to  see  the  targets,  if  not  with  our 
eyes,  then  through  some  kind  of  sensors — so  as  to  decide  how  to  use  the 
force.  Wc  then  have  to  assess  how  it’s  going,  so  we  have  to  get  information 
on  what  the  situation  is  and  how  it’s  changing.  Fundamentally,  we  need  to 
be  able  to  take  advantage  of  the  speed,  the  maneuver  capability,  the  ability 
to  shift  rapidly  from  one  place  to  another,  and  the  firepower  th-it  is  funda* 
mental  to  TAC  Air,  We  have  a  notion  that  says  wc  re-role  aircraft  on  the 
ground:  we  change  them  from  one  of  the  roles  that  I  mentioned  earlier  to 
another  role  before  they’re  launched;  once  they  are  airborne,  we  can  change 
their  tasking,  but  if  they're  configured  for  an  air-to-ground  mission,  that’s 
what  we  will  use  them  for.  Wc  may  change  the  point  at  which  we  apply 
them,  but  we  usually  can’t  change  them  from  an  air-to-ground  mission  to  an 
air-to-air  mission  in  flight,  because  they  would  probably  not  be  carrying  the 
right  kind  of  ordnance.  Simply  .said,  the  key  element  of  C*l  is  people  doing 
the  time-honored  military  business  of  leading,  they’re  supported  in  doing 
this  by  u  mixture  of  procedures,  facilitie.s.  sensors  and  data  processing 
equipment. 


...  A  g<xKl  C’l  tactical  system  has  to  be  able  to  degrade  gracefully;  that  is.  it 
must  ^  able  to  lose  some  of  the  capahility  that  it  started  with  initially,  and 
still  not  come  unglued.  And  that’s  a  very  challenging  requirement,  in  fact, 
as  we  concentrate  more  and  more  on  how  hest  to  design  the  Cl  system, 
there’, s  a  tendency  to  envision  one  mat’s  eentrali/ed— hut  frequently  een- 
trali/.ed  systems  don't  degrade  gracerully.  As  one  link  goes  out.  it  might 
take  with  it  a  lot  of  force  capability.  So  that’s  something  that  we  concern 
ourselves  about. 


On  the  other  hand,  graceful  degradation  is  oik*  of  the  giHHJ  eharactcristies  of 
manned  systems:  they  are  capable  of  reasonably  effective  independent  oper¬ 
ations.  Pan  of  o.T  Cl  (raining  prepaa's  lor  that.  Our  (raining  prepares  our 
people  not  only  to  use  the  sysiciii  when  it's  fully  operating,  hut  to  pa’serve 
its  effectiveness  when  it  becomes  degraded  (5M.  W)) 


10.  Sil'AKi  K.  bkancii. 

■■C’'l  and  Crisis  Manage¬ 
ment”  (I9«4.  pp.  X7-I0J> 


f)vf>uty  ,Srt/i*fa/v  loi  Com- 

munu  jiion^.  Ih'partnivnl  ot  Stjtv; 
tnvmbt'f  NjlionjI  Communtcjtions 
Systvm  jnd  U.S  Communicjlions 
Sviufil'-  Hojid.  \'SC 


I  his  area  |eonimuniea(ions  sceurityl  has  received  a  lot  of  attention  in  (he 
past  and  in  (bis  adinmistration.  The  Carter  administration  recognized  the 
problem  and  issued  Presideiiliji  Directive  5  V  Although  not  much  happened 


HI.  McMullon,  1902 


in  the  implementation  of  that  directive,  it  did  stress  the  need  for  a  national 
security  communications  system  that  is  resiorable,  interoperable,  and 
survivable. 


. . .  [T]he  State  Department's  communications  system  is  as  much  a  piece  of 
that  worldwide  military  command  system  as  are  the  defense  elements,  and 
...  it  has  the  potential  of  playing  as  much  a  role  in  command,  control,  and 
communications  as  do  a  number  of  the  military  systems. 

. . .  The  Beirut  Embassy  bombing  is  a  crisis  situation  you  ail  are  well 
aware  of.  We  lost  our  communications  center  in  that  bombing.  As  at  most, 
if  not  all.  of  our  locations,  we  had 
some  off-site  capability.  Our  off¬ 
site  communications  capability 
could  handle  only  a  limited  amount 
of  information,  so  we  augmented  it 
with  certain  tactical  satellite  sys¬ 
tems.  We  were  back  on  the  air 
within  24  hours  with  full  capability  in  a  diH’erent  location. 

...  1  mentioned  the  Presidential  Directives  regarding  national  telecom¬ 
munications  and  how  they  came  about,  and  that  impiemeniaiion  respon¬ 
sibility  went  to  the  National  Communications  System.  It  was  concluded, 
however,  that  as  a  government  entity  it  alone  couldn't  do  a  great  deal  to 
improve  the  system's  survivability,  resiorabiliiy.  and  interoperability.  Thai's 
because  some  90  percent  of  the  communication  system  the  Defense  Depart¬ 
ment  depends  on  belongs  to  the  private  sector.  So  the  next  step  was  to 
involve  the  private  sector  in  the  process.  The  National  Security  Telecom¬ 
munications  Advisory  Committee  to  the  President  was  formed.  It  consisted 
of  30  chief  executives,  representing  the  satellite,  data  processing,  and  tele¬ 
communications  fields.  Tasking  for  the  National  Communications  System, 
as  contained  in  Presidential  Directive  53.  was  primarily  addressed  to  domes¬ 
tic  communications  systems,  so  it  was  diftlcult  to  see  a  concern  about  our 
hternaiional  conmiunications.  When  Presidential  Directive  53  was  rewritten 
as  National  Security  Decision  Directive  97.  it  specifically  incorporated  lan¬ 
guage  addressing  the  international  side  and  asked  the  State  Department  to 
study  and  manage  international  services.  The  National  Communication  Sys¬ 
tem  remains  the  executive  agent  but  the  State  Department  had  agency 
responsibility  for  meeting  survivability,  restorahiliiy.  and  interoperability 
criteria.  The  Department  then  asked  the  National  Security  Telecommuni¬ 
cations  Advisory  Committee  to  pul  together  a  task  force  to  examine  inter¬ 
national  telecommunications  and  give  us  some  thoughts  on  how  we  could 
make  the  international  communications  commercial  operations  more 


Beirut  Embassy  bombing— 1983.  A  sec¬ 
ond  bombing  took  place  in  Septem¬ 
ber  1984— several  months  after  this 
presentation. 
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survivable.  more  interoperable,  and  more  rcstorable.  That  task  force  was  put 
together  with  about  13  representatives  of  industry.  Part  one  of  their  report 
was  issued  in  April  1984.  It  was  sent  to  the  White  House  and  accepted.  Part 
two  was  completed  later  in  the  year. 


The  report  include.s  recommendations  that  you  would  expect:  greater  use  of 
commercial  satellites  from  embassy  premises  as  oppt>sed  to  terrestrial  PTT 
facilities  (recognizing  that  this  would  require  a  lot  of  coordination  with  those 
governments,  some  regulatory  issues,  and  some  legal  issues).  Also  sug¬ 
gested  arc  ways  to  build  in  greater  redundancy  in  the  communications 
between  the  embassy  and  central  ofl'ices  or  earth  stations.  We  should  also 
improve  the  restoration  priority  assigned  to  our  critical  circuits. 


One  of  the  concerns  we  had  was  how  the  divestiture  of  AT&T  would  affect 
our  embassies  in  Washington  and  overseas.  When  Bill  Hillsman  was  direc¬ 
tor  of  the  Defense  Coinnmnications  Agency  he  used  to  say  who  do  we  call 
after  divestiture?  Wo  call  AT&T  now:  who  will  we  call  to  restore  our  com¬ 
munications?  Think  about  that  a  minute— who  do  the  embassy  communica¬ 
tions  officers  in  Washington  call?  Are  they  going  to  work  their  way  through 
this  maze?  We  put  together  an  organization  called  the  National  Communica- 
tit'Hs  C(H»rdinuiing  Center,  under  the  Defense  Communications  Agency,  and 
that's  suf^)sed  to  bo  the  place  where  we  have  industry  and  government  rep¬ 
resentatives  jointly  operating.  If  you  have  a  serious  |)rohlem.  you  call  there 
and  that’s  uhere  it  ctmtes  together. 


...  My  personal  ohsersation  is  that  while  there  is  serious  concern  about  the 
capability  of  our  national  security  tclceominunicaiions  assets  to  accommo¬ 
date  the  stress  conditi(ms  you  have  examined,  and  while  there  are  many 
advivates  within  the  Administration  for  improving  our  capabilities  witness 
(his  new  Kxceulive  Order  there  seems  u>  he  a  gap  between  what  the  pol¬ 
icy  is  and  where  the  resources  are 
li)  implement  it.  I’m  not  suggesting 

that  we  cannot  res  ise  our  thinking.  tht\  nvw  [xvi  utiw  Ordiv  April  4.  ihh4 
revise  our  planning,  and  take 
national  security  and  survivability 

inlt)  the  planning  process  as  wc  design  our  systems.  Hut  a  program  of  t!:is 
magnitude  is  going  U'  span  administrations,  and  it  is  unclear  whether  there  is 
a  national  conimiimeni  t(f  this  philosopliy  that  wituld  carry  through  admin¬ 
istrations  and  provide  ihc  funding  ticccssary  to  support  it  over  the  long  haul. 


It's  common  to  measure  the  cost  of  .sysicm  acquisition,  and  maybe  even  sys¬ 
tem  activation,  hut  it's  not  as  coinnum  to  measure  carefully  ihe  cost  of 
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mainiaining  this  kind  of  capability  over  the  long  haul — the  personnel,  train¬ 
ing,  logistics,  facilities,  and  updating.  It’s  a  tremendous  effort  to  keep 
abreast  of  the  state  of  the  art.  If  you  build  a  system  for  emergency  purposes, 
at  what  point  do  the  funds  dry  up  because  the  more  pressing  need  is  day-to- 
day?  Who  makes  that  decision?  1  do  not  in  any  way  suggest  that  we  don't 
examine  emergency  needs  or  fold  them  into  our  design  process,  hut  I'm  not 
certain  that  we  have  accurately  measured  the  total  cost  of  implementation. 
(87.  89.  94,  95-96) 


Richard  (i.  Stiiaveli., 

'“Structure  and  Mechanisms 
for  Command  and  Contml" 
(1985.  pp.  .\')-65) 


Chairman,  DoD  Security  Review 
Commission 


We've  done  very  well  at  the  national  level,  in  my  view— except  lor  the 
exigency  of  nuclear  war — in  building  a  fairly  robust  communications 
system. 


But  that's  not  true  at  the  theater  level.  Each  theater  is  dill'ercnt.  has  dillerent 
requirements,  and  in  my  view,  the  theater  commander  .should  be  given  the  nec¬ 
essary  assets  to  contract  or  otherwise  to  design  the  amhitcctiire  he  needs  out 
them  lor  his  theater-  PACOM.  EUCOM.  CENTCOM.  whatever-  -and  them 
we  ought  to  break  our  necks  to  ensure  that  he's  provided  with  that. 
So.  that's  point  one.  As  I  said.  Boh 
Kingston,  three  years  after  the 
activation  of  CENTCOM.  still 
dtwsn't  have  the  minimum  essential 
coniinunieations  cupahi lilies  he 
needs  as  CINC  CENICOM. 


PACOM— Pacific  Command 
lUCt)M-[urofH\v)  Command 
C.INI COM— Central 


.. .  I  guess  the  last  thing  I  would  leave  with  you  is  that  coniinand  and  con¬ 
trol  involves  a  gmul  many  things  that  you  don't  normally  think  about;  an 
organization  for  decision-making;  a  structure  that  you  hold  inviolate  for  the 
transmission  of  instructions  downward— although  you  can  skip  echelons  on 
the  way  up  for  information  purposes:  and  people  whi>  understand  the  mis¬ 
sion.  who  aa'  diilled  in  the  doctrine  and  the  privedua's  that  constitute  team¬ 
work.  In  the  last  analysis,  these  people  are  especially  important  to  the 
exercise  of  command  and  control.  Then,  of  course,  you  do  need  the 
systems  the  hardware,  if  you  will,  that  makes  all  of  those  things  more 
efficient.  (62.  6.5) 
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12.  RICHARD  D.  DELaUER. 
“A  Consultant’s  View” 
(1985,  pp.  87-102) 


President,  Orion  Croup  Limited:  for- 
mer  Under  Secretary  of  Defense  for 
Research  and  Engineering 


The  most  important  feature  of  C’l  is  that  it  is  one  piece  of  the  President’s 
strategic  program  that  has  never  taken  any  flack:  that's  the  real  reason  for 
the  survival  of  C’  strategic  forces.  Congress  has  supported  it  fully,  and  by 
the  end  of  next  year  we  will  have  spent  a.s  much  on  strategic  as  we  will 
have  spent  on  the  B-1 .  about  S20  billion.  We  are  getting  close  to  having 
fully  survivable  for  strategic  systems  to  both  the  National  Command 
Authorities  (NCA)  and  the  Strategic  Air  Command  (SAC).  After  the 
authority  is  given,  the  SAC  link  can  be  used  to  command  the  strategic 
forces.  C'  has  been  one  part  of  the  Pre.sident‘s  programs  that  we’ve  done 
correctly  and  on  schedule.  In  another  year  or  two.  C'  will  be  complete  . . . 

(STUDENT]  You  talked  about  improvements  in  strategic  C^  capabilities, 
but  not  theater  C'. 


(DeLauer)  Well,  theater  C'  is  mostly  being  focused  on  two  areas.  One, 
the  fusion  that  I  talked  about,  the  Joint  Surveillance  Target  Attack  Radar 
System  (JSTARS),  which  is  the  joint  tactical  side^moving  target'indicating 
radar  that  will  be  the  basis  for  the  whole  battlefield  management  aspects  of 
theater  CH.  The  Army  and  the  Air  Force  both  are  buying  it.  The  Army’s 
radar  probably  will  be  carried  in  an  OB-l.  with  the  data  stream  coming 
down  to  Army  command  posts  (which,  by  the  way.  are  soft  and  we  must  do 
something  about  making  those  survivable).  The  Air  Force’s  data  stream  will 
come  out  of  their  radar  which  will  be  at  least  in  a  707 — C-18.  we  call  it — 
and  it  will  fly  behind  the  forward  area  portion.  And  those  will  be  the  two 
tactical  sensor  integration  systems. 


The  communications  themselves  primarily  depend  on  to  whom  you  talk. 
They’re  not  really  integrated  yet,  The  Tri-Service  Tactical  Digital  Com¬ 
munications  System  (TRI-TAC),  which  is  the  Army  tactical  system,  has 
been  the  world’s  greatest  WPA  job  for  a  long  time,  building  all  these 
switches.  There’s  a  secure  voice  communications  system  that  the  Air  Force 
will  use  for  its  fighters.  It  should  be  tied  into  the  Joint  Tactical  Information 
Distribution  System  (JTIDS)  which  Is  really  a  Navy  system,  a  tactical  infor¬ 
mation  system  for  voice  and  data. 


After  quite  an  argument,  ihe  Air  Force  joined  with  the  JTIDS  team — that’s 
where  Service  parochialism  comes  in — and  we’re  getting  the  son  of  JTIDS. 


140  DeLauer.  1985 


Lommunicaiions 


or  the  enhanced  JTIDS  (EJS),  which  is  the  newest  improvement  of  SEEK 
TA'-K.  the  Air  Force's  secure,  jam-proof  airplane-to-airplane  system,  The 
orii’y  Air  Force  system  that  might  be  tied  into  JTIDS  would  probably  be  the 
Airborne  Warning  and  Control  System  (AWACS)  because  they  have  to  talk 
to  everybody.  Now  we're  looking  at  putting  a  JTIDS  terminal  in  an  F-15. 
but  the  F-I6s  won't  have  any  in  my  lifetime. 

The  Army  itself  has  embarked  on  u  big  procurement  that  will  end  up  costing 
about  $5  billion  dollars  when  it's  all  said  and  done.  It's  called  the  MSE 
(Mobile  Subscriber  Equipment).  In  a  sense  it's  putting  telephone  equipment 
in  a  jeep,  It's  the  lowest  end  of  the  communication  link  with  the  ftwt  sol¬ 
dier.  That  system  is  compatible  with  most  of  the  TRl-TAC  switches,  so  for 
all  practical  purposes,  somebody  could  call  from  the  White  House  all  the 
way  down  to  get  that  guy  in  that  particular  jeep  just  hy  dialing  the  right 
number. 

The  President  actually  did  it  once.  His  call  was  quite  funny.  He  went  out  to 
visit  James  J,  Kirkpatrick,  the  conservative  columnist  whi>  lives  out  in  west¬ 
ern  Virginia,  for  Thanksgiving  Day  He  had  this  new  equipment  in  the  car 
along  with  Kirkpatrick  The  President  said.  “This  is  a  great  piece  of  equip¬ 
ment.  I  can  call  anyplace."  And  Kirkpatrick  got  interested,  and  mentioned 
one  of  his  sons  was  on  a  ship  in  the  middle  of  the  Mediterranean.  The  Presi¬ 
dent  got  on  the  phone  and  asked  for  this  kid  on  this  destroser  in  the  middle 
of  the  Mediterranean.  Faster  than  you  can  get  downtown  Boston,  they 
answered.  And  the  President  said  he  wanted  to  talk  to  so-and-so  Kirkpatrick. 
And  this  kid  told  his  dad  later,  never  to  let  that  happen  to  him  again.  His  life 
was  never  the  same  aboard  that  ship  fhe  President  called  him  right  down 
and  said  hello  to  him.  then  said.  “I've  got  >i>ur  Dad  and  your  Mom  here, 
would  you  like  to  talk  to  them.'"  We're  getting  to  that  level  of  sophistica¬ 
tion.  so  now  wc  can  do  that 


. . .  Integration  with  .V'.-M'O  forces'.’  Wc'rc  not  doing  loo  hadly.  The  biggest 
integration  would  he  through  the  Ciernian  digital  system.  Fora  long  lime 
that  was  a  tough  problem,  because  the  Gcnnan  Bundespi'si  never  wanted  to 
go  digital.  And  once  an  analog  man.  always  an  analog  man.  Finally  they 
decided  to  change  leadership,  and  now  thc\  re  pretty  much  in  the  digital 
system,  which  means  they  can  he 
reastmahly  integrated.  If  we  gel  the 

PTARMI(;AN  system,  the  British  nAfi.\m.A\  mohiiv.  dif-iul.  tr.mk' 
MSE.  It'll  he  c\cn  more  intcgraied  N«irc/i»/ig  nvuyoik  dt'wlopvd  hv  t/u* 

with  the  iiiiiish  forces.  Hut  there 
is  a  problem,  there  is  always  a 
problem _ 
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[STUDENTl  How  do  you  feel 
about  the  survivability  of  C’  on  the 
SSBNs? 


SSBN— nuclear  powered  ballistic  mis 
sile  submarine 


(DeLAUER)  Oh,  fine,  I  think.  Of  course  right  now,  it’s  very  survivablc 
because  they’re  not  yet  connected,  although  almost.  But  seriously,  there  are 
only  two  nodes  to  worry  about — the  submarine  on  one  end  and  the  sender  on 
the  other.  That's  the  problem  with  terrestrial  CM  there  are  a  lot  of  nodes  all 
over  the  place,  and  the  node.s  are  the  tricky  part  to  make  survivable; 
everything  else  is  handled  redundantly.  But  the  only  really  non*rcdundant 
node  in  the  SSBN  C’  is  the  SSBN  it.self.  So  survivability  of  C’  on  SSBNs 
seems  pretty  goixl. 


Now,  if  you're  really  talking  about  blue-green  lasers  instead  of  extremely 
low  frequency  (KLF),  and  blue-green  lasers  are  what  we’re  looking  for  in 
real  survivahility,  then  how  to 
deploy  the  laser  system  becomes 
an  issue.  It’s  possible  to  have 
a  TACAMO  aircraft  deliver  it, 
such  as  the  K-6 — they're  pretty 
survivahlc. 

The  big  issue  is  to  ensure  com¬ 
munication  with  the  submarine 
when  it's  submerged.  That  is  not  quite  possible  with  the  TACAMO  now.  To 
talk  with  it.  a  submarine  has  to  pop  up  near  the  surface.  Submarines  arc  very 
gcMxl  in  regard  to  knowing  what's  around  them,  and  they're  not  going  to  pop 
up  to  the  surface  with  a  Backfire  or  something  sitting  over  their  shoulder,  or 
three  or  four  destroyers  sitting  out  there,  or  even  another  submarine  nearby. 
So,  1  think  the  survivability  is  adequate,  but  it's  a  question  of  effectiveness 
right  now.  If  we  are  going  to  take 
all  these  precautions  we  must 
advise  them  so  that  they  really  can 
be  timely:  1  think  it's  getting  bel¬ 
ter,  because  with  the  D-5.  sub¬ 
marines  can  cover  much  more  of 
the  broad  (vean  area  that's  much  rougher  to  cover,  so  they  can  keep  a  safer 
distance. 


BackfirvSovict  medium  /-j/igt’ 
homher 

l)S~newvst  Indent  missile 


TACAMO— "take  charge  and  move 
out":  acronym  for  airborne  com’ 
munications  link  with  strategic  sub¬ 
marine  force 

[•h^electronic  warfare  aircraft 
equipped  with  surveillance  and  con’ 
trol  system  as  well  as  jamming 
capability 


Survivability  should  be  the  least  of  our  worries.  First  of  all.  trying  to 
retarget  everything  will  take  some  time.  Then,  In  terms  of  surviving 
capabilities.  If  at  that  time  the  SSBNs  have  to  cover  targets  that  were  not 
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covered  by  the  Minuteman  or  the  bomhers  or  the  cruise  missiles,  then  it's 
best  just  to  save  surviving  capability.  The  deterrents  have  gone  down  the 
drain,  so  it  is  a  completely  different  .situation. 

...  1  think  the  biggest  thing  we  need  to  work  on  in  the  area  of  battle  man¬ 
agement  is  non-nuclear  combat  equipment  that  the  Soviets  can  handle  by 
just  jamming.  Also.  I  think  the  second  criterion  of  the  deterrent,  the  effec¬ 
tiveness.  has  to  be  demonstrated.  If  we  come  up  with  a  command  and  con¬ 
trol  system  like  the  one  we  have  in  the  shuttle,  where  whenever  something 
gtKs  wrong  we  sit  down  for  two  weeks,  they  are  not  going  to  consider  that 
much  of  a  deterrent;  they  wouldn't  even  bother  to  attack  it.  Then  they'd 
realty  be  dangerous,  because  they'd  just  ignore  it.  So  you  wouldn't  even 
have  the  benefit  of  warning  that  an  attack  on  the  system  would  provide.  (87. 
95-96.  97-98) 


1 3  Donald  C.  Latham  .  “A  Assistant  Scc.-Otary  of  Defense.  Cl 

View  From  Inside  OSD" 

(1985.  pp.  103-23) 


. . .  (Tihe  Soviets  are  spending  enonuous  sums  of  money  in  the  C'l  area— 
and  have  been  lor  a  long  time,  arc  paying  a  great  deal  ol  attention  to  it.  and 
arc  quite  good  at  it.  especially  as  it  ranges  from  leadership  protection  and 
the  survival  and  endurance  of  the  Coiuiiiunist  Party,  to  heavily  lortified  shel¬ 
ters.  to  airborne  command  posts  and  submarine  command  posts,  and  .satel¬ 
lites.  etc. 


. . .  |lln  order  to  terminate  hostility  you've  got  to  know  what's  going  on. 
you've  got  to  be  able  to  communicate  with  your  adversary,  and  so  on.  We 
arc  taking  steps  to  be  able  to  do  all  that.  Another  major  imperative  is  to  limit 
the  damage  and  then.  last,  to  maintain  reserves.  This  last  requirement  puts 
another  burden  on  CM 

. . .  ‘Dtere  are  a  whole  series  of  NCA  sites  that  have  communications  to  and 
from  the  forces  hy  satellites  and  cables  and  radio  systems.  The  forces  are 
then  under  the  positive  control  of  the  Pivsidcnl  as  the  National  Command 
Authority.  In  all  of  those  areas  we're  iiiodemi/ing  everything  -the  forces, 
the  communications,  and  the  sites. 

What  do  1  mean  hy  enduring  Cl.'  That's  a  question  that  is  asked  frequently. 
First  of  all.  the  uppcniiost  requirement  is  having  absolute  control  of  nuclear 
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weapons  under  all  conditions  and  at  every  level.  There's  been  a  lot  written 
by  people  saying  that  in  the  event  of  a  strategic  nuclear  conflict,  if  the  sys¬ 
tem  were  to  go  out  of  control  it  would  be  like  a  control  system  having  too 
much  feedback,  resulting  in  weapons  being  launched  indiscriminately.  That 
is  not  the  case,  we  ensure  that  such  a  scenario  could  never  happen  by  the 
way  we  control  the  weapons  and  stay  connected  to  them.  That's  the  first 
major  requirement  of  the  system. 

(STUDENT!  Can  you  apply  this  to  the  theater  as  well? 

(LathamI  To  the  theater  and  down  to  a  nuclear  artillery  shell,  to  the 

lowest  level. 

ISTUDENTl  Why  do  you  say  that  we  would  have  absolute  control  of 
artillery  once  forces  have  been  dispersed  to  the  field  and  release  authority's 
been  given?  Why  do  you  assume  that  we  would  be  able  to  maintain  control 
once  nuclear  weapons  have  been  used? 

(LathamI  Well,  first  of  all.  you  want  to  be  able  to  release  selectively. 
You  would  not  tell  the  artillery  it  could  have  everything  at  its  disposal.  You 
would  release  selectively.  Mayhe  only  so  many  rounds,  or  only  a  particular 
group  could  he  released,  and  the  civilian  authorities  would  kno\^’  the  targets 
they  would  engage  before  the  weapons  were  ever  used.  Down  to  that  level 
of  detail.  It's  a  monstnvus  decision  ever  to  use  a  nuclear  weapon. 


(Stl't)ENTl  Hut  it  the  release  authority  isn't  granted  as  weapons  dis¬ 
perse.  you  run  into  the  problem  that  it  may  he  very  difficult  to  grant  the 
authority — 

(LvtttANtl  That's  right.  Exactly. 

(.Stl  Dt.Ntl  .So  then  there  is  a  prohlem  with  giving  selective  release. 

ILAIttAStl  That's  exactly  right.  And  so  you've  erred  on  the  side  of  not 
being  ahle  to  do  it.  There  is  a  problem  in  the  control  of  nuclear  weajKms  in 
thai  you  have  two  eimtlieting  requirements.  You  want  to  design  sour  ann- 
mand  control  system  so  that  there  is  absolute  total  control  of  nuclear 
weapons  in  peacetime  as  well  as  during  u  crisis,  such  that  they  cannot  he 
used  inadxertently  or  in  some  way  detonated  hy  accident.  You  want  the 
ahsrdute  highest  assurance  of  that  possible,  ^'et  at  the  same  time,  on  the 
conflicting  side,  you  want  m  be  able  to  release  those  weafH'ns  some  day  if 
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you  ever  had  to,  and  actually  have  them  detonated  if  you  so  commanded. 
Those  two  kinds  of  things  are  in  conflict  from  a  technical  and  operational 
pt)int  of  view.  So.  you  have  to  and  would  want  to  resolve  that,  in  our  judg¬ 
ment.  hy  erring  on  the  side  of  safely,  reasoning  that  I  would  rather  not  have 
the  system  be  able  to  work  than  just  have  an  absolutely  uncontrollable  situa¬ 
tion.  In  the  case  of  the  artillery  shells,  if  1  couldn't  gel  the  word  through, 
they  couldn't  be  used;  I  pnihahly  would  err  on  that  side  of  safely  rather  than 
the  other  way. 

ISTL'OliNTl  What  about  a  situation  where  release  authority  has  been 
selectively  given  already?  h'or  example,  we'd  like  to  withdraw  it  now  to  ter¬ 
minate  the  conllict. 

(LATttAMl  That  absolutely  has  to  he  pari  of  the  system.  You  must  he 
able  to  do  that. 


lSit.!|)t;NTl  Well,  is  there  no  problem  with  jamming  or  interference? 

II.ATHAMl  ('crtainly.  Getting  the  word  through  may  he  very  difficult, 
hut  you  can  have  procedures  uhere  you  have  selective  releise  for  12  hours. 
Id  hours,  or  three  hours.  Unless  you  arc  otherwise  told,  you  will  reiiKk  your 
weapons  after  that  time.  That's  one  precaution.  In  ease  you  can't  get 
through,  you  toll  them  to  rehwk.  and  not  only  to  relock  hut  to  report  that 
they  are  reliH.ked.  to  send  a  message  on  that.  And  we  have  devices  such  that 
once  the  weapons  are  relocked,  thev  can't  K*  unlocked  acain  without  h'eher 


authority  sending  the  right  unlocks. 

|Slt't)t,Nll  What  di>  yt»u  mean 
authority' 

|l..\lttA\tl  You  terminate  rcieusc 

literally.  You  relock  on  the 
weapon,  bs*  it  ekvlronicailN .  or  \ia 
sidlware  systems,  or  hy  whatever  it 
Is.  (hat  means  the  wea'v>ns  caniv.;; 
ho  used.  You  lock  them  hack  up 
under  ivisilisc  control. 

|.Stlt)ISI|  dill  docs  that  icl\ 
or  the  iiml  m  the  field  nnplenK.'nl 
mg  that  relock?  In  other  words,  it' 
clcciionic  signal  ei>me  i»ui. 


There*  are  many  safely  teatures  huill  in. 


y  relock?  Mow  can  you  recall  iclease 


authority.  Hcliesc  me.  there  are  lucks. 


hn  .(  th'l.vh'd.  i.'rti  (//s<  ussjo/) 

iti  Ihf  "/o(As  '  ii'lvuftl  lit  hfit'.  M'r 
Pvlft  Sit'll)  .i/k/  IS'li'r  ft'jvt'r  As>ur- 
(Mg  ('i>niii>l  i>i  Nu(li‘ji  WtMpons: 
tl>«-  I ()l  IVinxsNWt'  Ailion 
links  il.tnhjin.  Ml)-  linnrrsiiv  /Viws 
III  A;i«-/ii I'KlTf, 


not  irigecrcd  troin  a  hierarchy,  an 


t-J» 
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(Latham)  Not  to  every  wcaptw.  No. 

(Student)  You  would  he  dependent  on  the  commander  in  the  field, 
then? 

(Latham)  Somebody  would  be  in  the  Held  doing  something  to  take 
weapons  and  to  put  them  back  in  storage  or  lake  them  ofT  aircraft,  lake  them 
out  of  artillery  units,  and  put  them  into  safe  containers  and  then  reset  the 
devices  that  reltK'k  them.  We  have  devices  on  weapons  that  lock,  so  that  if  a 
lerrorisl  l(K)k  a  weapon  and  tried  to  detonate  it.  it  would  not  he  possible. 
There  arc  various  levels  of  protection  on  weapons. 


. . .  Now  let  me  summarize  where  we  are  on  some  of  the  initiatives.  Tve 
broken  these  down  into  the  three  areas  I  mentioned  earlier;  warning  and 
assessment,  command  and  decisionmaking,  and  supporting  communications. 
Hirst  of  all.  in  the  attack  warning  and  attack  assessment  (AW/AAl  area, 
we've  formulated  a  new  architecture  tlrat  is  ntuch  more  robust  and  enduring 
than  we've  had  before.  General  llerrcs  is  the  chief  architect.  We're  pulling 
in  ovcr-ihe-hori/on  hackscatter  radars  tOUl-  Bs)  for  complete  coniinenia) 
United  States  iC'ONUS)  coverage  against  air-breathing  threats.  The  first  cast 
coast  .sectors  arc  almost  completed,  and  the  west  coast  sectors  will  start 
soon.  Wc'rc  also  putting  in  a  southern  sector.  Those  radars  will  provide 
warning  and  tracking  information  against  air  breathing  threats,  namely, 
cruise  missiles  and  aircraft.  Tor  the  Ballistic  Missile  Karly  Warning  System 
iB.MLWS)  radars,  of  which  there  are  three,  the  computers  and  software  on 
all  have  been  upgraded.  And  we  arc  in  the  privets  of  pulling  in  new-  phased 
array  radars  at  1'hule.  Greenland  and  at  Tylindales  MiH>r.  Hngland. 


l-'inally.  we  are  constructing  two  more  the  BAVl*  PAWS  radars  in  the 
United  Stales.  Itial  makes  a  h*tal  »»f  fmjr.  They  “liHik”  outward  for  incom¬ 
ing  suhmarine-launehed  ballistic  missiles,  the  one  in  the  southeast  will  also 
perform  space  tracking,  in  addition,  we've  blovk-changed  and  improved  the 
DSP  program  that  1  mentioned  earlier,  with  new  satellites  that  are  more 
survivable  and  have  enhanced 
capabilities.  And  we’ve  started 

studies  on  the  Bixisi  Surveillance  nsF  iMinw  Sufiport  ho^um 

rracking  System  (HSTSl  that  will  sdi  siutcf-ic  iMt'nse  imiuinv 

replace  the  DSP  someday.  The 
BSTS  is  also  pan  of  SDI. 


(.Slt'DI.M)  What  is  bliKk-change? 
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[Latham)  Block-change  means  that  you  move  significantly  from  the 
previous  satellite  configuration  because  it  begins  to  incorporate  a  fairly 
major  set  of  design  changes. 


Now  let  me  address  the  area  of  initiatives  in  communications.  We  have  the 
Defense  Satellite  Communications  System  (DSCS  III)  now  in  a  multi-year 
contract.  The  first  of  those  DSCS  Ills  is  in  orhit.  operating.  We  have  14  of 
those  under  contract.  The  second  one  will  be  orbited  this  year.  We  also  have 
several  reserve  DSCS  satellites  in  storage  in  orbit:  we  keep  four  DSCS  satel¬ 
lites  operating  continuously  anxind  the  globe  .^65  days  a  year.  Another  satel¬ 
lite  system  is  the  Military  Strategic.  Tactical,  and  Relay  Satellite 
Communication  System  (MILSTAR):  that's  the  extremely  high  frequency 
(EHH)  system  operating  up  in  the  gigahertz  frequency  range.  It  is  in  full- 
scale  engineering  development  now.  and  a  first  launch  is  scheduled  for  the 
lute  l9S0s.  It  will  he  u  very  survivahic  system.  It  will  allow  us  to  put  termi¬ 
nals  on  bombers  as  well  us  on  submarines  and  land  comhat  vehicles.  It  is  the 
first  of  its  kind. 


Wc  also  have  on  orhit  the  UHH  military  communications  satellite  known  as 
HLKHTSAT.  l-our  satellites,  plus  other  leased  assets,  provide  vital  global 
coverage.  Additional  M.BETSATs  arc  being  priK'urcd  to  maintain  the  Ullf 
constellation  into  the  far  future. 


Wc  also  have  devcUipcd  the  CirouiHl  Wave  Emergency  Network  (CiWh’N)-- 
u  low  frequency  set  of  towers  using  packet  switching  technology  to  move 
low  data  rate  messages  across  the  country  into  command  centers.  GWEN 
will  provide  assured  capahility  of  getting  shod  emergency  action  messages 
across  the  C'  system.  Then  we  have  the  Miniature  Receiver  Terminal 
(MRT).  which  is  a  new  receiver  going  i>n  the  hi>mberN:  it  o|)crutcs  at  low 
and  very  low  frequencies 


The  H  *A  is  the  new  replaceoK'iit  for  the  C  I.UI  TAt'AMO  aircraft  that  wc 
maintain  on  orhit  24  hours  a  day.  Ni>t  only  do  wc  keep  a  command  and  con¬ 
trol  airplane  up  24  hours  a  day  in  the  niidwcsiern  pud  of  the  United  States, 
we  also  keep  two  TAC'AStO  aircraft  up  -»»ne  in  the  Pacific,  one  in  the 
Atlantic  24  hours  a  day.  .'6.S  days  a  year,  for  assured  connectivity  to  suh- 
marines.  We’re  replacing  the  C  -  I.M)  that  dws  that  joh  with  a  new  airplane 
called  the  E-bA.  which  is  an  AW  ACS  airframe. 


Lastly,  wc'rc  also  moving  into  wide-band  l*JII'  to  carry  more  data  with 
higher  jam-resistance. 
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In  the  navi^!ution  area  there  is  the  Global  Positioning  System  or  GPS.  RiJini! 
aboard  GPS  is  the  Nuclear  Detection  System  tNDS).  Tbe  GPS  side  ol  the 
system  will  he  an  IS-satellite  active  constellation  at  around  l().<K)0  miles 
altitude,  providing  location  in  three  dimensions  in  real  time.  So  an  F  Ih 
pilot,  lor  c.xaniplc.  can  determine  where  he  is  within  about  .^0  lect  in  three 
dimensions  at  any  given  instant  in  time.  Tbe  system  can  als(»  he  used  to  ver¬ 
ily  the  tune  very,  very  accurately.  GI*S  can  be  accessed  Irom  ship  terminals, 
submarine  terminals,  manpacks.  vehicular  terminals,  and  so  on.  NDS  rides 
onboard  the  same  satellites  and  would  allow  one  to  kiuns  instantly  where  a 
nuclear  weafKin  went  oil  w.ith  an  estimated  yield  and  height  ol'  burst.  With 
NDS.  in  the  event  anything  were  to  happen,  we  wimld  be  able  instantly  to 
perlorm  damage  assessment,  on  ourselves  and  on  the  adversary.  NDS  read¬ 
out  terminals  on  the  airborne  command  posts  and  other  places  will  provide 
this  inl'ormation. 


..  There  arc  alsi>  other  communications  imtiatiscs  underway.  JRSC.  or 
jam-resistanl  secure  communications  tenninals.  are  mobile  or  movable  satel¬ 
lite  terminals  that  operate  with  DSCS.  The  one  commercial  initiative  is 
called  the  Nationwide  Lmergeney  I'eloeommnniealions  System  (NTTS).  It's 
an  initiative  that  will  upgrade  and  make  more  robust  the  public  switched 
telephone  network.  Nk'e'vc  invented  a  '*bo\  *  ti)r  licll  Labs  lias,  with  our 
money)  tiial  can  be  pul  on  eerlain  switches.  The  wav  the  I  S  public  tele- 
plione  switched  networks  ojvralc  is  with  very,  vers  large  switches,  then 
medium-M/ed  sujtehes.  and  then  some  smaller  ones.  The  smaller  ones  are 
called  class  L»ur  and  class  live  switches.  'There  are  about  '().(M)t)  such 
switches  111  the  country.  Sow.  at  the  moment,  there  may  be  only  two  or 
three  possible  routes  to  eoimcci  |v»tmts  -X  and  H  itor  evample.  liom  here  to 
San  Traneiscoi.  Hut  when  we  pul  this  Ixtx.  which  is  really  a  siveial  pur|'K»sc 
small  eoiuputer.  on  a  lew  hundred  ol  iht»se  switches,  we  ll  Iv  able  to  go  by 
bundieds  ol  routes  So  having  NLTS  in  place  will  provide  a  imuh  nmre 
robust  eomimimeatioiis  nciwink  using  those  billions,  or  tens,  tir  huiulrcds  o) 
bll{ii>ns  ol  dollars,  whatever  we‘ve  got  sunk  ini>*  the  hH.'al  PIT 


In  the  tunelion.il  area  ot  eontmaiid  and  eoniiol.  we've  built,  deployed,  and 
delivered  lour  L.  4Hs.  the  highly  iniklitied  74"  .nicralt  er.imined  tull  ot 
eoniimmie.)lion  equipment  that  are  called  the  nation.d  einergeney  aiilvorne 
command  |H»sts  iNT..-\(  |*s)  tor  the  President  Thev  are  depU>yed  n>>vv  in  the 
middle  western  part  uf  the  I  nited  .Slates;  tliey‘ie  not  at  .Viulrews  .\TH  any 
more.  They  Mt  on  tive  ntiiiute 
aleit.  i>r  at  lea>t  one  ot  these  .nr- 
cratt  iloes,  ^4  houis  .i  vlav.  4t».s 
days  a  year  \^e  are  also  nuKleriu/- 
mg  the  vv»>rlilv.HU'  aiibofne  com- 

m.md  and  contiol  plaltornis.  and  will  eoiinnue  do  that.  I  hey  .ire  leceiv  mg 


in  ihf  ntfdiilr  iM-Nlcrn  luil  nl  llit' 
1  nitf-iy  S/.Urs  A/n  /rii/Mn.t 


t4H 


lath.iui, 


new  electronics,  new  communications  equipment,  and  things  of  that  nature. 
We  have  ahoul  three  dozen  of  those.  We’re  hardening  systems  against  high 
altitude  electromagnetic  pulse  effects  and  we're  doing  a  lot  of  special  studies 
on  how  to  do  an  even  better  joh  of  providing  for  a  surviving  command  and 
control  function. 


|STL't)l:NT|  Do  you  have  any  of  the  H-4Bs  at  Andrews.’ 

I  Latham  I  No. 

|STL't)i;NT|  you  have  any  other  emergency  aircraft? 

li.AtltAMl  Yes,  wc  keep  other  aircraft  that  are  on  special  alert  to  get 
the  President  out.  hut  they’re  small  aiaraft. 

|SiLT)l:Nf|  Ihey  don't  have  all  the  command/control  cquipnKni? 

(I.AttlAMl  We  have  a  Presidential  suppi>rt  squadron  that  has  special 
helicopters  and  things  of  (hat  nature  for  conting  in  and  getting  him  out  of  the 
White  House  if  (hat  were  necessary.  Now.  the  prohahility  of  something  like 
(hat  happening  (hai  is.  if  the  Soviets  or  sonK*  had  guys  could  so  surprise  us 
that  sse  have  to  panic  in  the  middle  of  tlic  night  to  get  the  President  out  of 
(he  While  House  -  wc  consider  highly  unlikely,  fhe  US  system  provides  us 
ssilh  the  ability  to  tell  if  something  is  up  and  take  much  more  measured 
actions  anyuay.  .So.  I  don't  KK>k  a(  imiving  (he  President  as  the  most  proha* 
hie  situation,  and  (hat  might  send  a  wrong  m>te  anyway. .  . 


|Srt't)l:M  I  I'd  like  to  shift  away  from  the  strategic  to  the  tactical. 
(  liarlie  Heckssith.  ssho  was  the  IX*l(a  Horcc  commander  on  the  attempted 
Iranian  hostage  rescue,  commented  on  (he  C*  (hat  he  had.  I’m  addressing  the 
s)s(eni  rather  than  (he  particular  technology.  I  guess  they  veere  UHP  satellite 
terminal  packages  at  various  points,  hut  it's  not  significant  whether  (hey 
were  I'Hh  or  some  other  frequency  He  said  (he  communicaliiins  were 
hasically  good,  and  (hat  (he  interplay  went  svell  hetween  the  various  ele* 
mcnls  in  (he  hierarchy,  and  (hat  (he  eoinmand  and  control  structure  was  a 
nuKlel  lor  jointness  And  yet  (here  have  heen  various  allegations  that,  in 
(irrn»dii.  command  and  ctmirol  could  have  heen  heller.  Some  of  (he  stuff 
I’ve  read  in  various  articles  tall  of 


It  unclassified)  say  the  radios  for 
some  of  (he  ground  lorces  were  ((M> 
heavy  and  (hey  couldn't  keep  up. 


i'.rvnjiJj  ihv  tnvjsmn.  Odubvr 
J4.  inat 


and  (here  ucre  other  things  abt>ut 
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air  sirikes  not  being  well  coordinated.  From  your  perspective  what  might 
have,  or  what  should  have  been  some  of  Ihe  lessons  learned? 


ILathamI  Well,  there’s  an  interview  with  me  in  the  February  issue  of 
the  Armed  Forces  Journo!  Internaiional  that  asks  that  same  question.  And 
my  answer  is  that  we  really  didn’t  do  the  pre-invasion  planning  that  is  nor¬ 
mally  required  by  Ihe  communications  and  command  and  control  people  in 
order  to  gel  various  aspects  of  Ihe 
communications  plan  really 
straightened  out — who  was  going 
to  have  what  equipment,  what 
COMSEC  was  needed,  and  all 
thal.  So.  it  was  a  planning  defi- 
cieney  brought  on  by  the  very  high 
secrecy  and  the  short  time  that  they 
had  to  gel  the  job  done  before  they  went  in  there.  That  was  really  it.  The 
equipment  is  designed  to  be  interoperable,  and  there's  adequate  equipment 
around.  It  just  was  a  very  ch>scly  held,  very  short-ierm  planning  job  done. 
Tbc  conimander  ol  the  w'holc  task  force  admitted  publicly  In  a  speech  not 
more  than  a  monlh  ago  that  he’d  never  heard  of  the  PRC  101  radio  until 
about  two  days  bel\)rc  the  invasion.  That’s  a  hand-held  satellite  radio.  You 
must  know  what  you’re  doing  with  your  communiealions  or  you're  going  to 
get  in  trouble.  So.  he  had  tnHjbIc 

|M(  l.AU(illl.lN|  I  can  see  other  situations  where  one  might  have  more 
lime.  It  seems  to  me  that  any  commander  going  into  an  operation  like  this, 
even  if  he  had  more  time,  wilt  still  want  to  maintain  surprise.  The  secrecy  is 
going  to  be  the  continuing  problem  and  the  losses  entailed  are  in  part  the 
price  of  that  secrecy.  This  is  a  problem  that  comes  up  time  and  again. 

ILATMANtl  That's  right.  1'herc  was  a  trade-off;  they  made  a  judgment 
that  .secrecy  was  more  imptutant  than  anything  else,  and  paid  some  price  for 
that. 


an  interview  with  me — "An  Exclusive 
Aff  Interview  with  Donald  C. 
Latham."  Armed  Forces  Journal 
International,  February  1985,  pp. 
54-70 

COMSEC— secure  communications 
equipment 


(OlilTIVifKl  Milt  wait  a  minute.  That's  the  sort  of  fix  one  is  in  as  of  the 
week,  the  monlh.  or  the  year  before  (irciiada.  The  real  problem  is  wlien 
you're  in  Grenada.  Think  of  it  this  way:  one  of  the  classic  elements  of  the 
spy  story  is  the  phone  biH>lh.  Why  '  Because  the  phone  b(H)lh  is  there,  and 
nobody  knows  I'm  walking  up  to  it.  and  yet  I  have  the  guarantee  thal  no 
matter  what  phone  b(M)ih  1  walk  up  h>  I  can  talk  to  some  place.  So.  it  seems 
to  me  that  more  fundamental  than  the  matter  of  either  secreey  or  surprise  is 
Ihe  problem  that  one  cannot  count  on  the  notion  that  whatever  piece  of 
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equipment  one  wulks  up  to.  whether  it's  in  the  clear  or  encrypted,  one  has  a 
reasonable  chance  of  reaching  some  other  instrument  in  the  friendly  forces. 
There  is  the  root  of  the  problem.  Why  can't  one  count  on  walking  up  to  a  bit 
of  communications  gear  in  the  US  military  and  have  reasonable  assurance 
that  it'll  communicate  with  another  friendly  piece  of  communications? 

(l-ATHAMl  Well.  1  think  that  wc'fc  rapidly  getting  there  in  most  cases.  The 
mcan-timc-bctwcen-l'ailurc  rate  of  the  VllF  combat  radios  out  there  tinlay  is 
unacceptably  low.  So.  when  you  walk  up  to  a  VHF  radio  mounted  in  a  jeep 
tiKlay.  turn  it  on.  and  hope  you  can  talk  to  the  brigade  commander,  it  may  be 
that  it  doesn't  work  because  it's  failed  for  some  reason.  I'hat  is  a  fact  of  life  of 
all  radio  systems,  and  even  tcleph«)ne  syMenis  (although  we've  made  these  far 
more  reliable  over  the  years,  at  least  in  temis  of  fixed  plant). 

Now.  the  new  radio  that  replaces  tlic  VRC-12  has  got  at  least  10  times  the 
reliah.'Iity.  so  we're  more  citntldcnt  now  that  when  st>mebody  uses  the  radio, 
he  ean  make  contact  with  another  radio  of  a  similar  kind,  and  using  the  same 
COMSEC.  In  some  of  our  aircraft  radios  now  we're  gelling  a  mean-lime- 
betwcen-failure  of  thousands  of  lunirs.  So  the  ability  to  communicaic  relia¬ 
bly  is  gelling  heller  and  better  We're  e.xperienetng  exceptionally  gixKl  per¬ 
formance  on  our  satellites.  These  DSCS  satellites  I  mentioned  are  lasting 
years  and  years  longer  than  their  life  design  had  intended.  So  you  can  have 
some  confidence,  us  Beckwith  did.  of  being  able  to  have  a  satellite  terminal 
that  will  in  fact  work  over  that  suiclliie.  We  used  those  in  (Grenada,  and 
Beckwith  used  those  both  SHI-' 
and  HIE  in  Iran,  and  they  were 

used  in  Beirut.  .And  they  wt»rkcd  sfii  sufuu  f htiU  f rvquviu v 

pretty  well,  fhey  had  good  clear  I'Hi  t'/i/a  ihfih  itvtfiwniv 

N'oiee.  giHKl  quality  >oicc.  So,  it's 
getting  belter. 

Still,  if  you  want  to  talk  ;k.tos\  .Serciccs  taiKl  tlial  e:uiK'  up  in  (irc'iiada.  about 
cross  SerN'iee  eommuiiiealions  wnh  dilfercnl  l>|vs  of  radios,  using  ilitferent 
t\|x*s  of  C'O.MSIX'  equipiiieiiit  you're  probably  going  to  get  in  trouble.  And 
that's  what  happeiwd  in  Ciivn;kLi.  fxvaus^*  they  tl-.ln'l  have  <he  right  stuff  there; 
llK'y  IkkIm'i  planiKxt  for  it.  flie  '|x.vial  fonvs  bnnighl  in  tiK'ir  own  comiiiuiiiea- 
tions.  which  weiv  uiii|ue  to  iIkmii.  So.  c;uefully  plaiiiiiiig  this  tnil  cmilil  have 
sobeJ  a  lot  of  llie  problems.  Nil  again.  tlK'rv  was  an  ins.iiial>le  desire*  for  iiifor- 
maliiin.  s<i  |vo|>le  wea*  trying  u>  |xiss  tons  of  intoniiation  baek  and  forth  both 
wa;.'..  and  tilings  got  ei>iigesied  and  Noke  down  m  that  se'iise  tiH>. 

llowcNcr.  we  do  liaNC  a  program  called  Joint  lute  <>perability  ol  laclical 
v'lHiiiiiaiid  and  C'oiitrol  Svsieiiis  iJIM  ACX'St  which  .s  a  tomt.  cross  Scr\  ice 


talli.iin.  tUH'j 


effort  to  make  sure  that  tactical  command  and  control  systems  are,  in  fact, 
interoperable.  We  will  spend  about  $100  million  on  that  in  1986  doing  tests, 
promoting  standards,  setting  up  various  testbeds,  doing  simulations,  and  try¬ 
ing  to  be  the  keepers  of  the  interoperability.  (103,  105.  106-07.  108-09. 
ill,  120-21) 


14.  Clarence  E.  Me-  Director,  command.  Control,  and 
KNIGHT.  --C’l  Systems  at  Communications  Systems,  ICS 

the  Joint  Level'*  ( 1986. 
pp.  1-30) 


As  we  move  across  this  increasing  spectrum  of  capabilities  and  threat  toward 
the  1990s  and  the  Strategic  Defense  initiative  (SDi)  programs,  we  have  to 
look  at  the  tremendous  demand  that  all  of  this  is  placing  on  command  and 
control  systems,  recognizing  that  most  of  them  have  evolved  from  existing 
systems  and  are  actually  just  extensions  of  what  is  already  there  today.  So  if 
you  give  a  dictum  that  you  want  all  of  that  to  be  surviving  and  enduring, 
you're  looking  at  systems  that  become  more  and  more  and  more  complex  us 
we  start  our  electronic  expansion  around  the  world. 

. . .  When  you  Kxik  at  C'  systems,  you  have  to  lake  into  consideration  their 
drivers,  all  of  which  have  an  impact  on  the  national  strategy  and  the  ele¬ 
ments  of  the  military  strategy  that  were  derived  from  those  national  ohjec- 
lives.  Naturally,  technology  drives  C‘  systems.  .So  docs  where  we  arc  In  the 
world,  our  geographic  responsihilities.  A  hig  part  of  ihc  equation  as  far  as 
the  C'  systems  are  concerned  and  how  they  are  put  together  has  always  been 
the  land  mass  of  Kurope.  As  for  architectures,  in  1962.  when  the  Defense 
Communications  Agency  was  created,  everyone  expected  a  hig  meta¬ 
morphosis.  hig  architectures  to  be  formed.  Well,  what  happened  is  that  they 
merged  the  administration  and  command  networks  in  the  Services,  and 
they’ve  been  laminating  those  ever  since.  1  he  new  kinds  of  architectures  are 
the  satellite  constellations  and  wc  need  to  l(K)k  at  what  we  can  do  to  harden 
those  and  to  move  into  other  arenas  that  arc  being  forced  into  being,  such  as 
the  joint  and  conihined  interoperability  networks,  constantly  pushed  hy  the 
threat.  But  wc  have  to  look  at  these  new  architectures  in  context  with  what 
already  exists,  and  that's  a  hig  chore  because  we  are  heavily  capitalized  in 
older  equipment,  particularly  m  our  analog  equipment.  It  would  be  nice  if  it 
were  all  digital  equipment,  hut  we  have  an  awful  lot  of  analog  equipment. 

When  you  took  at  the  connectivity  between  the  National  Cotnniand 
Authority  and  his  commanders  in  chief  who  are  his  warlords,  if  you  will, 
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you  have  an  expansive  amount  of  territory  to  cover  for  that  connecti^  ity.  It’s 
global.  And  you  can  finesse  it  with  force  structure  in  other  areas  bi.t  you 
cannot  finesse  it  with  command  and  control  systems.  You  can  do  a  lot  of 
things  with  wires  and  mirrors  on  a  limited  exercise,  but  if  you  want  to  have 
a  robust  global  communications  system,  you  have  to  make  the  investment  all 
over  the  world. 

Now.  for  you  gentlemen  in  the  Slate  Department,  you  know  you  have  the 
Diplomatic  Telecommunications  System.  There  are  many  crossovers 
between  the  Diplomatic  Telecommunications  System  and  the  Defense  Com¬ 
munications  System.  But  neither  one  of  us  has  the  robust  linkage  that  we 
would  always  like  to  have  '^ausc  we  are  using  national  and  international 
sy.siems  as  the  connectivity  i.om  all  of  those  systems.  We  do  an  awful  lot  of 
handshaking  around  the  world  as  we  try  to  create  systems  that  can  p<>sture 
our  forces  and  also  accomplish  the  diplomatic  nuances  necessary  lor 
deterrence. 

. . ,  |Yb)U  can't  take  one  piece  of  technology  like  fiber  optics  or  microchips 
and  say.  “That’s  the  solution."  because  they’re  all  part  of  subsystems;  they 
need  to  be  Integrated  into  a  much  larger  nwsaic. 


. . .  One  of  the  other  key  things  in  our  C*  .systems  today  that  I  need  to  com¬ 
ment  on.  and  that  I’ve  had  to  talk  to  some  irate  .Senators  about,  is  the  inter¬ 
operability  issue.  I  don't  believe  everything  should  interoperate.  Certainly, 
our  industry  dtKs  not  permit  us  to  make  everything  interoperate  heeause 
many  times  equipment  is  huilt  on  a  competitive  basis,  with  some  features 
added  specifically  to  make  them  unique  so  they  won't  interoperate.  We 
really  need  to  ask  ourselves  the  why.  how.  where,  and  when  kinds  of  ques¬ 
tions  so  that  we  get  an  overlapping  of  the  Services'  needs  and  lie  their  sys¬ 
tems  together  in  such  a  way  that  will  make  us  more  able  to  create  the  entire 
architectures  without  having  to  worry  about  everything.  We  tried  in  TRI- 
TAC  to  huild  “purple"  equipment  and  we  found  it's  very  expensive  to  do 
so.  It's  much  better  to  huild  equip¬ 
ment  that  will  work  together  hy 
defining  the  iiiterfaees  because 
there  arc  so  many  unique  Service 
requirements  that  vtHi  cost  yourself 
out  of  the  arena  very  quickly, 
which  brings  me  hack  again  u>  llie 
off-the-shelf  kind  )f  equipment. 


JKI  IA(  (lii  Svivin'l  fMtiCjl 

i'.otnmunn  Jinins  ^rt/gr.irn 
"ftuiplv  rtfuipmi'nt  'ti}lvndod  /<>/ 
u»r  d'uifih  ivpifsvnh  a  bivnd' 
nifi  ut  dit'  unifoni}  ettUtrs  t>l  scvc/j/ 
St-rvK  t*\,  I 


. . .  We  really  have  to  look  at  our  iiiasicr  plans  and  see  whether  they  are 
achievable  across  several  adminisiralions.  We  want  to  try  to  design  things  so 
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that  they  don't  hiccup.  We  should  be  as  apolitical  as  we  possibly  can 
because  our  C’  planning  is  a  national  resource.  It  spawns  an  awful  lot  of 
technological  prowess,  The  military  Services  have  always  trained  their  tech¬ 
nicians  very  well;  when  they  go  into  the  industrial  base,  they  become  very 
productive  citizens  using  that  technology.  Tlie  kinds  of  architectures  that  we 
develop — the  master  plans  of  the  CINCs  (Commanders  in  Chief),  and  the 
master  plans  that  we  produce — should  be  so  logical  that  they  are  achievable 
regardless  of  which  administration  is  in  office.  As  a  final  shot,  fd  like  to 
think  that  we  could  get  some  kind  of  a  balance  in  the  systems  that  support 
intelligence  and  command  and  control  That  is.  balanced  in  the  perception  of 
the  Russians,  such  that  we  have  a  credible  system  out  there  for  the  tactical 
forces,  a  very  credible  system  in  the  strategic  world,  and  a  crisis  manage¬ 
ment  system  that  is  second  to  none,  giving  us  the  warning  and  the  time  to 
negotiate  ourselves  out  of  an  unwanted  war. . . . 

ISTUDtNTl  Sir.  you  mentioned  earlier  that  you  thought  tactical  C'  was 
relatively  neglected  as  opposed  to  (department  interest  in  strategic  C*.  I  sup¬ 
pose  you  might  have  in  mind  something  like  (he  correlation  hetween  Radical 
doctrines  and  C'  requirements.  The  newer  doctrines,  say.  of  batifc  in 
Europe,  like  air/land  battle,  would  prohahly  have  more  stress  on  the  require¬ 
ments  in  that  regard,  or  is  that  not  the  ease? 

IMC'KnicihiI  Most  definitely.  Air  land  battle  has  tremendous  require¬ 
ments  because  yon  need  ('U  (controlled  dissemination),  you  need  to  syn¬ 
chronize.  To  give  you  an  analogy,  in  airland  battle  you  are  no  longer  in  a 
football  game  of  opposing  forces  across  from  each  other,  hut  more  like  u 
soeecr  game  where  >x)u'rc  entwined,  and  there  is  a  lot  more  mobility  on  the 
hattlefield.  The  essence  of  air  land  b;iitlc  is  tlo.xibility  and  synchronization, 
and  that  requires  an  awful  tot  of  command  and  control  support  systems. 


IStl'Dl.NI'l  Is  that  necessarily  reflected  in  the  procurements,  the 
buildups  into  the  organization  t»!  C*  systems  so  far.  or  is  that  only  in  the 
offing? 


IMcKsKiHI'l  No.  il*s  in  the  offing  right  now.  I  think  you  will  see  far 
more  inobilit>  stressed  on  iIk*  haiticiicld.  Wc  ccnaiiils  arc  pictts  well  tied 
down  like  the  f.iMipiitians  with  ll••c  very  heavy  equipment  and  the  wire  s\s- 
tenis  thai  today  piecent  us  from  having  rapid  nioveinent  of  onr  command 
ecnlcrs  around  the  battlefield,  fhe  mobile  subscriber  equipment  which  they 
base  just  started  to  priKure  should  ia  the  very  lorward  areas  give  much  more 
nexibilily  in  nio\ing  coinmand  |H>v|s  in  inoiv  compressed  lime  frames.  {}. 

S.  17  IS.  :.V  24) 
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15.  JOHN  GRIMES,  “Informa¬ 
tion  Technology  and  Mul¬ 
tinational  Corporations'" 
(1986.  pp.  135-49) 


Director,  National  Security  Telecom¬ 
munications  and  Director.  Defense 
Programs  (Ol,  NSC 


Because  of  . . .  vulnerabilities  and  demands  for  ensured  connectivity,  com¬ 
panies  like  AT&T  have  network  control  centers  to  maintain  the  system 
integrity,  and  restoral  for  everything  from  an  earthquake  to  a  regional  event, 
like  tornadoes  and  hurricanes.  Other  carriers  have  established  so-called  oper¬ 
ations  centers  or  control  centers.  Electric  power  companies  are  looking  at 
the  same  thing.  They  do  it  primarily  for  economic  reasons,  because  their 
profits  arc  based  on  revenue:  when  you  lose  major  customers  for  a  long 
period  of  time,  you  lose  revenue.  Dissatisfied  customers  tend  to  switch  to  a 
difl'ercnt  piovider;  although  the  electric  power  companies  in  this  country  still 
have  a  monopoly,  the  telecommunications  people  do  not  any  more. 


As  most  of  you  realize,  the  government  does  not  own  a  pervasive  and  inde¬ 
pendent  electric  pi)wer  source  or  its  own  lelccoinmunicaiioiis  systems.  We 
get  about  95  percent  of  all  our  communications  from  tlic  private  sector,  i.e.. 
telephone  companies.  One  of  the  things  we've  done  with  both  the  power 
industry  and  the  telecommunications  industry  is  to  make  them  aware  of  the 
viilnerahilities  of  their  respective  industries  and  encourage  them  to  develop 
contingency  plans  and  capabilities  so  th:>i  they  could  restore  critical  service 
in  case  of  a  major  disruption.  “Critical  service"  is  defined  according  to 
national  priorities,  depending  on  what  kind  of  service  is  being  restored  and 
ill  what  situation;  the  priority  may  he  public  .safety  during  a  disaster,  or  serv¬ 
ice  to  the  Defense  Depamiient  during  a  wartime  situation. 


The  electiic  power  grid  is  now  almost  totally  omimur  controlled  over  com¬ 
munications  links.  They  have  had  some  brownouts  and  blackouts  due  to 
failures  of  this  technology;  while  it  has  improved  the  overall  operating  effi¬ 
ciency  of  the  system,  it  can  create  tmmendous  inefficiency  when  it  breaks 
down.  An  example  -on  the  West  Coast,  in  the  summer,  piiwer  is  shared 
troiii  the  northwestern  part  of  the  United  .States  down  to  the  Los  Angeles 
area,  to  run  the  air  conditioners.  In  the  winter,  it  is  reversed  and  electric 
pi>wer  is  shared  to  the  north  to  run  the  heaters.  The  control  is  done  by  com¬ 
puters  and  teleiDctry  fiows  over  communications  lir.!' 


. . .  Let  me  first  make  a  point  on  survivability.  Survivability  can  t>e  regarded 
as  a  matter  of  life  and  death  or  as  a  matter  of  improvement  by  degrees.  Take 
the  national  power  grid  system.  I'heie's  a  couple  of  things  that  you  can  do. 
You  have  single  point  failures.  One  of  the  things  we  are  finding  out  is  that 
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power  plants  arc  not  as  critical  or  as  vulnerable  as  substations,  which 
become  critical  single  points.  You  tan  do  .some  things  today  at  power  plants 
to  take  away  that  vulnerability  by  using  network  design.  Previously,  that 
kind  ol'  solution  was  not  feasible,  whether  for  coM  reasons  or  for  regulatory 
reasons,  where  the  Public  Utilities  Commissions  (PUCs)  wouldn’t  let  the 
companies  do  that.  We  have  what  amounts  to  a  national  power  grid  system, 


To  come  back  to  your  point  about  integration,  the  system  docs  hecome  inter¬ 
operable.  hut  we  try  to  make  sure  that  the  loss  of  one  part  of  it  does  not  take 
the  other  part  down.  We  try  to  take  some  degradation  into  account  within 
the  integrated  system.  However,  that  means  that  if  you  do  lose  a  part,  you 
have  to  have  a  plan.  For  example,  maybe  you’re  getting  power  from  the 
Canadians  and  you  lose  that  as  a  major  source,  hut  you  have  an  alternate 
plan;  in  the  case  of  the  Northwest,  there  might  he  a  connection  into  the  Col¬ 
orado  area,  for  example. 


So  while  parts  of  what  you’re  saying  arc  correct.  1  think  the  systems  are  so 
designed  in  this  case  as  to  allow  for  the  danger  that  you  mentioned.  We  talk 
about  interoperahility.  rather  than  integration.  A  lot  of  limes,  integration 
implies  that  if  you  lose  one  pan.  it  drags  another  part  down.  In  telecom¬ 
munications  we  have  some  of  those  kinds  of  problems,  because  when  you’re 
operating  at  megahits.  syiichriMii/aiion  is  critical  in  order  to  maintain  what 
we  call  hit  integrity.  There’s  a  master  liming  souae:  somebiniy  always  has 
to  be  able  to  clock  We  are  looking  at  ways  to  make  sure  that  the  .system 
maintains  its  integrity  because  under  the  new  telecommunications  industry 
structure,  with  so  many  long-haul  carriers— the  new  MCK  and  OTKs.  and 
then  the  satellites— there  has  to  be  one  very  accurate  cliKking  source,  or  else 
you  get  buffering.  It’s  these  kinds  of  things  we  have  to  address  to  prevent  a 
system  failure.  In  a  digital  system,  if  you  lose  the  ckK'k,  it’s  catastrophic;  in 
an  analog  system  it  is  not.  The  old  Ircquency  division  multiplex  allowed  for 
slow  degradation. 


Today,  one  iif  the  vulnerabilities  of  a  digital  system  is  that  it’s  almost  hin- 
aiy:  It's  cither  them  or  it’s  not,  Hy  ihc  way.  a  very  major  concern  of  ours  in 
networks  that  support  national  sysicnis  is  interoperability  or  alternate  routing 
capability.  It  used  to  be  that  we  operated  through  what  we  called  frequency 
multiplexing.  Today  we  do  time  division  multiplexing.  The  iliffercnce  is  that 
frequency  multiplexing  worked  like  your  radio;  you  changed  frequency  to 
pass  different  types  of  data.  Today  you  code  a  hit.  which  is  in  a  serial 
stream,  interwoven  with  a  whole  hunch  of  other  information,  not  even  all 
your  own  information.  When  it  gets  to  the  other  end  it’s  muliiplc.xed  out. 
There’s  a  lot  of  nK)ni  tiHlay  tor  error  and  degradation,  and  you  can  do  things 
in  the  system  to  keep  the  highest  priority  systems  on  the  air.  whether  they’re 
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circuits  or  customers.  Today  you  can  lose  everything,  so  you  must  plan  your 
systems  accordingly.  That  applies  to  maintaining  telemetry  on  a  hardware 
system  as  much  as  to  transferring  infoimulion  for  a  customer. 

ISTL'DUNTj  Is  there  a  general  theory  that  tie.s  together  all  these  concerns 
about  system  vulnerabilities  and  integration? 

IGRlMt'S)  Well,  again,  the  vulncruhilitics  can  he  categorized.  A  corpora¬ 
tion  that  is  revenue-hased  is  looking  at  it  for  lost  revenue,  and  will  go  some 
distance  toward  ensuring  against  failures  acci>rding  to  the  costs  and  benefits 
involved.  That's  an  interesting  calculation  right  now  with  the  increase  in  ter¬ 
rorist  activity,  around  the  world.  Fortunately,  we  have  had  little  problem  in 
this  nati(m.  Some  years  ago  wc  had  a  thing  called  the  M<mkey  Wrench  Gang 
running  around  out  west.  They  were  environmentalists  concerned  about  the 
hig  transmission  towers  that  run  across  the  nation,  both  the  metal  and  the 
wooden  type  trestles,  the  very  tall  ones.  They  took  blowtorches  out  there,  in 
the  case  of  the  metal  ones,  and  cut  them  off  and  just  let  them  hang.  It  was  a 
very  costly  profHvsition.  In  another  case,  they  took  chain  saws  and  went  out 
where  there  were  telephone  pole  Ircstlcs.  and  cut  those  oil  and  let  them  dan¬ 
gle.  They  tiH)k  high-power  rifles  and  shot  up  transl'oriners  and  substations.  It 
took  (juitc  a  hit  of  time  to  replace  one  of  those  transformers. 

Again,  that's  very  localized,  and  you  can  do  things  to  gel  around  that  loss. 
If  you  lake  a  larger  event,  a  IohkkIo  or  an  earthquake  in  Calilornia  where 
you  take  out  a  liunk  of  the  sysleni.  then  you  have  another  type  of  restoration 
you'\c  got  to  consider.  In  the  case  of  California,  lor  example,  communica¬ 
tions  companies  try  not  to  put  much  cahic  around  the  Sun  Francisco  area 
because  earth  shifts  tear  the  cables.  They  use  a  lot  of  microwave.  Als»). 
those  shakes  ■detune"  the  mienmavc  beam.  Companies  do  various  things, 
like  deei>  piling  in  the  ground,  to  prevent  that.  So  there  are  things  you  can 
do  to  guard  against  some  kinds  of  disruption.  Hut  for  eases  like  the  Monkey 
Wrench  Gang  and  terrorism  itKlay.  physical  protection  of  those  facilities  has 
now  become  a  major  issue,  and  cor)x»r:iiions  are  gxiing  to  have  to  start  doing 
something  about  it.  Sonn:  companies  pul  chain  link  fenee.s  up.  with  no  lights 
or  open  gates.  Just  as  you  sec  in  Washington  with  the  sandbags,  etc.,  and  in 
airpt'ris  w  iih  the  metal  detectors,  you're  going  U)  sec  tluit  kind  of  protection 
as  a  cimimon  practice,  unfortunately . 

If  you  carry  that  one  hit  further  into  a  wailime  situation,  we  have  national 
policy  and  plans  and  organi/ations  in  place  to  handle  such  things  as  restor¬ 
ing  critical  functions  or  rceonsliluling  the  systems.  In  the  case  of  eommuni- 
culions.  it's  the  National  limcrgcncy  I'ctecommuniealions  System  that  works 
with  the  22  federal  agencies  to  sol  up  prioriiics.  v>  that  we  cun  restore  those 
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most  critical  systems  that  we  need.  In  the  case  of  the  power  system,  the 
Department  of  Energy  has  worked  that  out  and  coordinates  with  the  power 
companies  on  a  daily  basis. 

...  My  point  is  that  with  this  increased  proliferation  of  computers  in  every 
aspect,  in  the  medical  area,  logislic.s,  transportation,  etc.,  our  dependence 
on  them  is  causing  a  major  strain  on  our  communications  capabilities, 
especially  in  the  tactical  environment.  When  you’re  operating  in  a  benign 
environment,  your  pipe  is  very  large.  When  there’s  a  disruption  in  that  pipe 
and  you’ve  got  to  go  down  to  half  the  size,  setting  priorities  for  what  is  the 
essential  data  you  need  becomes  very  critical.  Unfortunately,  people  think 
that  they’re  going  to  operate  in  a  stre.ssed  environment  with  the  same  amount 
of  information  as  they  have  in  peacetime. 

The  Moscow  Hot  Line  operates  in  a  very  controlled  environment  limited  to 
two  individuals,  and  was  designed  to  pass  very  critical  information  on  an 
accident  or  an  error  made  hy  either  party.  Its  purpose  was  not  for  going  to 
war.  but  for  preventing  war.  Wherc.is  with  thc.se  very  pervasive  systems 
scattered  in  16  divisions  or  air  wings  around  the  world,  so  much  information 
is  flowing  out  there  to  sustain  that  force  that  the  systems  now  in  use  during 
peacetime  are  going  to  cause  problems  when  you  get  into  a  stressed  environ¬ 
ment  and  have  to  disturb  the  network. 

(ObTl'lNCibR)  Let  me  sec  if  I  can  get  you  lo  speculate  a  little  bit  as  to 
what  the  remedy  might  be.  If  I  go  hack  in  history,  it  seems  to  me  that  it  is 
precisely  for  that  reason,  among  others,  that  the  notion  of  doctrine  evolved 
in  the  military:  What  do  you  do  if  the  hor.se  and  dispatch  rider  don’t  get 
there'.’  There  are  certain  things  that  you  do  when  you  get  cut  off  To  some 
extent,  what  you’re  dcschhing  implies  having  lost  sight  of  some  elementary 
principles.  If  so.  then  maybe  a  correction  shiHJld  be  on  its  way.  Or  have  we 
not  yet  had  enough  experience  iii  stressing  these  systems,  with  the  pipelines 
breaking  down,  lor  people  to  have  relearned  and  reinvented  doctrine  or 
modes  of  operating  when  they're  cut  off  from  the  pipe? 

ICiRtMbS)  I  think  we’re  now  rca>gni/ing  the  need  for  diKlrine  and  pro¬ 
cedures  to  deal  with  stress  cnvinmmenls  and  communications  disruptions. 
The  two  technologies  of  computers  and  teleconimuniculions  have  merged 
now  to  the  point  where  that  need  has  arisen.  It  used  to  he  that  the  computer 
people  did  not  ciHirdinalc  with  the  communications  people;  they  just  tmik  it 
lor  granted  that  the  communications  source  would  always  be  there.  But  we 
got  in  such  dilemmas  in  the  Army  and  elsewhere  that  those  functions  have 
been  nxTged.  because  it  was  recognized  that  neither  one  could  go  without 
the  other  in  today's  distribution  systems,  I  think  it's  a  self-correcting 
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problem.  We’re  seeing  some  efforts  now,  and  progress  is  just  a  mailer  of 
lime.  We  jusl  have  lo  hope  we're  not  faced  with  a  life-or-dealh  silualion 
before  we  gel  ihere.  Thai’s  kind  of  the  critical  point.  We  do  have  a  propen¬ 
sity  for  uprighling;  we  swing  one  way  or  the  oihe*'.  and  somehow  over  a 
period  of  lime,  our  checks  and  balances  kind  of  set  us  straight. 

I  McLaughlin)  it  seems  to  me  that  part  of  the  problem  is  the  continual 
need  lo  reinvent  common  sense.  Your  logi.stics  pipeline  is  not  going  lo  he 
there  either  if  someone's  attacking  it.  That’s  why  you  carry  certain  stores 
and  ammunition  with  you,  on  the  assumption  that  you’re  not  going  to  get 
resupplied  on  a  daily  basis  or  whatever  in  certain  situations.  That  logic  is 
basic  lo  contingency  planning  in  general.  But  it  seems  as  if  every  lime  we 
pul  in  a  new  technology  out  there  with  new  opportunities  for  communicat¬ 
ing.  wc  keep  forgetting  that  wc  won't  have  all  that  pipeline  available  and 
that  we  have  to  plan  accordingly. 

IGRIMLS]  Tony  used  the  word  "dtKirine.”  Doctrine,  of  course,  is  used 
more  in  the  military  than  in  other  federal  agencies  or  in  corporations.  Ooc- 
irines.  goals,  and  objectives  arc  sonKwhal  similar  in  a  sense,  hut  doctrine 
means.  ’’This  is  what  we’re  going  lo  do  and  how  we're  going  lo  gel  there,” 
In  most  government  organizations  I’ve  been  asstKiated  with,  as  computers 
became  available,  people  never  went  out  and  used  the  computer  as  a  more 
pnrficicnt  tool  to  improve  the  pnrcc.ss.  They  simply  automated  the  existing 
one.  two.  three,  four,  five  steps  invohvd  in  a  travel  voucher  or  transporta¬ 
tion  form.  Now.  1  think  it’s  generally  undcrsiotHJ  that  with  all  the  edit  func¬ 
tions  and  accuracies  of  computers,  you  can  do  away  with  steps  two  thnrugh 
It),  because  the  computer  docs  all  that  for  you.  Ten  or  13  years  ago.  1 
pushed  very  hard  to  have  the  offiev  of  the  Army  Adjutant  General  at  Port 
Benjamin  Harrison  start  UKiking  at  what  office  uuiomution  computers  would 
do.  because  they  put  out  all  the  proccduivs  and  regulations  on  general,  com¬ 
mon  user  forms,  personnel  records,  and  so  forth.  If  you  automate  that 
record-keeping  then  yi’U  eliminate  a  whole  lot  of  functions:  when  you  do 
that  efficiently  you  also  reduce  iIk*  anHmnt  of  data  that  you  have  to  process 
or  transfer.  That’s  starting  from  the  vciy  beginning:  You  lay  out  what  you 
want  lo  dtt  and  you  lake  an  analy.st  in  there  and  say.  "This  is  hc'w  you  do 
it.”  and  then  you  write  your  cihIc  around  it.  That  kind  of  pn)cess  is  starting 
to  police  itself.  Again,  you’ve  gi)l  nmre  people  who  understand  computers 
and  their  applications,  whereas  prcvjjHisly  there  was  always  jusl  a  handful  of 
experts  anmnd. 


|M('LaI  ('iIII  1N|  flic  pullcrn  you  descrihed  has  heen  very  common  in 
industry.  It  has  been  i>ur  contention  for  some  lime  that  if  you  went  out  and 
did  a  methvHis  study  preliminary  to  buying  a  computer,  you  would  wind  up 
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saving  all  (he  same  money  wiihoul  buying  the  computer  a(  all;  (he  computer 
simply  provides  the  icing  on  the  cake.  The  general  pattern  is  that  people 
tend  to  start  by  automating  what  they’ve  already  been  doing,  and  then  only 
later  do  (hey  rethink  the  actual  process  once  it's  automated. 

IGRIMBS]  Another  point  that  \vc  haven't  talked  about  yet  is  (he  (rend 
toward  establishing  corporate  communications  centers.  It  has  been  brought 
about  by  (he  .structural  change  of  (he  telecommunications  industry  in  this 
country.  As  most  of  you  know,  about  80  percent  of  the  network  out  there  is 
owned  hy  AT&T  today.  Of  the  rest  of  it.  about  10  percent  is  MCI.  and 
another  eight  or  nine  percent  of  it.  maybe  ncM  quite  that  much,  is  GTE  and 
U.S.  Telecom,  while  (he  rest  is  strewn  about.  The  concept  of  end-to-end 
communications  changed  with  deregulation,  whether  for  a  computer,  a  tele¬ 
phone.  or  any  other  information  system.  Corporations  have  had  to  change 
the  way  they  do  business.  Companies  like  General  Motors  and  American 
Airlines  have  all  had  to  go  out  now  and  develop  a  corporate  infrastructure  in 
order  to  maintain  end-to-end  communications  for  the  various  information 
systems  (hey  use  in  their  day-to-day  (»perations.  Cost  was  one  intponant  rea¬ 
son.  as  1  mentioned  to  you  earlier.  It  used  to  he  that  you  went  to  ime  vendor. 
AT&T:  you  (old  him  that  you  wanted  to  go  from  A  to  B.  whether  or  not  you 
knew  anything  about  24(M)  baud  or  48(K)  baud,  and  AT&T  would  provide 
that  service  and  just  send  you  a 
hill.  Because  of  increased  costs 

and  rapid  change  in  regulations  in  -nH'^survmvnt  of  thv  irjns- 

the  competitiw  marketplace,  peo-  missionnuo 
pie  are  now  out  there  shopping 
around  for  cheaper  service. 


The  result  is  that  corporations  not  only  have  added  a  vice  president  for  these 
functions,  hut  they’ve  also  had  to  go  down  and  put  in  what  we  call  control 
centers,  staffed  with  smart  people  who  know  how-  to  order  that  service.  In 
some  cases,  they  have  gone  out  and  huilt  their  own  systems,  or  are  buying 
dedicated  systems,  because  it’s  much  cheaper  to  do  that.  But  if  you  do  that 
and  you  want  to  maintain  end-to-end  connectivity,  you've  got  to  have  an 
infrastructure  in  order  to  restore  sers  ice  during  an  outage.  .Again,  that  means 
you  have  to  huild  yourself  a  little  control  center  with  competent  people  in 
there.  You’ve  got  to  he  able  to  isolate  the  piohlem.  whether  it  s  the  com¬ 
puter  t'r  whatever,  ^’on  re  seeing  a  nia^ir  trend  in  the  cnviron.ment  for  that 
reason.  That’s  a  part  of  information  systems. 


A  prime  cvample  of  what  happened  in  government  is  the  case  of  the  Federal 
Aviation  Administration  (l  AA)  at  Oklahoma  City,  Oklahoma  City  is  proba¬ 
bly  OIK  of  the  largest  nodes  for  commutiications  for  our  federal  government 
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for  administrative  purposes,  and  the  FAA  was  only  getting  service  from  a 
couple  of  mitjor  carriers.  When  they  were  required  to  go  out  on  a  competi¬ 
tive  basis  and  get  service  from  other  carriers,  and  had  to  operate  with  the 
local  exchange  carrier  and  install  their  own  modems  on  the  ends  of  the  cir¬ 
cuits,  they  got  into  some  real  difTtculties  to  the  point  (hat  they  had  to  build  a 
control  center  and  staff  it  with  five  people  24  hours  a  day.  It's  costing  us 
taxpayers  a  pretty  good  bundle  to  maintain  that  reliability  that  we  wanted 
from  end-to-end  service.  In  the  case  of  the  FAA.  even  though  ii*s  an  admin¬ 
istrative  center,  it  involves  some  critical  things  that  have  to  be  done  over¬ 
night.  like  sending  spare  parts  to  radios  in  a  Los  Angeles  airport.  Also,  it's 
the  library,  if  you  will,  where  accident  information  is  deposited  and  those 
kinds  of  things. . . . 

(OETTtNGBRl  You've  been  talking  about  the  cost  to  the  taxpayer  for 
these  control  centers,  network  management  serviees.  etc.  Arc  you  aware  of 
any  studies  or  do  you  have  any  impressions  as  to  whether  or  not.  in  compen¬ 
sation  for  that  cost,  you've  gotten  more  reliability?  This  goes  hack  to  some 
of  your  other  points  about  redundancy,  etc.  Ilte  Bell  System  made  a  point  of 
having  alternate  routing  and  so  on.  but  one  could  imagine  that  a 
decentralized  network  with  these  little  control  centers  here  and  there  could 
be  more  robust.  It  could  also  be  more  diaotic.  Or  it  could  all  Just  be  an  illu¬ 
sion:  everything  might  rely  on  the  commercial  control  centers  underneath,  us 
a  system  is  no  better  than  the  underlying  network.  From  where  you  nou  sit 
and  have  sal.  arc  you  able  to  fomi  any  judgment  as  to  u  hethcr  we've  had  a 
net  gain  or  loss  in  robustness? 

|GKl.MbS|  If  you  had  asked  me  that  question  a  year  ago.  I'd  have  said 
we  had  a  net  loss,  hut  we've  grown  in  that  area  of  expertise  and  we've  pul 
into  place  some  functions  to  overcome  that  dillicully  in  the  government.  I'd 
say  all  things  are  about  equal  now  with  where  we  uerc  three  years  ago.  I'm 
talking  primarily  about  the  critical  command  and  control  type  of  infomialion 
systems.  Tixlay  the  federal  government  gets  about  90  to  95  percent  of  all  its 
communications  from  the  private  sector.  As  1  mentioned.  AT&  1'  prohahly 
owns  about  W)  percent  of  that  95  percent.  Anyhow,  because  of  that  depend¬ 
ency  in  the  federal  government  on  the  private  sector  for  what  we  call 
national  security  and  emergency  preparedness  tNS/hP)  circuits  and  sers  ices. 
uc  have  had  to  esiahlish  a  capability  in  Washington  such  that,  in  the  event 
that  we  did  have  a  national  emergeni'y.  rather  than  turning  to  one  vendor  for 
end-to-end  service,  we  would  have  a  natiimal  ciHtrdinuting  center  in  Wash¬ 
ington  to  overcome  that  deficiency  that  grew  iHJt  of  deregulation.  Although 
the  government  paid  for  the  facilities,  the  12  major  carriers  of  this  country 
have  individuals  posted  there  at  ni>  cost  to  the  government,  to  ensure  that 
service  is  continued  or  resUired.  or  that  a  new  high-priority  service  gets 
installed.  That  center  does  not  ciHiidinate  the  total  telecommunications 
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service  for  the  government,  only  the  most  critical,  and  that's  a  very  small 
percentage. 

I  haven't  seen  anything  to  indicate  that  we  have  better  or  worse  service  today 
than  three  years  ago.  other  than  that  there's  a  lot  of  confusion  in  people's  minds 
outside  of  those  who  deal  with  telecommunications  on  a  daily  basis  and  under¬ 
stand  that  relationship  between  the  two  technologies  of  computers  and  com¬ 
munications.  I  can't  refer  to  any  studies.  1  will  add  one  other  aspect  to  that: 
Under  the  National  Security  Telecommunications  Advisory  Committee 
(NSTAC).  we're  looking  at  the  network  to  sec  where  we  can  do  some  smart 
things  to  restore  service  between  corporations.  But.  again,  that's  only  for 
national  security:  that's  not  just  for  anybody's  use.  Yes.  we  have  done  some 
things  to  make  the  system  more  dynamic,  arxl  yes.  decentralization  may  give 
you  some  imptxwcmcnt  in  robustness  bectutse  it  gives  you  other  alternatives.  1 
don't  know  of  anybody  who  has  done  any  sludy.  or  analysis,  or  measurement 
of  that  improvement  or  degradation.  (137.  138-39.  144-46) 


16.  FKKD  R.  DEMECH,  JK.. 
"Making  Intelligence  Bet¬ 
ter"  (I9K7.  pp.  125-46) 


Career  crypJo/og/sf;  former  Command- 
inp  Offict'r.  US  Njvjl  Si'curily  Croup 
AcUvUy.  Edxvil.  Scotland 


When  1  first  started  in  the  business,  communications  were  less  than  l(X)  per¬ 
cent  reliuhlc.  We  depended  on  iroposcatter  systems,  and  it  was  just  horrific. 
Today  we  have  all  these  great  sy.sicms.  Is  that  the  answer?  Again.  1  think  it 
helps  tremendously,  hut  let  me  tell  ytM  some  of  the  problems  which  exist 
today.  You  don't  uncover  tik'se  until  you're  pari  of  it.  There  arc  certain  key 
installations  in  the  defense  esinhiishment  that  depend  on  the  telephone  sys¬ 
tems  of  host  countries  to  pass  me.viagcs.  Messages  that  say  "launch  your 
weapons."  Or  messages  that  are  in  the  form  of  an  alert  to  a  unit  that  says 
you'd  better  liKik  out  because  you're  in  jet^rdy.  llial  is  a  startling  revela¬ 
tion.  I'hat  is  incredible.  Once  these  things  are  uncovered  people  start  Ui  do 
something  about  them,  hut  it's  no^  easy. 

Then  you  go  to  satellite  communications  to  offset  that:  systems  where  you 
have  control  of  your  own  satellite  terminals  in  your  back  yard.  What  atxHit 
the  vulneruhility  of  the  satellite  ilseir.’  So  when  Donald  l^lham  conics  and 
says  we're  going  to  harden  the  satellites  and  make  them  more  survivahlc 
heeuuse  they  can  move  and  do  other  things,  then  you  say.  "How  much  does 
it  cost  to  launch  one  ot  those'.*"  It's  $100,000  per  pound,  and  you  keep 
adding,  and  these  are  some  of  the  pruhleins.  But  they  have  to  do  them  to  try 
to  have  a  survivahlc  system. 
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Will  the  information  be  available  in  time  of  conflict  or  war?  A  problem  all 
the  time  Or  in  business  at  (he  time  of  all  these  takeovers  and  stulT  like  (hat. 
are  you  going  to  have  the  information  available?  I  don't  know  if  you  will, 
but  a  lot  of  people  arc  trying  to  do  their  best  to  make  sure  that  information  is 
available.  Again,  not  an  easy  situation  and  we  don't  learn  well  from  pre¬ 
vious  mistakes 


in  the  1960s.  the  Sixth  Reet  Commander,  Admiral  Kidd  in  the  Mediterra¬ 
nean.  used  to  die  for  information.  The  system  was  clogged  up.  He  couldn't 
get  information.  Then  every  day  he  used  to  see  this  plane  flying  over  the 
Mediterranean.  It  was  an  Air  Force  reconnaissance  plane.  It  used  to  dip  its 
wings  to  him  That  plane  had  all  the  information  he  needed.  They  couldn't 
talk.  Simple  solution  and  a  couple  of  young  officers  got  medals  They  put  a 
compatible  communications  system  on  the  plane  and  the  ship.  They  solved 
it.  The  people  thought  they  were  heroes  Twenty  years  later,  the  same  prob¬ 
lem.  A  different  part  of  (lie  world;  Air  Force  planes  flying  over  a  Navy  ship. 
They  can't  talk  to  each  other.  You  fix  it  by  doing  the  same  'hing  that  was 
done  20  years  ago.  We  sometimes  just  don't  learn  our  lessons  about  com¬ 
munications  problems. 


One  other  thing.  I  remember  an  exercise  conducted  by  a  potential  adversary. 
They  must  have  known  something.  I  think.  They  didn't  practice  any  emis¬ 
sion  control.  All  their  emitters  were  on.  Obviously,  our  system  collected  all 
that  surge  in  information  They  sent  it  to  the  intemrediate  nodes  to  be  proc¬ 
essed  and  then  forwarded  on  to  Washington.  So  much  information  was 
passed  that  ibe  intennediate  nodes  shut  down.  The  computers  ciMJldn't  han¬ 
dle  it.  You're  talking  about  24(NI  baud  ciauits  and  things  like  that,  and  the 
infomialion  was  stuck  because  they  couldn’t  get  it  through.  It  took  days  to 
get  it  to  Washington.  A  hig  problem.  A  lot  of  people  were  concerned.  How 
do  you  fix  that  information?  How  do  you  deal  with  it?  Almost  as  if  the 
adversary  knew  that  we  couldn't  handle  (hat  information,  and  did  it  to  test 
it. 


being  in  (he  business,  knowing  a  little  bit  about  (he  Walker  espionage  case 
and  sonie  other  espionage  cases,  who  knows,  maybe  (hey  knew  we  ciHildn't 
handle  it  and  did  it  on  purpose  to  test  the  system.  1  don't  know  if  that  is 
really  (he  case,  but  it  could  be  (1.^  - 
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Headlines  about  waste  and  fraud — from  overpriced  toilet  seats  to 
million-dollar  kickbacks — imply  that  some  common  sense,  coupled 
with  hefty  penalties  for  wrongdoing,  will  cure  the  ills  of  the  Depart¬ 
ment  of  Defense's  purchasing  system.  Unfortunately,  simplistic 
approaches  and  simple  solutions  tend  to  compound  the  system's 
problems. 

For  example,  if  expensive  toilet  seats  are  the  issue,  a  "simple 
solution"  might  be  to  set  up  an  office  to  oversee  the  purchase  of 
toilet  seats.  Initially,  the  office  would  examine  every  "system"  rec¬ 
ommended  for  DoD  purchase  to  make  sure  it  did  not  include  unrea¬ 
sonably  priced  toilet  seats.  However,  if  past  bureaucratic  behavior  is 
any  indication,  eventually  the  staff  would  expand  and  the  office 
would  take  on  additional  functions.  There  might,  for  example,  be  a 
quality  control  branch  charged  with  designing  tests  to  determine  a 
given  seat's  resistance  to  stress;  that,  of  course,  would  mean  that 
another  branch  would  be  needed  to  do  the  actual  testing. 

If  one  were  to  take  the  number  of  "systems"  purchased 
annually  by  DoD;  multiply  that  number  by  the  number  of  components 
in  each  system;  multiply  the  resulting  product  by  the  number  of  man¬ 
agement  levels  tasked  with  oversight  functions;  and  multiply  that 
product  in  turn  by  the  number  of  staffers  found  in  the  average  gov¬ 
ernment  agency,  one  might  begin  to  get  a  sense  of  how  "simple  solu¬ 
tions"  grow  into  massive  headaches  and  how  toilet  seats  developed 
according  to  government  specifications  end  up  costing  hundreds  of 
dollars. 

The  most  critical  problems  of  the  DoD  purchasing  system  are 
the  time  and  cost  overruns  on  'he  big  programs — the  multi-billion 
dollar  programs  that  are  obsolete  before  they  reach  the  field,  that 
don't  do  what  they  were  designed  to  do.  and  that  cost  ten  times  u< 
much  as  they  were  originally  projected  to  cost. 

The  extracts  in  this  chapter  illustrate  the  problems  inherent  in  the 
present  DoD  purchasing  system,  highlighting  the  special  difficulties' 
that  arise  when  a  C'l  system — not  a  new  weapon — is  needed.  Who  in 
DoD  pays  fur  C'l  when  the  Air  Force  needs  more  planes,  the  Army 
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needs  more  tanks,  and  the  Navy  needs  more  ships?  If  you  put  the 
responsibility  for  acquiring  new  CM  systems  at  the  Joint  Staff  or  DoD 
level,  you  must  put  the  funding  there  too,  and  doing  that  will  lake 
away  money  the  Services  see  as  critical.  Who  do  you  get  to  prepare 
design  specifications  when  the  users  and  decision  makers  don’t 
understand  the  technologies  involved  and  the  engineers  are  more  con¬ 
cerned  with  state-of-the-art  products  than  the  users’  needs?  How  do 
you  sell  CM  requirements  to  congressmen  who  are  awed  by  the  turn¬ 
ing  radius  of  a  new  fighter  or  the  ‘  hard  kill”  capacity  of  the  latest 
lank,  but  are  unimpressed  by  a  more  secure  radio  system? 

On  the  positive  side,  some  trends  occasioned  by  rapid  tech¬ 
nological  changes  in  CM  development  might  point  the  way  to  improv¬ 
ing  the  overall  acquisition  system.  For  example,  it  frequently  makes 
more  sense  to  huy  CM  systems  “off-the-shelf’ — that  is.  to  buy  com¬ 
mercially  developed  systems — rather  than  to  go  through  the  usual 
acquisition  process  of  determining  needs,  devising  .specifications, 
seeking  bidders,  and  so  on.  The  lait^  process  now  takes  10-12  years 
and  almost  inevitably  results  in  fielding  obsolete  systems.  Now.  if 
off-the-shelf  purchasing  makes  sense  in  terms  of  CM.  might  it  not 
also  make  sense  in  other  areas  of  r,q)id  technological  change?  While 
it’s  not  possible  to  buy  a  new  lighter  off-ihe*shelf.  it  may  he  possible 
to  u.se  that  approach  in  buying  the  components  that  go  into  that 
aircraft. 

Another  trend  is  multi-year  priKuremeni,  a  kind  of  bulk  pur¬ 
chase.  If  we  project  a  need  for  1000  farkles  per  year  for  the  next  ten 
years,  we  may  save  a  lot  of  money  by  buying  10.000  farkles  now. 
rather  than  spreading  the  purchase  over  ten  years.  The  maker  of  the 
farkles  saves  nainey  by  selling  his  priHluciion  line  up  once  and  keep¬ 
ing  it  going  long  enough  to  prinluce  all  10.000  unii.s — as  opposed  to 
selling  it  up  for  two  months  ever>*  year  for  iO  years — and  he  passes  a 
percentage  of  the  saving  on  to  us. 

Bulk  purchase  is  not.  of  course,  a  new  idea.  It's  long  been  popu¬ 
lar  and  productive  in  the  private  sector.  Government,  on  the  other 
hand,  is  understandably  and  unfortunately  nK>re  shoii-sighled:  in  gov¬ 
ernment.  the  focus  is  on  this  year  s  budget,  not  the  budget  for  the 
next  ten  years.  If  we've  got  Sl.000.000  to  spend,  it  probably  makes 
sense  to  split  the  money  between  guns  and  butter,  even  if.  by  doing 
so.  we  re  missing  the  savings  involved  in  buying  two  years’  worth  of 
guns.  In  essence,  it  comes  down  to  being  a  mailer  of  priorities. 

The  rale  of  change  in  CM  development  can  add  an  additional 
wrinkle  to  the  question  of  priorities.  If  we  buy  a  new  radio  for  the 
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Army  and  plan  to  keep  that  radio  in  service  for  ten  years,  wc  may 
need  to  buy  10,000  units  of  a  particular  chip  used  in  that  radio  for 
replacement  purposes.  If.  in  order  to  save  money  in  the  short  term, 
we  buy  1000  units  a  year,  we  may  discover  in  the  fifth  year  that  the 
manufacturer  has  stopped  making  that  chip.  It  may  be  that  by  the 
fifth  year  the  chip  is  so  obsolete  we’re  the  only  ones  buying  it.  And 
the  number  we  huy  each  year  may  not  be  high  enough  to  justify  keep¬ 
ing  the  production  lines  open.  At  that  point,  we're  faced  with  a 
dilemma;  do  we  scrap  the  radio  and  buy  a  new  one.  or  do  we  open 
our  own  chip  production  line?  Either  alternative  will  be  very  expen¬ 
sive.  The  rapid  pace  of  change  may,  therefore,  force  government  to 
look  more  closely  at  the  issue  of  multi-year  priKurement. 

While  "off-the-shelf"  purchasing  and  multi-year  procurement 
may  be  useful  options  in  some  cases,  they're  certainly  not  cure-alls 
for  DoD's  purchasing  system.  If  you're  not  careful  about  off-the- 
shelf  purchases,  you  may  end  up  with  a  lot  of  advanced  systems  that 
won't  work  with  each  other.  By  the  same  token,  multi-year  procure¬ 
ment  could  cause  you  to  buy  ten  years'  worth  of  a  prixluct  that  will 
be  obsolete  next  year. 

There  are  no  "simple  solutions"  to  our  acquisition  problems,  in 
C'l  or  any  other  area.  PriKedures  are  never  adequate  substitutes  for 
common  .sense,  and,  unfortunately,  large  bureaucracies  have  little 
choice  hut  to  operate  hy  pnxiedure. 


Extracts 


) .  WILLIAM  Odom,  ‘*01  and  MUiUiy  Assistant  to  the  President’s 
Telecommunications  at  the 
Policy  Level”  (1980, 
pp.  1-23) 


Who  do  you  think  pays  for  the  JCS  and  the  ClNCs  and  the  President's  com¬ 
mand  arxi  control-^r,  to  put  it  colloquially,  their  telef^one  bill?  The  mili¬ 
tary  Services.  And  this  creates  enormous  budgetary  and  political  strain 
within  the  Defense  Department.  If  the  Air  Force  has  a  choice  between  buy¬ 
ing  more  airplanes  or  providing  a  command  and  control  airplane  for  the 
President,  and  providing  more  radios  and  more  ADP  capability  for  control 
of  the  center  of  the  JCS,  they  prefer  the  airplanes,  not  the  control.  The 
Army  prefers  tanks  to  paying  for  the  President's  White  House  communica¬ 
tions  system.  The  Navy  has  its  preferences  along  the  same  lines.  So  there  is, 
in  the  way  the  Defense  Department 
budgets  are  developed,  an  inherent 
bias  against  funding  JCS-level. 

Defense  Department-level  and, 
certainly.  NCA-level  communica¬ 
tions.  I  learned  that  when  1  thought 
1  could  take  two  or  three  enduring 
elements  of  the  WWMCCS  pro¬ 
gram  and  try  to  push  them  through. 

1  fought  those  right  down  to  the 
end.  Friday  night  we  have  the 
budget  issues  nailed  down,  but  by  Monday  rrmming  they  were  pulled  out. 
Some  Air  Force  staff  experts  had  gonen  to  the  WWMCCS  Chairman  on  Sat¬ 
urday.  and  1  was  left  with  no  pre^rams  on  Monday!  (12) 


ICS^Ioint  Chiefs  of  Stiff 
ClNCs— CommtnderS'in-Chief:  here 
refers  to  com/mnders  of  the  various 
mdftiry  opentior)*!  com/mnds 
ADP— Automatic  Data  Processing 
NCA— National  Command  Authority: 

the  Presi^nt  or  a  successor 
WWMCCS-Worid  Wide  Military  Com¬ 
mand  arid  Control  System 


2.  LLE  PaSCHALL.  'C’l  and 
the  National  Military  Com¬ 
mand  System"  (1980. 
pp.  67-86) 


Consu/(an(;  former  Director.  Defense 
Communications  Agency  and  Man- 
ager.  National  Communications 
System 
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One  . . .  caution:  whether  it's  a  convnand  and  control  system  or  a  manage¬ 
ment  information  system  which  simply  displays  from  a  point-of-sale  cash 
register  in  the  store  and  makes  an  adjustment  in  inventory  and  billing  when 
the  keys  arc  pushed,  don’t  leave  ii  just  to  the  technocrat.  If  you  do,  you  will 
get  a  very  exotic  system  that  may  or  may  not  do  what  you  want.  Inciden¬ 
tally.  1  speak  as  a  technocrat — those  are  my  biases,  and  you  should  know 
that.  But  the  fact  remains  that  if  the  user  cannot  define  his  information  needs 
and  make  them  understandable  to  the  system  designer  (and  that's  not  always 
easy  to  do),  you're  in  trouble  instantly.  Defining  information  needs  is  the 
first  and  toughest  task  of  building  an  automated  system,  whether  it's  a  mili¬ 
tary  command  and  control  system  or  a  simple  point-of-sale  management 
information  system  in  a  department  store.  And  it's  nut  often  done  very  well. 


. . .  |M|u)liple  users'  needs  often  conflict,  violently  at  times.  Take  the  mili¬ 
tary  case,  with  which  1  am.  of  course,  so  much  more  familiar.  The  Army 
fights  from  the  field,  the  Air  Force  fights  from  its  base,  and  the  Navy  fights 
from  its  ships.  So  to  the  Air  Force  air  bases,  and  the  communications  con¬ 
necting  them,  are  very  important.  The  Army  is  much  more  concerned  with 
its  communication  when  it  deploys  into  the  field.  It  doesn't  care  so  much 
about  the  survivahiliiy  of  its  camps,  posts,  and  stations.  The  Navy,  of 
course,  fights  at  sea.  They  all  fight  at  different  speeds  and  with  different 
degrees  of  navigational  accuracy.  The  result  is  that  when  you  try  to  huild  a 
tri-service  system  for  the  Anuy.  Navy,  and  Air  Foree.  you’ve  got  three  dif¬ 
ferent  speeds  to  contend  with,  three  different  geographical  environments, 
three  different  d<Ktrines.  and  indeed,  three  different  languages.  So  multi¬ 
user  systems  arc  very  difficult. 


One  other  thing  about  multi-user  systems  like  the  Worldwide  Military  Com¬ 
mand  and  Control  System  and  the  Defense  Ctiinmunicaliun  System  is  that 
since  they  are  j<iint.  the  first  questum  that  eoKrges  is.  who  is  the  sponsor  for 
budgetary  purposes  ’  Now  the  Aniiy.  Navy,  and  Air  Foree.  generally  speak¬ 
ing,  want  to  buy.  respcctiv'ely.  tanks,  ships,  and  airplanes.  I'hey  aren't  all 
that  enthused  about  spending  a  kM  of  immey  on  the  Defense  Cimimunication 
System  or  the  Worldwide  Military  Command  and  Control  System.  DCS  and 
WWMCCS  must  compete  in  the  Service  budgets  and  with  hardware  that  the 
Services  arc  obligated  to  provide 
under  the  icmis  of  the  .Nationnl 
Security  Act.  So  first  you  must  Sviuntv  Mi 

find  the  sponsor  Uh'  a  thing  like  ilic  v%ubhihed  the  Deftjrtnwnt  ul 

Defense  Communtcalion  System  thh'me 

the  National  Communication 
.System. 
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. . .  Those  rules  are  built  so  that  DoD  spends  most  of  its  dollars  on  ships, 
tanks,  and  airplanes;  they  don’t  fit  command  and  control  systems  very  well. 
Now  you  have  the  problem  of  justifying  to  the  Congress  a  host  of  little  pro¬ 
grams:  a  VHF  communications  system,  an  HF  communication  system,  a 
VLF  communication  system.  And  the  Congressman  sits  there  and  says. 
“Why  do  you  need  three?  Why  won’t  one  do?  Why  do  you  need  computers 
here,  why  don't  you  use  those  computers  over  there?”  So  what  you  have  to 
do  is  fit  all  these  separate  program  elements  under  some  sort  of  umbrella 
description — and  the  current  title  for  that  in  Washington  is  architecture.  So 
we  have  a  WWMCCS  architecture,  a  military  communications  satellite 
architecture,  dozens  of  architectures;  and  they  haven't  really  met  the  need 
yet.  because  we  still  think  of  them  as  separate  little  programs  that  you're 
acquiring — this  particular  kind  of  hardware  for  that  particular  use.  Its  rela¬ 
tionship  to  the  other  pieces  of  hardware,  and  their  particular  use  in  the  total 
context  of  C-M,  aren't  readily  ap¬ 
parent.  Last  year,  in  the  1980 
budget.  63  separate  program  ele¬ 
ments  were  submitted  under  some¬ 
thing  called  the  Telecommunica¬ 
tions  and  Command  Control  Pro¬ 
gram.  Half  a  billion  dollars  were 
cut  from  those  63  elements.  One  of 
the  lessons  Dr.  Dlnnecn  drew 
from  that  was  they  had  not  justified  those  63  elements  in  terms  of  all  the 
other  elements. 

It  will  he  interesting  to  watch.  Or.  Dinnecn  maife  a  speech  in  December  and 
one  in  January,  and  has  had  an  interview  in  the  January  Armed  Fort  es  Jour- 
Mil.  It  appears  to  be  a  very  serious,  conscious  effort  on  his  part  to  justify  all 
these  separate  little  programs  under  one  overall  rubric,  so  that  Congress  can 
see  the  relationship  of  each  one  to  the  others.  Very  often  if  you  eliminate 
one  it  affects  the  others  in  ways  that  are  not  readily  obvious. 

(Ot-TTINGI-Kl  There  are  those  who  would  ar'iue  that  if  you  make  it  all 
visible  it  all  becomes  vulnerable  as  one  unit,  while  if  yixi  put  the  items  cni 
different  shelves  some  may  survive  even  if  a  couple  of  them  die.  and  you 
may  be  able  to  recover  some  of  them  laier  on.  So  that  there's  perpetual  ten¬ 
sion.  it  seems  to  me.  between  what  you've  described  and  alternative 
bureaucratic  strategy. 

(PaSCHAIXI  ...  So  marugers  tend  to  protect  themselves.  The  most  suc- 
c'essful  program  manager  I've  seen  m  recent  years  is  a  close  friend  of  mine. 
He  was  a  very  successful  man — since  he's  a  friend  of  mine  1  can  say  this. 


VHf—Very  High  frequency 
Hf — High  frequency 
Vlf~Very  Low  frequency 
Dr.  Dinneen-^Cerald  P.  Dmneen. 
Atsisisni  Secretary  of  Defense  for 
C’t  in  the  Carter  Administration 
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and  I  won't  identify  him — beycxtd  his  intelligence  or,  really,  his  capabilities. 
The  reason  was  that  he  had  a  thing  called  management  reserve,  and  when  he 
went  in  with  his  budget  for  a  particular  program,  he  fought  for  management 
reserve.  He  estimated  his  program  fairly  carefully,  he  cranked  in  inflation 
and  all  those  things,  and  then  he  said:  "This  is  a  highly  technical,  highly 
complex  program,  1  need  a  large  management  reserve,"  and  he  fought  for 
that.  The  management  reserve  was  simply  to  pay  for  the  cost  overruns  and 
schedule  slippages  he  knew  were  ccNning.  So  he  devoted  his  sales  effort 
(incidentally,  they  don't  teach  salesmanship  in  the  war  colleges  and  they 
should,  to  further  an  officer's  career  if  for  no  other  reason)  to  selling  man¬ 
agement  reserve.  His  Selected  Acquisition  Report  went  to  the  Secretary  of 
Defense  and  to  the  Congress  on  schedule,  within  program.  He'd  consumed 
enormous  management  reserve  but 


Selected  Acquisition  Report—finsl 
report  in  acquisition  of  a  new  system 


it  was  within  program,  so  he  got 
promoted.  That's  the  kind  of 
games  people  have  to  play  to 
defeat  the  system,  survive  within 

it,  or  succeed  within  it.  And  i  don’t  mean  that  in  a  derogatory  sense.  It's 
practical  advice.  If  you  do  not  include  things  like  management  reserve,  if 
you  do  not  take  into  account  the  real  hard  facts  of  life  in  budgeting  and 
selling  systems,  then  you  should  never  believe  anybody’s  estimate  about 
what  it's  going  to  cost  you  in  time  or  dollars.  I  finally  canrte  up  with  another 
of  my  laws,  which  says  multiply  everything  by  pi.  Somebody  once  asked 
me.  "Why  pi?"  I  said.  "Well,  three  doesn’t  sound  very  sexy  and  anybody 
can  multiply  by  two;  but  pi  makes  pcqple  stop  and  think.  'He  must  know 
something  we  don't.' " 


1  say  that  facetiously,  but  this  system  forces  you  to  protect  yourself  in  things 
like  estimating — not  deliberately  overestimating,  but  you  have  to  provide  the 
cushion,  because  none  of  these  systems  will  come  in  on  time  and  none  of 
(hem  will  come  in  on  program  in  terms  of  cost. 


...  Senior  decision  makers,  non-technocrats,  get  very  irritated  with  the 
technocrat  who's  in  there  with  his  jargon,  pleading  for  a  particular  form  of 
spread-spectrum  modulation  as  being  absolutely  imperative;  and  how  much 
more  does  it  cost?  A  couple  of  hundred  million — spread-spectrum  modula¬ 
tion  for  a  couple  of  hundred  million  is  meaningless  to  many  people. 


. . .  We’ve  talked  about  the  value  of  command  and  control  and  management 
systems  in  improved  management — saving  money,  using  systems  analysis 
techniques  to  make  investment  choices.  It’s  very  hard  to  quantify  the  benefit 
you  get  by  spending  a  million  dollars  on  a  command,  control,  and 
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communication  system.  In  terms  of  numbers  of  dollars  saved  in  buying  F- 
15s,  people  have  subjective  views  about  what  it’s  worth.  So  anyone  who  sits 
down  to  justify  what  the  trade  calls  a  “soft-kill  capability” — well,  com¬ 
puters  don’t  kill  very  much,  com¬ 
pared  to  a  “hard-kill  capability” 

A  ,A  ,1  F-15— fighter  aircraft 

like  an  F-15  or  an  A-IO  or  a  tank.  .A-io-comfca,  soppon  aircraft 

The  systems  analyst  can  do  mar¬ 
vels  with  the  tank — probability  of 

kill,  flrst  sighting:  add  a  laser  or  a  laser  designator  to  it  and  the  probability 
of  kill  goes  up  to  a  measurable  degree.  It’s  harder,  though,  to  quantify  the 
benefits  if  you  add  another  radar  which  gives  you  a  second  way  to  identify  a 
Soviet  missile  and  decide  that  it  is  indeed  aimed  at  you.  People  who  deal 
with  Cl  systems  analysis  and  cost-benefits  studies  would  be  much  happier  if 
they  had  some  way  to  do  that.  (69.  72-73.  75.  77.  82-83) 


3.  James  m.  Osborne.  former  Senior  Vice  President.  f*Sys- 
’’Meeting  Military  needs 
for  Intelligence  Systems” 

(1981.  pp.  1-23) 

Prom  the  viewpoint  of  an  industrialist,  the  increasing  complexities  of  the 
weapon  systems  are  drivers  to  increasing  complexity  in  C'l  systems.  The 
C'l  systems  are  reactive  to  the  weapon  systems,  tactics,  dixtrines.  the  mili¬ 
tary  uses.  As  those  systems  become  more  complex,  the  C‘l  systems  become 
much  more  complex  in  response.  The  government’s  changing,  and  !  think 
decreasing,  ability  to  determine  and  articulate  its  needs  in  the  CM  area,  and 
to  prepare  and  manage  meaningful  specifications,  is  a  very  serious  problem. 
The  changing  and.  again,  decreasing  ability  of  the  government  service  per¬ 
sonnel  to  operate,  repair,  and  maintain  the  sophisticated  systems  wnich  are 
being  delivered  to  them  is  a  very  serious  problem  too.  and  I  don’t  see  any 
way  out  of  it  at  the  present  time. 


I  am  concerned  about  the  lengthening  lapse  of  time  between  design/ 
development  and  pnxluction.  as  a  consequence  of  procurement,  reviews. 


test  process,  and  many  other 
things — for  example.  MIL-STD- 
78IC.  which  is  a  very  elaborate 
test  program.  I  call  it  a  statisti¬ 
cian’s  orgy.  It  has  to  do  with  the 
way  equipment  is  tested  after  it’s 
developed.  There  is  a  proper  place 


MIL-STO-781C—"Kehability  Design 
Qualification  and  Production 
Acceptance  fest:  Exponential  DiS' 
tnbution.  "  October  21.  V 
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for  tests,  no  question  about  it.  Certainly  systems  that  have  just  proceeded 
through  design  and  initial  manufacture  have  to  undergo  exhaustive  tests.  But 
the  government  is  applying  the  781 C  document  to  the  production  of  equip¬ 
ment  which  has  been  produced  in  large  quantity  over  a  large  number  of 
years,  whose  reliability  is  well-known,  established  and  entirely  suitable.  The 
government,  after  all,  pays  the  bill;  tme  way  or  another  every  dime  of  this  is 
charged  right  back  to  the  government.  And  the  government,  according  to 
781C,  must  buy  all  these  elaborate  test  machines  and  facilities  and  use  them, 
and  that.  1  think,  is  outrageous.  There  is  greatly  increased  cost  associated 
with  it.  And  because  these  tests  lengthen  the  procurement  time,  we’re  deliv¬ 
ering  systems  which  are  semi-obsolete  when  the  user  gets  them. 


. . .  Well,  it  really  boils  down  to  this:  what  are  the  real  needs?  What  is  it  that 
I  really  want  to  do?  What  are  the  alternatives  associated  with  the  needs,  to 
serve  as  a  framework  for  preparing  the  architecture,  .specifications  and  the 
like?  Can  I  pick  the  alternatives  that  look  the  most  promising,  and  from 
them  somehow  select  the  best  courts?  (An  endemic  problem  I  ran  across  in 
most  of  the  programs  was  that  someone  had  forgotten  to  do  that.)  Can  1 
develop  the  system  specifications,  subsystem  specifications,  equipment 
specifications,  test  specifications,  in  such  a  way  that  others  can  understand 
what  they’re  supposed  to  do  and  I  can  measure  their  performance?  What  are 
the  boundary  conditions  we’re  trying  to  work  with,  in  terms  of  people,  time, 
money,  plant  facilities,  that  sort  of  thing?  I  can't  imagine  that  anyone  in  this 
group  would  think  that  those  questions  are  simple  in  execution.  The  overrid¬ 
ing  consideration — at  least  it  has  been  to  me  in  managing  programs — is  to 
try  and  determine  the  forcing  functions,  to  quantify  and  qualify  them,  to 
bring  the  important  items  to  a  level  of  conscious  attention  and  hold  them 
there.  And  I  think  that  I’ve  just  slated  one  of  the  principal  problems  that  I 
see  in  C'l:  it  is  exceedingly  difficult  to  develop  a  focus. 


In  his  book  The  Mythical  Man-Month,  Frederick  P.  Brooks  describes  the 
problems  associated  with  the  development  of  the  IBM  System  360.  It’s  a 
series  of  software  essays,  but  I  found  it  contained  many  lessons  that  were 
applicable  to  things  other  than  software.  In  fact  it  was  required  reading  for 
my  subordinates.  He  develops  the  formula 

C  =  N  (N-l);2. 

The  problem  in  communications:  C,  the  number  of  communication  paths,  is 
equal  to  the  number  of  people  involved  times  the  number  of  pec^le  minus 
one  over  two.  which  of  course  normalizes  to  one  if  you  have  two  people.  If 
you  have  a  third  person,  the  communications  problem  becomes  three  limes 
as  great;  add  a  fourth,  and  it’s  six  times  as  great.  That  highlights  the  prob¬ 
lem  of  committees.  The  whole  C^l  process  is  riddled  with  committees, 
reviews,  and  more  reviews  up  and  down  the  line,  by  people  who  don’t  share 
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a  common  data  base.  Another  book  that  i  like  to  have  my  people  read  is  Jus¬ 
tice  Cardozo's  book:  The  Nature  of  the  Judicial  Process.  Cardozo,  who  was 
on  the  Supreme  Court  at  the  same  time  as  Oliver  Wendell  Holmes,  was  a 
brilliant  jurist.  He  wrote  on  how  a  judge  goes  about  making  an  objective 
decision,  and  points  out  that  that  is  exceedingly  difFicult  to  do.  The  decision 
a  person  makes  is  always  run  through  a  set  of  Filters  (my  words,  not  his). 
He's  conditioned  from  birth  to  pick  certain  paths,  he  brings  certain  mores 
and  standards  to  the  decision  process;  and  it  is  entirely  possible  for  one 
judge  to  make  an  "objective"  decision  that  is  entirely  different  from  another 
judge's  "objective"  decision  on  the  same  issue. 


)n  the  case  of  C^l.  people  are  develc^ng  needs  and  specifications  (particularly 
with  the  current  United  States  procuiement  philosof^y)  lacking  a  common  data 
base.  Indeed  people  in  positions  of  authenity.  though  they  may  believe  they 
think  like  computers,  redly  have  their  own  different  data  bases  too.  And  even 
though  all  these  people  are  looking  at  the  same  facts,  they  reach  different  con¬ 
clusions.  As  a  consequence,  it  appears  to  me  (and  to  many  of  my  colleagues) 
that  there  is  a  defense  mechanism — an  attempt  to  get  something  sold  through 
the  next  level,  rather  than  to  address  the  substantive  issue  itself. 


...  I  was  Program  Manager  of  the  communication  systems  for  Minutemnn. 
the  sensitive  command  networks,  support  information  networks,  and  permis* 
sive  action  links.  Five  wings  of  Minutemen  were  designed  with  concurrent 
manufacture,  and  placed  in  opera¬ 
tion  within  six  years.  1  was  Pro- 

gram  Manager  of  Aulodin,  whose  Mmoieman-mierconi/nenia/  BaWsi/e 

design  was  begun  in  1965  and  the  MjiLlm-Auiomiuc  Digiial  Neiwort 
last  site  signed  on  in  1969.  But 
now  it  takes  some  seven  to  twelve 

years  to  crank  out  that  kind  of  system.  You  can’t  help  wondering  what's 
happened  to  us  in  the  meantime. 


. . .  But  that's  a  procurement  itch  I’ve  got.  more  than  a  philosophy.  The 
point  is  that  there  are  all  kinds  of  documents  saying  that  the  government 
establishes  and  quantifies  needs,  develops  an  architecture  of  specification, 
and  follows  a  specific  procurement  process;  but  if  industry  were  to  follow 
that  dictate  literally  or  even  approximately,  it  would  be  out  of  business. 

lOETTtNGER)  Can  you  pinpoint  why? 

(Osborne)  Because  somebody  in  industry  has  been  working  with  some 
government  agency,  generally,  to  determine  what  the  needs  are.  It's  highly 
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informal  activity,  but  it  does  happen.  Somebody  has  been  in  there  working 
Cii  the  specifications  for  the  systems  and  equipments.  I  still  maintain — the 
government  will  debate  me  on  this,  and  so  will  other  people — that  you  can 
read  a  contractor's  proposal  just  like  you  can  the  Bible.  You  can  read  it  as  a 
holy  book  or  as  a  dirty  old  man’s  manual,  whatever  you  like  to  make  of  it. 
At  that  stage  proposals  are  generally  cost-reimbursable  instruments.  Too 
often,  if  you  haven’t  been  involved  in  the  process  from  the  beginning  (where 
I  don’t  think  you  really  should  have  been)  you  simply  aren’t  the  guy  who 
wins  the  job. 


ISTUDENTI  Are  we  describing  a  procedural  breakdown?  Or.  given  the 
changes  in  systems  and  technologies,  is  it  realistic  to  think  that  someone  just 
invents  the  need  now.  specifies  it,  and  then  puts  it  out  for  bid  and  gets  it? 


lOSBORNE]  I’m  saying  that,  because  the  development  of  needs  is  now  so 
much  more  difficult  than  ever  in  the  past,  the  government  usually  (not  just 
frequently)  lacks  the  ability  to  do  it  by  itself.  It  doesn’t  have  people  cuirent 
enough  in  the  state-of-the-art  to  know  what  can  be  done,  or  to  assess  what 
should  be  done. . . . 


1STUDE.nt|  It’s  interesting  that  you  are  talking  about  having  no  forcing 
functions  to  cause  you  to  optimize  and  support  your  procurement  proce¬ 
dures.  Such  functions  do  exist  in  a  couple  of  operational  areas,  where  spe¬ 
cial  project  offices  (SPOs).  for  example  in  the  Air  Force,  end-run  almost 
every  normal  channel  and  procurement  practice,  soie-sourcing  nearly 
everything;  they  do  work  with  their  own  engineers  in  private  companies,  and 
it’s  almost  like  your  description  of 


sole-soufCing-~designation  of  one 
company  as  only  available  supplier 


how  things  were  done  back  in  the 
‘40s  and  ‘50s.  From  that  kind  of 
project  offices  have  come  certain 
technologies  that  were  designed  20 

years  ago.  yet  are  still  the  state  of  the  art.  It  is  interesting  that,  in  the  areas 
where  there  are  very'  critical  operational  needs,  that  old  system  still  works. 


lOsBOKNt]  Another  good  example  of  that  is  NSA.  which  doesn't  work 
under  the  same  kind  of  requirements  that  are  laid  on  the  Army.  Air  Force 
and  Navy.  They  can  develop  and 
produce  their  equipment  and  sys¬ 
tems  in  a  di^ereni  way.  As  a  con¬ 
sequence.  some  of  the  best 
developments  I  have  seen  have 
come  out  of  NSA. 


NSA~National  Secuniy  Agency 
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...  1  guess  I  feel  that  with  intelligent  people  on  both  sides  of  the  fence — 
trained,  intelligent  people — the  speciHcations  issues  and  so  forth  can  be 
resolved.  Excessive  procedures  get  to  be  a  problem  too;  they  tend  to  act  as 
an  alternative  to  intelligent  action,  andean  end  up  as  a  straightjacket.  For 
example;  in  one  case  I  was  working  with  an  intelligent  DCA  group  and 
things  moved  smoothly,  both  on  the  contract  side  of  the  house  and  on  the 
technical  side.  In  another  case,  on 
a  program  where  AFSCM-375-5 
was  invoked,  the  program  was  nit- 
picked  to  death.  I  remember  that 
one  only  too  well.  I  made  a  film 
for  the  Air  Force  at  the  end  of  the 
program;  they  hadn't  asked  for  it. 

It  wasn't  in  their  budget.  It  ran  for 
3.^  minutes,  it  didn't  even  have  a  sound  track,  All  it  was  was  a  series  of 
forklift  trucks  going  across  the  screen  pled  with  data,  and  dumping  it  into 
an  incinerator.  There  was  a  little  clock  down  in  the  corner  registering  the 
millions  of  dollars  that  had  been  poured  into  the  program.  It  caused  quite  a 
furor  in  the  Air  Force. 


DCA— Defense  Communications 
Agency 

AFSCM~375-5— "Systems  Engineering 
Management  Procedures,  '*  March  10. 
T966  (withdrawn  1972) 


...  I  would  dread  being  on  the  government  side  of  the  house  trying  to  take  a 
program  through  all  its  needed  approval  cycles  before  they  can  even  let  a 
contract.  And  God  knows  whether  they  get  the  system  they  wanted.  Maybe 
their  needs  change  in  the  meantime.  You  try  to  change  something,  and 
you're  met  with  a  group  of  congressional  staffers  who  apparently  are  free  to 
run  rampant  through  the  lahoralories.  .saying  "You  are  giving  money 
away."  So  you  end  up  not  changing  things  that  need  to  be  changed  because 
you're  going  to  get  into  another  approval  cycle.  I  don't  know  where  we 
developed  the  philosophy  that  people  have  to  be  prophets,  but  we  have. 
That's  imbedded  in  a  Uvt  of  our  procurement  philosophy  now.  It  doesn't  per¬ 
mit  change  to  happen  when  it  needs  to. 


|STL't)t:Nr|  . . .  |P|eop]e  on  the  govemment  side  really  don't  understand 
the  contracts  they  let.  quite  frequently.  We  say  on  our  contracts  "All  provi¬ 
sions  of  MIL-8T13-490  (or  -48.3)  will  apply"  without  having  opened  that 
diKUineni  and  realizing  how  gener¬ 
alized  it  is.  We  deeide  what  data 
we  want  to  have  hy  citing  ewry 
contract  data  requirements  list 
(CDRL)  item.  As  long  us  you  hav'e 

every  nuniber  in  your  contract,  you’re  safe  That's  the  forklift  problem. 
Well,  somebody  has  to  understand  this  pnKess  and  tailor  it  to  the  specific 
situation,  and  that  is  what  is  not  happening 
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[OSBORNEl  A  plan  is  a  living  thing.  ]f  the  circumstances  change,  the 
plans  change.  Don't  do  your  planning  just  once  a  year,  do  it  as  it  happens; 
maintaining  currency  is  super  important.  But  the  government  process 
doesn’t  really  permit  that  to  happen.  They  don't  have  enough  people  who.  if 
you  wish  to  have  it  happen,  could  do  it  anyhow. 


A6CIS— Naval  Air  Defense  System 
R&D— Research  and  Development 


|OETTINGER|  Let  me  try  to  rephrase  this.  Suppose  you  express  a  need 
for  a  system  delivery — say.  AEGIS — years  too  early.  You  get  turned  down. 
Is  it  a  bad  idea  because  you  wanted  it  loo  early?  On  the  other  hand,  maybe 
the  Secretary  of  the  Air  Force  and  the  Secretary  of  Defense  arc  right,  maybe 
it  is  too  early,  and  it  is  desirable  to 
stretch  out  the  R&D.  at  least  the 
development  phase,  in  order  to  go 
further  down  the  road  before  you 
cross  the  decision  point.  You  have 

avoided  having  the  wrong  thing  earlier,  which  may  be  a  plus.  What  I  hear 
you  saying  is  that,  in  the  government,  ihe  formalization  of  a  lot  of  these 
processes  m^es  it  so  that  it  is  damn  hard  to  have  either  a  rational  stretch-out 
or  a  forced  march  with  an  abrupt  cutoff,  no  further  changes,  and  delivery  in 
12  or  15  months.  You  imply  a  great  deal,  from  the  less  constrained  indus¬ 
trial  side,  how — between  avoiding  the  mistake  of  committing  loo  early  to 
something  that  is  going  to  be  dumb  in  somebody's  judgment,  and  Ihe  mis¬ 
take  of  dragging  out  loo  long  something  that  you  bloody  well  need 
tomorrow— how  that  gels  screwed  up  in  the  government.  Could  you  draw 
now  strictly  on  the  industrial  side?  If  you  had  your  druthers,  as  General 
Manager,  how  would  you  most  comforiahly  strike  the  balance  between 
avoiding  committing  too  soon  to  the  wrong  thing  and  dragging  your  feel  loo 
long  on  something  even  if  it's  not  perfect?  One  of  General  Cusliman's  stale- 
menis  was  that  it  is  belter  to  have  something  than  mxhing.  and  in  some  cir¬ 
cumstances  even  if  it's  not  perfect  want  it  tomorrow.  I  think  you  were 
starting  to  talk  about  that.  Forget  about  the  government  for  the  moment;  as  a 
manager,  a  principal,  how  do  you  balance  that? 


|OSBORNH|  Well,  let's  say  this.  You  can't  fight  a  war  with  things  that 
are  on  the  drawing  board.  You  fight  a  war  with  things  that  are  in  your  hand. 
You  can't  run  a  plant  with  things  that  you're  planning  to  do  sonKlime  in  the 
future.  You  run  a  plant  with  the  things  ^  have  now.  So  you  need  to  have 
the  capability  at  any  given  point  in  lime  that's  sufficient  to  meet  at  least  your 
minimum  needs.  But  that's  a  process  that  doesn't  happen  hy  itself.  It  lakes  a 
great  deal  of  planning  to  be  sure  that  you're  probably  postured  as  well  as 

you  can  be  at  any  given  point  in  time _ I  guess  one  of  the  things  1  feel  is 

death,  from  the  industry  side,  is  to  lode  yourself  in  concrete  by  choosing  a 
course  that  you  refuse  to  change— even  though  there's  a  need  to  change. 
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For  example,  I  started  an  LSI  facility.  It  was  a  large-scale,  integrated  array 
facility  that  developed  innovative  circuits,  and  we  had  chosen  a  certain  com¬ 
plement  of  equipment  to  go  in 
there — we  had  budgeted  for  it  and 

bought  it.  But  another  group  of  LSI-^Large  Scale  integration 

equipment  came  out  that  was  far 
better,  that  would  speed  the  proc¬ 
ess  up.  give  us  greater  accuracies,  better  resolution  in  our  lines,  and  the  like. 
The  Board  was  horrified  when  1  went  to  them  right  after  this  stuff  was  deliv¬ 
ered  and  put  it  on  the  block  to  sell  it.  to  buy  something  else.  But  they  went 
along,  and  we  put  in  a  facility  that  really  did  what  we  wanted  it  to  do.  In  the 
near  term  it  looked  like  a  bad  decision  tecause  we  had  spent  more  money  in 
that  period  than  we'd  planned  to  spend.  In  the  long  term  (after  all.  that's  the 
thing  we  were  aiming  at),  it  made  and  saved  a  lot  of  money  for  us.  But  the 
government  system  now  has  gotten  so  complex  in  its  needs  analyses,  speci¬ 
fications  analyses,  justification  and  quantification  of  programs — there  are  so 
many  levels — that  things  do  get  loci^  in  concrete;  it's  almost  impossible  to 
change  them.  As  a  consequence,  we  have  systems  which  are  less  capable 
than  they  should  be.  and  it  takes  longer  to  get  them. 

. . .  Now,  government  specifications  theoretically  try  to  map  out  that  plan¬ 
ning  process.  But  they  don't  put  any  one  person  in  control;  the  process  runs 
through  a  whole  series  of  bodies  who  are  entirely  different,  who  have  their 
own  ideas  about  things.  I've  FM^pared  a  lot  of  these  presentations  for,  or  in 
concert  with,  my  government  colleagues  to  take  them  through  these  steps. 
The  name  ol  the  game  is  to  get  through  the  gate.  And  you're  sometimes 
willing  to  sacrifice  some  of  the  RK}re  substantive  things  in  order  to  get  it 
through.  And  once  you've  got  it  through,  for  Christ's  sake  don't  change  it. 
because  you'll  have  to  start  the  whole  thing  all  over  again. 


. . .  There's  an  excellent  piece  by  Mdvin  Laird  pointing  out  that  all  Serv¬ 
ices  are  continuously  having  to  lower  their  requirements  for  the  people  who 
are  coming  on  board.  So  as  our 


Melvin  Laird— Secretary  of  Defense, 
lanuary  1%<^lanuary  1973 


weapon  systems  and  our  com¬ 
mand.  control,  and  intelligence 
systems  are  becoming  more  com¬ 
plex.  the  capability  of  the  people 

who  are  actually  operating,  maintaining,  and  repairing  them  is  going  just  the 
other  way.  In  turn  that  makes  the  systons  even  more  complex,  because  now 
you  have  to  build  things  into  them  to  rq>lace  the  intelligence  you'd  normally 
expect  to  find  in  the  human  being.  That  lengthens  development  time.  Sure, 
things  are  getting  more  complex.  We  now  have  to  put  much  more  capability 
in  the  same  size  bux.  We  are  constrained  in  size,  weight,  and  power,  yet  the 
functions  to  be  performed  are  much  more  complex,  so  the  equipment  is 
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nwre  complex.  Determining  just  bow  all  this  threads  together  is  obviously 
more  complex.  Being  more  con^lex,  it  lakes  longer.  Because  we  don't  have 
people  who  are  maintained  at  the  needed  proficiency,  it  takes  a  lot  longer 
than  it  should. 


Admittedly  it's  going  to  take  a  lot  longer  in  any  event,  right  from  the  begin¬ 
ning  of  the  process.  Engineering  the  system  lakes  longer,  intrinsically;  it's 
more  complex  stuff.  Manufacturing  takes  longer.  Because  it  takes  longer  it 
costs  more,  but  it  takes  much  longer  to  engineer  and  manufacture,  and  costs 
a  lot  more,  because  we're  not  applying  all  the  intelligence  we  could  and 
should  to  the  process.  Finally  we  deliver  the  equipment  to  our  customers — 
late,  and  at  an  exorbitant  price.  We  hand  it  over  to  people  who  don't  have 
the  capability  to  operate,  repair,  maintain  it.  so  in  the  end  the  intended  use 
of  the  equipment  is  subverted.  It’s  just  not  what  we  want.  Somehow,  despite 
all  this,  we  just  have  to  change. 

[OETTlNGIiR]  Now  how  would  you  interpret  your  propositions,  in  tenns 
of  what  you’d  want  to  change? 

{OSBORNb]  The  complexity  of  the  system  is  not  going  to  change. 
Indeed,  it  will  get  more  complex.  Since  thnt'.s  so.  wc  have  to  look  at  how 
we  can  assess  the  needs  of  the  system  in  a  much  different  way.  and  with 
smarter  pe<  >le.  The  government,  as  I  said,  is  less  and  less  able  to  articulate 
those  needs  in  the  form  i>f  specifications.  Ihat  is  going  to  continue  to  be  u 
problem.  Those  specifications  are  going  to  continue  to  he  complex,  even 
more  complex  than  they  are  now.  We  have  to  come  up  with  a  means  of 
obtaining  the  best  prinluct.  and  a  mechanism  to  expedite  changes  when 
changes  are  needed.  The  procurenKnt  process,  the  testing  priKess  and  the 
like,  by  their  very  nature,  cause  things  to  take  longer  and  cost  nH>re  money. 
And  although  I  can  understand  theoretically  why  these  things  base  been 
(kme  the  way  they  hasY — to  keep  out  crooks  and  so  forth — nonetheless  it  is 
a  fact  that  things  arc  taking  much  longer  than  can  afford  to  has'C  them 
take.  They're  costing  ntore  than  we  can  afford  to  hast  them  cost;  \sc’ve  got 
to  do  something  about  that. 


. . .  The  next  thing  that's  important — especially  in  the  LSI  aiul  VLSI  type  of 
circuit — is  that  imc-  you  have  decided  that  a  devic'c  will  be  used  to  do  a  spe¬ 
cific  something,  it's  very  ditticult 
and  very  expensive  to  change  that 

later  on.  because  now  its  function  VLSI-Vvry  targe  Sra/e  IntegraUttn 

is  embedded.  For  example.  I  once 
developed  a  PABX  system — 
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Private  Automatic  Branch  Exchange  equipment.  It  was  all  solid  state.  The 
decision  was  that  we  would  put  it  all  into  LSI  circuitry.  It  was  a  beautiful 
system,  with  automatic  wake-up.  call-back,  ail  sorts  of  cuing.  It  was  the 
sexiest  thing  you  ever  saw— except  that  nobody  would  buy  it  because,  when 
1  told  them  how  much  it  was  going  to  cost  and  how  big  it  would  have  to  be. 
they  simply  didn't  have  that  much  money  or  room  in  the  motel  or  hotel  to  fit 
it  in.  It  was  suggested  that  we  take  the  features  out.  But  you  can't  do  that; 
they're  embedded  in  the  finished  system.  Therefore,  it  is  super  important, 
since  you're  going  to  be  building  things  this  way.  to  make  sure  you  start  off 
with  the  best  evidence:  what  is  it  that  1  really  want  to  do?  What  are  the 
needs?  It's  important  to  spend  enough  lime  qualifying  and  quantifying  these 
things  to  the  point  where  you  can  say  with  reasonable  accuracy.  "That  does 
represent  what  1  want."  But  we  just  aren't  doing  as  good  a  job  of  that  as  we 
need  to.  It's  because  we  don't  have  the  people  to  do  it.  or  we  have  processes 
which  make  it  impossible. 

...  Oh.  1  think  it's  going  to  have  to  be  a  joint  effort.  It's  nice  to  sit  back  and 
say  somebody  else  is  going  to  generate  all  the  needs  and  the  complete  archi¬ 
tecture.  and  will  then  hand  it  to  an  industry  guy  and  he's  going  to  go  out  and 
design  the  stuff  and  crank  it  out  of  a  factory.  Logically,  though,  it's  not 
going  to  woric  that  way.  It's  got  to  be  an  iterative  process  with  a  real  part¬ 
nership  between  government  end  industry  if  it's  going  to  work  right.  Of 
course  that's  frowned  on  these  days.  The  government-industry  complex 
somehow  or  other  gut  to  be  a  dirty  word— 1  don't  know  why.  but  it  did.  Yet 
I  think  we're  going  to  have  to  go  back  to  a  lot  more  of  that  kind  of  collab¬ 
oration.  The  development  of  the  whole  semiconductor  business  wasn't  done 
in  the  military;  it  was  done  on  the  commercial  side.  The  fact  that  you  can 
get  all  this  stuff  on  chips  now  wasn't  a  consequence  of  government  work,  it 
was  the  competitive  force  in  the  commercial  marketplace  that  caused  it  to 
huppen.  1  think  that,  like  it  or  not.  there  has  to  be  a  degree  of  partnership 
between  industry  and  the  government. 

lOHTTtNGbRl  I  wonder  how  much  of  the  problem  is  an  absolute,  ar.d 
how  much  of  it  is  perception.  A  tire  is  one  hell  of  a  complicated  thing  to 
fi^bricate.  but  any  bloody  idiot  can  change  a  tire  on  a  tnick.  By  the  time  it 
gets  to  the  end  consumjNion  point,  it  has  to  be  operable.  The  internal  com¬ 
plexity  may  be  increased,  but  still  you  have  to  design  the  truck  so  that  the 
bolts  can  be  unscrewed  and  somebody  can  use  any  old  w;ench;  and  you 
have  to  think  about  whether  it's  desirable  to  require  a  specialized  wrench, 
and  so  forth.  Maybe  some  of  the  problems  are  not  as  much  the  diminishing 
capabilities  of  people,  or  the  increasing  complexities  of  systems,  but  the 
need  for  more  attention  to  making  sure  things  are  operable  by  human  beings. 
You  may  have  to  take  five-  or  ten-year  intervals  between  major  changes  so 
that  things  are  engineered  at  a  level  where  people  at  a  particular  time  can  use 
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them  effectively,  as  they  woukJ  a  tire.  Now,  is  that  nonsense,  or  is  there  a 
germ  of  something  sensible  in  it? 

(STUDENT]  It’s  not  responsive  to  today’s  demands,  but  it's  perfectly 
true.  Fcm*  instance,  the  Air  Force  las  problems  not  only  with  internal  com¬ 
plexity,  as  reflected  by  computer  programs  and  designs,  but  with  external 
complexity,  as  reflected  in  the  interfaces  of  what  you're  building  today  with 
the  other  systems  that  are  already  in  place  or.  worse,  with  those  that  are 
already  being  simultaneously  developed  without  the  communications  view. 
This  problem  is  going  to  exist  until  ^se  systems  are  fielded  and  they  some¬ 
how  come  together.  For  example,  we  wanted  to  build  an  automated 
TACC — this  is  one  of  our  disaster — an  automated  tactical  air  control  cen¬ 
ter,  and  it  was  pointed  out  to  us  that  curren:  technology  will  suj^rt  multi¬ 
processing — that  is,  several  computers  which  can  share  jobs.  That’s  fairly 
complicated.  Weil,  one  company  said  yes.  our  computers  can  do  it.  and 
we’ve  got  an  operating  system  that  werks.  and  another  company  said  we'll 
build  the  applications  systems  if  you'll  give  us  a  specification  of  how  the 
operating  system  performs.  Anoth^  company  said.  well.  uh.  we're  the  sys¬ 
tem  integrators,  and  if  those  computer  programs  work  on  that  computer, 
then  we  can  make  the  system  went.  But  it  didn't  work,  and  you've  got  fin¬ 
gers  pointing  all  over  the  {irface.  Now  was  that  all  complexity,  or  poor  man¬ 
agement?  It's  very  hard  to  distill  ledums  learned  out  of  disasters.  You  can 
draw  alnnist  any  conclusion  ycKi  w«it.  but  I  think  complexity  was  certainly 
a  factor. 

|OSBORNE|  Over  in  Minuieman.  we  had  a  problem  with  the  cable  sys¬ 
tems.  Invariably  some  farmer  using  a  posthole  digger  would  punch  a  hole  in 
the  cable;  and  gophers,  it  turned  out.  loved  to  eat  lead:  they’d  eat  holes  in 
the  stuff.  So  we  developed  a  system  to  pinpoint  where  the  leaks  had 
occurred  with  great  accuracy — within  50  feet.  That  saved  the  Air  Fba’e  an 
enormous  amount,  having  thb  'landy  little  gadget  on  the  link  that  would  tell 
them  right  away  there  was  a  leak:  idl  they  nced^  to  do  was  go  out  and  dig  a 
hole  there  and  fix  it.  But  then  we  had  to  pull  that  gadget  mit — it  wasn't  to 
Minuteman  standards.  As  a  conseqi^nce.  the  Minuteman  system  is  operat¬ 
ing  without  that  device  now.  It  just  wasn't  in  the  «ame  plan.  <3.  ^S.  6.  10. 
II.  12.  13.  14-15.  17.  I»-19,  19-20.  20-21.  22.  23) 
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Command  is  not  a  thing,  it’s  not  something  you  can  go  procure.  At  most  it 
has  the  half-life  of  the  individual  commander,  and  that  half-life  is  probably 
no  more  than  three  to  four  years,  maybe  only  two  years.  Putting  in  the 
things  that  are  needed  to  support  his  views  on  what  the  command  function  is 
may  take  a  much  longer  period  of  time. 


. . .  Now.  despite  what  some  might  think,  this  (the  NORAD  Command 
Operations  Center]  is  a  good  program — precisely  because  they  did  keep 
changing  the  requirements,  kept  it  flexible  and  kept  throwing  things  out  to 
make  it  happen.  If  instead  they  had  kept  to  the  original  program  lines,  in 
Bob  Everett's  view  they  would  still  be  working  on  it.  and  we  still  wouldn’t 
have  it  in  1981.  The  heart  of  the  recommendation  of  the  Defense  Science 
Board  study  on  systems  acquisition  was  that  you  ought  to  build  command 
and  control  systems  in  an  evolutionarv  fashion  and  get  them  in  the  user’s 
hands  very  quickly.  You  find  out  what  the  commander  wants,  evolve  the 
system,  add  to  it.  update  it.  bring  it  along:  in  the  meantime  you  in.stall  a 
backbone  system  that  really  works,  and  we’ve  been  trying  to  do  that.  Finally 
after  much  blood,  sweat,  and  tears  we  have  gotten  the  Services  to  admit  that 
command  and  control  sy.stems  are  dilTerent  kinds  of  things  from  airplanes  or 
guns.  They’re  acquired  in  small  numbers,  generally  they’re  one  of  a  kind, 
and  their  operational  characteristics  mtc  largely  determined  by  the  user  in  an 
evolutionary  process.  In  many  cases  existing  commercial  equipment  can 
emulate  the  function,  and  you  oug^t  to  be  flexible  and  be  ready  to  take 
advantage  of  that  in  procurement.  Arnl  remember  that  these  systems  are  not 
just  for  use  at  maji>r  command  beadquruiers.  but  are  also  deployed  at  small 
units  down  to  the  corps,  even  perhaps  the  division  and  company  levels. 
They  all  ought  to  take  a  comn>on  approach;  at  the  same  time,  such  wide 
deployment  and  such  a  wide  range  of  needs  demands  flexibility. 


lObTTtNGER]  The  inference  is  that  if  the  commanders  stayed  around 
longer,  or  systems  people  were  smarter,  or  contractors  were  better  at  pro¬ 
ducing  things  faster,  as  eitlv*r  a  backbone  or  a  completed  system,  this  prob¬ 
lem  could  be  solved.  Doesn’t  the  real  problem  lie  deeper?  An  operational 
guy  is  likely  to  state  his  requirements  in  terms  of  functions — he  needs  this, 
that  or  the  other  thing — if  lie's 
capable  of  articufating  them  at  all. 

The  techni'*4l  guy  at  ESD  is  mere  [ny—lhctmoic  Sy^tvtm  Otvi^ion 

likely  to  talk  about  capabilities— 
the  gears,  the  technology. 


(DbLAt'bKl  Not  imly  thai;  be  wants  to  put  a  fence  around  it  so  he  can 
meet  the  budget. 


OeUuer.  i%t  18i 


Ol;  Issues  of  Command  and  CtMitroi 


lOETTlNCER)  Even  given  a  greater  amount  of  time,  though,  mightn't 
that  kind  of  eultural  g^  be  untvM^eabie? 

(E>ELauer)  All  those  tendeneies  are  going  to  cemtinue,  and  the  eharac- 
teristics  of  the  people  involved  aren't  going  to  ehange  very  much _ 

(Everett)  The  last  thing  you  want  to  do  is  give  the  eommunieations 
eapability  to  the  President.  Evolutionary  develt^ment  ean  be  like  what  the 
Afriean  eolonials  used  to  eall  the 
"white  man's  madness" — big 
ehanges  every  time  a  new  admin¬ 
istrator  eame  to  the  eolonies.  One 
would  be  an  agrieultural  bug  and 
say.  "The  boll  weevils  are  eating 
up  all  the  cotton  plants  by  the  roots, 
solve  that  problem."  So  the  natives  would  run  out  and  pull  up  the  eotton 
roots.  The  next  guy  would  be  a  eivil  et^ineer  and  he  would  say.  "We  need 
roads.  So  forget  that  boll  weevil  nonsense  and  get  on  with  ro^  building." 
And  they  would  go  along  with  whatever  the  new  thing  was.  beeause  they 
difto't  want  to  spend  their  time  in  jail.  Similarly,  in  the  eommand  and  eon- 
trol  functitM).  every  incoming  commander's  bKkground.  environment,  per¬ 
sonality.  whether  he  likes  staff  or  hates  stan*.  whether  he's  an  authoritarian 
or  not^is  whole  style,  his  whole  being  will  dictate  to  one  hell  of  an  extent 
his  and  his  staffs  eomniand  information  requirements.  A  lot  of  thought  has 
been  given  to  this,  to  identify  basic  informational  requirements.  As  we  get 
down  to  tactieal  situations  we  arrive  at  some  eonstants — things  that  tend  to 
happen  over  and  over.  But  that  only  gives  us  maybe  ten  pereent  of  the 
needs.  There's  still  the  other  90  percent  that's  going  to  ehange  with  every 
new  "white  man"  who  comes  in _ 


fveretr^oben  R.  Everett,  Aes/denr  of 
MtJRl:  visitor  jnd  participent  in  this 
discussion 


Piill  Mit  MttAfi  nv%tc  lhat'c  hnu/  tn 


lOETTtNCER)  1  sense  that  there  may  be  "pure  gold"  evolution  and 
"fool's  gold"  evolution.  Where  is  the  distinction?  The  ideal  evolutionary 
model,  as  1  hear  you.  is  a  sinq>k  "backbone"  kind  of  thing  to  which  you 
can  add  on.  But  another  model,  not  ineompatible  with  a  naive  notion  of 
evolution,  says  that  you  evolve  a  German  PTT.  a  French  PIT.  some  US 
military  Service  facilities,  sepa¬ 
rately.  They're  all  nicely 
evolved — until  the  day  comes 
when  you  try  tc  hook  them  to¬ 
gether.  totally  or  partially,  and 
things  eome  to  a  grinding  halt. 

And  somebody  says.  "ieez.  you  know,  if  only  we  had  plaoned  ahead  and 
thought  the  thing  through  up  front,  we  wouldn't  have  had  to  come  to  a 


RTT—posiel.  lehf^ione.  end  lehgreph 
egency:  government'Owned  com* 
metetei  commuruceitons  system 
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grinding  halt  now  and  build  interfaces  which  are  larger  than  all  the  systems 
together."  Somebody  else  says,  "Well,  we  did  it  in  an  evolutionary  way." 
Is  that  not  what  you  mean  when  you  say  "evolutionary."  or  is  there  some 
qualification  to  that  notion  of  evolution  which  makes  it  good?  And  if  so. 
how  do  1  tell  "pure  gold"  evolution  from  "fool's  gold"  evolution? 

[Everett]  Now  as  it  turns  out,  the  German  and  French  PTTs  will  work 
together;  the  French  and  Germans  do  talk  to  each  other,  and  that's  been  true 
ever  since  the  early  days.  Therefore,  in  the  course  of  evolution,  it's  worked. 
But  if  they  had  never  talked  to  each  other  and  a  time  comes,  at  two  o'clock 
in  the  morning,  when  they  will  need  to  talk  together,  rest  assured  that  they 
won't  be  able  to.  This  is  the  situation  in  our  military*.  People  say.  "It's  just 
absurd  that  the  Army  and  the  Navy  can't  talk  to  each  other.  We'll  legislate 
it;  Everybody  shall  twy  the  same  radios;  or.  we'll  make  them  all  get  together 
in  one  room  and  design  the  communications  center."  Those  things  don't 
work.  The  only  way  you're  going  to  get  them  to  work  together  is  to  make 
them  work  together,  make  them  w<^  joint  exercises,  and  when  they  can't 
work  together  and  the  thing  fails,  you  sneer  at  them  and  they  have  to  go  out 
aiul  fix  it.  If  you  don't  do  that,  they  won't  ever  fx  it. 


...  In  Darwinian  evolution  you  go  out  and  keep  doing  things;  the  ones  that 
fail,  you  throw  away;  the  ones  that  work,  you  keep.  1  expect  that  you  might 
be  able  to  mend  the  telephone  system  by  means  of  evolutionary  function, 
but  we  don't  have  a  few  million  ^ars.  ^  you  need  to  assess  the  course  of 
the  evolution — try  to  make  the  things  you  try  sensible,  and  fix  the  small  dif* 
ficulties.  That  is  a  tremendous  engineering  task,  and  it  is  what  is  normally 
thought  of  as  systems  engineering.  The  trouble  comes  when  you  say. 

'Look,  the  present  telephone  system  is  all  analog;  what  you  ought  to  do  is 
throw  it  away  and  build  a  new  one 
using  digital  technology.  We'll  set 
up  a  SPO,  we'll  write  specs  and 
gel  everybody  going.  ai»d  the  IOC 
will  be  1W2." 


SW>— S^fem  Program  Offict 
IOC— initial  i^ierational  capability 


(DEtAUbRl  And  it's  going  to  cost  this  number  of  dollars  to  four  signifi' 
cant  figures. 

lEvbRbTTj  Now  you  know  that  nobody  would  be  ahle  to  talk  to  anybody 
in  the  United  States  'til  God  knows  whei-.  We  try  that  all  the  lime  in  the 
military. 


(OETTlNCERj  Here  are  two  of  you  who  are  in  full  agreement  on  that 
score;  why  is  the  rest  of  the  world  so  dumb? 
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[DELauer]  Everybody  who's  talked  to  me  says,  "Let's  do  away  with 
C^I."  So  we  do  away  with  CM — but  you  can't  make  it  disappear,  we're  still 
going  to  have  some  resource  allocation.  One  of  the  problems  we  have  had 
with  the  C^l  organization  was  that  when  we  did  focus  it,  and  aggregate  it  to. 
at  least,  define  what  the  needs  were,  the  warfare  groups — strategic,  space, 
general  purpose — didn't  have  enough  capability  in  it.  and  since  they're  not 
looking  for  things  to  do.  they  went  on  their  merry  way  without  considering 
the  command,  control,  and  communications  requirements.  In  MX  that's  still 
missing;  we  really  haven't  addressed  that  leftover  problem  yet.  What  1  want 
to  do  is  be  sure  that  the  weapons 
systems  people,  who  are  putting  in 
all  that  money,  consider  the 
implications  of  the  command,  con¬ 
trol.  and  communications  require¬ 
ments  when  they  start  thinking  cbout 
81.  82.  83.  84.  85) 


S.  JOHN  H.  CUSHMAN.  "CM 
and  the  Commander;  Re¬ 
sponsibility  and  Accoun- 
tability  "  ( 1981.  pp.  95- 
118) 

iT]hc  specific  process  of  adaptation  generally  lakes  place  through  con¬ 
structive  dialogue  between  the  providers  and  the  users  of  con)puier  systems. 
We  arc  largely  in  the  field  of  Information  technology.  Computers  and  infor¬ 
mation  technokigy  ore  not  necessarily  synonyntous.  Cimimond  and  control 
amount  to  much  more  than  conipuicrs.  though  they  are  frequently  referred  to 
as  udanling  to  the  CiHiiputcr.  In  the  business  world  the  providers  are  the 
developers,  the  generators  of  new  ideas,  the  creaitirs.  They  n)akc  crmipulcrs 
or  their  components.  They  work  in  the  universities,  the  si)tlwaa'  houses,  the 
research  institutions.  They  arc  thinking  of  new  things  to  do.  Ilic  users  in 
this  esiilulionary  pnK'c.ss  are  t»ui  there  in  the  hunks  and  bakeries,  the  refin¬ 
eries  and  business  institutions  of  our  land  and  around  the  world.  They  are 
doing  the  ssorld's  work,  and  they  need  aunpuicrs  to  sunivc  .  The  providers 
give  the  users  ideas,  the  users  keep  the  providers  Iroin  being  impractical, 
and  the  ultimate  nwasurc  of  nKrii  fur  the  ctmiputcr  is  its  utility  in  the  cimtcsl 
of  advantage.  Users'  influence  g<tverns. 


MX— latest  generation  of  interconti¬ 
nental  ballistic  missile 


the  weapons  system.  (70.  78.  79.  80- 


Manaftement  consultant:  former  Com- 
mantfjni.  Command  and  Genera/ 
StafI  College 


As  a  management  consultant.  I  ni  working  right  now  on  a  study  of  how 
users  aa^  adapting  to  computers.  Ciiib  ink  is  doing  a  very  good  adapting 
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10  the  computer,  and  1  just  read  a  briefing  given  by  a  developer  of  computer 
systems  in  that  banking  organization.  This  was  his  approach:  "First,  study 
the  users.  Second,  understand  the  interoffice  relationships  and  what  the 
users  are  actually  doing.  Third,  design  a  tool  that  performs  today's  function. 
Fourth,  make  it  usable."  Of  course  you  must  provide  for  growth  as  you 
make  it  usable  (because  the  user  is  going  to  want  to  make  it  better)  and 
implement  it.  get  it  going  and  let  it  grow.  (98) 


6.  CHARLES  W.  SNODGRASS. 
"Funding  C^l"  (1981. 
pp.  119-46) 


Vice  hesident,  ilcctronic  Data  Systems 
Corp.;  formet  Assistant  Secretary  of 
the  Air  force  for  financial 
Management 


1  wilt  confess  that  it  is  more  difficult  to  articulate  the  need  for  a  C*  system 
than  for  many  other  things,  because  many  of  the  most  important  puts  of  the 
C'  system  are  intangible  things  that  you  can't  "s1h>w  and  tell"  to  Congress. 
You  can  take  congressmen  to  ClMycnnc  Mmmlaiii  and  show  them  the 
Command  Operations  Center  and 
they  will  see  a  bunch  of  com¬ 
puters.  but  those  computers  look 
jusi  like  the  ones  they  saw  at  the 
NatiiKial  Military  Command  Center 
and  down  at  the  Kennedy  Space 
Shuttle  facility.  Whereas,  although 
they  are  all  IBM  30.^.fs.  the  soft¬ 
ware  in  them  is  totally  different 
And  the  huge  cost  overTuns,  the  failures  and  problems  in  Cheyenne  Moun¬ 
tain.  lor  eaan^ile.  were  software  failures,  not  hardware  failures.  And  how 
do  you  explain  to  a  congressman — hi>w  do  you  explain  even  to  a  General — 
how  it  operates,  bow  much  it  costs,  where  it  should  go.  how  much  it 
weighs'.'  How  do  you  explain  what  software  is'.'  You  can’t  lake  it  in  to  show 
him  at  a  cucigfesskmal  hearing.  On  the  o^r  hand,  if  you  are  selling  F-15 
aircraft,  you  can  lake  the  congressman  and  give  him  a  flight  in  an  F-15.  pull 
six  Gi.  go  to  1.5.000  feet,  go  to  Mneh-2,  and  they  come  back  and  say, 
"Boy.  where  do  1  buy  more  of  those?"  The  product  the  people  ue  sell¬ 
ing  is  just  more  difficult  to  ankrulale. 


Cheyenne  Mountai/>~site  of  NOftAD's 
underground  command  post  near 
Colotado  Springs.  CO 
Cs—units  of  force,  each  equaf  to  the 
pulf  or  giavity  on  a  restrng  body 
Mach-.i— twice  the  speed  of  sound 


. . .  The  final  problem  that  C'  has  is  its  unique  dependence  on  the  perspec¬ 
tive  of  the  commander  who  is  using  it  We  chai^  c'omnianders  in  the  mili¬ 
tary  every  two  !o  three  years,  so  what  was  a  pctfeclly  adequate  C  system 
for  General  X  is  totally  iiudcsgiaic  for  General  Y 
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. . .  Fundamenully  the  problem  was  to  make  sure  the  right  information  got  to 
(he  right  person  no  matter  who  collected  it,  so  most  of  the  things  we  dealt 
with  were  interface  problems  of  a  kind  that  are  unique  to  C'l,  Air  Force  F- 
15s  don't  compete  very  much  with  Army  Cobra  helicopters,  F-I5s  are 
engaged  in  aerial  dogfights  with  MlG>23s  or  MlG-lSs,  and  a  Cobra  can't 
go  after  a  MIG-23  or  vice  versa— 
though  wc  arc  starting  to  change 
this  in  the  Air  Force.  The  F-15 
was  built  primarily  as  an  air-to-air 
fighter,  and  it  couldn't  compete 

with  the  Cobra  for  close  air  support  for  an  Army  ground  unit.  A  ship  doesn't 
compete  with  an  Army  field  kitchen.  So  it's  mostly  in  where  you  have 
this  competition  across  the  Services. 


MIC-23%  or  MIC-25%— Soviet  fighter 
aircraft 


Furthermore.  C  has  the  most  common  technology.  There  is  nil  the  dif¬ 
ference  in  the  wwld  between  Huey  helicopter  technology  and  SR-71  tech¬ 
nology.  But  an  IBM  3033  computer  can  do  all  sorts  of  things  depending  on 
where  you  apply  it  and  what  kind 
of  software  you  put  on  it.  I  think 

that's  why  Cn  has  so  many  more  SH-7t^US  tirategie  reconnaissance 
r-  i.  sx,  i..  •  aircraft 

fights.  We  sec  this  m  our  corpora¬ 
tion.  The  management  informatUm 

system  is  where  most  of  the  bureaucratic  battles  in  private  companies  arc 
fought — because,  after  all.  how  you  put  the  management  information  system 
together  determines  where  the  profit  centers  are.  The  measures  of  internal 
investment,  internal  raie  of  return,  all  of  that,  can  make  a  tremendous  dif¬ 
ference  in  your  bonus,  depending  upon  how  you  set  up  the  management 
informaiion  system.  TIk;  same  aiuilogy  holds  true  in  the  C*  arena.  If  you  let 
everybody  have  his  own  C  that's  one  thing:  if  you  concentrate  it  all  on  the 
flight  deck  of  the  aircraft  carrier  or  in  the  Niuioiud  Military  Command  Cen¬ 
ter  in  the  Pentagon,  you  have  a  difTcrem  bureaucratic  power  relationship  and 
some  three-star  gerterals  are  up  while  others  are  down,  depending  upon 
where  you  place  it. 


...  So  I  dim't  think  that  lack  of  resiHuves  is  the  reason  this  country  has  not 
been  able  to  build  an  effective  command  and  control  system.  I  think  it's 
more  the  non-hudgetary  issues: 
fighting  for  turf,  the  separation  of 

the  military  Services,  the  competi*  NASA-Sational  Aeronautics  and 

tion  bctvreen  the  civiluui  and  mili-  Adnwustratton 

tary  sides  of  the  Pentagon,  and 

with  the  civilian  agencies  such  as 

NASA. 
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...  1  guess  my  higgcsl  concern  about  whui\  happening  to  the  defense 
budget  now  is  that  it’s  possible  to  spend  22.S  billion  dollars  a  year  in  very 
stupid  ways  and  not  really  increase  the  US  defense  capability  at  all. 


Brooks  Acl—lvdcrjl  I'ropvrly  4nd 
Admirnstrjtivt'  St*fv»ct?s  <A<  l  of  tWV 


...  I  think  that  at  some  point  in  your  course  you  should  hxA  at  the  Brooks 
Act  and  the  Paperwork  Reduetbn  Act.  which  regulate  how  the  government 
can  buy  computers.  In  essence,  at 
least  in  niy  opinion,  we  huy  com¬ 
puters  in  ways  that  make  no  sense. 

I  wish  1  had  more  time  to  talk 
about  it.  We  essentially  huy  com¬ 
puters  on  the  basis  of  hardware  cost  when,  in  the  current  systems,  hardware 
is  about  2U  per  cent  of  the  cost  and  software  is  about  KO  per  cent.  Yet.  for 
historic  legislative  reastms.  we  lei  that  20  per  cent  tail  drive  the  KO  per  cent 
dog.  1  think  many  of  the  failures  you  sec  in  governnwnt  conunand  and  con¬ 
trol.  coiiiniunications.  and  ci>niputer  acquisition  arc  directly  related  to  the 
Brooks  Act.  And  I  can  assure  ytHi  that  in  the  private  sector  we  do  not  pro¬ 
cure  computers  that  way. 


As  a  matter  of  fact,  the  biggest  prtihlem  I  had  when  1  was  Assistant  .Secre¬ 
tary  of  the  Air  Force  rcs|H»nsible  f«v  cimiputcrs  was  trying  to  convince 
highly  skilled  and  reputable  private  sector  computer  managers  that  the  gov- 
emiiient  did  it  that  way.  The  reaction  always  was  "My  (it'd.  yiHi  must  he 
kidding.  Ytm  can’t  possibly  do  that." 


My  favtirite  story':  when  I  asked  a  vers  senH>r  industrial  person  whether  Ik- 
leased  or  bought  his  computers,  he  said  he  leased  them,  because  they  had 
just  gotten  a  and  it  was  already  an  obsolete  machine,  and  they  didn't 
want  to  be  stuck  with  it.  Yet  we  ha*!  just  had  ahsidutc  champagne  parties 
and  everything  else  a  couple  of 
months  before  because  SAC  had 

just  gotten  its  first  And  I  >AV -J.UJU'stn  Air  hututund 

think  many  of  the  problems  are 
traceable  to  that.  (I2H  2^.  I.^l. 

I.U.  135.  I45» 


7.  Uaviu  C.  Richardson. 
"Ihe  Uses  of  Inielligcixx" 
tl‘#8l.  pp.  I47-6K) 


CuniufUnr.  Ovirnw  Inltrlhgrnir 
ffrvirH  Pjnvl,  Ibr  Oftr/or  Stit-mr 
(tuan/.  4*Hi  uthrt  pjnrts 
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I  must  simply  observe  that  the  system  we  have  now  is  so  complex  that  many 
peo;)}e  who  have  neither  understanding  nor  responsibility  other  than  to  ch<^ 
on  a  program  have  in  fact  the  authority  to  deby  it.  or  send  it  bock  for  further 
analysis  nf  the  need.  It  is  just  about  impossible  to  gel  any  project  through 
the  system  at  this  point.  Vm  reminded  the  old  gunnery  instructions,  back 
before  World  War  II.  A  problem  would  (Kcur.  and  new  safely  rules  he  writ* 
len.  There  would  he  a  terrible  explosion  and  then  a  whole  new  hunch  of 
safely  rules,  then  something  else  would  happen,  and  nuMC  safety  rules,  all 
Justifiahle.  But  a  point  is  reached  where  the  ermstraints  are  so  great  that  you 
Just  ought  In  zip  it  up  and  forget  ahruit  it.  I  think  it’s  possible  M  aggregate  a 
whole  bunch  nf  regulations.  priKedures  and  so  forth,  each  of  which  is 
understandable  in  the  cruiiext  of  a  particular  prithieni  that  arises,  and  end  up 
with  an  aggregate  that  is  counterproductive.  Each  is  good,  within  its  limited 
sphere  for  its  limited  purpose,  but  ytw  add  them  all  together  and  you  end  up 
with  something  that's  just  far  loo  ctmiplex  to  manage.  There  is  the  point  of 
diminishing  returns. 


. . .  One  of  the  things  I've  been  maintaining  here  today  is  that,  if  wc  make 
g(M)d  and  proper  use  of  intelligence,  a  great  deal  of  the  development  and 
priKurement  pr<Kess  problems  will  he  alleviated  or  disappear.  I  think, 
though,  that  in  this  entire  process  it  is  abscMutcly  essential  that  we  concep* 
luali/e  our  werpons-^fomiulate  their  characteristics-  much  better  than  we 
have  in  the  past,  and  1  view  imetligence  as  being  a  principal  factor  in  that 

el'foil _ The  Soviet  navy  had  the  job  of  becoming  a  first-rate  navy,  able  to 

cXKitend  not  only  with  the  U.S  Navy  hut  with  the  British.  Hrcnch.  and  Italian 
navies  as  well.  And  Ikiw  did  they  do  it?  Weil,  they  studied  our  Navy.  They 
studied  the  US.  British  and  French  navies  very  carefully.  They  found  the 
weaknesses  in  our  naval  weapons  systems  as  they  viewed  them.  They 
looked  at  the  priMuisc  of  technology  and  in  panicular  electronic  iechmdogy. 
And  they  canK  to  the  view-  that  we  were  tiverly  dependent  upon  radars, 
which  are  ekctrunically  very  noisy,  and  on  lots  of  couiiiiunications  activity. 
So  they  designed  standiHY  weapons  th^  could  exploit,  thniugh  their  sensor 
systems  v.nd  their  terminal  guidatKe  systems.  i>ur  great  dependence  on 
eketrunics.  They  developed  mnik  fairly  simple,  hask  cxmcepts.  ()tte  such: 
sifdL  the  carriers. 


. .  We  have  systems  in  development  that  started  out  with  threat  assess* 
menis.  We  have  prugraiii  managers  in  charge  of  bringing  those  systems 
along.  In  this  numagement  climate  the  prcdtwninani  features  that  bear  on  the 
program  manager’s  effectiveness,  that  denribe  whether  (>r  not  he's  pro¬ 
moted  arc.  first.  "Is  it  on  H'hcdulc?"  And  second.  "Is  it  within  cost?"  This 
makes  him— no  matter  how  good  a  guy  Ik*  is.  how  knowledgeable  he  is— 
hostile  to  any  new  iniclligcnce  or  any  further  resolution  of  heretofore 
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(cntulivc  intelligence.  The  last  thing  that  a  program  manager  wanl.s  to  hear  is 
that  his  system  is  not  etmtpletely  n»pon.sive.  So  he's  mH  receptive  to  new 
enemy  inl'ormation.  anJ  that  is  au  institutional  ailnKnt  which  1  think  has  to 
he  corrected.  You  can  find  all  the  right  «kx)rds  in  the  SbCDbF  priKurcment 
directives  that  contradict  what  1  have  said,  but  the  fact  is  he  knows  he  might 
lose  his  weapon  system:  and  scci>nd,  something  is  better  than  nothing — they 
know  that  it's  hater  to  get  sonKihing  and  then  inayhe  fix  it  later  than  to  jco> 
pardi/e  a  whole  system  because  of  some  substantial  weakness  that  can  he 
fixed  at  some  later  date.  That's  <»oc  i»f  the  pntgram  manager's  very  powerful 
and  understandable  reasons,  hut  it's  more  costly.  My  point  is  that  there 
needs  to  be  a  better  way  of  getting  into  peiiplc's  minds  the  changing  nature 
of  intelligence  and  an  understanding  of  imelligence — so  that  hostility,  he  it 
in  the  Office  of  Management  and  Budget  or  in  Congress,  in  the  Offic'e  of  the 
Secretary  of  Defense  or  in  the  Service  itself,  can  he  converted  into  under' 
standing  and  suppiHt.  Where  things  need  updating,  they  shimld  he  updated. 
The  sinmer.  the  less  expensive — the  better  from  just  aKmt  any  point  of 
view.  Nim'  that  doesn't  exist  u>day.  <I.VI-.S1.  161) 


«.  RHTIARB  II.  KlJJS.  ”Stra-  Utnrn^Omwt^ndvf  in  l  hiel.^C 

tegic  Connectivity"  tl9K2. 

pp.  1  10) 


But  a  Uk  has  been  done  in  the  last  few*  )ears.  Studies  have  been  amiplelcd 
on  strategic  ciKmectivity.  Probably  the  gnmnd  breaker  was  the  one  SAC  ran 
between  fall  1978  and  early  1979.  We  had  the  best  brains  in  the  ciKintry 
there,  from  all  the  Services  and  from  industry.  We  spelled  out  the  vul¬ 
nerability  id  military  C'l.  strategic  coruievtivity.  and  sse  reached  everybiidy 
in  town  except  the  President  on  that.  That  is  the  kind  of  effort  that  is 
required  in  the  years  ahead.  We  muM  keep  t^  iw  him  ssell  we're  doing.  We 
must  run  detailed  Kxiks.  We  must  do  it  from  an  opetatit«nal.  not  a  system 
pisint  of  view.  The  operator  is  the  person  ssho  has  to  use  it.  and  he's  the  per^ 
son  Vi  ho  makes  tlie  best  judgment  on  its  effedivencss.  We  must  ensure  that 
the  equipiiKM  is  standardized.  Having  18  billion  dollars  in  back  of  it  nould 
help  tiKi.  but  that's  just  words  so  far.  What  ne're  g«>ing  to  have  to  do  in  the 
mri*yenn  is  see  whether  the  Sciv* 
ices  put  connectivity  on  a  par  with 

Seivice  weapims  programs  in  pel-  i/k*  ruiun* 

ority  of  effort  and  funding.  Be¬ 
cause  it's  real  easy  to  put  moncy 

into  C*‘  this  year  and  then  see  it  disappear  into  purely  Service-related  pro¬ 
grams  later  on.  At  this  point  I  will  settle  for  higher  rclubility  of  C'l.  (8) 
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9.  HILLMAN  DICKINSON.  Director,  Corrymand,  Control,  and 
"Planning  for  Defense-  Cbmmunfcjr/ons  Systems, /CS 

Wide  Command  and  Con¬ 
trol"  (1982,  pp.  11-55) 


A  program  objeciive  memorandum  (POM)  comes  in  from  each  Service  and 
each  defense  agency,  ll  is  submined  about  May  and  is  ihe  important  docu¬ 
ment  that  will  eventually  result  in  the  President's  budget,  presented  to  Con¬ 
gress  the  following  January.  The  POM  covers  five  years,  but  the  really 
important  years  are  the  two  immediate  years — that's  real  money  that  you're 
dickering  there. 


iOETTINGER)  1  just  want  to  interject:  those  of  you  who  have  not 
experienced  the  terror  of  the  middle-level  military  or  civilian  manager  talk¬ 
ing  about  missing  a  POM  cycle.  1  think,  cannot  appreciate  the  depth  of  whot 
he  i.s  talking  about  right  now. 

(DICKINSON)  Now.  how  does  this  woric  practically?  Having  gotten  the 
POMs  in  and  Irjd  our  ClNCs'  review  this  summer,  we  look  for  exan^e  at  the 
strategic  cofwectivity  ksue.  We  had  a  set  of  items  that  u-e  felt  were  absolutely 
vital  to  improve  in  the  area  of  strategic  connectivity.  They  were  presented  to 
the  Joint  I^icfs.  each  of  whom  is  a  Service  chief.  When  their  iHidgei  came 
back  in,  it  reflected  about  KO  pea'ent  of  the  recommendations  1  had  made. 
Now.  that  happened  as  a  result  of  our  seeing  that  budget  and  acting.  The  Joint 
Chiefs  had  a  reputation  for  never  being  able  to  address  these  sorts  of  things,  but 
in  fact,  in  recognising  things  of  this  importance  for  cross-Service  use.  1  think 
the  process  wodis.  and  I've  got  to  corr^liTnent  all  the  chiefs  on  their  respon- 
siseness  to  the  pioMems  we  saw  in  c'unnetiivity  at  that  time. 


It  culminated  In  October  with  a  presidential  decision  memorandum.  The 
announcement  was  made  on  the  second  of  October.  It  said,  an^ng  other 
things,  that  C^  is  even  mme  impor¬ 
tant  than  the  other  pieces  of  the 
strategic  improvement  program, 
which  included  the  MX  and  the 
B-l.  the  advanced  technology 
homber  and  so  on.  C-'s  impor¬ 
tance  was  recognized  through  this 
process.  ‘A^e  were  able  to  show,  in 
fairly  simplified  diagram  form,  where  the  g^  in  '  >>steni  were  likely  to 
be  as  a  function  of  various  kinds  of  threats  and  .cnarios.  We  were  able  to 
present  the  problem,  and  we  were  able  to  get  a<.-iii)n. 


lit  Ot  lober—Oclobet  2.  /Mt 
B-t—US  sUalegK  bomber  developed 
in  mni-Tth 

advarned  lechnologv  bomber-^lhe  B-2 
l"i\eihh"i  bomb^ 
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Another  example.  The  Air  Force  is  a  good  example  of  the  budget  crush, 
with  those  three  big  programs:  the  MX.  and  B-l.  the  advanced  technology 
bomber.  They  v^ere  pretty  well  choked  to  manage  those  kinds  of  programs 
and  come  in  on  target.  A  number  of  other  things  came  out  of  the  budget  in 
various  places,  in  particular  for  cross>Service  CV  From  a  decision  made  at 
the  upper  OSD  level  in  the  DRB  for  about  a  billion  dollars  of  cross-Service 
funding,  by  the  time  the  budgets 
came  back  in  the  Services  were 

able  to  fund  only  about  5175  mil-  of 

lion.  Well,  that's  a  tremendous  gap  n  ,  t,  »  ^ 

in  other  essential  improvements  in 
theater  and  tactical  C.  We  went 

back  with  the  most  important  of  those  gaps  in  a  list  of  some  20  items  as  late 
as  November,  and  again,  about  HO  percent  of  them  were  funded  by  the  Serv¬ 
ices  befwe  the  budget  was  finally  produced.  So  that's  the  way  the  process 
has  worked:  a  combination  of  pressures,  of  presentations  to  the  chiefs  and 
the  opsdeps — their  operational  deputies — and  recommendations  to  OSD  and 
the  chairman's  own  voice  in  some  of  the  final  councils.  That's  the  practical 
role — what  you  have  to  do,  when  you  don't  control  the  nioney,  to  get  other 
people  to  understand  the  problem.  (25.  27) 


10.  ROIEKT  T.  MaMH.  "Air 
Force  C‘l  Systems" 
(1982.  pp.  95-114) 


Comft>andrr.  Air  force  Systems  Com¬ 
mand  lAfSC) 


The  users — the  commander  id*  the  Strategic  Air  Command,  or  tactical  force 
ci>mmanders — play  an  important  role  in  defining  their  needs  or  requirenKnts 
for  future  weapon  systems  based  on  the  potential  threat.  But  1  think  you 
know  it's  not  as  iiiinple  as  that,  because  no  field  commander  ever  dreamed 
up  the  need  for  a  ballistic  mis!iik,  an  atomic  v^eapon  or  a  laser.  Instead  the 
technolog  sts  brought  them  forward,  and  matured  them  to  a  point  where,  all 
of  a  sudden,  they  appeared  as  potential  systems  for  the  user  )o  exploit.  The 
User  didn't  express  a  need  in  those  instanevs;  rather,  technol  >gy  came  for- 
v^ard  and  offered  him  a  toi>l  to  perfonn  his  job  belter.  So  our  mw  require- 
ments  and  new  systems  evolve  from  both  sides:  a  statement  of  need  on  the 
user’s  pan.  and  techm  ogkal  opportunities  that  present  themselves. 


. . .  The  void.  then,  is  in  how  we  are  to  satisfy  the  command  and  control 
needs  of  unified  comiiuods.  Now.  I  ikm't  en)brac'e  what  sonw  others  say:  all 
you  have  to  do  is  give  them  a  big  poi  of  money  and  a  whole  hunch  of 
engineers  and  lei  them  invent  their  own.  1'hai's  mmsense.  Whai  you  iHighi 
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to  do-Hio  matter  whether  it*s  the  Air  Force.  Army  or  Navy — is  have  a  good 
clear  way  for  them  to  interact  with  a  development  agency,  articulate  their 
needs,  iterate  those  needs  l»ck  and  forth  and  get  them  established,  get  the 
JCS’  blessing,  and  then  direct  a  lead  Savice  to  work  with  the  unified  com- 
mamfer  and  satisfy  his  needs. 

That  simple  process  doesn’t  exist  today.  Unfortunately.  JCS  doesn't  have 
the  authority  to  direct  that  it  be  done.  Command  and  control  responsibilities 
go  back  to  the  Constitution,  to  the  role  of  the  military  departments,  and  the 
way  they  train  and  equip  their  forces.  Besides.  JCS  doesn’t  have  any  equip¬ 
ment.  So  somehow  you  have  to  close  that  gap.  and  get  the  military  depart¬ 
ments  to  provide  the  equipment  for  the  unified  command.  That’s  a 
fundamental  problem  with  C^l.  And  1  don’t  believe  this  nonsense  that. 
’’Well,  those  guys  over  there  in  those  development  while  towers  don’t  know 
what  the  hell  we  operators  need,  so  the  way  to  solve  this  problem  is  to  let  us 
operators  build  them.”  There’s  just  no  way.  I’ve  taken  on  General  Cushman 
about  that:  ”Do  you  mean  you  want  SAC  to  go  build  a  B>l  bomber,  for 
example?”  We  have  precious  few  scientific  and  engineering  and  acquisition 
skills  in  the  Services  today.  We  idtouldn’t  dilute  those  further  by  setting  up 
another  development  agency. 

lOETTlNGEKl  I’m  impressed  with  the  recurring  evidence  that  while  the 
problems  are  easily  overeome  to  the  extent  that  they’re  technical,  they  keep 
coming  down  to  control  of  the  money  on  anything  that  goes  into  an  interser¬ 
vice  mission.  You  indicated  earlier  that  the  Cushman  proposition  of  money 
for  the  ClNCs  and  so  on  doesn’t  appeal  to  you.  But  there  is  nothing  in  place 
that  would  provide  the  Joint  Chiefs  or  OSD  with  authority  to  control  the 
money  that  is  in  ihe  Services.  What  might  be  a  way  of  going  at  this  prob¬ 
lem.  if  you  agree  that  it  is  a  problem? 

(MaRSHI  Well.  1  agree  it’s  a  problem,  and  1  think  it’s  fairly  straightfor¬ 
ward.  1  think  all  the  secretary  ol  defense  has  to  do  is  recognize  it— and  there 
have  been  a  couple  of  DSB  studies  that  have  recognized  it.  one  as  recent  as 
three  years  ago.  1  think  all  he  has 
to  do  is  saddle  up  somebody  in 

OSD  and  give  him  the  clout  to  DSB~-Oehnse  Sc^oct  Bouii 

enforce  interservice  integration. 

They’ve  tried  to  do  that  with  the 

CM  position,  but  they’ve  just  never  given  it  the  authority  and  the  respem- 
sibility  to  do  it. 

|OETnNGI:R|  Do  you  mcMi  Ueutemuu  General  Dickinson’s  shop  in  the 
JCS  office? 
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(Marsh)  No.  not  in  the  JCS,  1  meant  USDR&E.  Don  Latham's  shop, 
earlier  Dinneen's,  the  Assistant  Secretary  of  Defense  for  CM-  1  think  organi¬ 
zationally  it's  easy  to  solve-  The  problem  is  simply  to  achieve  high-level 
recognition  of  this  need,  and  then 
recognize  that  you've  got  to 
establish  an  offlce  under  the  Secre¬ 
tary  of  Defense  that  has  the 
authority  and  responsibility  to 
make  sure  that  the  needs  of  the 
unified  and  specified  commands 
are  met.  They  tell  us  everything 
else  to  do,  why  in  the  world  do 
they  resist  with  a  difficult  thing  to 
do?  1  don't  understand  that-  Hi^orinlly  the  DSB  has  reported  that  we  ought 
to  form  a  DC^A,  a  defense  command,  control,  and  communications  agency, 
hut  1  think  people  felt  that  we've  got  too  much  centralization  already  and 
that  that  one  wouldn't  sell,  so  they  ended  up  doing  nothing-  They  ended  up 
doing  nothing  as  a  result  of  the  Bvchsbaum  study-  There  were  alternatives 
in  that  study-  One  was  to  establish  the  important  focal  point  on  the  Joint 
Staff,  and  one  was  to  establish  an  important  position  within  USDR&E,  and 
that's  all  it  takes- 

(McLaughunI  We've  gotten  impression  from  past  speakers  within 
the  Services  that  there  are  competing  pnorities — people  wanting  a  solution 
in  terms  of  planes  for  the  Air  Force,  tanks  for  the  Army,  and  competition  fur 
resources- 


USDR&E— Under  Secretary  of  Defense 
for  Research  and  Engineering 
Suchsbium  study~-D5B  tisk  force  on 
command  and  control  which  recom¬ 
mended  g/v/ng  O  funds  to  opera- 
n'ona/  commands-  (The  Usk  force 
was  headed  by  Dr.  Buchsbaum  of 
Bell  Laboratories.} 


(Marsh)  Yes.  There  will  always  be  such  priorities;  1  hope  eveiyone  will 
agree  that  we  must  have  priorities.  The  Air  Fbrix  is  in  desperate  shape,  in  my 
judgmertf.  for  all  kinds  things — war-fighting  ci^ttbility  and  the  that  goes 
with  it.  We've  put  a  lot  of  rxAiber  on  the  ramp  over  the  last  decade  in  F-lSs.  F- 
16s.  A'lOs.  F-ll  Is.  you  name  it.  But  none  of  them  were  sustainable.  We 
didn't  have  the  logiiHic  support  to  go  with  them  bKuise  we  couldn't  afford  it. 
We  didn't  have  the  air-to-air  missiles  to  go  with  our  fighters,  we  couldn't  afford 
them.  We  didn't  have  the  bombs.  We  had  planned  mwe  precision-guided 
numilioQs  that  we  could  have  put  inco  production  than  you  could  shake  a  stick 
at.  but  we  couldn't  afford  them.  Now,  uy  lellii^  a  tactical  commander  who's 
got  72  air]H«nes  silting  out  on  the  ramp  but  ha^'t  any  munitions  to  go  with 
them,  no  spares  at  all  to  keep  them  flying,  ihiU  vjbn  he  really  needs  is  You 
knmv  he  won't  go  for  it.  h's  a  mMter  of  priorkies. 


1  think  we're  getting  to  the  point  iiow  where  we're  ready  tu  address  O  in  a 
serious  way,  and  1  think  this  administration  recognizes  it.  But  during  the  last 
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two  years — the  1981  supplemental  budget,  the  1982  amendment  and  the 
basic  appropriations  themselves — we  really  got  working  on  sustainability  for 
the  first  time.  We  poured  billions  into  spares  and  munitions:  that  was  the 
first  order  of  business  and  incidentally  still  has  very  high  priority.  We've  got 
to  sustain  that  spending  out  into,  say,  1985  or  1986  before  we'll  get  to 
where  we  can  conduct  90  days'  worth  of  operations.  I  think  you'll  find  the 
Air  Force  saying.  "Well,  now  that  we've  got  that  well  underway,  we're 
ready  to  invest  in  upgrading  our  CV"  But  yes.  it  Is  a  matter  of  priorities, 
and  C'  has  suffered. 


. . .  |0|ur  weapons  system  acquisition  cycle  is  cumbersome  and  too  damn 
long.  I'd  almost  characterize  it  as  bankrupt;  the  system's  almost  constipated 
in  trying  to  gel  a  job  done  nowadays.  Endless  review,  checkpoints,  the  way 
we  do  things  serially — complete  this  phase,  stand  down  and  chew  on  it.  and 
then  the  next,  then  test,  retest,  and  so  on — that's  terrible,  and  must  be 
reversed. 


lOkTTtNGlfKl  YiHi  begin  to  see  that  if  something  persists  that  long  it 
must  be  functional,  it  must  do  something  for  somebody,  and  the  next  target 
Is  to  say  ii's  the  bureaucracy  But  you  know,  in  Pogo's  words.  "We  have 
met  the  enemy  and  he  is  us.  '  so  it  isn’t  altogether  the  bureaucracy.  How 
and  why  did  we  get  into  this  swamp  in  the  first  place?  Anumg  the  reasons 
there  were  failures,  there  were  some  interesting  things,  there  were  procure* 
ineni  irregularities.  Du  you  has-e  any  sense  of  w  here  the  perversions  came 
i'nmi.  and  how .  w  iih  whatever  good  or  hod  intentions,  maybe  porkharreling. 
making  sure  things  were  adequately  reviewed,  whatever — your  installations 
are  so  nicely  gerrymandered  the  way  NASA  installations  are.  which  is  of 
political  value  hut  doesn't  necessarily  speed  up  the  priwess?  Ci>uld  yisu  look 
heyiHKl  the  bureaucracy  blanket  and  give  us  a  sense  of  what  itriginal  func¬ 
tions  w-ere  sers'cd.  what  current  purposes?  Why  does  this  persist?  If  we  had 
a  sense  of  that,  maybe  we  ciHild  gain  greater  clarity  about  what  one  might 
do  to  change  it.  whether  it  means  howling  s4)mchody  over,  paying  them  off. 
opening  their  eyes,  or  whatever  it  takes.  But  the  "bureaucracy."  or  "people 
are  stupid"  view  seems  too  siinplisik.  It’s  been  around  to  Umg  and  it's  too 
deeply  entrem'hed. 


IMaKSHI  Well,  hack  in  the  late  )V50s  and  the  early  l96Us  1  think  we.  at 
least  in  the  Air  Fon'e.  did  a  prettv  dam  good  job  of  acquiring  systems.  The 


B-52  is  a  pretty  damned  good 
weapons  system.  The  C-14t  is 
held  up  by  many  as  the  finest 
acquisitiim  the  Air  Force  ever  did 
on  cost  and  schedule,  and  it 


bo/iibff;  nufOkiav 
of  cunvnl  bttmber  lotiv 
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worked  like  gangbusiers.  I  would  say  that  the  ballistic  missile  program  was 
well  managed;  it  spilled  a  few  dollars,  but  the  nation  wanted  it  in  the  worst 
way.  We  brought  it  in  in  fine  fashion.  It  worked  as  advertised.  1  think  Min- 
uteman  is  certainly  good. 

Now.  about  that  time  Mr.  McNanuini  came  in.  There  were,  sitting  around, 
examples  of  systems  that  didn’t  work  as  well  as  they  should  and.  perhaps, 
systems  that  people  didn't  think  we 
ought  to  have.  "Why  do  you  need 

this  one?’*  or.  "You’ve  got  too  AlcNamara— gobeit  C.  McNamv». 

,  ®  ,  Secretary  of  Defense  under  Presi- 

many  on  your  platter.  We  started  Kennedy  and  lohmon 

institutionalizing;  front-end  plan¬ 
ning.  sorting  things  and  getting 

them  well  defined  before  you  move,  and  once  you  move  you  go  all  the  way. 
Well,  we  got  the  C-5  as  a  result  of  that,  and  the  F-1 1 1 .  Great  deliberation 
went  into  laying  those  progt'^ms  out  right,  but  as  far  as  I’m  concerned  that 
started  the  cycle.  Those  programs  didn’t  work  out.  and  from  then  on  we 
continually  tried  to  Band-Aid  the  process.  We  said.  "Well,  it  didn’t  work 
out.  and  we  didn’t  know  it  until  it  got  all  the  way  down  to  the  end.  So  we 
won’t  do  that  again.  We’ll  put  more  checkpoints  in  this  process,  and  to 
make  sure  our  design  is  coming  along  as  advertised,  we’ll  build  some  pro¬ 
totypes.  test  them  . . .  we  re  going  to  put  really  tight  control  on  this  process, 
detect  our  mistakes  earlier.” 

We  took  the  risk-reduction  approach  to  life,  and  I  think  it's  grown  from  that. 
And  nearly  every  new  administration  has  put  further  checks  on  it.  has 
refined  the  process.  Instead  of  single  production  decision  or  development 
decisions  we’ll  have  three  or  four,  we’ll  call  them  DSARCs  and  we’ll  even 
have  a  zero  point  before  you  start 
thinking  about  it.  We’ll  say.  "It's 
a  good  system  to  think  about,  and 
to  study.”  and  then  when  you 
finish  your  studies  we’ll  have 
another  one  and  say.  "It’s  a  good 
system  to  explore  further  with 
some  hardware.”  and  then  we’ll 
go  through  that  "explore”  door  and  determine  if  it’s  a  good  system  to 
develop. 


OS/UC»— Defense  S^em  AcquiulMn 
Keview  Council  If  he  acronym  is 
often— as  here— used  fo  refer  (o  the 
mafot  decmon  pomrs  in  the  acqum- 
lion  peoceivi 


Now.  believe  me  when  1  say  a  bureaucracy  builds  up  around  this  process. 
You  get  secretariats,  you  get  special  cost  esiimaliog  groups — they  don’t  esti¬ 
mate  costs,  they  check  the  Services'  cost  estimates— you  get  other  offices 
that  do  nothing  but  develop  the  concept  papers.  I’m  telling  you.  it  gets  well 
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entrenched.  And  nobody  stsrds  back  and  says,  “But  what's  happening  to 
the  {ffocess?"  It's  an  elegant  process,  and  it  looks  good  cm  charts:  “Who  in 
the  world  would  develop  anything  and  produce  it  without  thinking  about  it 
first?  We  ought  to  do  that.”  So  it  looks  super,  and  it  takes  fifteen  years,  and 
by  the  time  you  get  into  the  field  die  system’s  obsolete. 

So  I  think  we  must  go  back  to  where  we  acknowledge  and  concur.  Do  you 
know  that  if  you  go  out  into  a  factory,  every  person  you  see  costs  the  taxpayer 
a  hundred  dimsand  dollars  in  round  nundiers  by  the  time  you  load  him  with  his 
support  and  all?  If  you  load  him  with  overhead  it’s  more  than  that.  A  hundred 
diMsand  dollanr— coura  up  ten  those  folks,  and  it’s  a  million  dollars. 

Now  what  happens  if  you  slow  down?  We’re  spending,  on  the  B-l.  30  mih 
li(Mi  dollars  a  day.  If  we  run  a  test  and  something  goes  bad  on  it.  and  some* 
body  says.  ”Hey.  hedd  everything,  we  want  to  go  check  on  this,  the  landing 
gear’s  g<4  a  little  shimmy  in  it  and  we’re  not  going  to  approve  your  going 
into  the  next  phase  till  you  fix  it.”  we’re  ringing  up  30  million  bucks  on 
your  tax  register  for  every  extra  day.  and  that  cost  isn’t  going  to  go  away. 
That’s  what’s  happening  in  these  i5-year-long  cycles.  We’re  keeping  the 
whole  industry  team  together  to  do  a  job  that  cm  be  done  in  half  the  time,  or 
a  third  of  the  time.  That’s  a  fundamental  (voblem  with  the  process,  in  my 
opinion.  People  cite — and  it  maixs  good  copy — how  much  you  spent  aOer 
you  should  have  known  better.  And  you're  going  to  send  some  systems  out 
into  the  fwkJ  with  big  retrofit  kits.  But  retrofit  kits  are  cheap  compared  to 
keeping  the  weapon  system  in  an  idle  mode  for  a  year  under  contract. 

But  the  question  you  were  asking  was  a  little  din*erent  from  that.  There  is 
the  problem  of  how  you  cope  with  die  acquisition  cycle,  now  that  the  half- 
life  of  technology  is  down  by  an  order  of  magnitude  or  more.  That’s  tough 
one:  how  to  keep  our  system  technologically  abreast. 

Now.  you  might  ask  why  you  want  to  do  that.  If  it’s  effectiM;.  why  do  you 
give  a  damn  whether  it’s  Mate-of-the-art  or  not?  Well,  usually  it’s  in  the 
logistics  area.  The  guys  out  there  are  prima  donnas.  If  they  want  to  shut 
down  a  chip  line.  bang,  they  shut  it  down,  and  they’re  gone;  and  unless  you 
had  the  foresight  to  stockpile  a  bunch  of  them  (and  then  they  may  not  have  a 
shelf  life,  so  that  may  not  be  a  good  idea  tfiyway)  you’re  sitting  there  with  a 
major  problem  on  you  hands.  Now  that’s  a  real  problem.  It  hiqipcned  to  us 
on  AWACS.  Motorola  just  said. 

•  We  reiioijoiBgiopculuceihcK  AWACS~A«bo«^  ^  Coo 

chips  any  loAger”>-a  real  sophisti-  tniSyutm 
cated  chip  that  implemented  our 
clutter  rejection  algorithm.  And 
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they  stopped  producing  them.  We  finally  got  some  outfit  to  do  ii,  put  a  lot 
of  money  into  them,  and  got  them  up  to  where  they  could  handle  it.  But 
coping  with  the  shortened  halMife  of  technology,  especially  in  the 
electronics  area,  is  a  hell  of  a  problem.  What  we  try  to  do  is  focus  on 
"form,  fit,  and  function."  We  put  a  bunch  of  little  mt^ular  boxes  in.  and 
when  this  box  gets  obsoleted.  throw  it  away  and  replace  it  with  another  box. 
The  housing  may  be  only  half  full,  but  it’s  got  the  new  technology  in  it.  and 
the  rest  of  the  system  doesn't  know  you  have  replaced  that  box. 


(OHTTINGERI  There’s  a  chicken  and  egg  thing  here.  One  of  the  reasons 
some  of  the  speakers  last  year  from  the  industry  side  pointed  out  their  desire 
to  get  out  of  the  chip  business  is  that  again,  with  the  (klays  in  procurement 
and  one  thing  or  another,  they  can’t  afford  tn  put  their  own  money  into  it 
indefinitely  to  wait  for  the  US  government  or  a  particular  Service  to  make 
up  its  mind  about  a  procurement.  So  we’ve  created  a  monster  that  feeds  on 
itself.  Again,  what’s  your  sense  of  how  one  might  get  out  of  it? 


(Marsh]  Well,  we’re  thinking  about  that  on  VHSIC.  If  we  develop 
some  of  these  really  highly  capable  chips,  the  kind  that  are  needed  for  real 
fast  operation  on.  say.  waveform 


VHSrC— Very  High  Spred  Inftgfiied 
Oku» 


analysis,  (hat  have  fairly  exclusive 
application  to  the  military,  we  may 
have  to  set  up  a  government* 
owned,  contractor-operated  plant. 

Or  we  may  have  to  reach  an  arrangement  with  some  manufacturer  that  we’ll 
come  in  and  buy  one  of  his  lines,  and  keep  it  manned  up.  This  has  been  dis* 
cussed  before,  and  we’ve  almost  done  it  in  certain  instances.  We’ve  almost 
had  to  do  it  in  the  space  business,  where  we  need  an  element— a  transistor. 
yiHi  nanK  it— that’s  say.  a  hundred  times  nH>re  nrliable  than  the  run-of-the* 
mill  version.  We’ve  almost  decided  we  ought  to  produce  these  things  our¬ 
selves  in  a  gos-emment  facility  or  contract,  and  1  think  that’s  the  answer.  If 
industry  won’t  acconunodate  to  us.  we’ll  have  to  do  it. 


Now.  there’s  another  s^ilution;  multi-year  procurement.  Uaiher  than  go  to 
(he  nu'nufacturrr  oewe  a  >*ear  and  ask  for  seventeen  items  that  he  can  pri>- 
duce  in  three  days  and  then  shut  down  for  the  rest  of  the  year,  if  we  get 
multi-year  procurement  through,  we  could  order  our  foreseeable  i)uantiiy  fiW 
the  next  seven  or  eight  years,  let  him  product*  them  all  at  once,  and  then 
shut  down.  It’s  our  cra/y  procurenKnt  system  that  keeps  us  in  the  annual 
ordering  business,  which  isn’t  good  for  ihe  military',  obviously. 


ISTt'DbVTl  I’m  interested  in  Ihe  issue  of  niuki-year  procurement.  We’sr 
contracted  things  like  the  B  1  bomber,  and  that’s  going  to  spread  over 
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several  years.  Then  you  talk  about  the  whole  procurement  system  being  built 
into  die  congressional  cycle— l*m  not  clear  on  what  the  snag  has  been  in  alk)w« 
ing  the  B-l  procurement  to  be  a  nuilti-year  sy^em.  1  know  it  has  been  done  at 
the  state  as  well  as  the  federal  level.  Multi*year  procurement  seems  to  make 
such  great  sense.  Are  you  trying  to  press  it  as  something  that  would  be  helpful, 
and  even  make  financi^  sense? 

[Marsh]  We  are,  and  we  intend  to  do  it  on  the  third  buy.  starling  with  the 
eighth  airfdane.  We’re  buying  one  airplane  the  first  year,  seven  the  next.  Then 
wc  really  come  up  to  speed,  and  that’s  when  we’ll  institute  multi-year  procure¬ 
ment.  But  what  is  the  hang  up?  It’s  Congress  mortgaging  away  the  future.  If 
Congress,  ur  even  the  Defense  Department  says  it’s  going  to  produce  this  air¬ 
plane  for  the  next  four  years,  the  people  say,  ’’Well,  I'm  not  sure  about  that.” 
and  a  two-year  Congress  has  trouble.  A  new  Congress  will  be  coming  in.  and 
there's  a  whole  defense  program  laid  out  to  them,  and  they  don’t  have  any 
authority  over  it;  they  aren’t  going  to  be  very  h^)py.  That’s  the  root  cause  of 
the  problem. 


iSTUOENT)  But  I’m  curious  about  how  they  can  make  commitments  for 
periods  beyond  their  term-Hiubmarines.  airplanes,  all  kinds  of  diings  require  a 
much  lunger  commitmeni  than  the  annual  one-Hiot  being  able  to  transfer  dial 
into  long-icrm  programs  that  really  iradkc  mure  sense. 

IMaRSHI  1  agree,  it  doesn’t  seem  to  make  much  sense;  but  those  are  dif¬ 
ferent  problems.  When  they  buy  the  three-year  airplane  (duu’s  the  time  it  takes 
to  build  an  airplane),  they  put  all  the  money  up  fnmt  in  that  year,  in  other 
words  they  authorize  and  appropriate  the  full  $25  millioo  to  buy  this  air{4ane 
that  we  won’t  sec  for  three  years. 


ISTUUliNTl  Except  fur  the  cost  overrun. 

)Maksh)  Except  fur  the  cod  o\-erTun.  But  multi-)'ear  procurement  is  not  as 
simple  as  it  sounds,  because  it  still  tries  to  preserve  the  pierogatisxs  of  Con¬ 
gress.  What  it  really  does  is  authorize.  It  says.  **We  intend  to  procure  four 
yeitfs’  wtath  of  airplanes.”  and  ise  just  sign  die  coocrki  fur  I2U  f^l6s  a  year, 
for  a  total  of  480.  four-)ear  nailii-year  procurement.  The  firsl  year  wc  put 
more  oMigaikai  authority,  more  money,  and  icU  them  to  go  ottt  and  buy.  If  you 
can  sase  a  lot  uf  money  buying  landing  gear  inabiglot,  yougoouiandbuy 
480  sets  of  landing  gear— ur  canopies,  if  the  guy  can  turn  out  canopies  like 
that,  go  buy  all  of  those.  Bth  you  base  to  plan  that  out  very  carefully  and  dcier- 
minc  the  highcsi-payotT  items  that  ytai  want  to  buy  in  lot  quaittities.  You  buy 
those,  and  >iHi  t;^*  the  savings  that  accumulate  from  dwm.  But  you  still  only 
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ask  Congress  for  the  money  for  those  120  airplanes.  So  you  have  to  go  back 
next  year  to  get  the  120— but  if  you  don’t  pick  up  those  next  120  airplanes 
it's  going  to  cost  the  government  some  money,  so  you  have  some  termina* 
tion  liability.  So  there's  some  leverage  to  continue  a  program  once  you  start, 
because  it's  such  a  complex  pro^ss.  But  you  don’t  want  to  get  everything 
on  a  multi*year  basis,  obviously,  because  you  lose  all  your  flexibility.  You 
have  to  be  selective.  And  on  th^  programs  tlui  have  high  stability,  you’ve 
got  a  consensus  between  the  Department  of  Defense  and  Congress,  and 
they’re  not  controversial. 

(STUI^NT)  But  generally  the  chairmen  of  the  committees  that  these  pro¬ 
grams  are  going  through  will  have  some  longer-term  undentanding.  They’re 
generally  in  Congress  longer  than  two  or  four  or  six  years,  and  it  would 
seem  that  working  some  kind  of  arrangement  might  make  a  good  deal  of 
practical  sense. 

(Marsh)  it  does.  The  military  de{»rtmcnts  really  pushed  this  multi-year 
process  and  got  it  through,  and  we  save  a  lot  of  money.  We  estimate  that  cm 
the  F-16  we'll  save  about  10.5  percent,  which  <m  those  480  airplanes  is.  1 
think,  something  like  350  million  dollars.  (95.  98.  103,  104,  110,  111-13) 


1 1 .  Richard  g.  stilwell, 
"Policy  and  National 
Command"  (1982. 
pp.  115-45) 
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(N)olhing  is  more  frustrating  to  those  of  us  in  command  of  ft^s  than  the 
inordinate  length  of  time  a  system  takes  to  go  from  concept  to  mission 
capjd>ility.  It  just  drives  you  up  the  wall.  There  are  many  reasons  for  it.  but  1 
submit  that  the  basic  reason  is  inadequate  funding  of  the  system  to  begin 
with,  underestimating  the  costs,  which  drives  you  back  to  Congress  a  year 
later  to  say,  "We  missed  our  estimate  by  X  m'llioit  dollars  and  we  need 
more  money.’  You  get  in  trouble  with  the  top  level  too  because  they  say, 
’’The  military  doesn't  know  M-hai  it’s  doing."  And  so  the  system  becomes 
suspect  foi  not  front-loading  and  getting  really  good  estimate^,  not  being 
realistic.  I’ll  take  my  licks  along  with  the  rest.  Moreover,  there  is  wn  unfor¬ 
tunate  tendency  in  ihe  military  to  say. '  'That  lodis  good,  but  it  could  be  bet¬ 
ter.  Just  change  this.  this,  a^  this."  And  you  begin  to  get  change  orden. 
which  cost  money  and  slow  the  progress.  And  a  number  of  people  at  the  top 
L'vel  do  change  their  minds,  whether  dtey  want  admit  it  or  not. 
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The  most  horrible  example  of  all  is  the  Patriot,  the  much-lauded  new 
surface-to-air  missile  system.  Phased  array  radars,  multiple  target  engage¬ 
ment  capability,  elective  from  zero  altitude  up  to  a  hundr^  thousand  feet~ 
it’s  great.  It  needs  minimal  maintenance,  and  can  be  manned  by  a  small 
crew.  It’s  tremendous,  except  chat  it  was  conceived  in  1963  and  we’ll  Held  it 
in  I9S3.  At  the  time  it  was  really  pushing  the  state  of  art.  but  still  we  should 
have  better^  that  initial  fielding  date  by  years.  It  was  delayed  by  problems 
of  funding,  change  orders,  diflerences  over  operational  concepts,  disputes  as 
to  the  logistic  support  system  it  would  need,  whether  to  give  it  a  nuclear 
capability  or  not.  whether  to  give  it  an  anti-taciical  ballistic  missile 
capability  or  not.  (This  is  out  of  my  field;  we  ought  to  send  some  of  the 
Patriot  project  managers  here  to  talk  to  you.) 

So  we  develop  this  great  concept>-4he  Air  Force  and  Navy  have  done  better 
on  new  systems  than  the  Army  has  on  Pairiol,  by  the  way — and  it  goes 
through  development,  engineering,  testing.  We  gel  the  bright  and  rising  star 
and  pul  him  in  charge — ’’You  field  the  system,  it’s  your  baby.”  But  having 
put  him  in  charge,  there  has  been  a  terrible  tendency  to  put  a  pyramid  of 
review  on  top  of  him.  to  the  point  where  he  is  almost  suffocated.  We  could 
correct  a  lot  of  that. 

[OnriNGIiltl  Your  sense  is  that  the  process  itself  is  to  blame? 

(STtLWELXl  Yes.  It  takes  two  years  to  plan  the  program  in  enough  detail 
to  get  justification  from  Congress  to  get  money. 

So  where's  the  real  problem?  It  may  be  more  difncull  in  the  Army  than  in 
the  Navy  and  Air  Force,  because  we  have  a  far  greater  mulliplicily  of  sys¬ 
tems  than  the  nujor  weapons  sysienu  in  the  other  two  Services.  But  the 
problem  is  the  lack  of  proper  feedback  and  imerfact  betw-een  the  user  and 
the  des-elopers.  mainly  on  issues  of  functional  utility.  Once  we’s-e  done  the 
human  engincenng.  wt  need  to  ask:  ’*ls  this  the  right  way  to  do  this  thing 
is  it  what  we  really  need?”  (129) 


12.  Richard  0.  dcLacer,  Undvt  Srerrra/r  of  lhfien\e  tot 
"The  View  from  the  Hot  jnd 

Seal”  (1982.  pp.  147-63) 


The  first  thing  this  new  management  did.  just  about  the  lime  I  came  into  the 
building,  was  review-  the  biggest  w-eakoess  we  had.  which  was  the  mismatch 
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between  the  planning  system — it  was  called  the  Planning.  Programming, 
and  Budgeting  System,  which  in  the  past  has  been  a  budgeting  exercise, 
completely  managed  by  the  Office  of  the  Secretary  of  Defense — and 
DSARC.  the  system  that  acquires  equipment  and  services.  They  were  never 
coupled  together.  This  lack  of  onipling  has  always  been  a  problem.  Nobody 
can  understand  how  you  could  run  the  budgeting  system,  the  resource 
allocation  system,  without  knowing  where  you  were  going  to  put  the  money. 
The  new  team  integrated  the  two  systems  and  reconstituted  them  as  the 
Defense  Resources  Board,  which  seves  as  the  allocation  authority.  As  they 
restructured  it.  the  board  now  included  a  mixture  of  people  from  the  OlTice 
of  the  Secretary  of  Defense,  which  is  the  Defense  Dqurlment  staiT.  and  the 
leadership  of  the  uniformed  Services.  So  for  the  first  time  in  the  resource 
allocation  process,  the  Service  secretaries  sal  at  the  table  with  the  Secretary 
of  Defense,  the  deputy  secretary,  and  us  under  secretaries  and  assistant  sec¬ 
retaries.  This  group  then  essentially  provides  management  oversight  of  the 
resource  allocation  process.  That  was  a  fundamental  change  in  the  way  we 
allocate  the  money. 

The  next  structural  change  that  was  accomplished  was  to  integrate  the  proc¬ 
ess.  The  policy  side  of  the  house  would  generate  what  we  call  defense  guid¬ 
ance.  a  document  the  Secretary  sigmi  that  says  what  we  expect  to  do  for  the 
next  five-year  period.  It  has  broad  categories  to  show  where  resources  ought 
to  be  applied,  who  ought  to  do  them,  and  how  they  shoukl  be  imf^emenied 
over  what  period  of  lime.  The  defense  guidance  is  reviewed  by  the  comp¬ 
troller.  who  makes  a  first-cut  allocalion  of  resouaes  for  the  Army.  Navy 
(including  the  Marines)  and  Air  Force,  and  the  elements  of  tlie  Defense 
Department:  the  Defense  Communications  Agency,  the  l>efense  Mapping 
Agency,  the  Nuclear  Agency — all  the  agencies  that  cut  across  all  the  Serv¬ 
ices.  Those  recommendations  are  sent  to  the  Services  which  publish  their 
five-year  plans  in  the  form  of  POMs^program  objective  memoranda.  In 
these  documents  they  by  out  for  five  years  how  they’re  gsnng  to  meet  the 
secretary's  defense  guidance:  force  structure,  personnel.  tqseratHmal  readi¬ 
ness.  research  and  devclopraeni  Ihe  POM  docufiKM  spells  out  funding  fur 
the  five-year  period,  nuri^  of  articles,  development  linw.  pay  structure, 
building  ami  housing.  So  in  one  document  you've  got  all  the  rcsisurce 
allocatiun. 

Now.  it  doesn't  lake  any  genius  to  figure  out  that,  as  subroiiied— Army. 
Navy.  Air  Force.  OSD — pul  iheits  all  together  and  there  really  arc  mis- 
maictkes.  In  the  past,  those  nusmaUv-hes  were  essenitally  reduced  u>  a  zero- 
error  function  by  the  staff  of  OSD.  They  resolved  it.  sent  the  material  back 
to  the  Services,  and  said.  ’’This  is  it”  This  linK  it  wasn’t  dune  that  way. 
Instead  it  was  dune  in  a  scries  of  reviews  by  the  Defense  Resources  Board. 
But  in  order  to  be  able  to  have  it  manageaMe.  they  had  an  iiMerun  process  in 
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which  it  was  looked  at  by  Research  and  Engineering,  which  I  run — by  our 
PA&E  (Program  Analysis  and  Evaluation)  staff,  primarily  people  who  look 
at  the  eost*effectiveness  of  different  force  stnieture  mixes— and  by  the 
comptroller. 


We  integrated  the  three  different  program  objeetive  memoranda  into  one 
coherent  document.  We  identined  mismatches,  underfunding,  and  programs 
that  weren't  funded  in  adequate  anKXints  in  each  of  the  Services.  Command, 
control,  and  communications  was  a  perfect  examf^  of  that.  You  can't  have 
the  Navy  funding  it  at  one  level,  the  Air  Force  at  another,  and  the  Army  not 
funding  it  at  all.  and  expect  them  alt  to  play  together  as  a  choir.  We  fixed 
that  by  an  iterative  process— not  perfectly,  not  even  semi-perfectly.  but  as  a 
first  cut. 


And  then,  right  in  the  midst  of  trying  to  do  all  this,  the  whole  budget 
exercise  of  last  spring  got  involved:  the  big  fight  in  Congress  over  what  the 
budget  was  going  to  be.  whedier  it  w'as  going  to  be  balanced  or  unbalanced, 
and  the  whole  question  of  taxes.  So  we  had  to  change  our  allocation  levels 
up  and  down.  But  it  served  as  a  first  model,  and  it  came  out  reasonably 
well.  We  identified  many  things  that  could  be  better  mtegraied.  and  we  pro* 
ceeded  to  prepare  the  budget  that  way.  and  that's  the  way  the  1982  bu^ 
went  in.  Now  we're  doing  the  same  thing  for  1982.  This  goes  on  just  like 
eiockwork.  We're  doing  a  1984  pro^m  c^jective  memorandum  pricing 
right  now.  and  we're  starting  lo  get  it  for  integnMion. 


So  ihM  was  one  of  the  fundamental  changes  in  the  ptanning  structure  of  the 
Defense  Depanmeni.  It's  the  rigN  way  to  go.  everybody's  always  wanted  to 
do  it  this  way.  I  think  we  can  do  a  heiier  )ob  of  mtegrating. 


. . .  Then  we  took  a  look  at  the  acquisition  process  itself.  All  the  manage* 
mem  studies  of  the  patf  had  great  recommendations  lAooi  the  mstirtiility  of 
programs,  bow  they  were  un^i^nded  initially  and  therefore  always  had  a 
bow  wave  out  in  front,  so  that  everybody  always  gets  accused  of  having 
overruns  when  really  they  were  undmstimaicd  by  design,  and  never  could 
catch  up.  8uy*ratcs  were  made  uneconomical  in  order  to  suy  within  the 
bia%ctary  liw^ions.  Other  fccommeodacions  from  the  past  included  a  cer* 
tain  amount  of  decentralization  of  program  auMgcmeni.  reduction  in 
docuinetHaiion*~all  the  things  dun  any  decent  manager  would  look  at  and 
uy.  "These  are  the  things  we  a:ghi  to  do."  We  looked  at  all  the  recom* 
mended  impfovemews  to  our  acquiskion  process  and  ended  up  with  what 
were  loosely  called  the  22  Carhicci  taiiiaiives.  Now  we're  in  the  process  of 
Dying  10  implement  the  inttiatives.  and  we've  had  some  reasonable  success. 
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The  problem  is.  everything  moves  at  the  speed  of  a  glacier  there;  you  lake 
orte  step  forward  and  three  steps  back,  then  you  do  four  steps,  and  after  a 
week’s  gone  by  you’ve  made  a  step.  I’m  in  the  process  of  trying  to  institute 
a  program  management  reporting  system  which  will  tell  me  how  mueh 
money  we’ve  spent,  how  far  along  wt  are  on  the  program,  the  dollars  and 
the  content,  and  the  real  estimate  to  complete.  We  worked  the  hell  out  of  it 
and  sent  it  up  for  review— and  the  reviewers  came  back  with.  ’’Why  can’t 
you  use  this  document,  and  why  can’t  you  use  that  document.”  So  we’re 
back  to  square  zero,  and  I’ve  got  to  go  back  tomorrow  night  and  start  work¬ 
ing  it  all  over  again,  because  ftN*  every  guy  who  says  yes.  there  are  three 
guys  who  say  no.  Thai’s  the  kind  of  situation  vte  face. 

. . .  The  real  problem  is  that  the  great  white  hope  of  the  early  1970s.  con¬ 
gressional  reform,  has  turned  out  to  be  a  disaster.  There’s  no  slnmg  leader¬ 
ship  in  Congress,  a  Jillion  committees  all  with  big  staffs,  and  the  staffs  have 
all  the  leverage,  sini'c  they  do  all  the  work  that  the  members  vole  tm.  I  go 
up  there  to  the— -oh.  let’s  take  the  Htnise  Armed  Services  Ciminiiliee.  which 
is  one  of  the  authorization  coniniilices.  They  tell  us  what  things  we  can 
have.  The  hearings  are  held  before  the  full  co  iimiiice.  some  .^3  members, 
arul  if  sin  show  up.  you’re  lucky.  But  always  the  committee’s  tAO  or  three 
staff  guys  are  there — very  bright,  very  hard- working,  they’re  giHHl  guys. 
They  don’t  always  agree.  Tony  Battista  came  out  of  the  Navy  lab  structure. 
Tom  Cooper  is  a  Ph.D.  engineer  out  of  Berkeley,  a  teacher  at  the  Naval 
Postgraduate  Schoid.  now  on  the  staff  He’s  a  bright  guy.  knows  the  busi¬ 
ness.  krH>ws  the  technical  aspects.  But  they’ve  got  to  espbin  pn»grain  after 
program.  They  have  a  special  subctuiunittee  for  the  space-based  laser.  The 
cha‘’man  sits  there  and  doesn’t  do  anyihiiig.  arwi  these  two  guys  do  all  the 
lat vsng:  ’’Why  are  y<»u  dtnng  this?  Why  are  you  doing  that?”  We  had  90 
niillKtn  dollars  in  fiu  space-hased  lasers:  a  tracking  evpehmenl.  mkik  other 
things,  all  in  high-powered  rive-nsegawail  chemical  lasers,  fhey  cut  all  the 
nsoney  out  cveept  hu  the  pointing  attd  tracking,  and  they  inserted  their  own 
line  item  to  do  millimeter  wave  laser  wtui.  It  makes  you  wonder  about  who 
has  (he  respuiisibiliiy  to  get  the  job  done 


That’s  the  problem  right  now.  There’s  not  cmnigh  strung  leadership,  so  it’s 
wide  itpen  to  whoever  can  gel  to  the  statf.  x.'€  to  a  member  who  will  iak<  an 
interest.  I  look  back  and  wish  to  hell  that  we  had  it  like  they  used  to  have  it. 
when  a  guy  like  C»rf  Vlmoa  would  say .  ’Okay  ,  gentlemen,  this  is  what 
the  Defense  Department’s  going  to  knik  like  for  (be  neiii  three  years.”  and 
he’d  tell  it  not  just  to  the  members  of  his  ciunmiitee.  but  to  the  Defense 
Department  people  out  in  from. 


and  (hat’s  bow  it’d  be.  You’d  work 
out  a  deal  with  Carl  Vinson  and 
you  had  a  deal,  and  you  could  run 
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the  place  that  way.  But  today  you 

really  can’t  nin  it.  It's  a  day-to-day  Senator  Stevens-Senator  Ted  C.  Ste- 
operation.  I  mean,  they  were  r>ght-  vens  of  Alaska 
ing  on  the  Boor  of  the  Senate  and 

in  the  Senate  Apprc^ations  Committee,  I  was  in  continuous  contact  with 
Senator  Stevens,  the  chairman  of  the  Defense  Appropriations  Subcommit¬ 
tee  of  the  Senate  Appropriations  Committee.  Ted  worked  his  heart  out  to  get 
a  reasonable  bill  through  the  Senate.  He  and  I  ended  up  negotiating  over  the 
telephone.  He  says,  "Will  you  take  this?”  ”No,  1  don't  want  to.”  ”lf  you 
don't  take  that,  you’re  going  to  lose  the  whole  bit.”  ’’I’ll  take  it.”  And  he’d 
go  and  get  the  votes.  And,  boy,  that’s  a  hell  of  a  way  to  run  a  railroad.  We 
both  end  up  reacting  to  the  politics  of  the  moment.  It  sure  raises  he-  with 
the  orderly  process  of  planning.  That’s  a  lot  different  than  it  used  lo  be. 
(l47-4g,  149,  151) 


13.  James  W.  Stansberry,  former  commander.  Air  force 
"Cosl-Effeclive  Reimi.-  tlKironic  System,  DMon 

ment”  (1984.  pp.  49-61) 


iWihere  we  have  failed,  in  terms  of  maintenance,  has  to  do  with  our  not 
buying  adequate  spares.  When  the  defense  budget  wasn’t  quite  as  rosy  as  it 
is  now.  we  bought  airplanes  and  to(A  our  chances  on  spares.  The  reasoning 
was.  "Let’s  get  the  airplanes  while  we  have  a  chance.  We’ll  buy  spares  for 
them  later.  ”  I  think  it  was  a  deliberate  strategy:  once  we’ve  got  airplanes. 
Congress  is  certainly  going  to  let  us  buy  spares.  We  did  go  through  a  period 
where  we  were  very  ’’under- spared”  on  some  of  these  aircraft  but  the  situa¬ 
tion  has  improved. 


. . .  American  arms  are  the  best  in  the  world,  but  they  cost  too  much.  They 
truly  do  cost  too  much  that’s  a  problem  of  very  large  dimensions.  Why 
do  they  cost  so  much?  American  arms  are  built,  for  the  irunt  part,  by  com- 
panics  that  don’t  have  to  compete  the  same  way  a  commercial  company  has 
to.  They  have  little  motivation  to  modernize.  In  fact,  our  defeirse  procure¬ 
ment  system  has  in  it  strong  disimrentives  toward  substantial  modernization. 
For  example,  in  the  Nixon  administration,  the  Air  Force  program  was  to 
replace  our  30-year-oId  B-52  bombers.  Everyone  reasoned.  "We’ve  got  air¬ 
planes  Hying  tlut  are  older  than  their  pilots.  Sooner  or  later,  they’re  going  to 
wear  out  and  kill  a  bunch  of  people.  W  can't  depeiuJ  on  them,  they’re  too 
expensive  to  operate  and  maintain.  Let’s  go  build  a  B-I.”  Congress  zaiys. 
"Good  idea,”  and  you  issue  requests  for  proposals,  arul  Rockwell  wins. 
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Somebody  at  Rockwell  determines  (hat  (o  build  a  B-l  bomber  and  do  it 
right,  they  hrive  (o  modernize  and  build  new  facilities.  Some  corporate  offi¬ 
cial  calculates  that  (bey'll  need  $100  million  in  new  capital  goods  (o  do  an 
efficient  job.  And  so  they  f^eed  with  this  large  capital  spending  program. 
Nixon  says  build  (he  B-l .  And  (hen  Mr.  Carter  comes  in  and  cancels  the  B- 
I.  Now  this  corpcMate  official  sitting  (here  wondering  bow  to  explain  (o 
his  boss  what  he  is  going  to  do  with  a  $100  million  worth  of  new  machin¬ 
ery.  And  then  (he  next  administration  comes  along  and  says.  "We’re  going 
to  build  a  B-l."  Now  this  executive  has  been  burned  once  and  he’s  skepti¬ 
cal.  His  response  is.  "OK.  we’ll  build  a  B-l  for  you.  Instead  of  machinery, 
though.  I  think  I'll  hire  a  lot  of  people  and  hand-build  a  B-l  because  it’s 
easier  to  lay  (hem  off  than  to  get  rid  of  capital  equipment." 


That's  enviously  an  extreme  example  but  it  is  pretty  close  to  (he  (ruth.  The 
lack  of  stability  in  (he  defense  business  nudees  it  basically  very  high  risk.  If 
you’re  in  (he  business  and  you  ciqxuie  a  chunk  of  it.  you  have  to  worry  a  lot 
about  any  major  investment  in  rtew  equipment.  It  takes  about  three  years  to 
order  arKl  install  a  lot  of  modem  machinery.  Once  you  get  it  installed,  we 
have  accounting  rules  that  say  you  can’t  amortize  it  in  anything  less  than 
seven  or  eight  years.  And  over  on  the  commercial  side,  companies  are  turn¬ 
ing  things  over  in  two  or  three  years.  This  is  a  disincentive  to  plant  moderni¬ 
zation  and  capital  goods  acquisition.  Now  if  you  don’t  invest,  don’t 
modernize,  you  remain  notably  unproductive.  Maybe  you’re  productive 
compared  to  the  private  sector  15  years  ago.  but  you  are  certainly  not  so 
productive  as  the  private  sector  today.  The  answer  is  increased  stability  in 
defense  spending. 


I  think  it  is  scandalous  (hat  defense  should  be  a  partisan  issue.  If  we  get  in 
(rouble,  nobody  is  gmng  ui  check  as  to  whether  or  not  you’re  a  UemoenK  or 
Republican  before  (hey  shoot  you.  We’re  all  in  it  together.  Why  should 
defense  enter  the  area  of  partisan  faditics?  Now  some  say.  "Well,  really  it 
doesn’t  become  a  partisan  issue.  e.xcep(  when  you  get  down  to  details." 
Details  sucb  as  where  we  should  base  an  MX  missile.  Should  we  put  it  on  a 
track?  Should  we  hide  it  in  the  ground?  And  (hen  you  get  imo  the  very  pecu¬ 
liar  phenomenon  of  experienced,  evoi  brilliant,  legislators  voting  on  some¬ 
thing  they  know  nothing  about.  And  splitting  that  vote  along  party  lines, 
whether  it’s  right  or  wrimg.  You  certainly  might  vote  on  what  level  of 
spending  your  country  can  afford  in  the  defense  area  and  how  it  will  be 
financed.  But  why  would  you  vote  on  something  like  MX-basing?  We  have 
things  going  on  today  in  this  annual  Congressional  look  at  our  programs  that 
boggle  (he  mirsd.  I  believe  (he  Secretary  of  the  Navy  just  commented  that 
Congress,  in  looking  at  more  than  300  line  items  submitted  as  the  Navy’s 
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RDTftE  budget,  ehanged  more 

than  200.  Are  our  elceted  rcpre-  Roue-mtarch.  development,  tea 
sentatives  that  bright  in  science  and  and  eva/uat/on. 
engineering?  Obviously  not. 


...  1  think  part  of  the  answer  is  stabiHty  of  our  programs.  Although  not 
everyone  would  agree  with  my  number,  that  if  we  were  to  do  things  effi* 
ciently  and  well  and  at  reasonable  production  rates,  we  wcnrld  knock  20  to 
30  percent  off  the  price  of  most  of  the  products  we  field.  1  actually  think  it 
would  be  about  40  percent,  but  1  publicly  say  20  to  30  percent.  You  luiow, 
we're  the  guys  who  built  <mk  F-1  1 1  a  month.  Twelve  a  year.  Why?  Because 
they  were  issued  to  us  by  people  who  had  a  vested  interest  in  seeing  to  it 
that  the  Air  Force  got  F-1 1  Is.  Let  me  tell  you  something  else  about  the 
acquisition  business  because  1  could  just  preach  multi*year  all  day  Icmg.  1 
was  once  asked,  what  are  the  three  most  important  things  you  would  do  to 
address  problems  in  the  development  and  acquisition  process.  1  answered. 
*'MuIti«ycar.  multi-year,  multi-year.*'  It's  the  single  nnosi  important  thing 
we  can  do  and  multi-year  budgets  make  more  sense  even  than  multi-year 
contracts. . . . 

(STUOENTl  I'd  like  to  follow  up  on  that  answer  to  the  question  of  why 
the  Services  go  off  and  do  what  they  want  to  do.  The  answer  seems  simple 
to  me.  It's  the  whole  structure  of  the  federal  budget,  the  way  money  is  allo¬ 
cated.  who  is  responsible  in  the  end  for  the  execution  of  a  project.  If  it's 
someone  down  in  the  bowels  of  an  organization,  a  project  manager  some¬ 
where.  who  is  responsible  for  the  way  money  is  spent  on  a  particular  proj¬ 
ect.  you  can  damn  well  bet  that  the  dKisions  made  on  that  project  are  going 
to  be  the  project  manager's  decisions. 


Now  a  good  example  is  the  logistics  question,  the  fact  that  decisions  are 
ntade  in  favor  of  airplanes  mstead  of  logistics  suppon.  Well,  a  project  man¬ 
ager  who  is  in  a  jt^  for  two  or  three  years  and  to  make  a  decision  how 
to  spend  a  million  dollan.  whether  he  should  field  a  weapons  system  or 
whether  he  should  buy  logistic  wf^x>n  th^t  js  going  to  start  paying  off  ten 
years  from  now.  that  guy  would  be  stupid  to  make  the  logistics  support  deci¬ 
sion.  He  would  be  a  fo^.  because  his  perfonnance  is  going  to  be  measured 
on  those  three  y'ears  he  in  that  job.  not  what’s  going  to  happen  ten  >*ears 
from  now. 

(McLaI'GHXLS)  ...  1  want  b)  come  back  to  something  we  discnissed  brielly 
at  lunch,  and  thin  is  the  shifting  balance  of  the  muscle  ners'ous  sy-siem.  It 
seems  to  me  that  an  awful  lot  of  the  present  body  of  procurenKiit  law  and 
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regulations  was  designed  for  {Nxxuring  tanks  or  trucks  or  planes.  Do  you  see 
a  difference  in  procuring  a  nervous  system  as  opposed  to  procuring  muscle? 
Does  the  system  woric  as  well,  better,  or  worse? 


(StansberryI  Well,  first  off.  most  of  your  regulations  pertain  to  off* 
the-shelf  beans  and  bullets,  and  one  of  the  problems  we  have  is  taking  a  reg* 
ulation  that  was  designed  for  buying  things  off*the-shelf  and  trying  to  apply 
it  CO  the  system.  Secondly.  I  think  buying  electronics  is  a  lot  easier  even 
though  the  systems  and  the  laws  are.  as  you  say.  sort  of  pointed  towards  air* 
planes  and  tanks.  The  reason  is.  you  look  at  the  firms  we  deal  with,  most  of 
them  have  a  very  heavy  commercial  flavor  and  a  very  heavy  commercial 
R&D  program,  whereas  in  the  airplane  business,  the  industry  sort  of  fol* 
lowed  the  Services  for  a  while — we*d  invent  things  and  they'd  put  them  to 
commercial  use — the  electronics  business  is  sort  of  turned  arour>d.  They're 
out  there  innovating  and  inventing  and  we're  putting  their  products  to  mili* 
tary  use.  (S1-S2.  S3.  S6.  60) 


14.  STUART  K.  Branch. 
"CM  and  Crisis  Manage¬ 
ment"  (19H4.  pp.  87-102) 


Dtfputy  Assistant  Secretary  of  State  for 
Communications  and  member. 
Nationa/  Communications  System 
and  US  Communications  Secunty 
board.  NSC 


Now  if  you  build  a  Mrp;irjte  communications  capability  in  addition  to  what  is 
out  there,  are  yiHJ  building  one  that  you're  going  to  be  able  to  guarantee  for 
the  long  term?  Will  it  work  when  you  need  it?  My  experience  to  date  has 
been  that  if  yiHi  want  a  system  that's  going  to  respond  in  emergency  situa¬ 
tions.  it  ought  to  he  the  same  system  you're  using  to  meet  daily  irrational 
needs.  Or  it  iHighi  to  he  built  on,  or  integrated  with,  the  same  system  used  in 
a  day-to-day  opeiulion.  The  hardware  to  meet  an  expanded  crisis  require¬ 
ment  is  a  carbon  copy  of  what  is  in  place  today.  Thus,  the  logistics  chain  is 
the  same  for  that  segnKni  of  the  network  intended  to  meet  stress  situatiims 
as  it  is  for  that  which  is  nteeiing  the  day-to-day  need.  Your  training  is  no 
different,  nor  your  assignments,  nor  your  support.  What  hai^ns  in  a  stress 
situation  when  you  move  a  technician  from  a  regional  center  into  a  stress 
post,  if  when  he  gets  there  he  finds  out  he  doesn't  know  that  equipment?  He 
doesn't  have  the  tools,  training,  or  the  test  equipment.  What  do  you  do  with 
the  cadre  of  pei^le  you  trained  on  that  equipment?  Do  you  expect  them  to 
maintain  it  all?  Where  do  the  mulitpie  skills  you  expect  these  pei^le  to  pos¬ 
sess  come  from?  Where  do  you  recruit,  train  and  retain  thi>se  kinds  of  skills 
in  this  envirumnent.  conqieting  with  the  private  sector'^  in  my  judgment  the 
two  systems  need  to  he  fully  integrated.  (%) 
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15.  RICHARD  G.  STILWELL,  Ch*lrm»n,  Dtpartmtnt  of  Defense 
•’Structure  end  Mcche-  Security RmwCommisshn 

nisms  for  Commend 
end  Control”  (1985. 
pp.  33-65) 


|W)e  ere  beginning  to  ehenge  the  wey  the  Defense  Review  Boerd  does  its 
business,  end  to  focus  increesingly  on  mission  erees.  Insteed  of  deeling  es 
we  heve  in  the  pest  with  intelligence  here,  end  commend  end  communice* 
tion  here,  end  forces  here,  end  so  forth,  we  steried  something  lest  yeer  thet  1 
think  wes  reesonebly  successful.  We  begen  by  looking  et  deep  interdiction 
es  en  entity.  In  one  specie!  book  we  put  together  sensors,  eirborne  pletforms 
for  the  sensors,  eommunicetions.  fusion,  end  weepons  systems  so  thet  we 
look  et.  u  en  entity,  whet  you  would  need  to  provide  e  commender  on  the 
ground:  the  eepebility  to  detect  tergets.  ecquirc  tergeu.  meke  the  decisions 
on  tergets.  end  engege  tergets  out  to  veiious  renges  beyond  the  line  of  con* 
tect.  for  verkxis  emoums  of  investment.  1  believe  thei’s  e  good  wey;  et  leesi 
en  old  soldier  feels  thei’s  the  wey  one  ought  to  look  et  the  programming 
business  in  terms  of  output — eccrttions.  edditions  to  eepebilities.  (61) 


16.  Donald  C.  Latham.  "A  Auiu»t%tSe(ftfryofOefer}it,  ci 
View  from  Inside  O.SD” 

(1985.  pp.  103-23) 


To  give  you  some  idee,  the  totel  C’  request  in  FY86  edds  up  to  S22. 1  bil* 
lion,  of  which  strategic  is  eround  five  btllioo.  iheeter  tecticel  e  linle  under 
four  end  COMSEC  (communice* 

tions  security)  ebout  one  billion.  fY»--fiicsi ytst  whkh  begen  October 

The  C^  totel  wes  $1 8.5  billion  in  L  end  ended  September  M. 

FY85.  so  our  totel  FY86  C> 

requeM  is  19.5  percent  higher  then 

FY85.  which  includes  inflRion  of  ^out  3.5  percent. 


(OEITlNGEt)  Thet  does  not  include  the  intelligence  portions  thet  heve 
receixly  been  put  under  you.  docs  it? 


(LATHAKt)  No.  It  does  not  include  eny  tmeUigence. 
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These  are  Che  figures  we  have  requested.  Now  how  well  have  we  done?  0\ 
has  fared  bener  than  the  defense  budget  as  a  whole  over  the  last  five  years. 
If  you  compare  the  annual  increase  in  funding  against  those  of  defense 
over  the  past  several  years  (we've  gotten  17.9%.  12.4%,  then  13.5%).  you 
can  see  that  every  year  O  has  received  several  percent  more  than  what 
defense  as  a  whole  has  received.  Now  that  C-*  is  in  at  a  19.5  percent  request 
for  FY86.  if  you  take  inflation  out  at  around  3.8  to  4  percent.  is  request¬ 
ing  at  15.5  percent  real  growth,  and  defense  is  at  5.9  percent  real  growth.  If 
we  get  cut  to  three  percent  overall  on  defense  (which  is  probably  where 
we'll  end  up— if  not  worse).  I’m  hoping  that  1  could  come  back  next  year 
and  tell  you  that  instead  of  getting  19.5  percent  1  received  14  percent,  or 
something  like  that.  Generally  C’  has  been  able  to  prevail  and  get  much  bet¬ 
ter  numbers  than  defense  as  a  whole.  But  that  also  tells  you  that  we've 
really,  really  been  putting  the  money  to  it.  And  if  you  look  back  just  a  few 
years.  O  was  nowhere  near  this  size.  In  fact.  O  back  in  the  late  197()s  was 
way  under  $10  billion.  So.  we  have  grown  enormously,  and  we're  putting 
big  bucks  against  the  area;  it  has  the  priority,  and  it  has  the  momentum. 
(112) 


17.  CLARENCE  E.  MC¬ 
KNIGHT.  JR..  "CM  Sys¬ 
tems  at  the  Joint  Level" 
<1986.  pp.  1-30) 


Difector.  Command.  Contfol.  and 
Commun^arions  S^trms.  ICS 


Only  a  relatively  small  part  of  your  equipment  should  be  military  equip¬ 
ment.  long  cycle.  Most  of  the  stuff  should  be  off-the-shelf;  when  you  train 
pci^le  how  to  use  the  latest  technology,  you  teach  them  technical  expertise, 
which  overflows  into  the  national  education  systems.  That  training  and  that 
education  give  you  the  greatest  ability  to  do  crisis  management,  giving  you 
in  turn  a  profile  of  peacetime  readiness,  which  is  then  rcnecied  in  the  public 
stale  of  mind.  And  it  is  just  thiu  simple.  When  I  was  on  the  tactical  side  of 
the  world,  struggling  along  with  40-year  okl  equipment  and  trying  to  look 
very  professiona).  that  was  really  tough. 


So  we  should  be  using  whiu  our  industrial  base  is  surging  toward  in  order  to 
project  confidence  among  the  great  American  public  that  we  know  what 
we're  doing.  This  has  a  better  spinoH*  than  a  lot  of  other  things  that  are 
related  to  weapon  systems.  That’s  why  1  think  procurement  of  C*  systems/ 
equipment  should  be  different.  However,  we  shouldn’t  limit  ourselves  to 
just  "off-thC'sheir’  procurement  being  pursued  uniquely.  Piucurement  in 
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general  should  be  different.  equipment  should  be  purchased  in  a  different 
mode  from  the  way  we  buy  just  pure  weapon  systems,  although  the  two 
IKocesses  should  be  closely  related. !  do  not  believe  that  you  need  to  have  a 
lot  of  dedicated  military  equipment  that  ends  up  in  motor  pools  around  the 
world  and  is  nol  used,  because  it  quickly  decays  and  it's  very,  very  expen¬ 
sive.  (8.  13) 


18.  LIONEL  OLMER,  Esq.. 
"Intelligence  and  the 
American  Business  Com¬ 
munity”  (1986.  pp.  59 
71) 


Member.  Pju/.  VVcjss.  Rifkind.  Whit- 
ton  &  Cirhson,  in  inlcmiUoml  liw 
firmi  former  Under  Secretary  for 
Iniernilionil  Trade,  Ueparlment  of 
Commerce 


1  would  argue  that  defense  priK’urenient  has  recently  been  harmful  to  the 
process  of  industrial  competitiveness.  Not  helpful.  On  the  one  hand  it  has 
spoiled  a  lot  of  suppliers,  and  on  the  other  hand  it  has  masked  what  I  believe 
is  a  chronic  Ci>ndition.  a  chn>ntc  illnecs,  in  the  American  industrial  base.  If 
one  is  taking  a  political,  partisan  point  of  view,  one  can  say  the  value  of  US 
exports  from  1979  to  1983  in  the  manufacturing  sector  grew  hy  eight  per¬ 
cent.  That's  not  great,  but  it  is  growth.  The  troublesonw  part  of  that  is  that 
nearly  half  of  that  gn>wth  has  come  fnmi  defense  priKurenicnt.  When  yiHi 
wash  that  iHit.  the  gn>wth  has  been  nonexistent.  Ntmexistent.  in  a  twi>-and- 
a-half  trillion  dollar  ecimouiy.  over  a  peKiHl  of  some  five  years.  t65i 


19  B.R.  INMAN.  "Tech- 
nulugic.t!  Innovation  and 
the  Cost  of  Change" 
(1986,  pp.  151-68) 


Pte%iden\  and  Chief  (it-tulfii*  Ofinet. 
Mnroelei\ion»Ci  and  Computer 
lechnoloKv  CorpofaUoii 


if  you  look  carefully  at  the  period  1946  to  i960.  Departntent  of  Intense 
tDol))  investment  and  research  was  the  pacing  element  in  creating  new  tech¬ 
nologies  in  a  broader  way.  They  were  moved  through  for  comnicrciuii/ation 
in  four  to  five  years,  because  that  was  the  length  of  the  defense  priKurenient 
cycle.  Then  we  launched  off  to  create  a  perfect  prok-uremenl  proi-ess.  and  we 
ended  up  with  a  procurement  process  that  takes  12  to  13  years,  arul  we  don’t 
gel  that  llow-ihitHigh  for  vomnierciali/ation.  So  the  signiticani  competitive 
advantage  to  the  U.S.  which  catiic  from  Defense-funded  research  up  to  the 
early  i960s  dues  not  exist  today,  by  virtue  of  our  own  internal  constraints. 


2t2  McKnight,  198b 
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1  was  somewhat  optimistic  three  years  ago  that  Defense  would  once  again 
play  a  leading  role  in  addressing  manufacturing  technologies,  which  is  an 
area  that  colleges  of  business  administration  don't  seem  to  want  to  join  with 
colleges  of  engineering  to  address.  What's  happened?  Under  Gramm* 
Rudman  those  programs  are  the  first  casualties.  Almost  all  of  the  Air 


Force's  funding  for  the  integrated 
computer-aided  manufacturing 
(ICAM)  technology  program  is 
being  reduced.  So  Defense,  which 
could  indeed  play  a  role — I've 
heard  some  people  out  at  Berkeley 
saying,  only  half  in  jest,  that  DoD 
is  really  the  US  MITI — isn't  doing 
so  because  of  our  own  arbitrary 
internal  constraints. 


Cramm-Rudman—1985  Cramm-Rud- 
man-Hollingi  Deficit  Reduction  Bill 
BerkeleY~’Univer$itY  of  California  at 
BerkeleY 

MITI^Iapan'i  Ministry  for  International 
Trade  and  Industry 


...  I'd  institute  a  six-year  legtslaloJ  ceiling  for  the  Defense  proeuremeni 
cycle.  Accept  some  mistakes,  and  pul  in  an  accountability  process;  if  sonte- 
one's  ship  goes  aground,  if  there's  a  major  cost  overrun  in  a  program,  that's 
the  end  of  his  career.  Accountability  for  performanc'c.  We  do  it  in  Mack  box 
programs  all  the  lime,  in  those  kinds  of  lime  frames.  It  isn't  asking  for  the 
impossible,  it's  just  asking  for  a 
standard  of  performance.  But  it's 
also  fiMcing  an  approach  to  design 
wherein  the  ship,  the  aircraft,  the 
personnel  carrier  is  designed  to  last 

.M)  years.  You  plan  from  the  beginning  to  replace  the  avionics,  the 
electronics,  the  areas  where  technology  is  moving  fast,  every  six  to  eight 
years.  You  use  a  nknlular  design  to  force  a  focus  on  interoperability  and  on 
minimizing  the  cost  of  change.  That  approach  will  be  fought  tooth  and  nail 
by  those  who  are  in  the  procurement  process  because  it  gets  at  a  large  num¬ 
ber  of  jobs  and  procedures  that  have  been  in  place  for  a  long  lime. 


black  box  programs— r/assthed  pro- 
grams 


Ant  1  recontntending  it  purely  to  make  Defense  procurement  a  lot  better?  I 
think  it  would  have  that  result,  but  that's  not  my  primary  objective.  My  pri- 
nrary  objective  is  an  early  conunea'ial  Dow -through  of  the  techrtologics  that 
c*ome  from  that  Defense  mvesimeni.  Another  reaction  I  sec  often  is.  "Let's 
shift  20  pcaxni  of  the  federal  reseaivb  inve^merH  from  defense  resenali  to 
civilian  research."  Well.  Norm  Hackerman  taught  me  some  years  ago  when 
he  was  president  of  Rice  that  there  is  no  such  thing  as  military  science  or 
civilian  science.  There  are  scieniifK  disciplirses  that  you  push,  and  it's  bow 
you  choose  to  apply  it  later  that  shapes  its  use.  1  can't  Oghi  the  structure. 
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Maybe  the  NSF  is  one  area  where  you  could  shift  20  percent  of  all  that 
funding  and  hope  to  get  a  broader 
focus  on  the  things  that  will  flow 

on  to  good  IKS.  rm  very  skeptical  NSf-^thntl  Scitnet  foundation 

of  that.  I  think  you  would  be  much 
more  likely  to  get  it  from  the  six- 

year  procurement  cycle,  accepting  that  there  would  indeed  be  some  mistakes 
made  in  looking  for  efficiency  and  speed  rather  than  perfection.  (154.  15^ 
60) 
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The  connection  between  C^l  and  the  organization  of  the  Deport¬ 
ment  of  Defense  (DoD)  can  be  traced  to  critics  who  saw  theater  and 
operational  eommanders  being  eui  out  of  the  deeision  loop  in  C^l 
acquisition.  The  debate  about  who  should  control  the  budget 
strings— for  Cl  as  well  as  other  elements  of  defense — triggered  Con¬ 
gressional  eortcems  about  the  quality  of  military  planning,  of  military 
performance— especially  in  imerservice  operations — and  of  military 
advice  to  civilian  leaders.  In  19S6.  those  concerns  led  to  the  passage 
of  the  Goldwater-Nichols  Department  of  Defense  Reorganization 
Act. 

Reorganization  lends  to  be  viewed  in  two  ways:  as  ehange  for 
the  sake  of  ehange  or  as  necessary  evolution.  According  to  the  first 
view,  drawing  little  boxes  and  diagrams  and  shuflling  people  around 
is  an  exercise  that  wastes  time,  effort,  and  money;  and  accomplishes 
nothing.  **lt's  the  people  filling  the  positions.**  say  the  opponents  of 
reorganization,  "who  make  things  work  or  fail  to  work.  I^rsonalities 
are  far  more  important  than  siniciures;  the  right  people  will  make  any 
siniciure  viable.** 

Those  who  favor  reorganization  believe  that  siniciures  must  be 
adapted  to  changes  in  environment  or  goals.  "Only  uiueasoning  fear, 
laziness,  or  inertia.'*  they  argue,  "will  resist  progressive,  well- 
considered  change.  An  organization  cannot  assume  it  will  always 
have  people  capable  of  ovenroming  structural  obstacles:  it  should 
always  be  open  to  better  ways  of  doing  business  and  to  adjusting 
Structures  to  recognize  and  institutionalize  those  better  ways." 

Frequently  other  issues  determine  which  side  of  the  argument  a 
given  player  will  take.  Opponents  of  reorganization  are  often  people 
who  see  it  as  a  threat  to  their  own  power  or  the  power  wielded  by 
individuals  or  groups  they  value.  Similarly.  adv<K'ates  of  organiza¬ 
tional  change  are  likely  to  be  those  who  see  the  change  enlarging 
their  own  power  bases  or  those  their  allies.  This  is  not  to  say  that 
all  men  arnl  women  are  power  hungr)'.  only  that  objectivity  may  be 
more  apparent  than  real  in  discussions  about  reorganization. 
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In  the  private  sector,  corporate  gain  or  loss  is  often  perceived  to 
offer  an  unbiased  criterion  for  determining  whether  or  not  a  restnic- 
luring  is  necessary.  If  profits  are  down,  it's  lime  to  reorganize;  if 
they're  up,  it's  not.  Of  course,  there's  always  room  to  argue  that  an 
improved  structure  could  raise  already  good  profits  or  that  a  change 
will  aggravate  losses. 

In  government,  unfortunately,  the  gain  or  loss  yardstick  isn’t 
applicable.  The  balance  sheet  of  the  Department  of  Defense  would 
have  on  one  side  the  hundreds  of  billions  of  dollars  expended;  on  the 
other,  the  words  "national  security."  Is  that  an  Kceptable  balance, 
or  does  it  reflect  a  need  to  reorganize? 

The  nation's  primary  national  security  goal  is  deterrence  of 
nuclear  war.  E)oes  the  fact  that  no  such  war  has  occurred  indicate  that 
DoD  is  doing  its  job  well,  or  that  the  threat  has  been  overstated? 
When  things  go  wrong  in  a  lime  of  crisis~-e.g.  the  bombing  of  the 
Marine  barracks  in  Lebanon  or  the  communications  problems  in 
Grenada — is  it  lime  to  reorganize  DoD  or  lime  to  realize  that  things 
gel  screwed  up  in  war?  Does  not  being  prepared  for  a  minor  crisis — 
e.g..  not  having  minesweepers  for  use  in  the  Persian  Gulf~mean  the 
nation  would  lose  a  major  war?  Or  does  it  simply  mean  attention  is 
focused — as  it  should  be— on  bigger  issues? 

Warnings  about  the  inadequacies  of  theater  CM  helped  draw  the 
attention  of  House  and  Senate  staffers  to  the  issue  of  DoD  organiza¬ 
tion.  Many  argued  that  those  inadequacies  were  directly  attributable 
to  a  power  imbalance,  with  the  Services — the  Navy,  the  Army,  and 
Air  Force — having  all  the  power,  and  the  specified  and  unified  com¬ 
mands  having  all  the  responsibility. 

For  example,  the  Services  would  go  though  the  procurement 
process  for  new  systems  without  inputs  from  the  specified  and  unified 
commanders  whose  forces  would  be  employing  those  systems.  As  a 
result,  field  commanders  might  find  that  the  "latest"  communica¬ 
tions  equipment  had  left  them  unable  to  talk  to  suberdinate  or  allied 
units,  or  that  a  new  weapons  system  was  incompatible  with  those 
already  on  hand. 

Even  more  serious  were  the  Services’  holds  on  component 
forces.  Though  such  forces  were  designated  to  fight  under  the  theater 
commander,  they  had  to  rely  on  their  parent  Services  for  supplies, 
equipment,  pay.  promotions,  and  just  about  everything  else — a  rela¬ 
tionship  sure  to  encourage  divided  loyalties. 

Finally,  many  argued  that  inierservice  collusion,  a  reaction  to 
the  bloody  inierservice  squabbles  of  i*ie  late  lV40s.  diminished  the 
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value  of  military  advice  provided  by  the  Joint  Chiefs  of  Staff  (JCS), 
that  such  advice  was  often  determined  by  a  ’’lowest  common 
denominator”  prcKess  focused  on  the  Services*  interests  rather  than 
the  interests  of  the  nation. 

Those  opposed  to  major  changes  argued  that  putting  the  right 
people  in  important  jobs — a  strong  and  aggressive  JCS  Chairman,  for 
example — would  solve  most  problems  in  the  existing  system.  Others 
expressed  concern  about  allowing  theater  commanders  to  be  dis* 
tracted  by  procurement  issues  or  exchanging  Service  specialization 
for  ’’jointness.” 

The  extracts  in  this  chapter  show  the  twists  and  turns  in  the  path 
that  led  to  the  Goldwater^Nichols  Act.  Moving  from  General  Odom’s 
reflections  on  the  need  for  some  kind  of  general  staff— which  imply 
more  than  they  say  about  intenervice  rivalry — to  the  stinging  crit* 
icisms  voiced  by  General  Cushnun.  through  comments  like  those  of 
Admiral  Richardson  and  General  Marsh,  which  reflect  an  uncertainty 
about  whether  more  or  less  centralization  is  needed,  to  Dr.  Barrett's 
retrospective  view  of  the  Act’s  evolution  and  his  concerns  about  the 
Services’  efforts  to  evade  compliance,  one  is  templed  to  attribute  an 
almost  serendipitous  quality  to  the  deliberations  that  have  taken 
place.  However,  a  comment  Dr.  Barrett  made  in  his  1985  presenia* 
tion  offers  a  healthy  counterbalance  to  such  icmpiaitons: 

. .  tElvea  if  a  diviiMr  prckeace  ctwM  give  a  perfect  orgaAizaiton 
letlay.  it  wouldn’t  be  perfect  a  year  from  now  because  ehanging 
circumkiaftee^ — weapoob  nyktemb  developmeat  and  tboie  aorlb  of 
thmgb — would  btur  iHom;  buundaricb  and  you’d  have  to  redefine  them. 

That  meanb  Service  rulev  and  mibhiunb  cvewianl  esaminaiion  and 
redefmitton.  ‘ 


*Aivluc  t>  aafirn.  "PulutCk  muI  ibe  Mikury—  Tbe  Oinme  foi  Rrlurai."  SrauM# 
CfmKkmJ.  Cimtfvi.  fiwa— wnirfiiwu.  md  r.  Spnae  tVUS  iCiuibnJec.  StA  Harvard 

huffam  ua  tidwntMlawi  RouMVTk  Kday.  tW6).  p  M 


2t7 


OfKniMttomt  Structure 


Extracts 


I .  William  OOCMM.  “C’I  md  Mmury  A$$i$Unt  to  the  frc%idtnVt 
Teiccommuniealion*  at  (he 
Policy  Level"  (1980, 
pp.  1-23) 


1  am  making  a  pilch  for  some  kind  of  national  mtliiary  staff  survivutf  and 
protecting  (he  f^sident.  Odterwisc  he  is  going  to  go  off  and  probably  be 
taken  into  refuge  in  one  of  (be  commanders*  staffs.  So  I  wonder  if  (he 
National  Security  Act  of  1947  is  ade^uMc  any  longer.  I  wonder  if  it  is  ade* 
quale  for  deterrence  in  the  1980s  and  ‘90s.  1  wonder  if  we  must  not  have 
some  kind  of  military  staff  which  stands  above  die  milUary  Services,  which 
is  not  a  prisoner  of  those  Services  and  has  some  sort  of  survivability  billet* 
ing  or  a  system  of  command  centers  that  will  allow  it  to  support  the  Presi* 
dent  in  a  variety  oi  siiutfions. 


...  I  understand  civilian  contn*!  to  mean  control  of  the  military  establish* 
meat  by  elected  officials.  Is  that  fair'*  Now  iha(‘s  a  very  important  point. 
Does  it  mean  civil  servants  with  GS  numbers?  GS*IKs?  You  see.  I  mi  not 
sure  (hat  the  OSD  staff  is  any  more  responsible  to  the  electorate,  or  b  any 
less  a  poliiical  danger,  than  a  mi* 

formed  aaiional  command  staff.  CS-fenrraltcnrdiWr.  anOrwWt- 
There  is  enormous  confusion  on  srumi  for  Cwrf  Srnwp  wor&m 

that  point,  and  most  discussions  OiD-’OfUtt  oi  the  Settcufy 
like  this — you  hear  it  every  day  in  Opfome 
the  IVniaipMi— justify  redundancy. 

layers  o(  ualT.  extra  people  lookii^  at  papers  they  dun‘i  understand,  in  the 
name  of  civilian  cuuool.  ‘Die  discussion  won’t  go  vety  far  if  you  get  that  red 
herring  rnued  in. 

One  other  point.  An  interesting  dynamic  happens  around  the  Executive 
Onke  of  the  President:  if  a  staff  8:^  responsible  to  the  Pitsidem  (which  I 
a  National  Military  Command  Staff  would  dol.  I  ihuA  you  wsiuld  And 
it  being  very  much  mote  responsive  to  poliiical  consakrauons  than  dar  Joini 
Chiefs  will  be.  There  k  a  great  tendency  to  lake  the  Piesidcm’s  side.  I  know 
that  from  where  I  sk.  I  lake  Ms  side  on  issues  dial  1  really  have  troubk  widi 
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personally.  But  I  can  work  up  a  lot  of  enthusiasm  just  because  of  the 
atmosphere. 


. . .  You  can  do  analysis  fur  the  purposes  of  enlightenment,  for  a  parochial 
advocacy,  or  to  achieve  bureaucratic  paralysis.  My  argument  would  be  that 
in  ordinary  peacetime,  under  mm-stress  conditions,  the  second  and  third 
games  get  played  with  a  great  deal  of  vigor.  But  when  the  system  is  under 
stress  from  an  external  opponent,  and  the  we/they  syndrome  is  felt  very 
strongly.  1  think  the  secor^  and  thinJ  games  will  be  repressed,  relatively 
!^aking.  and  (he  incentives  for  getting  it  right  and  ana])'sis  for  enlighten* 
mcni  go  up.  1  quite  agree  that  the  n^ional  command  staff,  not  under  stress, 
left  to  \ock  after  the  distribution  of  budgets,  will  become  as  corrupt  and 
involved  in  games  two  and  three  as  any  other  bureaucratic  institution  in  (he 
world.  But  if  you  put  competitive  units  together,  trying  to  put  focth  the  most 
impressive  operations  plan  for  the  PreskS^.  under  stress.  1  don't  think  the 
competitive  mode  is  going  to  generate  a  better  outcome.  1  think  under  stress 
1  would  rather  have  a  well*slrvc(ured  timely  bias  than  a  group  of  biases  with 
which  1  have  to  puzik  over  when  or  how  to  choose.  I  IS.  16.  21-22) 


B.R.  Inman,  ‘'Managing  Durctot.  Seamty  Agtttcy »nd 
Intelligence  for  Effective  iveuMy  imrK-e 

Use"  (im  pp.  141-61) 


1  became  a  Vice  Director  of  the  Defense  Intelligence  Agency,  a  troubled 
agency,  unstable,  with  rapid  turnover  of  leaders,  a  perfect  example  of  how 
not  to  create  a  goveniment  agency.  The  organization  had  been  created  in 
1%1  by  establishing  billets  and  thm  filling  (hem  by  permitting  the  Services 
to  send  (he  agency  the  60  percent  of  their  people  they  wanted  b>  get  rid  of. 
while  holding  on  to  the  40  pea'em  they  wanted  to  have.  This  nude  for  a 
group  people  who  had  no  great  reason  to  be  mmwative.  They  were  just 
sufficiently  accompbshed  so  that  they  were  at  loo  high  an  achiev*effieni  level 
10  be  fired.  (143) 


3  JCMtN  H.  CUSHMAN.  “CM  t»uteMnt  Cetwdl.  US  Atmy  (M.i: 
and  the  Commander:  Re* 
sponsibility  and  Accoun¬ 
tability"  (1981.  pp.  93- 
118) 
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The  problem  today,  as  it  was  in  the  days  of  Pearl  Harbor  is  elementary.  It 
lies  simply  in  the  institutional  failure  to  assign  proper  responsibility  and 
accountability  to  major  operational  commanders. 


...  1  have  said  that  the  adaptation  that's  successful  in  the  business  world 
takes  place  in  the  environment  of  the  user.  And  that  brings  me  to  my  point 
about  the  military  adaptation.  I'he  military  C*  adaptation  must  therefore  take 
place  in  the  user's  environment  too.  The  key  point,  though,  is  that  the  user 
is  NOT  the  military  Service.  The  users  are  the  fighting  formations  of  the 
military  Service  under  unified  or  alllnl  command.  That's  an  extraonlinarily 
important  distinction.  The  user  is 


the  major,  the  operational  com¬ 
mander.  And  the  institutional 
anomaly,  the  institutional  block 
that's  caused  the  deficiencies  1 
listed  in  my  indictment  at  the  start 

of  this  talk,  is  that  the  way  the  Services  arc  organized  disregards  this. 


unified— a  command  which  involves 
more  than  one  US  Service 
allied— a  command  involving  \hv  mile 
\ary  forces  of  more  than  one  nation 


When  I  say  that  the  Services  are  the  providers,  not  the  users,  and  that  the 
users  are  the  fighting  formations  of  the  Services  under  unitled  or  allied  com¬ 
mand.  I'm  not  just  giving  you  son>e  idea  that  I  have.  I'm  actually  quoting 
the  law  to  you.  That's  the  statute  that's  been  in  effect  since  I9.S8.  In  the 
19.58  Department  of  Defense  Reorganization  Act,  the  only  responsibility  the 
Services  ictain  is  that  of  pi-oviding.  The  act  set  up  the  idea  of  combatant 
command,  either  unified  or  specified.  It  didn't  set  up  the  idea  of  allied  com¬ 
mand.  hut  it  implied  that.  But.  notwithstanding  the  law.  many  of  the  prac¬ 
tices  have  remained  much  as  before.  The  command  and  control  system 
requirements  have  been  generated  primarily  by  the  Services,  who  still  think 
t)f  the^l^elves  as  the  users. 


Now  then,  you  cun  do  that  quite  possibly  with  a  tank.  The  Service  can  he  a 
user  of  a  fighter  aircraft  or  even  a  destroyer,  as  long  as  you  don't  get  too 
much  into  the  communications  that  link  them  with  the  other  allied  fighter 
aiaTaft  and  destroyers.  Tliosc  do  pretty  much  the  same  task:  in  alt  they  have 
the  same  air  speed,  ground  speed,  and  weaponry,  whether  they're  under 
Service  or  Joint  con>mand.  But  that's  not  so  with  command  and  control  sys¬ 
tems.  Because,  in  NATO,  the  electrons  of  Germany's  air  force— the 
Luftwaffe— mingle  with  those  of 


the  US  Army,  the  British  RAF. 
and  all  the  rest  of  them.  If  you 
need  to  figure  out  anything— for 
example,  identification  of  friend 
and  foe  so  you  don't  sh(H>t  down 


loin\—(ommand  composed  ot 
assigned  or  altached  elements  oi 
f»v<>  or  mitre  Ser\-nvs 
HAf  -Koval  Air  (one 
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your  own  aircraft  with  an  air  defense  missile — you  have  to  look  at  the  user's 
way  of  operating  and  deal  with  the  procedures  of  the  user  in  the  field, 
because  the  right  procedure  is  going  to  simplify  the  electronics  problem  and 
the  right  electronics  are  going  to  permit  different  procedures.  You  have  to 
have  trial  and  error  out  there  where  the  users  are.  just  as  you  have  to  at  Citi¬ 
bank  or  J.C.  Penny  or  TRW. 

...  A  good  example  is  this.  The  Marines  have  developed,  and  in  due  time 
will  field,  a  system  for  controlling  artillery  fire  and  tactical  air.  called 
MIFASS.  The  Army  for  some  time  has  had  a  system  for  calculating  the 
direction  of  ar.illery  fire — TACFIRE.  They  will  not  work  together  if  the 
present  trend  of  development  continues,  if  we  ever  have  to  fight  Marines 
alongside  Army  artillery,  the  Marines  will  not  be  able  to  participate  and  use 
TACFIRE.  and  the  Army  won't  be  able  to  use  MIFASS.  That’s  an  exan^le 
of  what  1  am  talking  about. 

. .  ■  Because  a  Service  doesn't  think  about  the  fact  that  it  will  have  to  fight 
with  some  other  Service.  They  think  about  fighting  all  by  themselves.  They 
figure  that  if  another  Service  fights  with  them  it  will  have  to  use  their 
methods. 

■ . .  Here's  what  the  Secretary  of  Defense  can  do.  He  can  call  in  his  major 

operational  commanders  and  have  them  meet  as  a  group _ (H)e’d  tell 

these  men  that  they  are  responsible.  He  wouldn’t  have  to  do  it  quite  the  way 
General  Patton  did.  but  they  would  get  the  rrtessage.  l«ccause  that’s  the  way 
they've  been  brought  up.  He'd  look  them  in  the  eye  and  say.  "1  want  you 
gentlemen  to  understand  that  yint  are  responsible  for  the  command  and  con¬ 
trol  systems  of  your  commands — top  to  bottom — for  their  readiness  for  war. 
and  for  conditions  short  of  war.”  He  might  say.  ”1  have  just  read  the  Pearl 
Harbor  investigation  again,  and  I  see  that  that  responsibility  was  not  very 
dearly  assigned  by  the  political  magistrates  of  the  United  States  in  Decem¬ 
ber  1941.  and  1  dm't  want  any  misunderstandings.  You  arc  responsible  for 

the  systems’  working  condition  in  war  and  in  conditions  short  of  war _ 1 

expect  you  to  exercise  your  command  and  contnd  system  top  to  bottom — 
exercise  it.”  . . .  Then  he'd  say  that  somehow  be  is  going  to  create,  at  the 
seal  of  govemriKnt  in  Washington,  and  Mateside  in  the  United  States,  insti¬ 
tutions  for  multi-servic'c  concept  and  procedures  development,  for  technical 
support  of  multi-service  activity,  for  battle  simulation  of  multi-service  oper¬ 
ations.  for  requirements  generation  that  looks  at  the  problem  as  a  multi- 
service  problem  for  configuration  managerrrent.  so  that  you’re  not  gmng  to 
have  systems  in  one  area  of  operation  that  can’t  get  on  target.  Institutions 
are  going  to  have  to  be  responsive  to  these  commanders’  future  systems 
needs.  And  now  be  expects  his  commanders  to  create  institutions  for  the 
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same  purposes  in  their  commands,  because  that  is  what  is  needed— enduring 

institutions _ And  then  he  says.  "I  want  to  make  very  clear  to  the  Service 

ehiefs  that  they  are  only  the  providers,  they  are  not  the  users  of  systems." 
You  know,  that’s  bitter  medicine,  because  they  really  don’t  believe  it.  Then 
he’s  going  to  say  (my  fantasy  only 

goes  on  a  little  while  longer),  1  m  Service  chiefs— the  Commanders-in- 

not  fooling  around  about  this.  I  chief  of  the  Air  force  and  Army  and 
mean  what  1  say.  I’m  giving  you  the  Chief  of  Naval  Operations 

the  responsibility.  I  know  what  that 

means  to  you,  and  1  expect  you  to  take  these  responsibilities  very  seriously, 
because  you’re  in  command  and  this  kind  of  responsibility  goes  with  com¬ 
mand.  Readine.ss  of  your  own  command  and  control  system,  the  full  web. 
goes  with  command — inseparably.  And  I  intend  to  support  you  in  it.  But  I 
also  intend  to  visit  your  commands.  In  fact,  1  intend  to  audit  your  com¬ 
mands,  have  inspections  made  and  see  how  well  you’re  meeting  this  respon¬ 
sibility.  And  then,  in  a  couple  ctf  months,  1  will  call  you  in  again — one  at  a 
time---and  you  will  give  me  a  personal  report  about  what  you  have  dtMie  and 
what  you  intend  to  do.  And  1  will  listen  to  that  report  and  1  will  take  the 
appn^ate  action  if  I’m  not  satisfied.’' 

I  think  that’s  a  very  sober  charge  to  these  gentlemen,  and  if  he  means  busi¬ 
ness  it’ll  be  very  profoundly  motivating.  It’ll  call  for  a  rather  substantial 
change  in  outlook — by  everybody.  Thai’s  what’s  required.  Finally,  the  Sec¬ 
retary  of  Defense  vigorously  concerns  himself  with  rearranging  the 
bureauerKy  at  the  seat  of  government  so  that  the  influence  of  the  major 
operational  commanders  comes  to  bear  as  they  move  to  meet  their  respon¬ 
sibilities,  and  can  be  accommodated.  That’s  no  simple  matter.  It  might  take 
several  blowings  of  the  trumpet  to  get  the  attention  of  the  bureaucracy,  and 
convince  them  that  he  realiv  means  it  when  he  says  that.  It’ll  eventually 
happen. 


. . .  Ok  of  the  institutions  which  will  no  doubt  throw  fear  and  trembling  into 
the  hearts  of  the  personnel  chiefs  of  the  Services  is  to  have  some  way  of 
managing  the  selection  of  offKers  for  Joint  Staff  or  joint  command,  and 
managing  their  develi^iment.  The  Joint  Service  schools,  which  are  purely 
educational  institutions  now  and  are  not  developing  doctrine,  have  very  little 
responsibility  for  doctrinal  development  and  thought;  those  Joint  schools 
have  to  be  developed.  These  art  the  sorts  of  institutions  that  the  Secretary  of 
Defense  would  busy  himself  in  creating. 


. . .  When  you  finally  figure  out  responsibility,  the  question  is  who  gets 
relieved  if  it  goes  wrung?  Unfortunately,  the  Department  of  Defense  is  nut 
well  organized,  you  can  thank  the  government  for  that.  I  was  a  brigade 
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commander  in  the  lOlsl  Airborne  Division  in  Vietnam  in  1968 — and  1  say  to 
you  that  if  I  had  conducted  an  operation  in  the  manner  of  the  Iran  rescue 
mission  1  would  have  expected  to  be  relieved.  But  you  look  around  in  the 
Department  of  Defense  to  find  someone  to  relieve,  and  it's  hard  to  find. 
Thai’s  one  of  the  problems.  Responsibility  is  not  fixed,  nor  is  accoun* 
tabiliiy.  The  Pearl  Harbor  investigators  had  a  very  difficult  lime  trying  lo 
find  out  who  was  responsible.  In 
the  seal  of  government,  hardly 
anybody  could  be  fixed  as  respon¬ 
sible:  the  institutions  were  not 
there  for  that.  As  it  ended  up.  the 
two  cummanders  in  the  field. 

Short  and  Klmmel.  were  relieved 
and  retired  in  disgrace.  And  that  is 
very  illuminating — but  that  princi- 
pie  has  lo  be  established,  and  guanied  against  the  man  un  horseback,  the 
great  General  Staff,  and  all  that. 

These  are  very  key  issues.  The  federal  nature  of  our  federal  guvemmeni — 
the  checks  and  balances  within  the  executive  branch  itself,  and  certainly 
within  the  Pentagon — has  got  to  be  maintained.  (%.  102-03.  106-08.  110, 
113) 


Peirl  Hitbof  investigators—Sen  the 
report  of  the  Crimmittee  on  the 
lf)vestigation  of  the  Pearl  Harbor 
Attack.  Invcstigalion  of  the  Pearl 
Harbor  Allack  (^h  Congrea.  194hl. 

Short  and  Kimmel—the  (wo  prmciple 
military  leaden  in  Hawaii  on  f>ecem- 
her  7.  1*i4l 


A.  David  c.  Richardson. 

“The  Uses  of  IniclligerKe" 
11981.  pp.  147-^) 


Comultant.  Defenae  Intelligence 
Review  Panel,  the  Defense  Science 
Httard.  and  other  panels 


The  planning  structure  within  the  Navy,  the  Air  Foae.  and  the  Amiy  these 
days  is  pretty  much  a  mirror  image  of  the  siruclure  within  the  Office  of  the 
Secretary  of  Defense  itself.  An  enormous  amount  of  time  and  energy  is 
spent  hy  ihe  higher-ranking  military  pet^le  working  with  their  OSD  counter¬ 
parts.  llie  nature  of  ihe  current  development  pitK'ess  is  so  lime-absorbing 
for  our  lop  people  that  they  haw  very  little  time  to  think  within  the  context 
of  their  Sen  ices.  They  seem  to  be  caught  iq)  in  a  mechanism  that  just  eats 
up  their  time,  their  energies,  their  human  resiniaes.  and  that  is  pan  of  the 
pmhlem. 

...  I  have  not  seen  very  many  giMHt  new  things  ctmie  ihiI  of  Washington. 
The  praciical  ideas  largely  cimie  out  of  the  tleei — 1  ihink  my  Air  I'orce  and 
Army  colleagues  would  make  similar  amarks.  Organi/aiional  structural 
changes  are  needed  lo  ailed  this. 
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. . .  The  fleet  has  a  structure  that's  supportive  of  training  and  keeping  up 
individual  systems.  What  we  call  "type  commanders"  are  responsible  for 
all  the  ships  or  aircraft  types.  The  Commander  of  Surface  Forces.  Pacific 
Fleet,  is  responsible  for  keeping  the  surface  types  of  ships  in  good  shape. 
The  Carrier  Air  Force,  Pacific  Fleet,  is  responsible  for  the  aircraft  carriers, 
the  aircraft,  training,  maintenance,  people,  everything  that  goes  into  that. 
The  numbered  fleet  commander  is  responsible  for  blending  the  aircraft  car¬ 
riers.  cruisers,  and  submarines  and  working  them  together  as  a  coherent 
group.  The  commander  in  chief  of  the  fleet  is  the  boss  of  both  kinds  of 
people — the  type  commanders  and  the  fleet  commanders.  That  works  out 
quite  well  in  getting  the  most  out  of  what  we’ve  got  in  the  operating  forces. 
1  think  that  same  sort  of  arrangement  needs  to  be  set  up  in  Washington.  1 
think  tlie  fleet  voice  in  Washington  has  to  be  much  stronger.  In  World  War 
il  we  had  the  COMINCH.  the  Commander  in  Chief,  in  Washington,  who 
was  also  Chief  of  Naval  Operations.  He  spoke  for  both.  1  don’t  support  the 
present  National  Security  Act — that  is.  1  don’t  think  it’s  wise.  1  think  a  very 
significant  part  of  our  problems  has  come  from  the  structure  that  wc  have, 
and  1  think  it  shtHild  be  modified.  (153) 


5.  Hillman  Dickinson. 
"Planning  For  Defense- 
Wide  Conmiand  and  Con¬ 
trol”  (1982.  pp.  1 1-55) 


Oifector,  Command.  Conito!.  and 
Communications  Systems,  loint 
Chiefs  of  Staff  (ICS) 


1  am  one  of  (he  directors  of  the  Joint  Staff.  The  chairman  is  General  David 
Jones  and.  of  course,  (he  JCS  are  composed,  as  a  committee,  of  (he  four 
Service  chiefs  of  the  Army.  Navy.  Air  Force,  and  Marine  Corps,  the 
highest-ranking  nurmbers  and  chiefs  of  each  of  (heir  Service.s.  This  group  of 
directorates  supports  the  Joint  Staff,  and  v^e  also  support  (he  chairman  as  an 
individual  in  some  roles  that  can  be  separated  from  supporting  (he  chiefs  as 
a  body.  They  are  the  principal  niiftary  advisers  to  ilic  Secretary  of  Defense, 
the  National  Security  Council,  the  President  and  the  Cimgress.  And  a  presi¬ 
dential  decision  involving  a  military  force  Hows  from  the  White  IKnise 
doM'n  through  the  secretary  and  deputy  secretary  of  defense,  the  only  people 
in  the  OSD  who  are  in  the  line  of  command,  and  then  through  the  Joint 
Chiefs  and  on  to  the  unified  nnd 
specified  commiinders  in  the 

held.  That  s  the  i>rgani/ation  that  here  to  all  opeutional  <(»«»• 

was  created  in  the  1947  National  mandets 
Security  Act.  as  nunJilied  in  1958. 
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From  that  stem  a  great  many  of  the  problems  we  have  in  systems, 
because  system  development  was  certainly  not  provided  for  in  any  rea* 
sonable  way  in  that  act,  in  my  opinion.  1  think  eventually  we  will  have  to 

face  that,  or  else  we’re  going  to  twgin  U)  work  around  it  more  and  more _ 

(C)Ieaiiy  the  role  of  the  Services  as  the  independent  developers,  essentially, 
of  all  the  material  is  part  of  that  problem. . . . 


Change  could  happen.  I  suppose,  on  the  basis  of  perscmality.  but  you  ought 
to  try  to  institutionalize  it  so  that  it  is  more  difficult  to  change  it  for  just  per- 
sonality  reasons.  Now.  if  the  enemy  threat  changes,  you  have  to  change. 
You’ve  got  to  react. 


We  are  there  to  represent  the  interests  of  the  highest  two  echelons  of  the 
command  structure,  particularly.  One  reason  we  were  created  was  that  it 
was  apparent  (you’ll  find  it  stated 
in  the  Defertse  Science  Board 
report,  and  so  on)  that  those  two 
top  echelons — the  national  com¬ 
mand  authority  itself,  the  Presi¬ 
dent’s  and  JCS  chairman’s  eche¬ 
lon.  and  the  next  echelon  down, 
the  unified  commanders  in  Europe 
and  the  Pacific,  and  SAC  and  NORAO  and  so  on.  but  particularly  the  uni¬ 
fied  coinmanders->(he  ones  overseas,  in  Europe  and  the  Pacific,  for 
example— were  under-represented  and  were  disadvantaged  users  of  the 
whole  system.  It's  hard  to  understand  how  the  President  could  become  a  dis¬ 
advantaged  user,  but  he  really  was.  His  presidential  airborne  command  post 
was  removed  from  the  Air  Force  budget  time  after  time  because  the  pro¬ 
grammers  in  the  Air  Force  were  nnwe  interested  in  fighter  squads.  We  are 
itow  a  counter-balancing  fimx  there,  but  even  so.  the  requirements  for  the 
upper-level  command  and  control  systems  of  Europe,  the  Pacific.  Korea, 
and  so  on  have  a  very  lough  time  in  the  budgeting  and  programming  (mx'css 
within  an  individjal  Service — those  who  are  worrying  about  Army  things, 
or  Air  Force  things,  and  properly  so  because  (hat’s  the  way  they  vrere  set  up 
within  the  national  security  organization.  (15-17.  19) 


W»—direclorale  fm  Command,  Con- 
tfol,  and  Communications  Systems. 
ICS 

SAC^Slralvgk  Air  Comntand 
NORAO-North  AnwKan  Air  Defense 
Command 


6.  GERALD  P.  DI.N.NEEN.  '  C* 
Priorities”  (1982.  pp.  77- 
93) 


Cotpoeaie  Vice  Fresideni.  Honeywell. 
Inc.:  former  Assistant  Secretary  of 
Defense  for  C‘l 
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Dtvt—Centr*l  D4vid  lonn.  Chairman. 
ICS.  197$^ 


What  Davt  is  recommending  really  (sn*t  that  big  a  ehange,  which  is  why  i 
think  there  is  a  ehance  of  doing  it.  He’s  saying  strengthen  the  role  of  the 
chairman,  give  him  a  deputy 
who  will  act  for  him.  (Right 
now  whenever  the  ehairman’s 
away  one  of  the  Service  ehiefs 
sits  in.)  Limit  the  Serviee  staff 

involvement  in  the  Joint  process.  Now  vdien  the  ehief  of  staff  of  the  Army 
wants  to  do  something  he  gets  his  staff  to  vM>rk  up  all  the  papers.  Well,  you 
know  you’re  not  going  to  get  Joint  advice  that  way.  so  you  limit  that.  And 
he  wants  to  broaden  the  training  and  eaperience  and  rewards  of  this  Joint 
SUff.  (90) 


7.  ROBERT  T.  MARSH.  ’’Air  Comnuni<hf.  Air  Force  Systems  Com- 
Force  C^l  Systems”  (1982.  mandMfSO 
pp.  95-114) 


. . .  1  thmk  all  he  (Secretary  of  Defensel  hu  to  do  is  saddle  up  somebody  in 


OSD  and  give  him  the  clout  to 
enforce  inleiaervicc  inlegralloB. 
They’ve  tried  to  do  that  with  tlie 
C^l  position,  but  they’ve  just 
never  given  it  the  authority  and  the 
responsibility  to  do  it . 


mtenervke  wfegraftoi*— Acre  refers  to 
mteropertbility  of  communiatkms 
equipment  ‘"owned”  by  different 
Services 

the  CU  positiofy-^sistant  Secretary  of 
Defense  for  OI 


iOmiNGERl  interoperability  has  been  around  for  so  long  that  one  won¬ 
ders  whether  it’s  not  being  killed  with  kindness.  Everybody  is  so  much  for 
it.  and  asking  for  such  tiMal  interconneetivity.  that  people  throw  up  their 
hands  at  the  cost  and  compleaiiy — pank'ularly  Congress  and  the  appropria¬ 
tions  committees.  So  nothing  hiqipens — which  may  be  a  sophisticaled  way 
of  reaching  the  end  itsult  desired  in  the  fir^  place,  in  keeping  with  Service 
autonomy.  <103.  105) 


8.  Richard  G.  STILWEU..  Deputy  under  secretary  of  Defense  for 
“Policy  and  National  Com- 
mand  *  <1982.  pp.  (15-45) 


The  Secretary  of  Defense  does  not  have  a  military  s4aff  as  such.  Most  of  the 
broad  decisions  made  at  his  level  have  to  be  translated  into  specifie 
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insiruclions  which  are  no(  subject  (o  misinierpretalion.  and  which  are  prop¬ 
erly  formaiied.  explicated  and  elaborated  to  ensure  that  the  decision  takes 
cognizance  of  all  the  derivative  and  peripheral  things  that  are  set  in  train  by 
it.  The  National  Military  Command  Center,  the  communications  nexus,  is 
geared  to  do  all  of  this.  So  it's  both 

implicit  and  explicit  that  the  way  National  MiliiarY  Command  Ccn\er- 
thesc  decisions  get  translated  to  the  command  post  located  m  the 
field  is  through  the  Joint  Chiefs  of  Pentagon 
Staff.  In  1972  the  chairman's  role 

increased,  in  recognition  of  the  realities  of  the  world  situation — the  growing 
importance  of  what  and  who  is  in  the  channel  of  communication,  the  Soviet 
Union’s  development  of  a  capability  for  devastating  attack  on  the  United  States, 
and  the  understanding  that  we  were  in  an  area  when:  cTisis  can  come  up  very 
suddenly.  It  was  determinci  that,  for  time-sensitive  operations — an  emergency 
aclion  message  involving  a  nuclear  explosion  or  something:  a  one-shot,  limited 
situation — the  chaim^  at  winild  acl  for  the  chiefs _ 


Over  the  years,  the  Secretary  of  Defense  has  acquired  considerahle  power. 
There  has  been  a  decrease  in  the  overall  responsibilities  and  pcestige  of  the 
Servic'e  secretaries,  at  lea.st  until  very  recently.  It  has  been  clahricd  that  the  uni¬ 
fied  and  !^'irted  conunanders  arc  the  ones  who  are  going  to  fight  our  nation's 
wars,  and  that  they're  really  the  key  to  our  response  in  die  la.u  analysis.  Aral 
the  chiefs’  advisoiy  role,  in  all  instances,  demands  all  of  their  expertise. 

liow  have  the  chiefs  done  in  performing  their  several  missions?  In  strategic 
direction,  the  results  have  been  mixed.  We  haven’t  had  that  many  wars,  of 
course,  lire)'  wt:re  not  significant  players  in  the  Korean  conllkl.  for  a  number 
of  reasons.  'Hiey  weren't  capable  of  taking  on  MacArthur.  They  did  nut 
enamrage  him.  thiHigh  they  supported  him.  in  the  most  brilliant  turning  opera¬ 
tion  in  modem  history.  IVy  wrre  not  able  ti>  cMieck  him  before  he  laurwhed  off 
itii  what  was  prohaNy  one  of  the  greatest  tactical  disasters  in  iHir  history:  an 
uncoordinated,  ill-c'orweised  ntarch  to  the  Yalu.  They  were  unable  to  cxinstmin 
him  in  the  aclions  that  led  to  his  relief.  I'hcreafier  we  were,  as  you  know,  in  a 
holding  xlion  in  Korea  in  which  the  nulitary  strategy  was  secondary  to  icmii- 
natkm  of  latsitlities  on  additions  acceplahle  to  us. 


In  the  Vietnam  conllict.  the  chiefs 
made  a  strong  pitch  in  1965  and 
were  rehuffed.  Thereafter  they 
were  pretty  much  relegated  to  sup¬ 
port  the  recommendations  i>f  the 
field  coiimianders.  WcsImorrliUNl 
followed  by  Abnum. 


IVrslnturr/joi/  lollowvd  by  Abums  — 
IVi//uniC.  \\’e\Utn>ieUiid  and 
Cen.  CteighUm  IV.  AluaiiU.  Miliury 
/^ssisrani'f  Cuni/nani/.  Vit-inam 
(AMC'Vi  lunimaiidct*:  \tic  pniiuiy 
Anictnan  siuiimatidvi^  dating  the 
ViHnani  Cunlln  I 
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As  to  the  development  of  strategic  plans — well,  we  had  no  strategic  plan* 
ning  in  either  K<ma  or  Vietnam.  In  my  parochial  view,  they  have  done  bet¬ 
ter  in  this  area,  though  there  Is  a  whole  menu  of  plans  which  need  to  be 
better  tested,  validated,  and  so  forth  to  make  sure  they  are  politically  realis¬ 
tic.  that  their  assumptions  are  correct,  and  the  like. 

In  the  matter  of  advice,  again  they  have  shown  us  very  mixed  performance. 
When  the  chiefs  can  sit  down  with  the  President  eyeball  to  eyeball,  they 
come  across  pretty  well.  Their  written  responses  to  queries  for  recommenda¬ 
tions  are  sometimes  less  than  persuasive,  by  the  nature  of  a  system  that 
attempts  to  seek  a  consensus  on  many  issues. 

Where  the  chiefs  are  primarily  faulted  is  in  their  role  in  programming  and 
budgeting,  and  that  area  is  the  genesis  of  some  of  the  suggestions  for 
reform.  There  are  two  schools  of  thought.  One  says  that  you  can’t  ask  a 
Service  chief,  as  the  number  otk  military  professional  in  his  department,  to 
fight  hard  for  the  resourees  that  he  and  all  his  like-minded  subordinates  con¬ 
sider  absolutely  essential  for  modernization,  sustenance,  or  readiness,  and 
then  expect  him  to  put  on  his  other  hat  as  part  of  a  corporate  body  which 
looks  at  the  total  available  defense  resources,  and  to  participate  in  a  process 
which  arrives  at  a  different  recommendation  as  to  how  the  shares  shwid  be 
allocated. 

The  other  group,  to  wliich  1  am  a  pony.  says.  "Why  the  hell  can’t  they?”  We 
have  all  kinds  of  comparable  experience  in  the  corporate  world,  where  chief 
operating  ofneen  of  vertical  divisions  corporatioitt  are  also  members  of  the 
board  of  directors,  look  at  the  large  problem  from  a  wide  perspective  and  say. 
"Okay.  I’ll  have  to  take  my  lumps  with  my  guys  when  I  gel  hack,  but  )'ou’re 
right;  there  may  be  a  better,  more  cusKiTcctive  way  to  do  it.” 

One  important  item  sometimes  gets  eclipsed.  The  1958  amendment  to  the 
National  Security  Act.  recognizing  the  pull  and  tear  inv'olved  in  how  a  chief 
divides  his  lime,  upgraded  his  vice-chief  to  four-star  rank,  so  that  the  vice- 
chiefs  could  run  the  Scn'ices  and  the  Service  chiefs  could  be  freed  to  spend 
the  bulk  of  their  time  on  Joint  matters,  because  Joint  matters  are  most 
important.  The  name  of  the  game  is  to  produce  the  most  effective  multi- 
service  organization  that  can  apply  violence  in  the  most  efficient  way.  or 
combine  most  elTcctively  with  forces  of  other  nations.  We  can’t  be  sure  how 
well  that  has  succeeded,  because  it  hasn’t  been  put  to  the  test  yet. 


. . .  In  July  1965.  to  go  back  to  the  real  turning  puini  in  what  then  appeared 
to  be  a  minor  sequence  of  events,  two  of  the  chiefs  said.  "We’re  not  for 
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massive  intervention  in  Vietnam  unless  you  mobilize  the  country,  call  up  the 
reserves,  and  deal  with  this  problem,  if  it  is  imematicmally  significant,  in  a 
way  that  marshals  the  power  of  the  United  States.”  That  outspoken  view 
was  not  accepted.  It  was  not  a  unanimous  view.  It  would  have  been  my 
view.  Maybe  those  two  guys  should  have  tried  to  bring  a  couple  more  over 
to  their  side,  or  should  have  resigned  right  there  to  dramatize  the  point  they 
were  making,  but  they  didn’t.  And  from  there  we  went  on  to  gradualism, 
incrententalism,  the  whole  works. 

1  do  think  that  different  points  of  view,  whether  they  are  the  President's,  the 
Secretary  of  Defense’s,  or  Congress',  are  at  least  as  impwtant  in  the  whole 
decision-making  framework  as  unanimity — perhaps  even  more  so.  From 
time  to  time  the  chiefs  have  worried  about  ’’split  papers."  as  we  call  them, 
recommendations  going  forward  tmderscoring.  "This  is  three  to  two,”  or 
”This  is  four  to  one.”  "There's  one  dissenter,  two  dissenters" — they  wor¬ 
ried  that  that  could  be  used  against  them  to  whipsaw  their  positions.  From 
time  to  time  that  has  driven  them  to  strive  for  unanimity,  but  at  the  cost  of 
substance  in  many  instances.  And  the  chiefs  are  properly  criticized  for  that. 


...  Jones  is  saying.  **We  need  a  more  efficient  system.  The  Joint  Staff 
should  do  the  creative  thinking.  Uk  basic  aiulyses.  the  answers  to  the  tough 
problems.  Then,  when  they've  dune  their  best,  the  chiefs  should  kxdt  at  it. 
rather  than  have  it  emerge  as  a  watered-down  consensus  to  begin  with. 
Next,  we  need  better  people  on  the  Joint  Staff,  and  they’ve  got  to  be  work¬ 
ing  for  me.  We  need  the  cream  of  the  crop.  And  to  do  that,  the  chairman 
ought  to  have  a  certain  latitude  in  promotion,  in  getting  the  right  guys  and 
ensuring  a  somewhat  longer  tenure.  ’  ’ 


Those  arc  Dave  Jones'  views.  Some  of  them  have  been  voiced  many  times. 
He  suggests  thal  there  be  a  deputy  chairman,  a  new  four-star,  assigned  to 
ensure  coniinuity  when  the  chairman  is  out  in  the  field,  in  more  direct  and 
continuing  contact  with  the  field  commanders,  the  unified  and  specified 
comnunders.  than  is  now  possible.  Now  the  Chief  of  Staff  of  the  Army. 
General  Meyer,  has  chmiw  up  with  a  more  sweeping  suggestion,  tn  esscncx 
he's  saying.  "Okiy,  Jones,  as  far  as  you’ve  gone,  but  you  haven’t  gone  far 
enough.  What  you  really  should  do  is  lake  ilte  Service  chiefs  of  staff  com¬ 
pletely  out  of  the  JCS  ring.  Let  them  concentrated  exclusively  on  admin  ¬ 
istering.  motivating,  equipping,  training,  supporting  their  individual 
Services,  and  create  a  body  of  military  advisors,  a  council  chaired  by  the 
chairman,  which  would  deal  with  all  the  Joint  matters  in  resource  allocalion. 
and  would  advise  the  Secretary  of  Defense  and  the  President  on  military 
postkire.  There's  yotv  siraiegic  direclioo;  there’s  the  advice;  no  change,  of 
course,  in  the  chain  of  coewnand  as  such." 
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Now.  of  course  Jones  and  Meyer  are  significantly  modifying  the  channel  of 
communication.  They  are  making  the  chairman  the  key  guy  in  strategic 
direction  of  the  armed  Services,  rather  than  the  chiefs.  My  own  view  is  this: 
clearly,  for  the  small.  timc*urgent  crisis,  the  chairman  has  to  act  quickly, 
because  you  can't  get  the  whole  corporate  body  together.  But  if  you're  fight* 
ing  a  war  of  any  size,  you  had  better  be  able  to  biing  to  bear  the  total  com* 
petence  and  expertise  that's  available. . . . 


Now,  what  are  the  problems  with  Meyer's  solution?  One  comes  immediately 
to  mind:  you  then  begin  to  really  develop  two  power  eenters.  two  foci  of 
advice.  Certainly  this  is  true  from  the  standpoint  of  Congress,  because  in  the 
budgetary  process  the  Service  chiefs  are  defending  their  programs  in  ways 
which  could  be  in  disagreement  with  the  advice  coming  from  the  council  of 
military  advisors. 


. . .  They  (the  eouncil  of  military  advisors)  would  be  four*s(ar  generals  who 
somehow  would  be  able  to  put  together  all  their  skills,  all  that  they've 
learned  in  30*plus  years,  divest  Service  motivations^and  become  total 
purple*suiters.  Those  gentlemen  would  never  return  to  their  Service — they 

wouldn't  be  wanted.  They  would  be  in  the  twilight  of  their  careers _ But  ii 

isn't  a  foregone  conclusion  that  a  sailor,  a  pilot,  and  a  soldier  of  this  rank 
would  agree  with  any  more  alacrity  than  is  the  case  now. 


. . .  Well,  everybody's  had  a  erack  at  this. ...  All  that  is  part  of  the  decision* 
making  matrix.  It  isn't  easy  when  you  slop  and  think  about  the  parameters 
that  have  been  put  out.  Congress  does  nut  want  a  single  general  staff,  that's 
point  one.  Point  (wo.  the  possibility  of  the  Joint  SlaB*  booming  the  Secre¬ 
tary  of  Defense's  staff  is  probably  not  in  the  cards,  ihou^th  something 
approaching  the  parliamentary  system  would  be  welcome  to  many  of  us. 
The  staff  changes  color  dramatically  in  the  office  of  the  Secretary  of 
Defense  every  time  a  new  President  is  elected;  all  the  senior  people  go  and 
you  don't  have  the  continuity.  S«>  there's  an  area  where  greater  efficiency 
and  continuity  in  institutions  could  be  developed.  The  great  thing  about  the 
parliamentary  system  is  that  you  just  change  the  minister;  everything  else 
stays  the  same. 


...  I  would  underscore  one  thing:  the  unified  commanders  really  command 
only  the  infrastructure.  They  fight  with  w  hatever  torccs  are  alKmatcd.  but 
their  priceless  assets  insiiiuiionaliy  ate  their  mechanisms  tor  exen  ising  com* 
mand  and  contnd  and  their  intelligence  framework.  Their  imcirelationships 
with  the  countries  in  this  area  ate  their  other  key  assets.  What  we  haven't 
done  yet.  but  we're  gradually  rtKhing  toward,  is  to  do  for  ihem  what  we 
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have  long  since  done  for  the  national  intelligence  program:  fence  it  o^.  free 
it  from  Service  proclivity  so  theater  intelligence  capabilities  don't  have  to 
compete  with  Service  priorities. 


We've  begun  to  give  nxmey  directly 
innovations  in  command  and  control, 
funds  for  those  commanders.  Each 
area's  gmng  to  be  different;  in  con¬ 
trast  to  strategic  activity,  there  isn't 
all  that  much  commonality.  (117. 
II9>20.  l2l.;25-26) 


9.  James  w.  STANsiERtv. 
"Cost-Effective  Rearma¬ 
ment"  (I9E4.  pp.  4MI> 


to  the  ClNCt  for  experimentation,  for 
Eventually  we  hope  to  fence  off  mere 

CtNCi—Commandcn  in  Chicf:  here 
re/ers  to  rhe  CINCs  of  the  unified 
end  tpetified  comm«r>ds 


former  Commander.  Air  force 
llettronic  Systemt  Divition 


And  by  the  way.  in  terms  of  Joint  programs,  which  we're  son  of  addressing. 
I  ofkce  was  quoted  accurately  as  saying,  '‘compared  to  herpes.  Joint  pro¬ 
grams  are  a  lot  of  fun."  They're  very,  very  difTtcuH  to  execute  and  adminis¬ 
ter.  And  I  won't  go  into  too  much  detail  on  that  but  let  me  tell  you  how  it 
works.  It  works  two  or  three  ways.  Number  one,  one  Service  invents  some¬ 
thing  that  another  Service  looks  at  and  says.  "Hey.  that'll  fill  the  bill." 
That's  what  happened  with  the  F-4.  The  Navy  developed  the  and  the 
Air  Force  went  and  bought  it. 

That's  what  happened  with  a  little 
slick  radio  I'll  tell  you  something 
about.  It's  called  Have  Quick.  The 

Soviets  have  a  Jammer  that  they  used  in  the  desert  war.  and  it  got  to  the 
point  where  Israeli  pilots  couldn'i  talk  to  their  own  tower  because  the  Soviet 
Jammers  were  doing  such  a  good  Job _ 


t~4~fightef  eircraft 


Anyway,  what  happens  ...  the  guys  in  the  Jammer  van  listen.  They  find  out 
whM  frequency  the  pilots  are  talking  on.  they  tunc  their  Jammer  to  that  fre¬ 
quency  and  send  up  a  kit  irf  energy,  and  now  the  pilots  can't  taft.  So.  we 
invented  a  frequency -bopping  radio.  It  hops  all  over  a  certain  band.  And 
now  they  can't  Jam  it.  That  was  invented  by  the  Air  Force,  purchased  by  the 
Army,  pua’hased  by  the  Navy,  and  the  Marine  Corps  will  also  use  it. 
Another  way  it  works  goes  like  this.  We  had  all  three  Services  spending 
money  on  a  radar  for  grmmd  targets.  A  moving-target  indkalor.  The  Army 
had  a  program  lhat'd  put  a  little  radar  up  and  it  would  peek  across  the  edge 
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of  the  btttlefield  and  uy.  "Aha?  Ten  klkks  away  is  a  tank,  somebody  shoot 
it!"  1  don't  know  what  the  Navy  had.  but  they  had  something,  llte  Air 
Force  had  a  program  called  Pave  Mover,  where  we  had  a  big  radar  in  a  big 
airplane  that  could  look  way  acrou,  maybe  a  couple  of  hundred  miles  deep, 
across  the  FEBA.  and  spot  not  only  movers,  you  know,  heavy  metal,  tanks, 
but  also  siaiicmary  targets  through 

the  use  of  synthetic  ^)erture  teeh*  flBA-^on¥vd  (dge  of  Bsnlt  Att* 

niques.  OSD  said,  "Hold  tt  guys.  lotnt  SMas— /omr  SurvtUttnct  »nd 

you  both  art  doing  essentially  the  Attack  Ktdv  System 

same  thing.  You're  trying  to  put  a 

radar  in  an  airplane  arid  look  across  the  battleneld.  There  diould  be  one  pro¬ 
gram."  And  they  dictated  It.  It's  my  program  now.  it's  called  Joint 
STARS.  And  given  20  minutes,  1  might  remember  what  STARS  stands  for. 
We've  had  a  lot  of  trouble  getting  started  on  the  program  because  rarely  do 
you  find  that  the  two  Services  have  identical  needs.  You  know,  the  Army 
guys  would  run  around  and  say.  "Hey!  We  just  want  a  little  radar,  a  nice 
little  airplane,  go  about  ten  klicks  deep,  and  you  guys  arc  going  to  run  off 
and  invent  a  great  big  radar  for  a  great  big  airplane  we  won't  be  able  to 
afTord  it."  Because  the  money  still  comes  out  of  the  Service  budgeu.  see? 
OSO  doesn't  print  the  money;  anything  they  parcel  out  they  first  take  out  of 
Service  budgets.  It's  off.  it's  launched,  it's  ntnning.  We'll  probably  release 
the  request  for  proposals  cn  that  this  week.  Thai's  one  way~-ihe  second 
classic  way^-a  Joint  program  comes  out.  (54) 


10.  SamI'CL  p.  Ht.vr* 

I.NGTO.N.  "Ccniralixaiion 
of  Authority  in  Defense 
Organuaikms  ’  <19g5.  pp. 
1-15) 


Oi/rrto/.  Cente*  tot  Intemattontl 
Ailatn,  Harvaid  Vn$vetitiY:  totmtf 
Cooed$n4tot  of  Secunty  Manning. 
National  Sreunty  Council 


There’s  been  munumenial  indifference  to  reorganixaiiun  of  the  Department 
Defense  on  the  administration's  pan  and.  at  limes,  rather  antculaic  hos¬ 
tility  coming  fitun  the  Secretary  of  Defense  and  people  around  him.  One  can 
understand  the  indifference,  since  the  Secrrtaiy  of  Defense  can  legitimately 
feel  he  has  ocher  priorities,  includiog  the  military  budget,  weapons  systems 
issues,  and  ocher  things  ranking  omtidcndily  higher  than  tinkling  with  the 
way  his  office  and  associated  offices  work.  There  is  also  an  argument  anku- 
lai^  by  Fred  Ikle.  Unifor  Secretary  of  Defense  for  ISilicy.  that  organization 
isn’t  lerriUy  inqiortaot  after  all:  that  with  the  right  people,  any  organiia- 
lional  structure  can  function.  Consequently.  Ikle  believes  it  is  almost  a  waste 
of  lime  to  tinker  with  organization.  If  he  is  right,  however,  then  clearly  an 
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awful  lot  of  people — important  people,  busy  p^lc.  powerful  people — have 
been  concerned  with  inconsequential  issues,  and  have,  in  e^Mt.  been  wast* 
ing  their  time. 

The  behavior  of  t<^  national  s^rity  decision  makers  indicates  that  organi* 
zation  is  important.  That  is  clear  from  the  memoirs  of  people  who  have  been 
National  Security  Advisors  and  Secretaries  of  State.  For  example,  the  first 
thing  that  Henry  Kissinger  or  Zbigniew  Brzezinski  did  on  Inauguration  E>ay 
when  they  were  National  Security  Advisors  or  that  Alexander  Haig  did  whm 
he  was  ^retary  of  State,  was  to  stick  a  piece  of  paper  under  the  newly 
sworn  in  President’s  nose,  and  ask  him  to  sign  a  presidential  directive  set* 
ting  up  or  defining  the  national  security  policy-making  structure  for  his 
administration.  When  Kissinger  and  Brzezinski  got  their  papers  signed,  they 
were  very  happy,  but  Cyrus  Vance  was  terribly  unhappy  when  Brzezinski's 
paper  was  signed,  and  Haig  was  furious  because  the  Ftesident  didn't  sign  his 
piece  of  paper.  Presumably,  that  indicates  that  these  people  must  think  that 
organization  is  of  some  importance.  And.  of  course,  if  it  is  unimportant, 
certainly  during  die  past  several  months.  John  F.  Lehman.  Jr..  Secretary  of 
the  Navy,  has  been  charging  about  denouncing  proposed  changes  in  the 
defense  system  for  no  good  reason. 

If  one  looks  at  the  history  of  organization  and  decision  making,  one  can  see 
that  the  decision-making  proccss^whethct  the  authority  to  make  decisions 
rests  with  an  individual  or  with  a  committee;  whether  entities  are  set  up  to 
report  in  one  way  or  another;  whether  an  organization  is  structured  in  one 
way  or  antHher.  or  whether  or  ntH  there's  autwiomy  given  to  a  particular 
organizatioo  or  part  of  it — makes  a  lot  difference. 


One  very  interesting  study  done  two  years  ago  for  the  Director  of  Net 
Assessment  in  the  Pentagon.  Andrew  W.  Marshall,  relates  the  differences  in 
dcvelopmeni  of  naval  aviitfioo  during  the  l92B-30s  among  the  maior  naval 
powers  to  precisely  the  differences  in  their  t^ganizations.  In  the  U.S..  a 
grot^i  (d*  Congressmen  and  civilian  leaders  became  convinced  of  the  impor¬ 
tance  naval  avialUm  early  on.  They  convinced  Congress  to  create,  against 
the  wishes  of  the  most  important  admirals  in  the  Navy,  a  Bureau  id*  Avia¬ 
tion.  which,  by  legislation,  had  to  be  headed  by  an  aviator  and  was  given  a 
very  disrinct  position  in  the  Naval  hieraaliy.  In  Great  Britain,  on  the  other 
hand,  naval  aviation  as  folded  into  the  RAF  iKoyal  Air  FuaY).  Obviously, 
an  olTicer  in  the  RAF  didn't  particularly  want  to  go  on  detached  duty  to  try 
to  learn  how  to  fly  off  an  aircraft  carrier;  an  RAF  officer's  future  was 
elsewhere.  In  the  Royal  Navy,  nkeanwhile.  there  really  wasn't  any  irderod 
or  any  incentive  to  learn  anything  about  aviation,  llic  Japanese  came  along 
later  and  es-entually  created  a  bureau  id'  aviation  near  the  end  of  the  1930s. 
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but  considerably  after  we  did.  The  study  argues  that  the  significant  dif¬ 
ferences  which  existed  in  the  development  of  carrier  aviation  between  the 
United  States  on  the  one  hand,  and  Great  Britain  and  Japan  on  the  other,  can 
be  at  least  partly  accounted  for  by  this  difference  in  organization. . . . 

As  I'm  sure  you  all  know,  a  wide  variety  of  concerns  have  been  raised  in  the 
past  few  years  about  US  defense  organization,  and  since  1  summarized  those 
in  my  article,  1  won't  attempt  to  elaborate  on  them  here.  1  think  it's  impor- 

my  article— "Defense  Organization  and 
Military  Strategy."  The  Public  Inter* 
est.  Spring  1984,  pp.  20  47 

Defense  Department,  official  or  unoHIcial,  since  the  )9S0s.  They  were  pre¬ 
cisely  the  deficiencies  that  led  President  Eisenhower  to  attempt  a  major  reor¬ 
ganization  of  the  department  in  I9S8.  and  to  succeed  in  getting  a  modest 
reorganization  that  people,  nonetheless,  thought  had  cured  some  of  the 
major  problems.  In  fact,  as  repoit  after  report  during  the  1960s  and  )970s 
made  clear,  the  same  problems  continued,  and  the  Department  of  Defense 
has  changed  very  little  in  terms  of  basic  organizational  structure  since  the 
early  1960s. 

In  effect,  the  organization  of  the  Department  of  Defense  has  gone  through 
two  phases:  one  beginning  at  the  end  of  World  War ))  and  extending  through 
the  early  McNamara  years,  when  there  was  a  tendency  toward  increasing 
centralization  on  the  civilian  side,  and  relatively  little  change  on  the  military 
side— albeit  some  change.  This  was  followed  by  a  period  from  the  early 
I96()s  to  the  early  1980s.  wlien  there  was  relatively  little  change  anyv^here 
in  terms  of  organizational  structure  and  relationships. 


tant  to  note  that  those  deficiencies, 
or  alleged  deficiencies,  that  have 
been  debated  in  public  recently  are 
ones  that  have  figured  in  almost 
every  significant  study  of  the 


We  are  now  moving  into  a  third  phase  where  there  very  pruhuhly  will  be 
some  .significant  changes.  But  unlike  the  first  phase  when  the  changes  were 
mostly  on  the  civilian  side  and  strengthened  the  authority  of  the  Secretary, 
the  focus*  of  these  changes*  will  be,  to  a  much  greater  extent,  on  the  military 
side.  There  is  a  desire  to  strengthen  the  authority  of  the  central  military  insti¬ 
tutions  in  the  Dcparlment  of  Defense,  most  particularly  the  poweis  of  those 
members  percv'.ived  as  being  divorced  in  some  way  or  another  from  the 
Services* — the  Chairman  and  the  unified  and  specified  commanders. 

A  funlier  factor  that  plays  into  all  of  this  and  that  obviously  is  a  highly  deba* 
tabic  one.  is  the  difficulty  the  U.S.  has  had  in  conducting  successful  military 
operations.  After  all.  with  one  exception — the  triviality  of  which  only  under¬ 
lines  the  point,  we  haven't  won  a  war  since  1945.  We  have  also  suffered  a 
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variety  of  miscarriages  using  militaiy  force  in  more  limited  ways,  including 
the  Pueblo  Incident.  Son  Tay.  the  Maye^un,  the  Iranian  hostages,  and 
Beirut.  Consequently,  the  percep¬ 
tion  of  our  ability  to  utilize  our 
military  force,  as  a  result  of  the 
accumulation  of  these  incidents,  is 
at  a  rather  low  ebb.  CXir  successful 
conquest  of  Grenada  hasn't 
changed  that,  since  more 
questions — in  many  respects  veiy 
real  questions — have  been  raised 
concerning  our  effectiveness  in  that 
operation:  the  way  it  was  planned 
(recognizing  it  was  planned  under 
very  short  deadlines),  and  the  way 
the  command  arrangements  were 
structured  on  the  island.  The  whole 
conduct  of  the  Grenada  operation 
has  simply  reinforced  the  picture 
that  our  command  relationships  are 
not  set  up  to  employ  military  force 
effectively. 

At  the  same  lime  that  the  Grenada 
operation  was  underway,  similar 
questions  were  being  raised  about 
the  Beirut  tragedy.  One  of  the  most 
peculiar,  frightening  things  was  the 
problem  of  pinning  down  responsibility  for  whal  happened.  In  the  end,  the 
President  said  it  was  really  his  responsibility,  which  meant  lhal  il  was  no 
one’s  responsibility,  and  that,  in  fad.  is  an  extraordinary  conclusion,  ll  was 
obviously  reinforeed  by  the  fact  that  a  Marine  detachment  was  at  the  Beirut 
airport,  the  commander  of  which  had  to  report  up  through  this  very  compli¬ 
cated  chain  of  command  lo  the  Sixth  Fleet  and  then  to  European  Command 
(EUCOM)  headquaners.  lo  GeneniJ  Bernard  W,  Rogers.  SACEUR.  Yet 
quite  clearly,  the  extent  lo  which  the  European  Command  and  others  were 
directly  involved  and  concerned  with  what  hai^ned  on  the  ground  in  Beirut 
was  rather  limited. 


Pueblo  incident~~USS  Pueblo,  an 
intelligence-gathering  ship,  was 
seized  by  North  Koreans  in  fanuary 
1966.  The  ship's  B2  surviving  crew 
members  were  released  11  months 
later. 

Son  Tay— abortive  attempt  to  rescue 
POWs  during  Vietnam  conflict.  The 
rescuers  found  the  prison  site 
abandoned. 

Mayaguez— /n  1975,  commun/$r  forces 
from  Cambodia  seized  the  US-flag 
freighter  Mayaguez.  A  small  force  of 
Marines  was  senf  to  recapture  the 
ship  and  its  crew.  The  captives  had 
already  been  freed  and  put  on 
another  ship,  but  the  operation  cost 
the  lives  of  a  number  of  Marines. 

tran/an  hostages— In  November  1979 
militant  Iranians  invaded  the  US 
Embassy  in  Tehran,  taking  66  hos¬ 
tages.  A  failed  rescue  mission  cost  7 
lives.  The  hostages  were  released  in 
lanuary  1981. 

Beirut— 1963  truck-bombing  of  US 
Mahne  harracJcs  in  Beirut;  246  killed 

Grenada— 1983  invasion  of  Grenada 
marred  by  communications  foul-ups. 
poor  intelligence 


You  may  remember  that  after  the  incident.  General  P.X.  Kelley,  the  Com¬ 
mandant  of  the  Marine  Corps,  was  sent  to  survey  the  situation.  He  came 
back  and  reported  that  whal  happened  there  really  wasn’t  his  worry.  He 
said.  "1  am  chartered  by  law  to  organize,  train,  and  equip  the  US  Marine 
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Corps.  We  hand  forces  over  to  the  operational  command  for  its  use."  So,  in 
effect  he’s  saying,  ‘‘Well,  General  Rogers,  it’s  really  your  fault,  yours  and 
your  supporting  commanders.  ’’ 

The  fact  of  the  matter  is  that  the  European  Command  had  very  little  control 
over  the  Marines  in  Beirut.  In  many  other  situations,  certainly  in  World  War 
II.  or  certainly  in  Korea,  and  I  would  suspect  in  Vietnam,  if  gross  negli¬ 
gence  on  somebody's  part  had  been  apparent  concerning  the  proper  security 
precautions  during  an  incident,  somebody  would  have  been  summarily 
relieved  of  command.  And  yet.  that  didn't  happen.  General  Rogers  and  his 
deputy  at  EUCOM  don't  have  the  authority  to  relieve  anybody  of  command. 
That  is  part  of  the  problem  with  which  we  are  dealing. 


1  don't  want  to  continue  in  detail  about  the  various  perceived  deficiencies, 
though  they  tend,  as  you  know,  to  focus  on  the  role  of  the  JCS.  The  focus  is 
on  the  difficulty  the  JCS  have  in  performing  ar  effective  planning  role,  the 
weakness  of  the  Chairman,  the  problems  faced  in  resource  allocation  and 
weapons  acquisition,  the  problems  in  the  operations  of  planning,  program¬ 
ming.  and  budgeting  systems.  They  also  focus  on  the  chain  of  command  in 
terms  of  the  problems  to  which  I  just  referred;  the  effort  to  maintain  the  dis¬ 
tinction.  so  close  to  President  Eisenhower's  heart,  between  the  operational 
command  belonging  to  the  unified  and  specified  commanders  and  the 
administrative  command  belonging  to  the  Services.  As  General  Kelley  said, 
the  Services  are  the  trainers  and  the  providers  of  military  forces,  but  not  the 
users  of  military  forces. . . . 


Just  about  i  year  ago.  we  had  a  very  interesting  conference  here  at  the 
Center  for  International  Affairs  for  which  we  prepared  papers  on  the  evolu¬ 
tion  of  defense  establishments  since  World  War  11  in  six  countries  including 
the  U.S.  The  other  five  countries  were  the  Soviet  Union,  the  Federal 
Republic  of  Germany  (West  Germany),  the  United  Kingdom.  Israel,  and 
Canada.  . . .  Despite  all  the  differences  in  these  cases,  since  World  War  11 
the  trend  has  been  towards  increasing  centralization.  The  continental  powers 
in  particular  have  highly  centralized  armed  forces,  but  even  with  the  insular 
powers,  there  is  a  very  well-defined  series  of  progressions  toward  greater 
centralization. . . . 


If  one  begins  with  an  assumption  of  separate  land  and  sea  Service  depart¬ 
ments  each  having  its  own  minister  and  chief  of  staff,  then  the  next  step  is  to 
create  an  air  ministry  with  a  minister  and  a  chief  of  staff.  Then,  because 
there  are  three  Services,  a  chiefs  of  staff  comminee  is  created,  as  the  British 
did  in  1924.  and  as  we  did  in  1942.  to  discuss  and  to  deal  with  issues  of 


Huntington,  19&5  237 


CM:  Issues  of  Command  and  Control 


common  concern  to  all  military  Services.  At  some  point,  the  next  step — 1 
guess  this  would  be  step  three — a  defense  minister  is  created,  not  a  ministry, 
but  a  minister,  who  is  a  political  coordinator.  Well,  he  always  ends  up  hav¬ 
ing  an  impossible  task,  of  course,  so  at  some  point  there  is  not  only  a  minis¬ 
ter  of  defense,  but  also  a  chairman  of  the  chiefs  of  staff  committee.  Then,  in 
order  to  support  the  minister  of  defense  and  make  his  life  somewhat  more 
bearable,  a  defense  ministry  evolves,  which  supports  the  minister  of 
defense,  and  the  Service  ministers  get  removed  from  the  cabinet.  And  then, 
in  the  next  step,  one  finds  a  situation  wherein  the  chairman  of  the  chiefs  of 
staff  committee  acquires  greater  power  over  the  other  chiefs  of  staff,  and 
replaces  in  fact,  in  name,  or  both,  the  chiefs  of  staff  as  the  principal  military 
advisor  to  the  government. 


Meanwhile,  another  step  has  usually  already  taken  place:  the  gradual  cen¬ 
tralization  of  control  over  support  services.  New  central  bodies  are  created 
to  handle  the  civilian  personnel,  logistics,  and  administration.  Then,  and  this 
is  a  most  important  step,  the  chairman  of  the  chiefs  of  staff  committee  is 
converted  into  chief  of  the  defense  staff,  and  he  gets  control  over  the  central 
interservice  staff  working  for  the  chiefs  of  staff,  which  then  becomes  his 
staff,  not  the  committee's  staff.  Immediately  following  that  step,  the  Service 
ministers  are  abolished,  then  the  Service  chiefs  of  staff  are  atMlished.  Nei¬ 
ther  the  U.S.  nor  the  U.K.  have  reached  this  point  yet,  although  the  U.K.'s 
latest  reorganization  brings  them  very  close  to  it.  Ultimately,  a  central  staff 
is  organized  purely  on  functional  lines.  By  looking  at  these  steps  of  gradual 
centralization,  one  can  see  that  we  are  about  halfway  through  the  series, 
while  the  British  are  coming  to  the  end  of  it. 


. . .  One  of  the  things  that  came  through  most  strikingly  in  this  comparative 
analysis  was  the  weakness  of  the  US  central  military  organization.  It  was  the 
weakest  of  the  six  countries,  and  I'm  sure  this  would  be  true  compared  to 
other  countries  that  have  significant  armed  forces  as  well. 


...  But  the  problem  doesn't  reside  in  the  fact  of  decentralization  as  such,  it 
resides  in  the  nature  of  the  decentralization.  As  I  indicated  in  my  article,  the 
basic  problem  is  what  1  label '  'servicism. "  I  n  the  absence  of  a  stronger  cen¬ 
tral  military  institution,  the  power  basically  resides  with  t.)e  Services.  And 
that  has  all  sorts  of  consequences  such  as  the  way  decisions  are  made,  the 
way  programs  are  developed  or  which  programs  are  developed  or  not 
developed,  and  the  way  military  operations  are  carried  out,  as  well  as  the 
fact  that  if  there  is  a  military  operation  of  any  size,  no  matter  how  small,  all 
four  Services  have  to  be  cut  into  it  in  one  way  or  another,  as  was  the  case  in 
Grenada. 
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I  think  it  is  wrong  to  refer  to  the  problem  in  the  US  defense  establishment  as 
interservice  competition  or  rivalry,  because  that’s  only  part  of  it.  If  competi¬ 
tion  or  rivalry  exists  among  the  Services — as  it  did  in  the  ’40s  and  the  ’SOs, 
which  at  limes  got  rather  vicious — there’s  a  way  to  deal  with  that.  Any 
economist  would  predict  how  it  wcxild  be  handled  in  an  oligopolistic  situa¬ 
tion:  the  parties  get  together  and  collaborate.  As  a  result,  the  problem  is  not 
just  interservice  rivalry  now  as  much  as  it  is  the  apparent  solution  to  that 
rivalry:  interservice  collusion.  Both  of  these  are  manifestations  of  this  servi- 
cism  phenomenon  that  permeates  the  US  defense  establishment. 


. . .  Now.  you  can  contrast  the  period  since  the  early  1960s  with  what  went 
on  during  the  1940s  and  1950s  when  there  was  vicious  interservice  rivalry. 
A  top  general  of  the  Army  Air  Fcwce  was  describing  the  Marine  Corps  as  a 
“bilchcd-up  little  Army  talking  Navy  lingo”  and  Air  Force  and  Army  peo¬ 
ple  were  saying.  ’’What  do  we  need  the  Navy  for?  There’s  no  one  for  it  to 
fight.”  And.  of  course,  in  1947  there  weren’t  many  enemies  around  for  the 
Navy  to  fight.  Navy  people  were  responding  in  turn,  and  there  were  battles 
over  the  introduction  of  the  so-called  supercarriers. 


We  had  never  experienced  such  interservice  disagreement  before.  Now  sud¬ 
denly  they  had  obviously  dilTerent  interests.  They  have  since  learned  to 
cooperate  or  collude  and  to  divvy  things  up.  each  Service  chief  counting  on 
the  others  to  back  him  up  in  turn  after  he  backs  them  up.  This  period  of  col¬ 
lusion  or  cooperation  has  replaced  the  earlier  one  of  inten.se.  vicious, 
bureaucratic  battling,  and  one  can  argue  about  which  is  better  or  which  is 
worse.  As  I  indicated,  they  are  both  manifestations  of  a  more  deeply  rooted 
problem  in  the  sense  that  the  power  does  lie  with  the  Services,  and  until  a 
counterbalance  is  created  to  the  Services’  power,  there’s  either  going  to  \  c 
intense  rivalry  or  the  friendly  I’ll-scr^ich-your-back.  you-scratch-mine  type 
of  collusion. 


Well,  let  me  make  a  few  comments  on  the  proposals  fur  changing  these  per¬ 
ceived  deficiencies.  As  I  mentioned,  over  the  past  few  decades,  a  variety  of 
studies  have  been  made  of  the  Department  of  Defense’s  organization,  vir¬ 
tually  all  of  which  have  argued  to  a  greater  or  lesser  degree  for  centraliza¬ 
tion.  The  Nichols  Bill  that  was  passed  by  Congress  made  some  modest 
changes  in  the  organization. 


That  bill  essentially  provided  for  five  diings.  First,  it  gave  the  Chairman  of 
the  JCS  statutory  authorization  to  be  the  spokesman  for  the  CINCs,  for  the 
unified  and  specified  commands.  While  this  provision  was  nut  necessary  in 
order  for  him  to  carry  out  that  role,  it  gave  legislative  blessing  to  the  idea. 
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Second,  it  gave  the  Chairman  control  of  the  JCS  schedule  in  terms  of  bring¬ 
ing  potentially  important  things  before  the  JCS,  although  he  already — as  far 
as  I  can  gather — had  played  a  substantial  role  in  determining  the  JCS  sched¬ 
ule.  Third,  it  provided,  by  legislation,  that  the  Chairman  should  select  the 
officers  of  the  JCS  on  nomination  of  the  Services.  This  is  one  of  those 
provisions  that  I  think  could  be  rather  significant,  if  an  aggressive  Chairman 
wanted  to  use  it  and  assert  a  power  that  hadn’t  been  asserted  before.  How¬ 
ever,  it’s  unlikely  that  a  Chairman  would  be  terribly  assertive  with  his 
power.  I’ll  come  back  to  this  point  in  just  a  moment.  Fourth,  it  extended  the 
possible  tour  of  JCS  service  for  officers  to  four  years.  And  fifth,  it  told  the 
Secretary  of  Defense  to  make  sure  that  the  JCS  would  function  as  an  inde¬ 
pendent  staff,  a  rather  vague  declaration.  It's  not  entirely  clear  what,  if  any, 
meaning  that  will  have  in  practice. 


This  bill,  I  think,  is  more  notable  for  what  it  didn’t  do.  It  didn't  give  the 
Chairman  the  power  to  manage  the  Joint  Staff,  and  that  was  what  many  peo¬ 
ple  expected.  And  it  didn’t  say  that  he  could,  on  his  own,  provide  independ¬ 
ent  advice  to  the  President,  the  Secretary  of  Defense,  and  to  the  National 
Security  Council,  instead  of  simply  reporting  the  views  of  the  Joint  Chiefs. 
It  didn't  make  him  the  principal  military  advisor  to  the  President  or  the  Sec¬ 
retary  of  Defense.  It  didn’t  give  him  a  deputy,  which  is  something  many 
people  had  recommended.  It  didn’t  put  him  in  the  chain  of  command. 


The  chain  of  command  down  from  the  Secretary  of  Defense  is  not  specified 
by  law.  But  going  back  many  years  to  Secretary  McNamara,  the  chain  of 
command  has  run  from  the  President  to  the  Secretary  of  Defense,  then 
through  the  JCS  to  the  unified  and  specified  commanders.  Many  people 
argued  that  the  Chairman  should  replace  the  JCS.  The  bill  didn’t — as  some 
people  argued  it  should  and  as  a  bill  previously  passed  in  the  House  had 
provided--place  the  Chairman  on  the  National  Security  Council  (NSC)  as  a 
formal  statutory  member.  That’s  a  bad  idea.  And  it  didn’t  give  the  chairman 
control  over  the  promotions  of  people  on  the  Joint  Staff.  That’s  a  good  idea. 


. . .  It's  hard  to  distinguish  what  is  cause  and  what  is  effect.  But  it  is  alleged 
that  the  Services,  by  and  large,  tend  to  send  their  better  officers,  not  to  the 
Joint  Staff,  but  to  their  own  staff.  Not  that  they  send  only  poor  officers  to 
the  Joint  Staff,  that  clearly  isn’t  the  case,  but  they  tend  to  give  preference, 
as  one  would  expect,  to  their  own  staffs. 


. . .  General  Rogers,  who  technically  is  the  ultimate  commanding  officer, 
had  no  control  over  the  situation  (in  Beirut),  couldn't  remove  anyone,  didn’t 
have  the  authority  to  do  so.  That  is  a  very  bad  way  to  divide  responsibility. 
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And  if,  as  I  suggest  in  my  article,  you’ie  going  to  have  a  unified  command, 
then  the  unified  commander  ought  to  be  able  to  move  people  around,  fire 
them,  relieve  them,  and  so  forth.  Now  he  doesn't  have  that  authority. 


. . .  There  are  some  people  who  would  go  further  and  say  that  the  Chairman 
really  ought  to  prepare  the  military  program  of  the  government,  and  that  he 
should  submit  each  year  to  the  President  and  the  Secretary  of  Defense  a 
fiscally  constrained  military  program,  which  in  effect  would  be  the  defense 
program.  I  don’t  feel  strongly  one  way  or  another  on  that;  I  think  that  would 
probably  be  a  useful  thing  for  him  to  do.  But  I'm  very  sure  that  no  Secretary 
of  Defense  is  going  to  want  to  allow  himself  to  be  in  the  position  where  he 
has  the  Chairman’s  recommendati<X)  and  nothing  else.  He  is  going  to  want 
to  come  up  with  his  own.  and  he  inevitably  will  turn  to  mission  under  secre¬ 
taries  or  personnel  like  that,  to  work  as  his  staff  and  provide  him  with 
advice.  Given  the  importance  of  civilian  control  in  our  system,  it  is  very, 
very  important  that  he  have  that  son  capability. 


.  .  There  are  certain  places  whence  opposition  to  reorganization  and  central¬ 
ization  of  authority  has  come.  In  the  past  it  generally  came  from  three 
sources:  first,  from  liberal  groups  and  leaders  who  were  afraid  of  a  Prussian 
general  staff  and  militarism;  second,  from  congressional  groups  who  saw 
greater  concentration  of  power  in  the  Executive  Branch  as  limiting  their  abil¬ 
ity  to  gain  entree  into  it  and  to  influence  what  was  going  on  (Congress 
always  wants  to  decentralize  the  executive);  third,  from  the  Navy  and  the 
Marine  Corps. 


The  striking  thing  about  the  situation  now.  it  seems  to  me.  is  that  the 
opposition  to  reorganization  and  greater  centralization  from  the  first  two 
opponents  that  1  mentioned — from  the  liberals  and  from  Congress — has 
greatly  weakened.  Basically,  the  pec^le  in  Congress  and,  you  know,  the 
more  liberal  groups  and  newspapers,  are  supporting  the  same  reforms  we  are 
recommending  in  this  task  force.  And  so  now  the  only  really  strong  opposi¬ 
tion  comes  from  the  Navy  and  Marine  Corps,  the  traditional  centers  of 
opposition. 


...  Change,  particularly  in  our  system  of  government,  occurs  very,  very 
slowly. 


David  Jones  told  a  mory  that  illustrates  that.  He  used  to  sit  with  his  British 
counterpart.  Admiral  Sir  Terence  Lewin,  their  Chief  of  Defence  Staff,  at 
NATO  meetings  and  elsewhere,  and  they  would  compare  notes.  This  was 
back  in  1981 .  They  would  discuss  bow  they  wanted  to  change  their  defense 
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or  military  structures,  and  Jones  and  Lewin  had  the  same  ideas  about  strength¬ 
ening  their  central  defense  organization  in  order  to  gel  control  over  the  Services 
and  have  a  more  rational  and  cfTective  planning  system.  And  David  Jones  said 
Lewin  went  back,  wrote  up  his  plan  in  a  memorandum  and  sent  it  to  the  Prime 
Minister.  He  got  it  back  two  weeks  later  with  "Approved,  Margaret 
Thatcher,”  written  on  it.  It  was  implemented  immediately. 


And  David  Jones  said.  went  back,  wrote  an  article  and  published  it  three 
years  ago.  and  today  it  is  still  bemg  debated.”  (1-2,  2-7,  8.  9.  1:^14.  15) 


1 1 .  Richard  G.  STILWELL,  chairman.  DoD  Security  Review  Com^ 
"Structure  and  Mcchanians  mission 
for  Command  and  Control” 

(1985,  pp.  3>-65) 


The  Joint  Chiefs  of  Staff  (JCS)  are  not  in  the  direct  chain  of  command,  but. 
as  we’ll  discuss  a  little  later,  they  are  in  the  channel  of  communication  with 
a  very  important  function  of  strategic  direction,  because  orders  go  through 
them.  And  we’ll  talk  brietly  about  the  interface  between  the  channel  of  com¬ 
munications  and  strategic  direction. 


The  military  departments  are  responsible  for  raising,  training,  equipping, 
and  supporting  the  forces.  They’re  not  in  the  operational  chain _ 


Now.  you  can  say.  if  they’re  |the  JCS]  not  in  the  chain  of  command,  but  just  in 
the  channel  of  communications,  then  how  do  they  provide  ’  strategic  direc¬ 
tion”?  Well,  what  that  really  means  is  that  when  the  President  makes  a  deci¬ 
sion.  it’s  obviously  a  very  Im>ad  decision  in  which  he’s  saying  he  approves 
such  and  such  a  recommendation.  That  has  to  be  translated  by  somebody — 
some  competent  military  body — into  a  full-Hedged  instruction  for  the  peo|^  in 
the  field.  Sometimes  that  requires  concurrent  ciMi^nsating  or  supporting  action 
by  ntany  elements  of  the  armed  forces,  because  if  you  say  to  one  organization. 
”Go  do  this.”  you  may  need  to  brmg  to  bear  more  assets.  Moreover,  if  that 
commander  is  going  to  carry  out  that  action,  he  may  need  help;  there  are  people 
on  his  flanks  who  may  have  to  do  something  also. 


There  are  a  host  of  things  that  are  the  province  of  the  military  that  have  got 
to  be  done  either  by  the  National  Military  Command  Center  itself,  or  by  the 
very  competent  Joint  Staff.  These  are  very  basic  functions:  They  make 
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recommendations  on  force  structure,  unified  command  plans,  doctrine, 
education,  and  other  matters. 

Now,  one  thing  not  included  in  those  JCS  functions ...  is  any  charge  to  the 
Joint  Chiefs  to  advise  the  Secretary  of  Defense,  or  the  President,  on  how  the 
budget  should  be  divided,  or  how  resources  should  be  allocated  among  the 
Services.  Although  many  times  the  Chiefs  are  castigated  for  that  failing, 
that's  not  written  into  their  charter. 


Frequently  they  arc  also  castigated  for  tabling  in  the  Joint  Strategic  Planning 
Document  (which  is  at  the  apex  of  die  planning  cycle  of  the  Department  of 
Defense)  mission  requirements  that  exc^,  by  quite  a  margin,  what  is  likely 
to  be  available  in  the  way  of  resources  for  defense.  Now.  I  maintain  that 
they  shouldn't  he  casiigai^  for  that.  I  maintain  that  it  is  explicit  in  the  char¬ 
ter  that  the  military  advisors  have  a  cardinal  responsibility  to  inform  the 
civilian  leadership  of  this  nation,  through  the  Congress,  of  what  would 
really  he  required  to  defend  our  territory,  our  people,  and  our  value  system, 
with  prudent  risk,  if  we  were  attacked.  Recognir.ing  that  they're  not  going  to 
get  those  resources  in  steady  stale,  the  JCS  is  at  least  keeping  that  mark  on 
the  wall  so  that  if  we  got  into  a  period  of  increased  tension,  if  we  were 
attacked,  those  stipulated  requirements  would  become  the  blueprint  against 
which  additional  resources  would  he  applied  to  equip  and  flesh  out  the 
armed  forces  for  defense.  If  they  didn't  do  that,  if  we  did  all  our  planning  on 
the  basis  of  the  resources  we  thought  might  be  available,  we  would  soon 
lose  that  mark  on  the  wall  showing  what  was  required,  and  we  would  have 
no  real  basis  for  the  immediate  commitment  and  utilization  of  additional 
resources — be  they  manpower,  equipment,  or  anything  else — in  the  instance 
of  aggression.  Those  are  the  functions  of  the  Joint  Chiefs  of  Stuff,  and  I 
believe  they  are  discharging  them  quite  well. 


The  other  area  for  which  the  Chiefs  are  castigated  is  on  the  timeliness  or  the 
precision  of  advice  to  the  President,  the  NStT.  and  the  Secretary  of  Defense 
in  times  of  crisis,  or  in  meeting  unexpected  situations.  That's  a  fair  crit¬ 
icism.  In  the  past,  they  have  noi  done  all  that  well  in  telling  their  superiors 
what  they  wanted  to  hear  in  many  instances,  such  as  on  arms  control.  But 
there  again,  it  was  very  hard  for  the  Chiefs  to  modify  their  views,  lo  take 
full  account  of  political  realities,  because  that's  really  not  their  job.  They're 
supposed  to  come  at  things  from  a  military  perspective.  They  have  done,  in 
my  view,  far  better  under  General  Vessey's  leadership  than  they  did  under 

I^ve  Jones.  Vessey's  predecessor.  _  ^  , 

,  ,  ,  '  ,  ,  ,  .  <,ene/j/  Vessey  s  leadennif>^Cen«fal 

I  have  been  extremely  pleased  by  i^hn  w.  Vessey.  ir.  USA.  C/wimwo. 


the  ability  of  the  Chiefs  to  coalesce 
and  to  present  a  united  front  on 


;C5  at  Ihe  time  of  this  presentation 
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most  current  issues.  I  believe  that  a  lot  of  that  has  to  do  with  the  exemplary 
leadership  of  that  fine  Chairman,  Jack  Vessey. 


...  I  don’t  believe  in  making  the  Chairman  the  sole  military  advisor  to  the 
President.  That's  fine  for  some  minor  crisis,  but  for  a  major  crisis  you  need 
the  expertise  represented  by  all  five  Chiefs.  ...  But  I  would  give  the  Chair¬ 
man  more  control  over  the  Joint  Staff.  We  have  just  created  for  Genera] 
Vessey,  by  the  way,  an  analytical  capability  so  that  he  can  have  more  of  an 
independent  backup  for  the  deliberations  of  the  Defense  Resources  Board 
during  the  programmatic  and  budget  review  process.  An  organization  called 
SPRAA.  Strategic  Plans  Research  and  Analysis  Agency,  now  has  the 
capability  of  analyzing  the  data  of  the  several  Services  on  cross-cutting, 
cross-mission  areas,  and  there  are  many  of  those.  The  two-star  who  heads 
SPRAA  also  prepares  the  Chairman  for  his  role  on  the  Defense  Review 
Board  (DRB). 


The  Chairman  is,  in  my  view,  the  individual  who  is  most  listened  to  on  a 
contentious  issue  by  the  Deputy  Secretary  of  Defense.  And  the  Chairman's 
view  usually  prevails.  The  Chairman's  view  is  mainly  in  support  of  what's 
in  the  Service  Program  Objective  Memorandum  (.^OM).  and  mainly  in 
opposition  to  any  of  the  advocates  on  the  Office  of  the  Secretary  of  Defense 
(OSD)  staR^  who  wants  to  chan^  the  POM.  But  on  certain  issues,  he  will 
disagree  with  what's  in  the  POM  and  recommend  a  modification,  par¬ 
ticularly  when  it's  something  that  can  be  translated  into  an  output  and 
related  to  mission  Kcomplishment.  So,  in  short,  it's  important  to  make  the 
Chairman  the  spokesman  for  the  unified  and  specified  commands,  because 
as  we'll  see  in  a  moment,  while  !  believe  that  it  is  an  area  in  which  we  have 
done  a  lot.  we've  got  to  do  a  lot  to  give  visibility  and  inHuence  to  the 
unified  and  specified  commanders.  They  are  the  guys  on  whom  the  whole 
responsibility  rests  in  time  of  crisis  and  war. 


We  should  also  give  the  Chairman  a  little  more  control  over  the  work  of  the 
Joint  Staff;  give  him  tacit  authority  to  reject  candidates  for  the  Joint  Staff,  in 
the  interests  of  getting  the  best  possible  quality.  Additionally,  we  should 
support  him  analytically  so  that  he  can  carry  the  battles  of  the  unified  and 
specified  comma^rs  against  the  other  members  of  the  Defense  Resources 
Board  when  there  is  a  major  ist^ue  on  resource  allocation _ 


In  terms  of  command  and  control,  it’s  important  to  understand  the  structure 
of  the  unified  and  specified  commands.  All  of  those  commands  have  Service 
components.  For  example,  in  Europe,  under  the  joint  headquarters 
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commanded  by  General  Rofers.  there  is  an  Army  component,  a  very 
minor  Navy  component,  and  an 


General  Rogers-^Ceneral  Bernard  W. 
Rogers,  USA,  Supreme  Allied  Com¬ 
mander,  Europe  and  Commaryder-in- 
Chief,  US  furopean  Command 


Air  Force  component.  They  report 
back  to  their  parent  Services  for 
everything  except  operations.  Their 
Services  then  determine,  in  the  last 
analysis,  how  many  troops  and 

what  type  of  equipment  they'll  have,  and  the  rate  at  which  they  get  that 
equipment.  So.  you  have  a  certain  duality  there;  the  whole  resource  develop¬ 
ment  process  is  done  on  a  departmental  basis  as  opposed  to  a  Joint  basis. 
And  that's  the  way  it's  defined  in  the  Congress.  It  lakes  a  bit  of  doing  to 
ensure  that  the  Joint  and  the  Service  things  are  properly  intermeshed.  And 
that's  really  where  most  of  our  problems  lie. 


. .  .  I  believe  the  current  JCS  system,  consistent  with  the  mandate  of  Con¬ 
gress  (which  we  haven't  changed),  along  with  more  authority  for  the  Chair¬ 
man.  as  we  discussed,  is  the  way  to  go.  And  we  have  mov^  a  little  closer 
to  that.  I  think,  over  lime.  But  you've  got  to  remember  that  any  organiza¬ 
tion.  and  how  good  or  how  bad  it  is.  is  a  function  of  the  personalities  you 
pul  in  it.  I  don't  want  a  structure  that  puts  too  much  authority  in  one  man's 
hand,  because  if  you  gel  a  loser,  a  guy  who  doesn't  measure  up.  it's  pretty 
hard  to  gel  rid  of  him.  We've  operated  on  consensus  pretty  much  in  the  past, 
and  reasonably  effectively. 

. . .  (T]he  traditional  roles  and  missions  of  the  Service  arc  to  provide  the 
forces,  equip  the  forces,  and  so  on.  The  CINCs  have  largely  gotten  their 
input  for  requirements  from  their  majtH'  Service  commands:  Army.  Navy. 
Air  Force,  whatever.  You  have  the  fortunate  situation.  I  think,  in  the  Air 
Force,  where  the  specified  com¬ 
manders  have  a  much  better  link  to 

their  Service  in  the  Joint  hat.  MACOM—ialso  'maicoin“i  major 
because  they’re  also  MACOM  command 
commander  in  the  unilateral  hat. 
than  the  others  do. 


Also,  the  defense  in  the  Congress  is  by  the  Service,  and  by  the  Service  pro¬ 
gram.  But  we  have  increasingly  found  with  the  new  Congress,  with  more 
attention  being  given  by  the  CongKss  to  the  last  budget,  with  sharper  ques¬ 
tions  being  asked,  that  a  lot  of  the  questions  are  ones  that  the  Service  repre¬ 
sentatives  cannot  answer  as  well.  They  can  answer  from  a  programmatic  and 
technical  standpoint  everything  about  System  A.  B.  C.  or  D.  but  they  can’t 
answer  as  well  as  the  operatioru)  commander  why  you  need  that  system,  and 
what  it  will  do  for  you  if  you  have  it.  In  other  words,  they  can  answer  the 
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what  and  the  how  of  the  system  at  the  Service  level,  but  it  takes  the  opera¬ 
tional  commander  to  tell  the  why  for  it.  So  it's  been  evolutionary.  We've 
always  done  our  business  that  way.  We’ve  always  had  the  theater  com¬ 
manders  lamenting  the  fact  that  had  very  little  influence  on  the  cross¬ 
cutting  issues. 

The  other  thing  that’s  haj^ning  is  that  more  and  more  programs  are  being 
initiated  for  weapons  systems  that  involve  more  than  one  Service;  par¬ 
ticularly  in  this  whole  command,  control,  and  communications  area  where 
the  black  box  that  the  Air  Force  needs  is  essentially  what  Marine  Air  and 
Naval  Air  need:  IFF,  tactical 
fusion,  so  on  and  so  forth.  So.  we 
learn  slowly  in  a  democracy.  Dr. 

Oettinger.  There’s  more  attention, 
though  not  enough,  being  paid  to 
the  complexities  of  coalition  war¬ 
fare.  We've  done  quite  a  bit  on  that 


12.  ARCHIE  D.  Barrett, 

"Politics  and  the  Military; 

The  Climate  for  Refonn" 

(1985.  pp.  67-86)  author.  Reappraising  Delenve  Orga- 

niraiion  (tWli) 

The  characteristics  of  the  Services  must  be  taken  into  consideration  when 
loi>king  at  reform  of  the  way  the  DepartnKnt  of  Defense  is  organized.  Like 
all  organizations,  the  Services  want  to  pn>tect  their  significant  interests  and 
to  exert  inlluence.  That’s  any  organization's  reason  for  being.  The  Services 
unr  no  different  in  that  respect,  but  they  are  stronger  organizations  than 
most. 


biack  box— electronic  component 
If f— Identification  friend  or  foe;  com- 
puteriied  syitem  for  identifying 
aircraft 


(33.  38.  40.  4(M1. 44.  60.  61) 


Staff  member.  House  Armed  Services 
Committee;  former  \1ilitary  Staff 
Assisranr  fo  the  (xecutive  Secretary 
of  the  Oefenxe  Orean/zjoon  Study: 


Services,  like  other  organizations,  vie  for  autonomy.  They  want  to  protect 
their  budgets  and  expand  them,  for  example.  They  want  to  protect  and  nur¬ 
ture  their  pervinnel.  to  control  ail  aspects  of  a  Service  career  to  keep  their 
personnel  imbued  with  the  essenc'e  of  their  own  organization. 


This  esseiK*c  is  the  distinctive  imide  of  warfare  each  Service  represents.  The 
Air  Foae  has  considered  itself  historically  the  organization  that  fights  and 
w  ins  wars  by  sending  men  in  airplanes  to  accomplish  long-range  strategic 
bombing  and  tactical  air  operations.  The  Army,  through  organized  units, 
prosecutes  land  warfare.  The  Navy,  through  large  capital  ships,  maintains 
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control  of  the  sea.  That's  tfie  essence.  The  Army  his  other  responsibililies, 
such  as  air  defense,  bul  that  is  not  the  essence  of  its  role. 


Pursuant  to  its  essence,  each  Service  has  a  purpose  that  can  be  called  its 
objective  or  mission.  Il  iv  the  preparation  for  that  Service’s  distinctive  style 
of  warfare.  For  example,  the  Navy’s  mission  is  to  prepare  naval  forces  for 
rhe  effective  prosecution  of  war  at  sea. 


These  purposes  require  large  capabilities.  How  much  is  enough'.’  From  the 
perspective  of  the  Services,  there  is  never  enough.  Why  is  this  so?  Because 
their  mission.s  are  so  broad.  They  operate  in  conditions  of  uncertainty  with 
respect  to  their  enemy,  the  threat  he  poses,  aiul  his  intentions.  No  one  can 
know  for  certain  how  many  ships  will  be  enough  to  ensure  that  the  Navy  can 
accomplish  its  mission.  Because  there  are  four  Services  grappling  with 
broad  missions  in  conditions  of  uncertainty  and.  at  the  same  time,  operating 
in  an  environment  of  scarce  resoua*es.  there  is  built-in  conflict  between  the 
Services.  This  conflict  will  always  exist,  no  matter  how  you  organize  the 
Department  of  Defense. 


Another  aspect  of  this  discussion  is  the  tendency  to  identify  Service  interests 
with  national  interests,  because  if  is  difficult  to  translate  national  objectives 
national  interests  into  operational  terms.  For  example,  deterrence.  What 
does  it  take  to  deter  the  Soviet  Union'.’  Who  can  say?  Because  national 
objectives  are  difficult  to  * ’(^rationalize.”  one  finds  the  (^>posite  tendency. 
The  Services  evolve  an  agreement  in  terms  of  operational  weapons,  and 
agree  that  deterrence  requires  a  triad  of  land-  and  sea-based  missiles  and 
strategic  btMnhers.  The  triad  becomes  mK  imly  a  Service  inteiest.  not  only  an 
Air  Force  interest  in  missiles  and  bombers,  but  a  national  interest.  That  is, 
in  the  Air  Force’s  view  the  triad  bect^mes  a  national  interest  and  a  natiimal 
objective.  Moreover,  it's  a  short  logical  step  fmm  that  reaMuiing  to  the  ctm- 
clusion  that  the  Service's  well-being  itself  is  in  the  national  interest.  After 
all.  if  the  Air  Force  or  the  Navy  is  (^viding  deterrence,  then  that  Service 
itself  is  of  instrumenial  value  to  the  nation.  To  paraphrase  Charlie  WUsm. 
what’s  good  for  the  Air  Force,  or 


the  Navy,  is  giMx!  for  ihc  country. 
Now  let  me  talk  aboot  two  charac¬ 
teristics  of  the  Department  of 
Defense  as  a  whole.  I've  already 
meniioned  one.  conllict.  There's 
always  conflict  in  ihc  Departmeni. 
as  in  any  organization. 


Ch4th<-  \Vthun—Chitlt*i  1.  Wtliun. 
IflSO  rv6r,  4u\umobtlc  and 

Settvtary  ut  De/fnsc  duting  Ihe 
li\vnhuw^r  Adntmi\tuliun:  noted 
lot  ijiving.  "What'i  Kood  lot  the 
fuunlry  i\  ^ood  lot  Lenetal  hlofo:\. 
mhI  nhjt\  good  lot  CentuI  Motors 
IS  gtMtd  lot  the  fininrrv." 
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There  is  also  coordination.  If  you  examine  Max  Weber's  model,  he  didn't 
recognize  conOict.  His  idea  was  thtf  if  a  task  was  too  large  for  one  or  two 
individuals,  you  should  divide  it  up 

into  separate  sub-tasks  or  func-  wtb,r-Ctrm,n  soeWoKisi  ,nd 

tions.  If  it's  a  very  large  usk  you  economitt.  1964^1920 
subdivide  those  functions  into 
more  functions  and  you  achieve  a 

hierarchical  organization.  From  Weber  one  gets  the  idea  that  moving  boxes 
around  on  an  organizational  chart  leads  to  solutions  for  structural  problems. 
If  we  could  just  get  the  boxes  right,  we  could  improve  the  organization's 
efficiency.  The  problem  with  that  idea  is  that  Weber  assumed  everybody  in 
the  organization  was  cooperating.  If  everyone  did  cooperate  for  the  larger 
good  of  the  (Nganization.  maybe  Weber's  model  would  completely  valid. 

In  fact,  onvc  you  set  out  functions,  you  encounter  conOict  as  each  of  those 
organizations  or  sub-organizations  demonstrates  some  of  the  charKteristics  1 
mentioned  earlier.  They  want  to  influence,  they  want  to  protect  their 
domain,  roles,  and  missions.  They  have  an  essential  nature  that  they 
developed  internally.  They  seek  independence,  they  seek  a  budget  of  their 
own.  and  they  want  to  maintain  the  morale  of  their  members  to  cement  their 
loyalty.  So.  there's  a  valid  perspective  of  the  Pentagon  as  a  large  organiza¬ 
tion  in  which  the  sub-elements  conflict. 

Yet  1  don't  want  to  slight  the  cooperative  aspect.  As  members  of  the  overall 
Department  of  Defense,  the  constituent  organizations  nspixsi  to.  or  can  be 
made  to  respond  to.  the  national  interest  as  well  as  the  interest  of  the  Army 
and  the  Air  Force  and  the  Navy.  Although  conuadictory.  conflict  and  coop¬ 
eration  are  going  on  at  the  same  time.  So  if  you're  studying  organization, 
you  have  to  consider  both  aspects. 

Now.  if  all  this  is  going  on  at  the  same  time,  the  trick  for  higher  managers,  or 
for  people  atten^xing  lo  organize  a  defense  esiablishmenl.  is  to  do  three  things. 
Fust,  they  must  ensiut  that  all  important  imeiesb  are  mobilized.  By  mobilized 
1  mean  that  every  imerest  is  represented  by  an  organization.  For  example. 
Oepwtmem  of  Defense  critics  today  claim  that  the  Joint  interest  is  too  week  and 
not  organized.  Yet  it's  a  Icgittmaie  imerest  that  should  be  cortsidered  when  (he 
civilian  leadership  makes  decisions  about  resource  allocmion.  Joint  military 
organizations  will  employ  US  forces  in  any  war.  On  the  other  hand,  the  imer- 
esis  of  (he  Services  are  considered  by  critics  to  be  loo  stiui^.  itlalivciy.  So  you 
want  (he  organization  to  ensure  that  all  valid  interests  anr  mobilized.  Second, 
high-level  officials  should  ensure  that  those  interesb  arc  adctjuaicly  represented 
in  decision-making  bodies.  Fmatly.  (he  decision  making  bodies  must  be  struc¬ 
tured  to  resolve  conflicts,  so  that  uhimaiely  couperaliun  emerges  from  cunllici 
rtsohitioo. 
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. . .  |E]ven  if  a  divine  presence  could  give  us  a  perfect  organization  today,  it 
wouldn’t  be  perfect  a  year  from  now  because  changing  circumstances — 
weapons  systems  developments  and  those  sorts  of  things — would  blur  those 
boundaries  and  you'd  have  to  redeHne  them.  That  means  that  Service  roles 
and  missions  need  constant  reexamination  and  redefinition.  Yet  we  haven't 
done  that,  formally  at  least,  since  the  1940s. 


. . .  |W|ith  regard  to  the  Department  of  Defense,  a  Secretary  who  knows  his 
business  will  reserve  10  to  15  percent  of  his  time  to  detach  himself  from  the 
issues  of  the  day — to  get  above  his  organization,  figuratively,  and  look 
down  on  it — and  attempt  to  perceive  what  is  or  has  happened  organiza¬ 
tionally.  He  will  continually  reshape  the  organization  because  there  will 
always  be  some  interests  that  are  stronger  than  others,  growing  and  tending 
to  coopt.  As  I  recall.  Simon  dwells  on  this:  It's  a  dynamic  thing.  The 
higher-level  manager  has  to  spend 


time  shaping  and  reshaping  his 
organization  so  that  it  funnels  to 
him  the  perspective  of  the  various 
interests  as  he  makes  decisions.  In 
a  way  1  think  this  is  what  the  reform  movement  is  trying  to  set  up  in  the 
Department  of  Defense. 


Simon— Herbert  A.  Simon,  The  New 
Science  of  Management  Decision, 
revised  ed.  (Englewood  Cliffs.  Nf: 
Prentice  H»ll,  1977).  pp.  126^31 


. . .  Superimposed  over  the  Services  is  a  very  strong  Secretary  of  Defense. 
Successive  secretaries  in  the  1940s  and  1950s  continued  to  go  to  Congress  to 
complain  about  how  weak  they  were  So  in  195S  Congress  said,  you  have 
overall  “authority,  direction,  and  control"  of  the  department.  In  the  report 
Congress  said,  in  effect,  we  can't  think  of  any  stronger  words.  If  anybixly 
can  think  of  a  stronger  formulation,  we'll  take  it.  We're  telling  you.  Mr. 
Secretary,  that  you've  got  the  whole  ballgame.  So  we  have  a  very  strung 
Secretary  of  Defense,  according  to  the  law. 


. . .  (Jjuxtaposed  opposite  (he  Services  who  are  supposed  to  recruit,  (rain,  and 
suppcMi  (he  armed  ftxces.  what  I  termed  “maintain" — is  the  employment  side 
of  (he  organization.  It  is  composed  of  the  Joint  Chiefs  of  Staff  and  the  uniHed 
and  specified  commands.  This  is  the  Joint  part  of  the  Department  of  Defense.  If 
you  read  the  introductory  policy  statement  to  (he  National  Security  Act.  you 
will  find  (he  elements  of  diis  organization  set  out  in  one  paragraph  -separate 
Services  but  an  integrated  land,  sea,  and  air  team  when  the  United  States  goes 
to  war.  The  unified  and  specified  commands  are  created  to  fight — to  employ 
forces. 


. . .  In  fact,  by  Pentagon  directive,  as  I'm  sure  you  know,  the  chain  of  com¬ 
mand  extends  from  (he  President  to  the  Secretary  of  Defense  through  ihe 
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Joint  Chiefs  of  Staff  committee  to  the  unified  and  specified  commanders. 
"Through”  means  that  the  JCS  cannot  issue  an  order,  cannot  command,  on 
its  own.  It  issues  orders  in  the  name  of  the  Secretary  or  the  President. 

The  Joint  Chiefs  of  Staff  are  supposed  to  provide  military  advice  from  a 
Joint  perspective.  That  is,  on  the  Service  side,  each  chief  attends  to  single- 
Service  concerns  and  interests  but,  in  theory  at  least,  when  the  chiefs  go 
over  to  the  Joint  side  and  act  as  members  of  the  Joint  Chiefs  of  Staff  they 
are  supposed  to  put  on  a  Joint  or  unified  hat.  They  are  supposed  to  assist  in 
the  exercise  of  command.  That's  the  reason  the  chain  of  command  goes 
through  the  JCS.  They're  supposed  to  develc^  integrated  strategic,  logistic, 
and  contingency  war  plans.  And  they're  supposed  to  ensure  that  the  plans 
integrate  the  contributions  of  the  Services  and  the  unified  and  specified 
commanders. 

Also  on  the  Joint  side  of  the  organization  are  component  commands  that 
report  to  the  unified  and  specified  commanders.  As  things  have  worked  out. 
the  unified  and  specified  commanders  only  have  operational  command — a 
much  more  limited  concept  than  full  command.  Although  you  cannot  prove 
it  by  researching  the  law.  I  think  that  Congress,  in  giving  operational  com¬ 
mand  to  the  unified  and  specified  commanders,  meant  that  they  should  have 
a  great  deal  more  authority. . . . 

Just  as  the  members  of  the  Air  Forces  in  burope  focus  on  their  individual 
Service,  the  members  of  the  Joint  Staff,  which  was  created  to  assist  the  Joint 
Chiefs  of  Staff,  as  officers  assigned  by  the  Services  know  that  they  are 
going  hack  to  their  Services.  When  I  was  in  the  Air  Fme  we  talked  about 
bringing  an  officer  in  and  "blue-ing"  him  before  he  went  to  the  Joint  Staff 
to  become  "purple."  And  hy  that  we  meant  sending  him  to  the  Air  War 
College,  hnnging  him  to  the  Air  Staff,  and  then  letting  him  be  assigned  to 
the  Joint  Staff.  But  even  if  these  things  didn't  happen  to  indoctrinate 
ofllcers.  the  pnxedures  under  si-hkh  the  Joim  Staff  wivks.  which  hav'e  been 
u-oven  hy  the  Joint  Chiefs  of  Staff,  are  such  that  any  Service  has  a  veto  over 
alnM>st  any  word  or  phra.se  of  any  docunw*>t  that  might  originate  in  the  Joint 
Staff.  So  it  is  very  diOlcult  fvtr  the  Jo'.m  Staff  to  he  a  dynamic  institution  and 
to  act  as  a  true  Ji'int  institution.  It  senvs.  I  think,  more  as  an  exccutiNi;  sec¬ 
retariat.  putting  the  views  of  the  Services  together  in  some  palatable  form 
that  all  four  can  agree  to  and  then  pushing  the  agreed  position  up  to  the  Joint 
Chiefs  of  Staff. 

'The  Joint  Chiefs  of  StalT  is  dominated  by  Serv ac  interests  and  it's  difllcult 
for  the  chiefs  to  put  aside  the  Service  hat.  The  JCS  is  criticized  because  its 
military  advice  is  inadequate,  often  sidestepping  critical  issues.  I  might 
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comment  here  that  the  present  Joint  Oiiefs  of  Stall  under  General  Vessey  is 
reputed,  and  )  think  probably  ri^tly  so,  to  operate  just  about  as  well  as  the 
system  can  work,  principally  because  of  Vessey's  leadership  and  the  chiefs 
of  staff  we  have.  But  even  now  1  would  maintain  that  the  Joint  Chiefs  of 
Staff  cannot,  and  does  not,  address  some  of  the  most  critical  defense  issues. 
It  is  very  difficult  for  the  Joint  Chiefs  of  Staff  even  to  look  at  issues  such  as 
resource  allocation,  role.s  and  minions,  the  unified  command  plan — how  the 
world  is  divided  up  into  unified  and  specified  commands— or  the  cross- 
Service  missions  the  Air  Force  is  supposed  to  provide  for  the  Army,  such  as 
airlift,  sealift,  and  close  air  support.  The  Chiefs  don't  even  want  to  open  the 
unified  command  book  because  it  becomes  a  bloodletting  when  they  do.  . . . 


[By  law)  the  Chairman  became  spokesman  for  the  CINCs  on  operational 
requirements,  but  not  their  supervisor  as  the  House  proposed.  The  word 
“supervisor"  did  not  survive  the 
conference.  On  the  timeliness 
issue,  the  Chairman  became 
“responsible  for  determining  when 
issues  will  be  decided,"  once 
again  a  relatively  minor  (Movision. 

Probably  most  significant  is  the 
provision  regarding  the  Joint  Staff 
officers.  The  Services  will  now 
nominate  Joint  Staff  officers,  and  the  Chairman,  through  the  mechanism  of  a 
Joint  Staff  perst)nncl  process,  will  chix)se  them.  So  Joint  Staff  officers  now 
will  work  for  the  Chairman,  and  not  for  the  Services.  They  will  know  they 
weren't  just  sent  to  the  Joint  Staff  hy  the  Navy  or  the  Air  Force  or  the 
Army,  rather  they  were  chosen  hy  the  Chairman.  1  hope  that  provision 
straightens  out  the  loyalty  issue  somewhat.  There  is  also  a  provision  that 
changes  the  limitation  on  the  length  of  a  Joint  Staff  assignment  from  three 
years  to  four  years.  As  a  further  sjMtr  to  continuity.  Joint  Staff  officers  can 
also  be  reassigned  to  the  Joint  Staff  after  only  two  years  now.  rather  than 
three.  Finally,  there  is  this  oversight  lHX)k  that  1  talked  about  earlier,  requir¬ 
ing  the  Secretary  of  Defense  to  ensure  that  promotion  and  retention  and 
career  opportuniiles  are  protected  for  Joint  Staff  officers. 


8y  Uw—HR  3718.  loint  Chiefs  of  Staff 
Reorganization  /Act  of  1983  (the  Nic¬ 
hols  Bill),  was  passed  by  the  House 
on  October  17.  1983  but  was  stalled 
in  the  Senate.  Some  of  its  provisions 
were  subsequently  incorporated  into 
the  House  version  of  the  fY  1985 
DoO  Authorization  Bill. 


. . .  We  know  that  if  a  certain  portion  of  Joint  officers  must  be  promoted, 
ami  that  portion  must  be  conipanthle  statistically  to  the  Service  promotion 
rates,  the  Services  are  going  to  place  officers  in  Joint  positions  that  they 
want  to  promote.  They  will  not  want  to  be  caught  in  the  position  of  having 
to  promote  officers  they  would  nut  i^herwise  promote.  So  we're  after  the 
assignntent  pnvess;  not  the  output,  hut  the  input. 
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. . .  Why  has  the  Senate  been  the  stumbling  block?  The  Senate  \rmed  Serv¬ 
ices  Committee  contains  Senat(H^  who  are  proponents  of  the  opposing  views 
on  the  JCS  issue.  Several  have  strong  lasting  ties  to  the  Navy  and  are  per¬ 
suaded  that  those  who  want  to  maintain  the  status  quo  are  correc*.  I  believe 
the  divisions  extend  to  the  Senate  staff  also.  (67-68,  69, 70,  72,  iil-82,  83) 


13.  DONALD  C.  Latham,  “A  Assistant  Secretary  of  Defense,  Ol 

View  From  Inside  OSD” 

(1985,  pp.  103-23) 


I  think  that  all  the  stuff  I’ve  read  about  die  reorganization  is  way  oO^  base, 
giving  the  Chairman  more  of  this  and  more  of  that.  That  is  not  the  problem. 
Grenada  is  one  beautiful  case  in  point;  Vietnam  is  another,  probably  much 
more  so  because  we  were  there  so  long.  In  my  judgment  we  didn't  have  the 
political  courage  within  the  military,  when  we  look  back  at  Vietnam,  to  put 
together  the  right  command  structure  because  of  the  politics,  the  tugging, 
and  so  on.  We  didn't  really  apply  the  unified  command  theory  that  we  had 
at  our  grasp  in  order  to  make  the  thing  work.  If  you  look  at  Vietnam  and  the 
command  structures  of  the  Air  Force  and  the  Navy  and  the  Army,  it  was  a 
nightmare.  We  had  some  things  that  were  being  commanded  from  CINC 
PAC,  some  things  from  MACV 
(Military  Assistance  Command, 

Vietnam)  In  terms  of  air  support, 
and  North  Vietnam  air  support  was 
commanded  by  two  or  three  dif¬ 
ferent  guys.  So,  the  Chairman  could  have  had  all  the  things  in  the  world 
provided  in  this  bill  or  any  other,  and  it  wouldn’t  have  changed  that  situation 
unless  he  had  the  courage  to  go  make  it  happen  and  fight  down  the  politics 
of  each  of  the  individual  Services. 


CINC  PAC~Commander^in‘Chief  of 
the  Pacific  Command  (PACOMi 


And  if  you  carry  through  and  think  about  the  illogic  of  some  of  the  things 
that  have  been  pn^sed.  like  moving  personnel  with  experience  to  the  Joint 
Staff,  it  becomes  absurd.  For  example,  take  a  mid-career  officer  who  has 
had  experience  in  flying  helicopters  around  in  the  Navy,  and  assign  him  to 
the  Joint  Staff  fw  the  rest  of  his  life,  and  he  will  wear  the  so-called  purple 
suit,  he  will  forget  everything  he  ever  knew  about  illegiance  to  the  Navy 
and  all  of  thj;.'  and  become  a  nuclear  war  planner  in  the  Joint  Staff.  And  he 
never  goes  back  to  (^rations  again,  and  fi^  the  res'  of  his  career  until  he 
dies,  he's  in  the  Joint  Staff  arena.  That's  one  of  the  proposals.  I  think  it's 
crazy. 
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The  Chairman's  got  all  the  power  he  needs.  He  really  does.  They  say  he 
doesn't  have  any  staff.  That's  nonsense;  he’s  got  that  huge  staff  supporting 
him.  It’s  just  a  matter  of  using  the  Joint  Staff  and  having  the  political  cour¬ 
age  to  make  the  hard  decisions,  so  you  don’t  bring  everything  down  to  the 
lowest  common  denominator,  which  is  what  happens  down  in  the  ’’Tank” 
almost  every  single  day. 


. . .  The  Joint  Staff  is  limited,  theoretically,  by  law,  to  some  400  people.  Yet 
thousands  of  guys  are  supporting  the  JCS  down  there.  And  the  Chainnan  has 
agencies  all  over  the  place  to  support  him.  So,  we've  got  this  incredible 
swollen  bureaucracy,  number  one. 


Number  two,  everything  has  some  sort  of  a  resource  implication  or  perk 
implication,  so  the  simplest  things  take  years  to  get  through  the  system. 
Required  operational  capabilities  (ROCs)  that  are  sent  in  by  the  ClNCs  to 
make  improvements,  presumably  to  their  in  the  forces,  have  sat  in  the 
Joint  Stal^f  arena  trying  to  get  through  the  wickets  they  have  to  go  through  to 
get  "validated”  for  two  years.  Yet  we  know  that  ROC  is  an  obvious  need; 
everybody  agrees  to  it,  and  so  on.  But  we  must  "validate"  it.  Until  it’s 
"validated"  we  can’t  put  any  money  against  it.  As  a  result,  things  slip  for 
years.  One  of  the  biggest  reasons  we  haven’t  fixed  a  lot  of  things  in  my  area 
is  that  we  can’t  get  the  JCS  to  validate  ROCs  so  we  can  allocate  funds  to 
them.  And  we  have,  1  think,  twelve  ROCs  outstanding  for  PACOM  today, 
and  Admiral  Crowe  is  beside  himself  1  hope  he  becomes  Chairman;  then  1 
can  go  down  to  him  and  say,  okay. 

Mr.  Admiral,  you  fix  the  damn  Admiral  Crowe-Admiral  WiHiam  I. 

process,  because  it’s  the  most  Crowe.  CINC  PAC  at  the  time  ol  this 

bureaucratic  situation  you’ve  ever  presenfation;  /afer  Chairman.  ICS 
seen.  And  so  the  first  thing  is  to  go 

down  there  and.  frankly,  kick  some  rear  ends  and  take  names — in  fact.  I’d 
get  rid  of  about  every  other  person. 


You  know  how  big  the  JC^S  is?  The  JC-'S  does  not  include,  under  General 
MeKnIght,  anything  to  do  with  electronic  warfare;  so,  he  really  has  a  lim¬ 
ited  C'  responsibility,  and  has  no  I. 


Yet  he  has  over  200  people  on  his 
staff.  I  have  all  of  Cl,  and  I  had, 
until  this  reorganization.  87  peo¬ 
ple.  It’s  incredible.  If  you  tell  me 
to  do  it  with  40  people.  I’ll  do  it 
with  40.  but  I’ll  tell  you.  we  could 
probably  get  rid  of  an  awful  lot  of 


IC'S— joint  Command.  Control,  and 
Communications  Systems.  Organisa¬ 
tion  of  the  joint  Chiefs  ol  Staff 
General  McKnight—Lt.  Cen.  Clarence 
£.  McKnight.  jr..  Director.  /C'S  at  the 
time  of  this  presentation 
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action  officers  out  of  the  service  and  staffs  and  business  would  get  done 
much  faster.  (122-23) 


14.  ROBERT  T.  HERRES,  'A 
CINC’s  View  of  Defense 
Organization"  (19gS.  pp. 
125^5) 


Commsnder-in’Chief,  US  Space  Com¬ 
mand,  Aerospace  Defense  Com¬ 
mand,  North  American  Aerospace 
Defense  Command  and  Com¬ 
mander.  Air  Force  Space  Command 


As  Commander-in-Chief  of  Aerospace  Defense  Command,  I  am  responsible 
through  the  JCS  to  the  Secretary  of  Defense  for  the  operational  employment 
of  forces  associated  with  the  strategic  aerospace  defense  mission.  Within 
that  role  and  in  that  chain  of  command,  I  do  not  have  resource  management 
responsibility.  I  have  nothing  to  do  with  research  and  development,  or  with 
training,  equipping,  organizing,  and  administering  the  forces  that  I  would 
employ.  However,  as  the  commander  of  Air  Force  Space  Command,  a  com¬ 
ponent  of  Aerospace  Defense  Command.  I  am  responsible  to  the  Secretary 
of  the  Air  Force,  through  the  Chief  of  Staff  of  the  Air  Force,  and  thence  to 
the  Secretary  of  Defense,  to  train,  equip,  organize,  and  administer  the 
resources  and  forces,  the  people,  the  money,  the  equipment,  and  so  forth, 
that  are  used  by  Aerospace  Defense  Command  to  carry  out  appropriate 
aspects  of  the  mission.  I  use  my  situation  as  an  example.  I  have  two  com¬ 
pletely  distinct  and  separate  chains  of  command.  Thousands  of  people  in  the 
Pentagon  and  in  Washington  don’t  understand  this.  Even  some  people  pon¬ 
tificating  on  how  the  JCS  ought  to  be  reorganized  don't  understand  that 
important  distinction. 

The  military  departments  do  not  have  operational  missions.  The  military 
departments  have  responsibility  to  train,  equip,  organize,  and  administer 
forces  and  resources  that  are  provided  to  the  unified  and  specified  com¬ 
manders  for  employment.  Title  10  of  the  US  Code  specifies  that 
employment  of  US  armed  forces  shall  be  conducted  under  direction  of  the 
commanders  of  unified  and  specified  commands.  There  are  nine:  six  unified 
and  three  specified  commands.  The  only  difference  between  a  unified  and  a 
specified  command  is  that  the  forces  in  a  specified  command  are  predomi¬ 
nantly  from  one  Service,  and  hence  there  is  only  one  Service  component. 
Strategic  Air  Command.  Military  Airlift  Command,  and  Aerospace  Defense 
Command  are  the  three  specified  commands,  because  their  forces  are  all 
predominantly  in  the  Air  Force.  This  doesn't  mean  we  don't  have  any  Army 
or  Navy  people:  it  just  means  that  almost  all  of  our  people  are  Air  Force, 
and  there  is  no  standing  Navy  or  Anny  component.  There  may  be  aug- 
mentees  during  crises  or  when  certain  operations  plans  ait  implemented,  but 
the  only  standing  component  comes  from  one  Service. 
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. . .  A  unified  commander — well,  it’s  not  (hat  clean,  i(  depends  on  which 
unified  command — but  General  Rogers,  for  example,  has  to  look  almost 
equally  to  all  three  Service  departments  for  support.  He  has  three  separate 
components,  and  has  to  depend  on  his  component  commanders  to  provide 
resources — Army,  Navy,  and  Air  Force  resources — from  CINC  GSAFE, 
from  CINC  USNAVEUR  who  has 

split  headquarters  in  Naples  and  USAFE— US  Air  forces.  Europe 

London,  and  from  CINC  USNAVEUR-US  Naval  forces.  Europe 

USAREUR  at  Heidelberg.  USAREUR-US  Army.  Europe 

They’re  almost  equally  balanced. 

He  must  depend  on  (hose  three  four-stars  to  work  through  their  departments 
to  get  resources  so  they'll  be  able  to  i^ovide  him  with  the  forces.  Each  of 
them  is  dual-hatted  also,  because  th^  have  subordinate  command  respon¬ 
sibilities  within  (hat  Joint  unified  ^d  specified  chain  of  command. 


...  Let  me  emphasize  (hat  (he  departmental  commands  are  linked  to  the 
Joint  unified  and  specified  command  structure,  (he  nine  unified  and  spec¬ 
ified  CINCs,  because  many  of  these  departmental  commands  are  component 
commands  with  people  dual  hatted  as  component  commanders  of  these  uni¬ 
fied  and  specified  commands.  Remember  the  example  of  the  US  forces  in 
Europe?  There’s  an  Army  component,  a  Navy  component,  and  an  Air  Force 
component.  There  are  department  commands  within  this  operational  chain  of 
command. . . . 

Now.  I’m  commander  of  Air  Force  Space  Command,  a  US  component  of 
AOCOM,  which  is  a  component  of  a  binational  command  1  haven’t  (old  you 
much  about,  the  North  American  Aerospace  Defense  Command  (NORAD). 
With  that  hat  on  I  am  also  responsible  to  (he  Canadian  government,  through 
(he  Chief  of  Defense  Staff  in  Ottawa,  then  through  (he  Ministry  of  Defense, 
and  (hen  to  the  Prime  Minister  of  Canada. 


. . .  Wouldn’t  it  be  simpler,  cheaper,  and  more  straightforward  if  you  just 
organized  around  the  missions  and  combined  military  departments  in  unified 
commands  so  (hat  we  don't  have  this  duality?  The  reason  is  that  people  in 
(his  country  have  never  wanted  a  strong  military,  we  have  wanted  to  frag¬ 
ment  military  authority.  After  World  War  II  the  Congress  and  (he  people, 
through  (he  1947  National  Security  Act.  and  then  the  Amendments  in  I9S8. 
made  certain  we  had  a  good,  manageable,  unified  structure,  while  leaving 
Just  enough  fragmentation  in  (he  system  to  ensure  political  control  over  the 
military  establishment.  That  way  we  could  never  have  a  military  establish¬ 
ment  that  would  be  too  strong.  If  (hat's  your  ground  rule.  1  challenge  you  to 
find  an  improvement  to  (his  system  that  amounts  to  anything  more  than  a 
(weak  here  and  there.  Some  may  be  major  tweaks,  but  (he  basic  structure. 
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the  duality  of  responsibility,  up  to  the  level  of  political  leadenhip,  is  built  into 
this  system.  This  system  even  has  some  political  leadership  in  the  Service 
departments,  and  very  tight  political  leadership  control  here  in  the  JCS.  The 
JCS  Chairmen  are  appointed  fcM*  two-year  terms,  aiKl  they  can  leave  in  a  hurry. 
JCS  terms  don’t  have  to  be  renewed.  The  Chairman  must  be  cmrirmed  by  t!^ 
Congress  every  two  years,  as  well  as  nominated  by  the  President. 

In  other  wtxds,  there  are  a  lot  of  checks  and  balances  in  this  system.  You  could 
im|MOve  it  here  and  there,  but  it  is  essential  to  unify  the  diversity  of  resources 
necessary  to  carry  out  military  missions:  naval  resources,  air  resources,  and 
land-based  resources.  The  system  combines  the  best  of  resource  management, 
which  is  V  lat  this  departmental  chain  of  command  is  all  about.  Resource 
management — training,  equipping,  organizing,  and  administering — is  done  by 
types  of  systems:  naval,  air,  and  land.  But  we  employ  them  jointly  because  we 
no  longer  live  in  a  world  in  which  you  can  employ  them  separately.  Hence  the 
unified  commands.  We  try  to  weave  them  together.  I  submit  to  you  that  the 
system  works  a  lot  bener  than  it  gets  cmdit  for.  And  with  every  generation  of 
people  that  comes  along  (a  generation  being  about  a  four-year  turnover  of  sen¬ 
ior  leadership),  the  system  works  better. 


I  think  things  could  be  done  to  make  it  better  still,  but  I’m  not  sure  that  the 
recommendations  being  bandied  about  now  are  that  great.  The  CSIS  sludy  1 
think  is  good.  It’s  been  criticized,  but  I  think  the  study  as  a  whole  has  m^e 
some  faMy  decent  suggestions  for 
tweaking  tiie  system  without  doing 
very  much  violence.  We  could 
probably  live  with  it.  The  worst 
that  could  happen  with  the  CSIS 
study  would  be  to  do  it  piecemeal, 
pick  and  choose.  Those  recommen¬ 
dations,  in  my  view,  hang  to¬ 
gether.  and  if  we're  not  going  to  do  them  all.  we  shouldn’t  do  any  of  them. 
Whatever's  done  should  be  comprehensive.  (125-26,  133,  136-37) 


CSIS  Toward  a  More  Effective 

Defense-.  The  Final  Report  of  the 
CSiS  Defense  Organizaiiun  Project 
(Wishinglon,  D.C.:  The  Center  for 
SUilegic  and  /niernaiionaf  Studies. 
Georgetown  Universily,  February 


15.  B.R.  INMAN,  •Tech¬ 
nological  Innovation  and 
the  Cost  of  Change” 
(1986,  pp.  151-68) 


President  and  Chief  [xeculive  Officer 
of  Microelectronics  and  Computer 
Technology  Corporation 


1  have  a  worry  about  the  onrush  to  reorganize  and  change  things.  1  don’t 
have  any  particular  problems  with  a  vice  chairman  who  sits  in  tlM  chain  of 
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command  and  who  channels  the  messages,  and  the  rest  of  it.  The  concern  I 
have  is  what  I  perceive  to  be  a  thrust  to  put  the  unified  and  specified  com¬ 
manders  into  the  systems  acquisition  process,  and  even  some  significant 
movement  of  the  Joint  Chiefs  into  that  process.  In  my  long  years  of  service 
in  the  Department  of  Defense,  I  came  to  realize  that  while  we  can't  do  much 
about  the  vicissitudes  of  external  hostilities,  there  is  a  cyclical  process  in  the 
availability  of  funds  that  we  can  predict.  A  period  of  growth  is  always  fol¬ 
lowed  by  a  period  of  cutbacks.  When  you're  in  growth  it  doesn't  really  mat¬ 
ter  all  that  much  how  you  organize;  you  just  hope  you  do  it  efficiently. 
When  you  go  into  a  period  of  drawdowns,  the  fight  for  resources  becomes 
absolutely  all-consuming.  I  lived  through  some  of  those  periods  and  I 
watched  the  Service  chiefs,  even  in  their  JCS  roles,  come  to  view  the 
number-one  priority  in  their  lives  as  protecting  the  resources. 

If  you  bring  the  unified  and  specified  commanders  and  the  Joint  Chiefs  into 
that  acquisition  process,  who’s  going  to  be  paying  attention  to  operations? 
Who's  going  to  keep  an  undiluted  focus  on  combat  readiness?  Thai's  the 
only  real  worry  1  have  about  the  reorganization.  For  the  rest  of  it  you  can 
sort  of  redraw  the  boxes  as  you  like.  But  somebody's  got  to  mind  the  store, 
and  you  need  to  draw  those  boxes  in  such  a  way  that  the  commanders’  atten¬ 
tion  cannot  be  diluted  by  getting  pulled  off  into  different  priorities.  (167) 


16.  James  r.  locher,  ill. 
"Defense  Reorganization: 
A  View  from  the  Senate  " 
(1987,  pp.  147-71) 


Senior  staff  member.  Subcommittee 
on  Projection  force  and  Regional 
Defense,  Senate  Armed  Services 
Committee 


Last  October  1st  the  Department  of  Defense  entered  a  new  era.  Many  people 
in  the  Department  have  not  recognized  it.  but  when  the  President  signed  the 
Goldwater-Nichols  Department  of  Defense  Reorganization  Act  into  law.  he 
set  the  way  for  a  revitalizatiim  of  toe  US  military  establishment  and  the  mili¬ 
tary'  profession  itself.  The  Department  of  Defense  fought  the  legislation  at 
every  step,  so  effective  implementation  is  not  assured.  In  the  end.  the 
Department  rendered  itself  irrelevant  to  the  process.  The  Congress,  retired 
military  officers,  and  people  fnmi  the  defense  academic  community  were  the 
ones  who  were  involved  and  decided  what  was  going  to  happen  in  terms  of 
defense  reorganization.  There  are  sonK  concerns  abt^t  the  implementation, 
and  i'll  talk  a  little  bit  about  that  as  we  go  along. 

While  I  say  that  the  Department  of  Defense  fought  the  reorganization  at 
every  step,  we  need  to  distinguish  between  the  institution  itself  and 
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individuals.  While  we  were  preparing  our  study  on  defense  reorganization, 
and  while  we  were  actually  going 


our  study— US  Congress,  Senate,  Com¬ 
mittee  on  Armed  Services,  Defense 
Organization:  The  Need  for 
Change,  99th  Congress,  1st  session, 
Oct.  16,  1985  (Washington,  D.C.: 
CPO,  t93SJ 


through  the  legislative  process,  we 
probably  interviewed  five  or  six 
hundred  people  in  the  Department 
of  Defense  in  Washington  and  in 
the  field.  Our  experience  was  that 
among  the  military  officers,  about 

80  or  85  percent  fully  supported  what  we  were  doing.  They  could  not  speak 
out  publicly  on  that,  but  privately  they  were  prepared  to  tell  us  what  their 
concerns  were  about  defense  organization,  and  their  thoughts  on  what 
needed  to  be  done.  But  they  could  not  speak  out  publicly,  which  made  the 
battle  somewhat  more  difficult  because  we  could  not  use  these  people  while 
trying  to  convince  members  of  Congress  that  changes  needed  to  be  made. 


.  ■ .  ITlhe  kinds  of  people  we  were  talking  to  ranged  from  the  level  of  Army 
major  up  to  four-star  officers.  1  should  say  that  field-grade  officers  were  pre¬ 
pared  to  be  much  more  forceful.  As  you  went  up.  the  percentage  who  were 
supporting  us  began  to  diminish,  because  more  senior  people  were  in  much 
more  diH’icult  positions.  If  it  were  known  that  they  were  speaking  out  in 
favor  of  something  which  the  most  senior  people  in  the  Department,  both 
civilian  and  military,  were  very  much  opposed  to.  they  could  be  put  in  a 
very  awkward  situation.  But  privately  they  were  very  supportive,  including 
a  number  of  people  at  four-star  rank.  There  were  a  few  people  like  General 
Rogers  who  were  very  su|^rtive  both  privately  and  publicly. 

One  of  the  things  that  I'd  like  to  impress  upon  you.  because  it  was  miscast 
by  a  lot  of  people,  is  the  nature  of  this  battle.  To  introduce  that  issue.  I'd 
like  to  read  a  quotation  from  a  message  to  Congress  from  President 
Eisenhower  in  1958  when  he  proposed  the  reorganization  ideas  at  that  time. 
He  said.  "Separate  ground,  sea.  and  air  warfare  has  gone  forever.  If  ever 
again  we  should  be  involved  in  war.  we  will  fight  it  in  all  elements  with  all 
Services  as  one.  single,  concentrated  effort.  Peacetime,  preparatory,  and 
organizational  activity  must  conform  to  this  fact.  Strategic  and  tactical  plan¬ 
ning  must  be  completely  unified,  combat  forces  organized  into  unified  com¬ 
mands.  each  equipped  with  the  most  efficient  weapons  systems  that  science 
can  develop,  singly  led  and  prepared  to  fight  as  one.  regi^^less  of  Service." 


While  Eisenhower  said  that  in  1958.  when  we  began  this  move  towards 
reorganization  of  the  Department  of  Defense,  all  of  the  things  that  he  had 
talked  about  had  not  fully  come  about.  Many  of  his  attempts  to  force 
changes  on  the  Department  of  Defense  while  he  was  President  had  been 
frustrated,  primarily  by  the  Services.  The  key  point  in  this  regard  is  that  the 
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battle  lines  were  not  the  Department  of  Defense  vs.  the  Congress,  civilians 
vs.  the  military,  or  warriors  vs.  bureaucrats.  The  battle  lines  were  essentially 
drawn  between  those  who  sought  a  truly  unified  defense  effort  vs.  those  who 
would  cling  to  traditional  Service  {U'erogatives.  This  is  a  very  important 
point.  Many  of  the  issues  were  not  debated  on  that  ba.sis.  but  that  was  the 
underlying  argument. 


...  In  genera).  I  ought  to  say  that  almost  all  of  the  problems  still  remain 
unresolved.  We  have  enacted  some  legislation,  but  the  legislation  has  not 
taken  effect.  I'm  not  certain  that  it  will  be  fully  implemented.  But  1  will  talk 
about  some  of  the  things  that  we’re  still  concerned  about  and  that  will  need 
to  be  addressed  in  the  future. 


. . .  What  were  the  fundamental  {xoblems  that  we  saw  in  the  Department  of 
Defense?  In  doing  this  study,  we  identified  34  problems,  some  of  those  in 
the  Department  of  Defense,  some  of  them  on  Capitol  Hill.  1  tried  to  bring 
those  down  to  10  problems  that  I’d  like  to  talk  a  little  bit  about  [5ee  Figure 
1).  Then  we  will  discuss  what  we’ve  actually  done  in  the  legislation. 


Fijiure  /—FundamenUil  Problems 

1 .  Imbalance  between  service  and  joint  interests 

2.  Inadequate  joint  military  advice 

3.  Inadequate  quality  of  joint  duty  military  personnel 

4.  Imbalance  between  the  responsibilities  and  command  authority  of 
unified  combatant  commanders 

5.  Confused  and  cumbersome  operational  chains  of  command 

6.  Ineffective  strategic  planning 

7.  Inadequate  supervision  and  control  of  defense  agencies  and  DoD  field 
activities  (e.g..  Defense  Logistics  Agency  and  Defense  Contract 
Audit  Agency) 

8.  Confusion  concerning  the  roles  of  the  secretaries  of  the  military 
departments 

9.  Unnecessary  duplication  in  tite  top  management  headquarters  of  the 
departments 

10.  Congressional  micromanagement  of  DoD 
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The  first  was  the  imbalance  between  Service  and  Joint  interest  in  the  Depart¬ 
ment  of  Defense.  The  Services  absolutely  dominated  the  Department  of 
Defense.  First  of  all,  the  Chairman  of  the  Joint  Chiefs  of  Staff  was  kept  very 
weak.  F^ch  Service,  essentially,  had  an  effective  veto  over  what  was  going 
to  happen  in  the  Joint  Chiefs  of  Staff.  The  unified  commands  in  the  field 
were  not  really  unified  commands.  They  were  confederations  of  single- 
vScrvice  forces.  The  unified  commander  himself  was  kept  very  weak,  and  he 
had  powerful  and  independent  Service  components  underneath  him.  So  we 
continued  to  be  dominated  by  a  focus  on  Service  interests  with  relatively 
scarce  support  for  Joint  needs  in  the  Department  of  Defense. 


The  second  major  problem  is  related  to  the  first;  it  was  inadequate  Joint  mil¬ 
itary  advice.  We  had  a  system  of  marriage  agreements,  truces,  watered- 
down  advice.  The  Joint  Chiefs  of  Staff  had  a  tendency  to  provide  advice  to 
which  all  members  could  agree.  When  you  get  down  to  reaching  a  con¬ 
sensus  on  each  and  every  issue,  you  are  coming  up  with  the  lowest  common 
denominator. 


In  talking  about  Joint  military  advice,  i  think  it's  useful  to  think  about  the 
three  types  of  advice.  One  was  the  informal  advice:  the  President  or  the  Sec¬ 
retary  of  Defense  asking  the  Chairman  or  all  of  the  members  of  the  JCS  to 
come  in  and  provide  advice  on  a  particular  issue.  The  informal  advice  nor¬ 
mally  got  high  marks.  The  Secretary  of  Defense,  the  President,  or  the 
National  Security  Advisor  to  the  President  felt  that  the  informal  advice  was 
pretty  gmxl. 


Ilie  second  kind  of  advice  was  the  formal  advice  that  was  worked  through 
the  Joint  Chiefs  of  Staff  system.  That  advice  got  very  low  marks.  It  was 
almost  never  used  and  did  not  play  much  of  a  role  in  Department  of  Defense 
decision  making. 


The  third  kind  of  advic'e  was  the  advice  m>t  given,  and  that  was  the  whole 
range  of  issues  that  the  Joint  Chiefs  of  Staff  did  not  want  to  take  on:  the  uni¬ 
fied  command  plan.  Service  roles  and  missions.  Anything  that  was  going  to 
touch  on  important  Service  interests  they  would  attempt  to  stay  out  of.  The 
strategy  that  the  members  of  the  Joint  Chiefs  of  Staff  put  together  w-as 
fiscally  unconstrained  because  they  couldn't  deal  with  the  tough  choices. 
'11>e  Secretary  of  Defense  didn't  need  a  fiscally  unconstrained  strategy.  He 
needed  a  fiscally  constrained  strategy  so  he  could  start  making  those  trade¬ 
offs  between  Service  capuhilities,  or  missions,  or  whatever. 
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. . .  The  third  fundamental  problem  our  study  ideniified  was  the  inadequate 
quality  of  Joint  duty  military  personnel.  The  basic  problem  in  the  Depart* 
ment  of  Defense  is  people  generally  do  not  want  to  be  assigned  to  Joint 
duty.  They  know  they’re  being  pressured  or  monitored  for  loyalty  by  their 
Services  while  they’re  there,  They’re  not  prepared  either  by  educatinn  or 
experience  to  be  there,  and  they  serve  a  relatively  short  period  of  time.  The 
whole  idea  is,  if  you  get  stuck  with  going  to  Joint  duty  assignment,  get  in. 
keep  your  head  low,  get  your  ticket  punched,  and  get  out  ^lore  you  min 

your  career _ [Als  1  mentioned,  many  of  these  Joint  officer  provisions  dn 

not  go  into  effect  for  two  years.  You’re  not  actually  seeing  ibe  effect  of  the 
law  itself,  but  you're  seeing  people's  anticipation  of  what  the  law  is  going  to 
require.  Traditionally,  the  Navy  has  not  sent  its  line  officers  to  Joint  col¬ 
leges,  and  they  have  filled  far  fewer  than  their  share  of  Joint  duty  positions. 
Their  technique  would  be  to  offer  somebody  who  was  not  qualified.  The 
organization  would  not  accept  him.  and  then  the  Navy  would  just  leave  the 
billet  open.  We  are  now  seeing  the  Navy  move  smartly  to  fill  the  positions 
in  Joint  duty  that  are  assigned  to  the  Navy,  including  flag  rank  positions. 


We  are  seeing  much  more  interest  by  people  in  all  Services,  probably  less  so 
in  the  Navy  given  the  orientation  in  the  past,  in  having  Joint  duly  assign¬ 
ments.  in  the  law  we  did  not  go  into  the  education  area  because  the  idea  of 
the  Congress  trying  to  structure  professional  military  education  was  some¬ 
thing  that  we  thought  we  ought  to  «aay  away  from.  The  Chairman  of  the 
Joint  Chiefs  of  Staff  has  set  up  a  Senior  Military  Schools  Review  Board 
headed  by  General  Dougherty,  that  is  looking  at  what  we  need  to  do  in 
terms  of  education.  We  did  not 


Ct*nef4/  Oougherty—Cenetal  Hum^U  (. 
Ooug/ierty.  UHAf  iHclJ 


define  what  Joint  military  educa¬ 
tion  was.  The  Department  of 
Defense  may  identify  it  as  only  the 
three  colleges  of  the  National 

Defense  University  tx  they  may  include  the  Defense  Inielligenc'e  College. 
There's  more  work  that  needs  to  be  tfene  on  that  issue,  and  we  think  we 
have  some  leverage  on  the  Departnwnt  to  gel  them  to  move  ool  ftm.efully. 


. . .  One  of  the  things  that  we’ve  dime  is  establish  some  pronuMion  policy 
objectives.  These  are  not  qwMas.  The  law  does  not  say  this  must  be  done. 
We  have  just  said  to  the  Secretary  of  Defense.  "You  shall  ensure  that 
qualifications  of  ofTic'ers  who  are  assigned  to  Joint  duty  are  such  that  these 
kinds  of  promotion  rates  will  result.  If  you  dim’l  meet  these  promotion  rales, 
you  write  to  us  and  tell  us  why  you  haven't  and  what  corrective  actions 
you’re  going  to  take." 

The  offic'ers  who  are  selected  for  the  Joint  specialty  must  be  pronaitcd  at  a 
rale  not  less  than  the  rale  for  the  Service  Headquarters  Staffs,  which  is  the 
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highest  promotion  rate  in  the  Department  of  Defense.  People  who  serve  on 
the  Joint  Staff  must  have  the  sa-me  promotion  rate,  not  less  than  that  for  the 
Service  Headquarters  Staffs.  Other  officers  assigned  to  Joint  duty  may  not 
be  promoted  at  a  rate  less  than  the  Service-wide  rate.  It  is  hard  to  believe, 
but  in  the  Navy,  offieers  assigned  to  our  most  important  military  staff,  the 
Joint  Staff,  are  promoted  at  a  rate  less  than  the  Serviee-wide  rate,  and  the 
same  thing  for  the  Marine  Corps. . . . 

IOEITINOER)  You  certainly  wouldn't  want  IfX)  percent  of  all  officers  to 
be  Joint  officers,  because  the  5lerviees  do  perform  an  important  function,  to 
be  specialists  in  their  brand  of  war  fighting,  and  if  that  didn't  exist  we'd 
have  to  invent  it.  It's  like  the  academie  battle  over  depanmentaliration  and 
specialization.  If  you  didn't  have  it,  everybody  would  be  a  superficial  dilet¬ 
tante.  You’d  say.  ''Let's  get  rid  of  all  of  these  superficial  generalists  and 
let's  have  somebody  who  knows  something."  Then  you  get  somebody  who 
knows  something,  but  he  knows  an  amazing  anK>unt  of  detail  in  a  very  lim¬ 
ited  area.  Then  you  say.  "How  do  you  pul  them  together?"  The  military  has 
an  absence  of  such  people  . . .  you  lose  the  advantage  of  specialists  who  can 
orchestrate  the  thing.  You've  got  all  these  vidin  players,  you’ve  got  all  the 
percussionists  and  so  on.  Who  is  the  orchestra  leader.*  You  don’t  need 
everybody  to  be  capable  of  doing  that,  hut  you  need  some. 

|L()CHtK|  As  a  matter  of  fact,  if  you  think  about  Joint  duty,  you’re 
really  only  talking  about  3  to  5  or  6  peicent  of  all  oiricer  positions  being  in 
Joint  duly  assignments,  tven  if  you  have  a  ihrec-io-one  ba.se—  you’ve  got  to 
be  devehtpintt  two  other  guys  for  every  guy  who’s  in  a  Joint  position — we're 
not  talking  about  more  than  half  the  niililar)  establishment  in  terms  of  its 
officer  corps.  You're  still  talking  about  a  relatively  snmll  portion.  Hut  our 
problem  has  been  that  the  sysieiu  has  been  designed  to  prepare  people  for 
single-Service  needs,  and  it  has  been  designed  to  reward  them  for  doing 
things  that  are  important  to  their  Service,  not  to  prepare  this  small  cadre  of 
people  who  have  to  be  able  to  understand  nwHC  than  just  their  ow  n  .Service. 
We  have  nut  been  able  to  do  it  in  the  field  because  the  Services  have 
remained  fairly  independent  under  the  ClNCs. 

...  As  hisenbower  said.  "Peacetime  preparatory  and  organizational  activity 
must  rccugiii/e  the  fact  that  we  have  to  be  unilteJ."  We're  not  doing  that. 
When  they  were  preparing  for  Gienada.  each  Service  did  its  own  planning 
and  had  its  own  planning  scs.\:ons  without  inviting  anybody  else,  and  then 
they  expected  to  go  down  there  and  have  an  elfcetive  unified  operaiiim. 

With  the  Iranian  rescue  mission,  the  sante  approach  occurred.  A  long  pcritid 
of  liiite  was  taken  to  prepnre  fur  the  Iranian  mission,  but  each  Service  went 
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off  and  did  its  own  thing.  They  went  to  separate  locations.  There  was  no 
single  commander.  They  weren’t  us«i  to  woricing  with  each  other,  and  they 
were  going  to  arrive  in  the  desert  in  the  middle  of  the  night  in  Iran  and 
expect  the  whole  operation  to  work. 

. . .  You  essenli'^'ly  dividri  Vietnam  into  five  air  wars.  The  Army,  the 
Navy,  and  the  .inc  Corps  each  fought  its  own  air  war.  The  Air  Force  had 
two  air  wars,  because  SAC  was  being  run  from  Omaha  out  of  Thailand  and 
Guam,  and  then  (he  Tactical  Air  Force  in  Vietnam  did  its  own  thing  as  well. 

We’ve  made  the  Chairman  of  the  Joint  Chiefs  of  Staff  responsible  for 
development  of  Joint  doctrine.  He  does  not  need  to  coordinate  with  the  other 
chiefs.  He’ll  hear  their  advice,  but  in  die  end.  he’s  the  one  who's  going  to 
make  the  decision.  There’s  always  been  a  big  problem  with  Marine  air. 
Marine  air  arrives  in  the  theater  40  or  45  days  before  (he  rest  of  (he  Marine 
Amphibious  Force.  But  (he  Marine  Corps  had  refused  (o  allow  (ho.se  air 
assets  to  he  assigned  to  the  theater  commander.  That’s  all  been  changed 
now.  JCS  Publication  No.  2.  Unified  Action  Armed  Forces,  has  broken  the 
Marine  Corps’  back  on  that  issue,  and  .said  (hat  (hose  assets  belong  (o  the 
(heater  commander  and  he  shall  determine  how  they'll  be  used. 


We  have  a  long  way  to  go  in  Joint  doctrine.  We  essentially  have  very  little 
Joint  doctrine,  so  when  a  Grenada  happens,  and  Service  forces  have  to  oper¬ 
ate  together,  there  are  going  to  he  tremendous  problems.  There  are  always 
going  to  be  problems.  In  war.  you’re  not  going  to  eliminate  (hem.  bu(  we're 
giving  ourselves  some  major  disadvantages  now. 


...  The  CINC  has  now  been  given  (he  au(hori(y  (o  prepare  (he  forces 
assigned  (o  him  for  (heir  missions,  lie  will  alsi>  he  given  a  budget  control¬ 
ling  Joint  exercises.  We  believe  (hat  if  we  start  with  (he  peo|rie  who  are  (he 
CINCs  and  (heir  immediate  staffs,  ami  they  understand  Ih>w  all  of  (his  will 
need  (o  fi(  (ogedier.  (hey  will  prepare  (he  forces  below  them  for  whatever 
JoiiJ  interactions  arc  going  (o  he  necessary  with  nwre  Joint  exercises  and  by 
making  c'ertain  (ha(  (he  people  who  are  below  them  are  responsive  (o  their 
direction. 

. . .  One  of  (he  problems  we  have  now  is  (ha(  we're  gening  CINCs  w-h<  have 
never  nepped  outside  of  (heir  Service.  Their  first  Joint  assignnarnt  is  ^  hen 
(hey  become  a  CINC.  or  (hey  had  nine  months  just  prior  (o  becoming  a 
CINC.  A  very  limited  (ime.  OlTicers  are  jus(  going  s(raigh(  up  the  Service 
channel:  (he  next  thing  you  know,  they’re  running  a  Joint  organization  with 
no  prior  'xposure  whalsuever.  So  we’ve  said.  "You  had  (o  have  (he  Joint 
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specially,  and  you  had  lo  have  one  Joint  duly  assignment  of  three  years  in 
length  as  a  general  or  flag  officer."  We  want  these  o^icers  to  be  prepared 
for  these  responsibilities.  A  Service  chief  has  to  have  had  significant  Joint 
experience,  and  he  has  lo  have  one  Joint  duly  assignment  of  three  years  as  a 
general  or  flag  officer. 

. . .  The  JCS  Chairman  will  review  all  promotion  board  reports  where  Joint 
duty  officers  were  considered.  The  Secretary  of  Defense  will  establish  some 
procedures  for  monitoring  these  officers’  careers  to  make  certain  that  at  no 
lime  during  (heir  career  is  somebody  coming  along  and  trying  lo  penalize 
them  for  what  they  did  during  a  Joint  duly  assignment.  Then  we  have 
established  some  congressional  reports  and  oversight.  The  Secretary  of 
Defense  has  to  report  when  he  doesn’t  meet  some  of  these  policy  objectives. 

The  Joint  Staff  and  the  CINC  staffs  are  made  much  more  independent  in  the 
legislation,  so  they  don’t  have  to  go  to  the  Services.  The  Services  can’t 
watch  every  move  that  they’re  making.  We’ve  created  some  countervailing 
pressures  to  this.  The  Chairman  and  the  ClNCs  can  suspend  any  officer 
assigned  to  their  command  or  lo  (heir  Joint  staff  from  duly,  and  recommend 
their  reassignment.  The  ClNCs  will  evaluate  their  subordinate  commanders. 
That  means  that  CINCPAC  has  an  Air  Force  four-siar  CINCPACAF  who 
reports  to  him.  and  CINCPAC  will  evaluate  CINCPACAF’s  performance 
and  that  evaluation  will  go  into  (Kc  Air  Force  officer’s  personnel  record. 

. . .  It's  lo  give  him  the  authority  he  needs  lo  meld  llK>se  forces  together  into 
an  integrated  fighting  team.  He  does  not  have  that  now.  One  of  the  areas 
where  the  ClNCs  don’t  have  any  authority  is  in  (he  field  of  logistics.  To 
think  that  you’re  going  to  take  these  combatant  forces  without  any  logistics 
input  and  go  off  and  fight  is  pretty  silly,  too.  One  of  the  key  examples  that 
we  use  is  from  my  visit  with  Admiral  Crowe  in  the  Pacific.  He  had  one  of 
his  Service  component  commanders  who  wanted  to  pul  his  war  reserve 
materials  in  location  Y.  and  Admiral  Crowe  said  to  him.  "Location  Y 
doesn't  support  our  war  plans,  we  need  it  over  here  in  location  X.’’  The 
Service  component  commander  said.  "Logistics  is  not  a  matter  fiN*  consid¬ 
eration  by  (he  CINC."  The  Army— in  (his  case  it  was  the  Army — said,  ’it 
would  put  its  war  reserve  materials  where  it  (kinin  well  pleases  them  to  pul 
them.” 

Essentially  what  happened  is  that  (he  CINC  would  be  assigned  femres  from 
four  Services,  all  assuming  a  differoit  war.  trained  and  equipped  differently, 
with  different  logistics  policies,  with  no  integration  of  logistics  capability  in 
peacetime,  and  (hen  they  would  be  ioiced  to  conduct  an  operation  like  Gre¬ 
nada.  and  it  was  just  too  much  separateness  to  overcome. 
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. . .  The  next  point  is  one  that  we’ve  touched  on  already  to  a  great  extent, 
and  that's  the  imbalance  between  the  responsibilities  and  command  authority 
of  the  uniHed  combatant  commanders.  Even  though  we  created  some  uniried 
commands  during  World  War  II  and  then  we  formally  created  them  in  1947 
and  1948,  they  never  have  been  unified.  They've  been  unified  only  in  name. 
They’ve  essentially  been  confederations  of  single-Service  forees.  The  com¬ 
mander  has  been  very  weak,  not  really  even  able  to  prepare  his  forees.  To 
hold  him  accountable  for  the  ability  of  his  forees  to  cany  out  their  missions 
was  inappropriate  given  his  limited  authority. . . .  The  role  of  the  Secretary 
of  Defense  in  the  chain  of  command  was  very  confused.  The  role  of  the 
Chairman  of  the  Joint  Chiefs  of  Staff  and  the  other  members  of  the  Joint 
Chiefs  of  Staff  was  confused,  and  the  unified  commanders  in  the  Held  had 
very  little  authority  with  respect  to  the  chain  of  command  below  them.  The 
ClNCs  were  required  to  go  through  all  of  the  Service  layers.  So  when  Gen¬ 
eral  Bernie  Rogers  had  that  Marine  battalion  ashore  in  Lebanon,  if  he 
wanted  to  have  tight  control  of  that  situation  and  to  shorten  that  chain  of 
command,  he  could  not  do  so.  He  wi»  required  to  go  down  through  all  those 
levels,  and  there  were  about  five  or  six  levels  between  himself  and  that  bat¬ 
talion  commander.  It  was  a  situation  in  which  we  had  a  lot  of  confusion,  and 
we  could  not  streamline  the  chain  of  command  as  appropriate  to  the 
situation. 


Ineffective  strategic  planning.  Strategic  planning  is  really  neglected  in  the 
Department  of  Defense.  Everybody's  chasing  resources.  The  uhole  system 
in  the  Pentagon  is  dominated  by  programming  and  budgeting. 


...  In  the  Goldwuter-Nichols  Act  coming  out  of  the  Senate  side,  we  elimi¬ 
nated  iwo-third.s  of  the  recurring  reports  that  the  Congress  required  from  the 
Department  of  Defense. . . .  The  problems  of  reforming  the  Congress  are 
enormous.  In  defense  reorganization,  one  of  the  things  that  the  Senate 
Armed  Services  Committee  attempted  to  do.  within  the  committee's  juris¬ 
diction.  was  to  reduce  the  burdens  that  we  were  placing  on  the  Department 
of  Defense. 


The  first  effort  that  we  made  was  to  assess  all  558  reports  that  are  required 
on  a  recurring  basis  from  the  Peniagim  or  ibe  President  by  either  our  com¬ 
mittee,  the  Appropriations  Committee,  or  in  the  national  defense  field.  Two- 
thirds  of  those  have  been  eliminated.  That  removes  a  big  burden  from  the 
Department  of  Defense.  We  have  made  it  much  tougher  for  reports  to  be 
required  of  the  Department  of  Defense.  We've  cut  down  on  the  questions  for 
the  record.  We  attempted  to  reduce  the  number  of  our  hearings.  But  the 
really  big  changes  we  can't  make  on  our  own.  Either  it  involves  changes  to 
Senate  rules,  or  ue  have  to  get  the  House  Armed  Services  Committee  to 
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cooperate  with  us.  or  the  Appropriations  Committees.  We're  trying  to  do  a 
two-year  defense  budget,  which  we  have  required  the  Depratment  of 
Defense  to  submit.  That  requirement  originated  with  the  Senate  Armed 
Services  Committee.  There  are  just  enormous  problems  with  a  two-year 
budget.  Whether  we’re  going  to  be  aiccessful  or  not  is  hard  to  predict,  but 
there’s  almost  no  interest  outside  of  out  committee.  But  there  are  some  enor¬ 
mous  problems  in  terms  of  congressional  micromanagement. 


. . .  If  you  look  at  the  study  that  the  committee  printed,  you’ll  see  recom¬ 
mendations  that  are  much  more  forceful,  such  as  abolish  the  Joint  Chiefs  of 
Staff  and  replace  them  with  a  group  of  wise  men  to  be  known  as  the  Joint 
Military  Advisory  Council.  It  was  our  view  that  if  we  offered  recommenda¬ 
tions  which  were  exactly  where  we  wanted  to  come  out.  we  would  be  com¬ 
promising  from  there,  and  we'd  come  out  with  something  less.  We  decided 
to  offer  more  forceful  prc^sals  as  a  starting  point. 


The  idea  of  a  Joint  Military  Advise^  Council  had  been  offered  by  people  in 
the  past.  General  Bradley  and  a  number  of  other  people  had  proposed  this 
idea.  So  it  had  enough  credibility  and  was  something  that  we  could  select  to 
let  the  members  of  the  Joint  Chiefs  of  Staff  know  how  serious  we  were  on 
this  issue,  how  disai^inted  we  were  in  their  performance,  and  ho  v  drastic 
the  measures  were  that  we  had  in  mind.  Essentially  that  provision  came  to 
be  a  "bullet  trap"  in  that  the  members  of  the  Joint  Chiefs  of  Staff  and  much 
of  the  Department  of  Defense  spent  most  of  their  ammunition  firing  at  this 
idea  of  a  Joint  Military  Advismy  Council.  Our  real  objective  was  strength¬ 
ening  the  JCS  Chairman.  We  thought  that  was  something  that  was  do-able. 
You  could  debate  the  merits  of  this  Joint  Military  Advisory  Council,  but  in 
our  view,  we  couldn't  Mart  off  by  saying.  "We  want  to  nxake  the  Chairman 
the  principal  military  adviser  and  give  him  a  Vice  Chainnan."  because  then 
we  would  have  been  foaxd  to  compromise  from  that.  We  held  onto  this  idea 
of  a  Joint  Military  Advisory  Council — and  it  was  just  a  staff 
recommendation — but  when  we  put  out  the  study,  when  the  staff  testified  in 
front  of  the  committee,  when  we  received  all  of  the  media  attention,  the 
depunmeiit  spent  a  kH  of  its  energy  fighting  off  that  idea. 


Iliere  were  certain  things  that  we  were  not  able  to  achieve  in  the  legislation, 
and  these  are  some  of  the  unresolved  issues  I'll  turn  to  later.  But  for  the 
most  part,  we  were  able  to  achieve  what  we  had  in  mind  in  terms  of  organi¬ 
zational  changes.  Pan  of  that  came  about  because,  as  you  know,  the  House 
had  sianed  this  reorganization  w<irk  first,  but  they  had  focused  solely  on  the 
Joint  Chiefs  of  Staff.  The  Senate  had  decided  it  had  to  be  a  much  broader 
reorganization  effon.  But  the  House  got  some  momentum  going.  I'hen  the 
Senate  built  on  that  to  do  our  broader  legislation.  When  our  legislation  was 
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voted  out  of  the  Senate  95  lo  nothing,  it  gave  the  House  a  real  shot  in  the 
arm,  and  then  the  House  could  \0Qk  at  going  further.  We  ended  up  compro¬ 
mising  in  the  conference  with  the  House  Armed  Services  Committee.  There 
are  a  few  things  lhal  did  nol  gel  done,  but  for  the  most  part  we're  fairly  sat¬ 
isfied  with  what  we  were  able  to  work  out.  All  of  this  was  very  carefully 
considered.  You're  talking  about  three  or  four  years'  worth  of  woric. 

Let  me  go  straight  to  the  fundamental  purposes  of  the  Act,  and  how  we  hope 
to  achieve  some  of  them. 

One  of  the  fundamental  purposes  was  to  improve  the  quality  and  enhance 
the  role  of  professional  military  advice.  What  ended  up  happening  was  that 
Secretaries  of  Defense  knew  when  they  were  getting  mush  from  the  JCS. 
They  ended  up  often  going  to  civilians  to  get  military  advice.  They  were 
civilians  who  often  were  nol  qualified  to  provide  that  advice,  but  a  Secretary 
of  Defense  hud  nowhere  else  to  turn.  We  had  the  view  that  military  expertise 
must  be  more  effectively  applied  to  the  very  complex  defense  issues  that  we 
were  facing.  What  did  we  end  up  doing?  We  made  the  Chairman  of  the  Joint 
Chiefs  of  Stuff  the  principal  militiry  adviser  to  the  President,  the  National 
Security  Council,  und  the  Secretary  of  Defense.  What  did  that  mean?  It 
essentially  meant  that  the  other  members  of  the  Joint  Chiefs  of  Staff  became 
advisers  lo  the  Chairman,  und  he  was  the  decision  maker  in  terms  of  the 
advice  lhal  would  be  offered  to  higher  civilian  authority. 

There  are  certain  instances  in  which  the  other  members  of  the  Joint  Chiefs  of 
Stuff  cun  take  their  views  lo  the  Secretary  of  Defense,  the  President,  or  the 
National  Security  Council,  or  any  of  those  groups  could  ask  them  fur  their 
corporate  views  or  their  individual  views.  Or  if  they  disagreed  with  ihe 
Chairman,  then  we  gave  them  ihe  right  lo  present  iheir  views.  But  the  nor¬ 
mal  process  is  that  ihe  Chairman  is  the  principal  niitilary  adviser.  All  ihe 
former  duties  that  were  assigned  to  the  corporate  JCS  are  now  assigned  lo 
the  Chairman,  lie  manages  the  Joint  Staff,  lie  decides  under  whal  proce¬ 
dures  they'll  do  Iheir  work. 

We  sought  lo  strengthen  civilian  control  of  the  niililar)'.  We  didn't  see  any 
major  problems  here,  bul  we  did  have  these  problems  in  terms  of  the  rote  of 
Ihe  Secretary  of  IXrfense  in  the  chain  of  command,  and  the  authority  of  the 
Service  secretaries  over  iheir  departments.  We  fell  there  were  :>ome  useful 
clarificalions  lhal  could  be  made,  particularly  in  the  uaa  of  inlelligerwe  in 
Ihe  mililary  depurtmenis.  Many  people  in  ihe  mililary  departments  said  intel¬ 
ligence  is  an  operational  inaiier  and.  therefore.  Ihe  Sen-ice  secretaries  had 
no  business  being  involved.  So  there  were  acliviiies  lhal  were  actually  ikme 
in  Ihe  mililary  depurtmenis  in  the  intelligence  Held  that  were  mH  brought  lo 
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the  allenlion  of  the  secretaries  of  ihc  military  departments.  Some  of  these 
things,  particularly  in  the  Army,  have  backfired  here  recently.  So  we  sought 
to  strengthen  civilian  control,  not  that  we  had  any  real  concerns,  but  that's 
something  that  Congress  is  going  to  be  very  careful  about  in  doing  its  work. 


Strengthen  the  authority  of  Joint  military  officers.  The  one  thing  the  law 
does  is  provide  for  a  fundamental  shift  of  power  and  influence  from  Service 
officials  and  organizations  to  Jmnt  officials  and  organizations.  The  Chair* 
man  has  been  made  more  powerful.  We've  created  a  Vice  Chairman  of  the 
Joint  Chiefs  of  Staff  to  assist  him,  who's  the  second-ranking  military 
officer,  and  the  CINCs  have  been  made  much  more  powerful.  They  now 
have  the  kind  of  authority  they  need  to  carry  out  their  responsibilities. 

. . .  Enhancing  the  effectiveness  of  miHtary  operations  goes  back  to  this  com¬ 
mand  and  personnel  authority  that  we  have  given  to  the  CINCs.  They  now 
have  all  of  the  authority  they  need  lo  prepare  all  of  the  forces  in  their  com¬ 
mand  for  assigned  missions. 


. ..  ITjhere  are  two  actions  that  have  been  taken  in  terms  of  strengthening 
central  direction,  but  also  decentralizing.  The  central  direction  part  of  what 
we've  done  is  try  to  get  much  bener  strategic  planning.  We've  required  that 
the  strategy  document  prepared  by  the  Chairman  must  be  fiscally  con¬ 
strained.  We've  required  that  be  prioritize  the  operational  requirements  of 
the  CINCs.  and  that  he  look  at  what  the  Services  are  doing  with  their 
budgets  and  compare  them  to  these  other  yardsticks  that  he's  been  required 
to  develop.  We  tried  to  get  more  attention  on  strategic  planning  in  the 
Department. 

In  terms  of  decentralization,  a  lot  of  the  authority  that  had  been  held  in  the 
military  department  headquarters  has  now  been  pushed  out  into  the  field  to 
the  CINCs. 

We've  clarified  the  operational  chain  of  command  in  terms  of  the  Secretary 
of  Defense.  We  made  certain  that  everybody  understands  that  neither  the 
Chairman  nor  the  other  members  of  the  Joint  Chiefs  of  Staff  are  in  the  oper¬ 
ational  chain  of  commaitd.  and  we've  given  the  CINC  the  authority  within 
his  command  to  specify  his  ch;in  of  command.  So  when  we  go  back  to  that 
Lebarum  situ.ition.  if  General  Bemic  Rogers  decided,  "I  want  that  battalion 
commander  reporting  to  me.  arnl  that's  the  only  way  1  can  get  die  kind  of 

operational  control  I  need."  he  could  do  so _ The  chain  of  commaruJ  runs 

from  the  President,  to  the  Secretary  of  Defense,  to  the  unified  and  specified 
combatant  commanders  in  the  field.  Neither  the  Chairman  nor  the  other 
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members  of  the  JCS  arc  in  the  operational  chain  of  command.  It  does  not 
flow  through  them.  We  have  given  the  President  and  the  Secretary  of 
Defense  the  authority  to  use  the  Chairman  to  help  them  carry  out  their  com* 
mand  functions,  and  there's  a  couple  of  ways  he  can  do  so.  He  can  transmit 
orders  that  they  give  as  he  does  now.  He  can  also  be  used  to  oversee  the 
implementation  of  their  command  instructions. 

. . .  We’ve  attempted  to  reduce  and  streamline  the  defense  bureaucracy.  We 
felt  that  the  headquarters  organizations  had  become  loo  large.  The  span  of 
control  of  senior  defense  officials  was  just  enormous.  The  Secretary  of 
Defense  has  42  people  reporting  directly  to  him.  The  Service  chiefs  had 
between  34  and  48  officials  who  reported  directly  to  them.  There  was  too 
much  duplication  in  the  military  headquarters  staff.  We’ve  tried  some  con* 
solidation  there.  We  have  uctuaMy  forced  people  out  of  these  headquarters 
organizations  in  an  effort  to  streamline  them. 

. . .  We've  aiiempied  to  provide  for  continued  study  and  management  atten* 
lion  to  these  defense  reorganization  issues.  One  of  the  key  points  is  that  our 
understanding  of  defense  organization  is  very,  very  poor  Our  thinking  about 
these  issue.s  was  retarded  because  the  people  who  wanted  to  defend  the  sla* 
lus  quo  were  exiremely  powerful,  and  they  were  able  to  blunt  almost  any 
initiative  to  think  about  these  ideas. 

What  kind  of  a  general  staff  did  we  need,  or  people  for  Joint  duty'.’  What 
should  the  Office  of  the  Secretary  of  Defense  look  like.’  What  kinds  of 
responsihilities  do  they  have'.’  What  authorities  should  the  unified  com¬ 
manders  in  the  field  have'.’  All  of  these  kinds  of  thoughts  have  really  been 
studied  very  little  in  the  United  States.  When  we  did  this  work,  we  were 
breaking  new  ground  in  many  areas.  We  have  attempted  to  continue  to 
require  that  these  issues  get  sonK  attention  in  the  future. 

. . .  There  are  a  couple  of  issues  that  I'd  like  to  talk  about.  There  are  three 
things  that  arc  holdovers  from  defense  reorganization  that  have  not  been 
adequately  addressed  so  far.  The  most  important  of  those,  in  my  view  ,  is  the 
Office  of  the  Secretary  of  Defense.  Those  of  yini  who  have  read  «»me  of  the 
things  I've  written  and  sonw  things  that  Professor  Sam  Huntington  has  writ¬ 
ten  on  this  subject  know  that  we  have  the  view  that  there  is  a  need  for  very 
strong  mission  orientation  in  the  Office  of  the  Secretary  of  Defense.  Cur¬ 
rently,  the  Office  is  organized  on  almost  an  exclusively  functional  basis. 
When  1  say  functional.  I  mean  manpower,  installations,  logistics,  and 
research  and  development.  That  came  about  in  1953  when  OSD  was 
e.xpanded  with  six  additional  Assistant  Secretaries  of  Defense  and  a  Director 
of  Defense  Research  and  Engineering.  It  was  decided  to  have  the  Office  of 
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the  Secretary  of  Defense  mirTx>r'image  the  Services,  so  that  the  Secretary  of 
Defense  could  control  the  functional  activities  of  the  Services. 

It's  important  that  the  Secretary  of  Defense  be  able  to  do  that  to  a  certain 
extent.  But  his  real  role  is  to  be  an  integrator  of  Service  capabilities  to  carry 
out  the  major  missions  of  the  Department  of  Defense,  none  of  vt^hich  can  be 
done  by  any  Service  on  its  own.  If  you  look  at  the  organization  that  supports 
him.  it's  designed  for  functional  imegration — we  can  do  manpower  planning 
department-wide — but  not  for  what  we  call  mission  integration. 

. . .  The  second  area  that  was  left  undone  was  on  the  defense  agencies.  They 
have  received  such  limited  attention  over  the  last  30  years  that  there  was  not 
much  information  and  analysis  to  work  with.  What  we  really  needed  was  a 
rigorous  re-examination  of  the  defense  agencies.  Were  they  doing  what  was 
appropriate?  Had  they  gathered  too  many  activities  that  could  be  better  done 
by  the  Services?  Could  they  be  structured  better?  There  is  a  set  of  reports 
coming  in  on  that  issue  as  well.  The  defense  agencies  are  Joint  organiza¬ 
tions.  They  play  important  roles,  but  they  have  been  relatively  neglected  in 
terms  of  management  attention. 


The  third  issue  is  the  Congress.  WhiU  do  we  do  about  congressional  review 
and  oversight  of  national  defense?  Tlie  Congress  has  been  working  harder 
and  harder  and  accomplishing  less  and  less.  We  thought  that  one  solution 
might  be  a  two-year  defense  budget  which  could  reduce  the  demands  of  the 
Congress  on  the  Depanment  of  Oefeme.  We're  trying  to  implement  a  two- 
year  budget  this  year — that's  what  I’ve  been  working  on  the  past  couple  of 
days,  the  authorization  request  for  fiscal  years  1988  and  1989.  It's  very  dif¬ 
ficult  to  do  the  second  year,  primarily  because  decisions  that  you  would 
make  for  the  second  year  depend  upon  information  you  do  not  now  have. 
They're  dependent  upon  things  like  lest  results  on  R&D  progress.  Just  in  the 
few  months  since  the  budget  has  been  submitted,  there  have  been  so  many 
fact-of-life  changes  to  KY88  that  spilled  over  to  FY89  that  it  is  very  difficult 
to  think  about  how  we're  going  to  do  a  comprehensive  two-year  defense 
budget.  Our  current  thinking  is  that  we  will  approve  fiscal  year  1988.  the 
current  budget  year,  in  its  entirety,  and  in  1989  we  will  try  to  approve  those 
programs  that  are  stable  and  noncontroversial.  We're  going  to  be  building 
the  two-year  budget  fnmi  the  bottom  up.  It  won't  he  a  complete  effort. 

...  We  have  very  serious  problems  in  terms  of  military  strategy  or  national 
security  strategy.  It  is  very  poorly  developed.  We  just  don't  have  a  tradition 
of  strategy  making.  We  don't  put  ow  anention  there  We've  got  a  long  way 
to  go  in  terms  of  preparing  our  thoughts  in  that  regard.  Related  to  that  is  the 
fact  that  we  do  not  have  a  direct  link  between  our  budget  and  our  strategy. 
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We  push  a  lot  of  paper  and  give  a  lot  of  lip  service  to  what  strategy  work  we 
do  have,  and  then  we  build  a  defense  budget  from  the  bottom  up,  focusing 
on  what  the  Services  want.  The  Senate  Armed  Services  Committee  has  been 
questioning  the  witnesses  this  year  to  tell  us  what  the  mission  deficiencies 
art.  based  upon  our  strategy,  and  then  how  the  authorization  request  relates 
to  those  deficiencies.  They  absolutely  cannot  do  it.  (147-48.  ISO.  IS2.  IS4. 
155-56,  157.  158.  160,  161-62,  163-64,  166,  167,  169-70) 


17.  ARCHIE  D.  Barrett, 
"Defense  Reorganization. 
A  View  from  the  House" 
(1987.  pp.  173-94) 


Stiff  mtmber.  House  Armed  Services 
Committee:  former  MiliUry  Stiff 
Assistant  to  the  Ixecutive  Secretiry 
of  the  Defense  Organization  Study; 
author.  Reappraising  Defense  Orga- 
nizaiiontfMJ) 


There's  absolutely  no  question  that  the  committee  (House  Armed  Serviees 
Committee]  and  the  Congress  have  the  authority  and  the  right  to  get  into 
anything  they  want  to  in  the  Department  of  Defense,  to  the  degree  of  speci¬ 
ficity  that  they  want  to.  The  Constitution  has  one  sentence  about  the  l^si- 
dent  and  the  military.  It  says  he's  the  Commander  in  Chief,  and  that's  all. 
There  are  some  historians  who  would  point  out  that  that  was  included  so  that 
there  would  be  no  question  that  the  President  has  control  of  the  militia  of  the 
several  states,  not  as  a  grand  idea  about  generalship  in  war.  Nevertheless. 
I'm  not  disputing  that  "Commander  in  Chief  is  a  much  broader  concept 
today  than  it  was  then.  The  point  is  that  the  Constitution,  with  respect  to 
Congress  and  the  military,  goes  on.  and  on.  and  on — sentence  after 
sentence — about  what  the  Congress'  power  is:  "The  Congress  shall  have  the 
power  to  declare  war.  and  make  rules  concerning  captures  on  land  and 
water,  raise  and  support  armies,  provide  and  maintain  a  navy,  and  make 
rules  for  the  government,  and  regulations  of  the  land  and  naval  forces.  To 
provide  for  calling  forth  the  militia  to  eaecuie  the  laws  of  the  union,  sup¬ 
press  insurrections  and  repel  invasions.  To  provide  for  organizing  armies, 
and  disciplining  the  militia."  Plus,  of  course.  Congress  authorizes  and 
appropriates  the  resources  of  the  Defense  Department. 


The  distinction  that  must  be  made  is  that  when  you  discuss  congressional 
micromanagement  or  congresskmal  meddling,  you  need,  particularly  if  you 
are  in  the  military,  to  understand  that  you're  Miking  about  a  normative 
subject — what  is  prudential'— and  not  a  legal  subject.  1  think  people  fre¬ 
quently  misunderstand  that.  I  often  caution  audiences  to  make  the  distinction 
l^tween  what  they  think  Congress  ought  to  do  and  what  Congress  legally 
can  do. . . . 
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Military  departments  are  the  input  side.  They  organize,  train,  and  prepare 
forces  for  war. 

The  output  side  is  the  war-fighting  side,  the  Joint  commands — unified  and 
specified — the  organizations  that  Eisenhower  was  talking  about.  The  input 
will  be  separate.  The  output  will  be  integrated.  Combinations  of  forces  from 
four  Services  will  be  prepared  to  fight  and  they  will  fight  wan  if  necessary. 
The  commands  I'm  talking  about  are  the  European  Command,  the  Pacini" 
Command.  Commands  like  that  are  unified.  The  specified  commands  are 
those  such  as  the  Strategic  Air  Corrunand  (SAC),  the  North  American  Aero¬ 
space  Defense  Command,  and  the  Military  Airlift  Command  (MAC). 

Each  of  the  unified  commands  has  components  that  were  established  as  a 
result  of  the  National  Security  Act  law,  but  not  required  by  it.  In  Europe  we 
have  the  US  Air  Forces,  Europe:  the  US  Army.  Europe:  and  the  US  Navy. 
Europe.  They  come  under  the  unified  commander,  and  they're  supposed  to 
fight  as  one  force  under  that  unified  commander.  But.  in  fact,  on  a  day-to- 
day  basis  they're  Air  Force  commands,  Army  commands,  and  Navy  com¬ 
mands.  In  effect,  they're  little  armies,  air  forces,  and  navies.  They  have 
their  own  supptHi,  they  fly  their  own  training  missions  in  the  Air  Force  and 
run  their  own  exercises  in  the  Army 

...  The  organizational  arrangements  (end  themselves,  in  other  words,  to 
allowing  the  Services  to  dominate  more  than.  1  think,  an  objective  reading 
of  the  law  would  support.  Let's  just  take  a  look  at  the  unified  and  .specified 
commanders.  They  come  fnmi  the  Services.  They  go  back  to  the  Services. 
Their  promotions  hinge  on  the  Services.  It  was  very  difficult,  for  example, 
to  get  the  unified  commanders  to  testify  on  the  reorganization  legislation, 
because  the  Services  were  very  much  opposed  to  the  legishiiion.  Despite  the 
fact  that  the  legislation  would  benefit  these  commatJers.  most  wanted  no 
pari  of  going  on  rectvd  with  regard  to  these  controversial  issues. 

Yet  we  found  their  command  prerogatives  were  very,  very  limited.  If  you 
think  about  what  a  unified  commander,  or  a  military  commander,  must  deal 
with,  and  what  authority  he  should  have,  and  if  1  asked  you  to  put  them 
down  on  a  piece  of  paper.  1  think  you  would  be  surprised  when  you  com¬ 
pared  your  piece  of  paper  with  the  reality  of  the  unified  commanders' 
authority.  The  commanders  had  very  limited  authority  over  the  selection  or 
the  firing  of  their  subordinates.  They  had  no  court  martial  authority  over 
their  subordinates.  They  had  very  little  authority  to  reorganize  their  subordi¬ 
nate  c<>mmands.  the  component  cemimands  1  mentioned  earlier.  They  had 
very  limited  authority  over  the  chain  of  command,  and  rearranging  the  chain 
of  command  below  them.  By  law  they  were  prohibited  from  exercising 
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authority  over  the  support  chain  that  came  from  the  Serviees.  They  were 
severely  limited  in  the  area  of  administration.  They  were  limited  in  the  area 
of  training.  They  had  no  budgetary  resourees,  and,  as  you  know,  budget 
equals  clout  in  the  Pentagon.  And,  even  in  time  of  war,  if  you  read  their 
governing  directives  carefully,  you  wcmdcr  whether  they  would  really  have 
had  complete  authority  over  how  to  em^^oy  forees  under  them  in  order  to 
win.  They  were  very,  very  weak.  Yet  these  are  the  commanders  the  United 
Slates  would  depend  upon  for  its  survival  if  there  were  a  war. 

Component  commanders,  under  the  unified  commanders,  on  the  other  hand, 
had  vast  authority.  They  had  all  of  the  things  that  the  unified  commander 
didn't  have.  When  I  said  the  CINCs  were  limited.  I  meant  they  were  limited 
because  the  component  commanders  had  these  things.  General  Jones,  when 
he  came  before  the  Investigations  Subcommittee,  said  that  when  he  was  a 
component  commander  in  Europe,  the  head  of  US  Air  Forces,  Europe,  he 
got  everything  from  the  Air  Force — his  airplanes,  his  people,  their  promo¬ 
tions.  their  pay.  Everything  came  through  the  US  Air  Force  channel.  On  a 
day-to-day  basis  he  did  all  of  his  training  based  upon  Air  Forte  directives. 
He  said  that  his  attention  was  not  so  much  to  the  CINC  above  him  as  to  the 
Air  Force — 90  percent  of  the  time.  The  Services  dominated  the  unified 
commands. 

. . .  The  JCS  was  uniformly  perceived  as  not  being  a  factor  in  resource 
allocation  decisions,  which  perhaps  in  peacetime  arc  the  most  fundamental 
of  all  military  issues. 

The  Joint  Staff . . .  under  the  Joint  Chiefs  of  Staff  is  criticized  because  it's  a 
cipher  for  the  Services;  it's  son  of  a  secretarial  for  the  Services.  The  staff 
people  come  from  the  Services,  and  go  back  to  the  Services.  The  procedures 
that  have  been  laid  down  by  the  Joint  Chiefs  of  Staff  cause  any  staff  paper  to 
go  to  four  or  five  levels  t^fore  it  gets  to  the  Joint  Chiefs  of  Staff.  If  any 
Service  at  any  level  objects  to  the  Joint  Staff  paper,  it  goes  to  the  next  level. 
In  effect  each  Service  has  veto  power  in  developing  the  content  of  any 
advice  rendered. 


Military  advice  is  a  major  shortcimting  of  the  JCS.  I  have  some  quotations 

. . .  to  indicate  that  this  is  an  opinion  held  hy  many,  many  people _ This  is 

by  Kissinger  who  says: 

The  ineviiahic  and  nalural  cimeem  uf  ihe  Service  chiefs — wiih  iheir  com- 
pelilivc  and  oflen  niulually  exclusive  mandates — is  ihe  future  of  their  Sets'- 
ices  which  depends  upon  iheir  share  of  ihe  budget.  Their  incentive  is  more 
lo  enhance  Ihe  wcapiNis  they  have  under  their  exclusive  cuntrut  than  lu  plan 
overall  detense  policy. 
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Zbigniew  Brzeztnski:  a  similar  type  of  quotation.  1  present  both  of  these  . . . 
because  one  of  these  quoted  served  a  Republican  President;  the  other,  a 
Democratic  President. 

My  own  experience  in  the  White  House,  working  closely  with  President 
Carter,  was  that  our  military  establi^ment  has  become,  over  time, 
increasingly  unresponsive  either  to  the  pressing  threats  to  our  national 
security  or  to  effective  presidential  direction. 


Former  Secretary  of  Defense  Brown: 

Recommendations  from  the  JCS  during  four  years  were  almost  without 
exception  either  not  useful  or  the  reverse  of  being  helpful.  That  is,  worse 
than  nothing. 


Former  Secretary  of  Defense  SeMesingcr: 

The  proffered  advice  is  geoemlly  irrelevant,  normally  unread,  and  most 
always  disregarded.  The  ultimate  result  is  that  decisions  regarding  the  level 
of  expenditures  and  the  design  of  forces  are  made  by  civilians  outside  the 
military  structure. 


. . .  Other  criticisms  of  the  system  involve  military  planning,  the  chain  of 
command,  and  military  operations.  In  some  cases  every  Service  wants  a 
piece  of  the  action  whether  the  prospective  operation  justifies  it  or  not.  1 
think  the  attempted  Iranian  hostage  resale  probably  shows  that,  although  the 
Holloway  Commission  extmerated  the  military  on  that  score.  1  don't  think 
much  of  that  Commission's  repeal.  Ask  yourself.  "Would  the  rcseue  effort 
have  been  carried  out  as  it  was  if  there  hadn’t  been  a  X^.  with  CKh  Service 
equally  represented,  (banning  the  operation?"  1  think  the  answer  is  no.  For¬ 
mer  Secretary  of  Defense  James  Schlesinger  sums  up  hts  criticism  as 
follows: 

The  existing  situation  docs  in^sede  planning,  fur  each  Service  quite  natu¬ 
rally  wishes  a  I'Mcee  of  the  action  in  any  crisis— and  the  existing  structure 
assures  that  all  somehow  will  be  tilled  in,  even  if  a  Service  provides  less 
than  optimal  forces  for  dealing  with  a  particular  crisis. 


. . .  Grenada  . . .  was  obviously  a  successful  operation.  But  there  have  been 
any  number  of  criticisms.  CommunicaiitMis.  1  don’t  want  to  get  into  whether 
the  communications  gear  was  right  or  not.  The  point  is  that  there  had 
been  sufllcient  Joint  training  and  Joint  exca’ises  so  that  the  Air  Foae  and 
the  Army  could  work  together.  In  another  case.  Army  helicopters  wanted  to 
land  on  Navy  carriers;  they  had  wounded  aboard.  The  press  has  criticized 
the  Navy  for  nM  letting  them  land.  The  Navy  dkJ  exactly  the  right  thing.  It's 
a  very  dangerous  operation,  particularly  at  night.  The  Army  pilot  could  have 
not  only  killed  the  peof^  in  the  hetk'opicr.  but  also  done  a  lot  of  damage  to 
the  ship.  The  point  is  that  Army  helicopter  pilots  were  not  qualified  to  land 
on  Navy  ships.  There  had  not  been  Joint  exercises  and  Joint  training  so  that 
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that  could  take  place.  Another  example,  naval  gunfire  was  never  able  to 
come  to  the  support  of  the  Army;  certainly  not  in  the  first  stages.  The  prob< 
lem  is  a  lack  of  Joint  training  and  preparation  so  that  our  forces  can  fight  a 
war  as  an  integrated  team  of  land.  sea.  and  air  forces.  All  of  these  things 
point  that  out. 

.  ■ .  The  Services  dominate  <io(  just  the  input  side,  but  also  the  output  side. 
They  dominate  the  Joint  Chiefs  of  Staff,  the  Joint  Staff,  the  component  com¬ 
mands;  they  have  significant  influence  over  the  unified  commands.  As  a 
result,  decisions  that  arc  made  in  the  Dcparimeni  of  Defense  have  been 
made  on  the  basis  of  conflicts  heivireen  the  Services  and  the  civilians  in  the 
Office  of  the  Secretary  of  Defense. 

The  subcommittee  found  other  criticisms  of  DoD  organization.  For  years 
there  have  been  criticisms  of  the  military  dcpailment  headquarters.  There’s  a 
Secretary  in  each  headquarters,  with  around  250  to  300  people  serving  him 
in  the  Army  nnJ  the  Air  Foice;  tlOO  in  the  Navy  On  the  military  headquar¬ 
ters  staffs,  there  are  10  times  that  number  in  the  Army  and  the  Air  Force, 
roughly  3.000;  in  the  Navy.  2.500.  bach  one  of  those  staffs  will  have  some¬ 
thing  like  a  research  and  development  office.  There  is  a  research  and 
development  office,  for  example,  in  the  uniformed  Navy  headquarters,  and  a 
research  and  development  ofHce  in  the  Navy*  secretariat.  In  the  Office  of  the 
Secretary  of  Defense  there  is  also  a  research  and  development  office.  Many 
sages  have  said.  "You  don’t  need  three  management  headquarters  staffs 
with  the  same  function.  You  can  get  along  with  two.  One  should  be  cut 
out.”  There  have  been  a  lot  of  recommendations  for  eonsolidating  these 
offices. 

1'hc  subcommiitcc  was  also  concerned  when  it  looked  at  the  defense  agen¬ 
cies.  The  defense  agencies  arc  in  a  way  analogous  to  the  Services  in  that 
they’re  maintaining,  or  input,  ivganizations.  The  subcommittee  was  con¬ 
cerned  that  the  agencies  were  not  sufficiently  responsive  to  the  output  orga¬ 
nizations  which  many  of  them  would  have  to  serve  in  wartime.  For 
example,  the  Defense  Intelligence  Agency,  the  Defense  Communications 
Agency,  the  Defense  Miqiping  Agency,  and  the  Defense  Logistics  Agency 
would  be  responsible  for  direct  wartinK  support.  Arc  they  ready  enough?  Du 
they  participate  in  Joint  exeaises?  Are  tiKy  sufficiently  responsive  to  the 
unified  and  specified  cununands?  Those  are  the  sorts  of  questions  that  have 
been  asked.  Ilie  subcommittee  did  not  think  they  have  been  sufficiently 
responsive  to  the  empkiyment  side. 

With  respect  to  personnel  policies,  the  subcommittee  found  that  the  Joint 
side  sutTered.  1  nientiooed  that  (he  Joint  Staff  is  more  a  cipher  or  secretariat 
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for  the  Services.  The  officers  who  work  there  go  back  to  their  Services. 
There  were  many  indications  that  they  weren't  well  trained  in  Joint  matters 
before  they  went  to  the  Joint  side.  They  had  very  little,  if  any,  experience  in 
staff  work,  much  less  Joint  Staff  wwk,  before  they  went  to  the  Joint  side. 
The  experience  level  on  the  Joint  side  stayed  low  because  they  never  came 
back.  If  a  Joint  officer  took  a  position  that  was  contrary  to  his  Service,  he 
was  very  likely  to  be  penalized  in  his  career  in  terms  of  promotions,  and  his 
career  assignments  would  be  as  bad  as  his  promotion  prospects.  (174.  176. 
177.  178.  179.  ISO.  181-82) 
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The  term  '’intelligence.**  meaning  knowledge  about  a  potential 
opponent’s  plans,  capabilities,  and  weaknesses,  has  currency  in  the 
business  and  sports  worlds  as  well  as  in  national  security.  It  can  also 
be  applied  to  simple  games  such  as  poker. 

In  all  of  these  contexts,  from  national  security  to  poker,  players 
range  from  the  naive  to  the  very  sophisticated.  The  former  lack  both 
knowledge  of  the  rules  of  play  and  ’’card  sense.”  The  latter  know  all 
the  rules  and  usually  have  a  strong  feeling — based  partly  on  intuition 
and  experience,  partly  on  careful  observation — for  the  cards  in  th  j 
hands  of  each  player. 

One  goal  of  intelligence  in  each  of  these  contexts  is  knowledge 
of  the  ’’cards”  held  by  other  players — their  capabilities.  Often  more 
valuable — and  more  difficult  to  ascertain — are  their  intentions,  their 
plans  for  using  those  capabilities.  Some  attempts  to  ascertain  the 
capabilities  and  intentions  of  other  players  are  considered  legitimate: 
experienct.’d  poker  players  have  systems  to  keep  track  of  cards 
played;  businessmen  follow  their  rivals’  advertising,  sales  figures, 
and  other  publicly  available  data;  coaches  scout  rival  teams;  and  gov< 
emrnents  collect  data  about  other  nations  from  open  sources. 

Sometimes  players  sidestep  the  rules  in  the  interest  of  ’’fair 
play.”  ’’industrial  security.**  or  ’’national  sovereignty” — or  ’’the 
status  quo.”  ’’unfair  competition,**  ’’political  repression.”  and  so 
on.  The  terms  change  according  to  context  and  the  vantage  point  of 
the  individual  choosing  the  term,  just  as  using  ’’traitor”  or  "patriot” 
to  describe  Benedict  Arnold  or  Nathan  Hale  would  depend  on  one’s 
position  relative  to  the  Atlantic  Ocean.  In  sports  or  poker,  such  an 
evasion  of  the  rules  would  be  called  "cheating”;  in  business,  it  might 
be  labeled  "industrial  espionage”;  in  national  security  circles,  it’s 
called  "spying."  '\gain.  the  moral  tenor  of  the  terminology  chosen  is 
relative. 

Complete  knowledge  of  other  players’  hands,  were  it  attainable, 
would  de^ve  the  game — any  game — of  its  sporting  aspect.  That  loss 
would  be  most  objectionable  in  the  more  sporting  contexts,  such  as  a 
"friendly  game  among  friends,”  athletic  or  otherwise.  When  the 
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stake  is  national  security,  the  quest  for  perfect  knowledge  of  the 
opponent  is  easier  to  justify;  a  government  trains  and  uses  spies  to 
protect  the  interests  of  its  citizens. 

Regardless  of  context,  intelligence  is  a  game  of  tradeoffs.  In 
poker,  some  experienced  players  focus  their  attention  on  card  order, 
others  on  betting  patterns,  still  others  on  the  mannerisms  of  the  other 
players.  Each  approach — each  system — has  its  own  advantages  and 
disadvantages.  The  most  successful  player  may  be  the  one  with  the 
most  eclectic  strategy,  the  one  who  recognizes  and  plays  the 
tradeoffs. 

The  extracts  in  this  chapter  are  concerned  with  intelligence 
tradeoffs  in  the  context  of  national  security,  specifically  the  national 
security  of  the  United  States.  Sometimes  the  tradeoffs  involve  mailers 
of  propriety:  Should  a  constitutionally'based  government  run  an  intel¬ 
ligence  program  which,  in  the  interests  of  secrecy,  operates  outside 
normal  boundaries?  Or  should  inielligence.  like  other  government 
activities,  be  subject  to  the  restraints  of  oversight  and  accountability? 
How  should  a  democracy  draw  die  line  between  individual  rights  and 
the  security  of  its  citizens?  Should  the  need  for  objectivity  outweigh 
the  practical  requirement  for  regular  communication  between  the 
intelligence  professionals  and  decision  makers?  Is  the  political  neu¬ 
trality  of  inielligence  products  more  imponant  than  the  mutual  trust 
of  producers  and  consumers? 

In  other  cases,  intelligence  issues  are  mailers  of  priority:  Should 
emphasis  be  on  collection  or  analysis  of  intelligence?  On  timeliness 
or  accuracy?  On  more  collection  or  better  flow  to  decision  makers? 
On  providing  for  every  potential  information  need,  or  avoiding  infor¬ 
mation  overdose?  On  protecting  sources,  or  gelling  information  to 
everyone  who  needs  it? 

Should  scarce  assets  be  expended  on  hardware  or  on  people?  On 
improving  technical  mean.s  of  colleclion  and  analysis,  or  on  expand¬ 
ing  human  means?  On  launching  satellites  or  training  linguists?  On 
long  or  short  term  needs? 

Should  the  goal  of  analysis  be  consensus  or  a  thorough  picture 
of  competing  views?  Should  its  approach  be  geographic  or  func¬ 
tional?  Should  it  be  directed  hy  a  genera-'isi  who  can  draw  all  the 
details  into  a  coherent  picture  or  a  specialist  who  might  be  less  likely 
to  sacrifice  the  accuracy  of  details  hw  the  sake  of  ci^rence? 

Should  inielligence  operations  be  geared  toward  war-fighling  or 
peacetime  needs'.’  Strategic  w-aming  or  tactical  operations?  Details  about 
the  most  likely  enemy,  or  a  broader  f^'lun^  of  all  piuential  foes? 


m 
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Should  fusion  centers,  where  intelligence  is  correlated  and  ana* 
lyzed,  be  centralized  or  kept  close  to  the  battle?  Should  “covert 
action"  be  run  by  an  intelligence  organization  or  by  the  military? 

The  parallels  between  the  various  contexts  for  intelligence 
gathering  ultimately  break  down  at  the  boundary  between  games  and 
reality.  Making  the  wrong  choices  among  the  tradeoffs  in  a  poker 
game  will  cost  a  player  a  few  hands  or  maybe  some  money;  in  the 
realm  of  national  security,  the  cost  could  be  national  survival.  Thus, 
where  the  alternatives  are  survival  and  sportsmanship,  the  former  will 
probably  take  precedence.  Still,  when  sportsmanship  and  playing  by 
the  rules  constitute  significant  elements  in  a  nation’s  raison  d’etre, 
giving  survival  precedence  may  be  the  surest  way  to  lose  everything 
important. 


Intelligence 


Extracts 


1.  William  (M>0M,  **0I  and  MUUary  Assistant  to  the  President's 
Telecommunications  at  the  Assistant  for  National  Secunty  AHtin 

Policy  Level”  (1980, 
pp.  1-23) 


People  sit  out  at  the  CIA — they  revef  come  to  Washington,  and  they  never 
come  to  talk  to  us.  and  1  don't  thu^k  they  go  anyplace  else  in  the  world. 
They  read  all  the  cables  and  they  write  nice  essays  and  papers  that  are  dis* 
tributed  around  the  government  and  nobody  reads  them.  So  they  really  cut 
themselves  out  of  the  action.  You  talk  about  finished  intelligence,  putting  all 
tMs  stuff  together,  filtering  it  out;  true,  you  do  need  that  process.  And  in 
some  respects  it  works.  It  works  reasonably  well  in  the  CIA's  current  Intel* 
ligence  system.  The  Joint  Chairman,  briefing  every  day.  gets  a  preny  good 
rundown.  And  then  occasionally  you  get  some  rather  sharp,  useful,  atia* 
lytical  and  more  long*term  pieces;  but  most  of  the  stuff  that  comes  up 
through  this  process  is  junk,  and  has  some  builvin  biases  that  just  can't  be 
overcome.  That's  a  general  comment;  it's  not  always  that  way. 


. . .  If  you  had  read  the  NlEs  in  1977  and  1978  about  Soviet  capabilities, 
gjals.  and  intentions,  you  would 
have  thought  they  were  complete 

news  to  the  pdkymakers.  because  N/fs— mhkvm/  inteiHgooce  luimtte$ 

almost  all  the  secretaries  were 
behaving  and  talking  as  if  that 

vkreren't  the  case  at  all.  Is  other  wonis.  there  is  a  tremendous  gap  between 
whtf  was  produced  and  blessed  as  national  intelligence  and  whti  the  people 
who  were  making  the  policy  were  wiUii^  to  accept  as  inielligeoce.  b^w^ 
what's  reported  as  intelligence  reality  and  conventional  wisdom. 


Notice  that  1  said  it  starts  right  down  at  the  battalioo  level.  You  never  trusted 
the  S2  anyway:  be  is  sort  of  a  third*raie  c^icer  you  want  to  get  out  of  the 
way.  Then  it  becomes  sort  of  a 
second-rate  i^ration  and  the  S3 
operator  just  assumes  what  the 
enemy  is  doing,  or  be  gets  it  out 
of  the  newspaper,  or  he  makes  it 


S2—lntttttgen€e  iUff 
Si—OpefarfOrts 
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up.  There  is.  even  at  the  national  levd.  a  tendency  to  get  one's  intelligence 
from  the  newspapers  or  from  one's  best  friends  or  some  current  intelligence, 
and  to  operate  off  the  cuff.  1  think  there  is  a  corrective  effect  eventually,  and 
1  think  we  have  already  had  a  swing  back.  But  in  the  year  1978,  during  the 
budget  cycle,  that  gap  was  fveity  wide.  (20*21) 


2 .  Raymond  Tate  .  •  ‘  World* 

wide  CM  and  Telecom* 
munications"  (1980. 
pp.  25-47) 


fomtr  Deputy  Aii/sranr  Secretary  of 
the  Navy  end  Deputy  0/rector, 
Netione!  Wurity  Agency 


The  BETA  program  is  an  RAD  pn^ram  going  on  now  in  which  the  Army  and 
the  Navy  are  developing  a  data  processing  system  to  quickly  turn  around  intel¬ 
ligence  information  and  provide  it  to  tactical  commanders  in  as  near  real  time 
as  possible.  If  you  are  trying  to  bypass  bureaucracy,  a  lot  of  it  is  found  in  this 
series  of  links  too.  so  you  are  tryir^  lo  get  the  infotmation  to  tactical  units  in  as 
automatic  a  form  as  possible.  A  very  large  ADP  is  being  built, 
hopefully  compatible  with  the  exist¬ 
ing  set  of  sensors  and  the  existing 

command  structures  modeled  after  AOf^—Automeuc  Date  Praceuing 

the  command  structure  in  Europe. 

So  we  try  to  put  intelligence  at  the 

strategic  levels  in  as  near  real  time  as  possible,  and  in  time,  with  systems  like 
this,  we  will  have  parallel  intelligence  as  quickly  as  possible  going  throughout 
the  commarxl.  all  the  way  down  to  units. 

ISTT^DENFl  As  part  of  that,  have  ttiey  done  anything  more  with  the  idea 
of  using  siaie*of*lhe*arl  computer  technology  to  get  down  to  the  S2  at 
battalion-brigade  levels? 

|TaTE|  Yes.  they  are  working  hard  on  it.  It  is  prinutrily  a  military  rather 
than  a  technedogy  piotdeni — there  has  not  been  any  agreement  to  my  knowl¬ 
edge.  even  in  the  Air  Foanr  arnl  the  Army,  on  exactly  what  that  S2  needs  to 
know.  Once  you  establish  that,  the  techrsologies  can  put  in  simple  filters  to 
ensure  that  he  is  not  inundated  with  data  unless  it  is  what  he  wants  to  be 
told.  That  is  going  to  take  lime.  We  are  making  progress,  but  views  natu¬ 
rally  clash,  depending  on  your  vantage  point  and  prcferciKes.  The  Com¬ 
mander  of  the  Sixth  Fleet,  for  instance,  is  a  good  friend  of  mine.  In  the 
Pentagon  he  had  one  view;  as  the  Commander  of  the  Sixth  Fleet  he  has 
another  view,  and  his  view  now  is  that  he  is  being  inundated,  llis  predeces¬ 
sor  made  a  big  case,  with  some  justifK'ation.  that  he  was  never  udd  enough. 
So  you  have  both  extremes,  and  a  pendulum  effect. 
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(OETTINGER)  If  1  may  take  issue»  Ray.  I  don't  think  the  problem  is  solv¬ 
able,  in  the  sense  of  finding  one  level  between  what  is  inundation  and  what 
is  too  little.  I  stress  that  because  you  were  talking  before  about  give-and-take 
between  personalities.  If  it  were  only  personalities  you  might  have  some 
selection  scheme  which  would  put  compatible  people  together.  But  underly¬ 
ing  that  is  the  fact  that  you  can't  win  statically.  At  one  extreme  you  feed 
everything  to  somebody  and  he  can’t  possibly  assimilate  it  all,  so  you  start 
putting  in  fixed  filtering;  but  on  what  basis  do  you  do  that?  At  the  other 
extreme,  if  you  have  some  information  which  has  been  carefully  interpreted 
and  worked  over,  you  get  the  reaction  “Oh,  those  guys  at  CIA — it’s  all 
worthless  stuff;  it  may  elegant,  but  it's  ten  weeks  after  the  fact  and  who 
needs  it?"  So  while  the  technical  components  are  an  important  element  in 
all  this,  at  the  heart  of  the  matter  is  the  intellectual  problem  of  figuring  out 
how  to  live  with  the  tension  between  overload  at  one  extreme  and  the  wrong 
kind  of  filter  hy  the  wrong  sort  of  peq)le  with  excessive  delays  at  the  other 
extreme.  I've  witnessed  at  first  hand  a  number  of  players  falling  on  their 
swords,  or  appearing  to.  over  that  same  issue.  It's  very,  very  complex. 
These  arc  not  just  questions  of  pci^ionalities.  hut  theories  of  warfare:  how  do 
you  do  that?  Some  commanders,  as  you  point  out.  want  to  know  everything. 
There  are  others  who  simpiy  want  to  know  what  they  need  to  do. 

ITaTE)  The  raw  product  coming  in  from  all  those  sensors,  technical  data 
of  all  sorts,  is  analyzed  by  engineers,  mathematicians,  telemetry  experts  aruJ 
others.  NSA  does  the  technical 
analysis:  the  results  are  passed  lo 

the  DIA  i>r  the  CIA.  depending  on  NSA-Sjtionji  Sveunty  AfierKy 

their  nature.  As  for  intelligence  DIA—Otfvn^v  Intdhgenco  Aavney 

analysis,  that's  supposedly  done  hy 
the  DIA  or  CIA  from  all  sources. 


. . .  Intelligence  has  become  so  technical  that  it  takes  real  specialists  to  do 
many  facets  of  it.  NSA  has  the  la^st  collection  of  mathematicians  under 
one  (Kgani/ational  nH>f  in  this  country,  and  for  very  good  reasons.  Breaking 
codes,  judging  weapons  systems,  and  all  the  technical  judgments  involved  in 
analysis,  ate  a  lifetime  career  in  themselves.  Many  of  the  people  there  are 
absolute  experts  on  the  Soviets.  Sork  of  the  people,  particularly  those  who 
came  in  the  latter  pan  of  World  Wiu*  II.  were  schoolteachers  and  whatnot — 
there  was  a  large  inllux  of  math  teachers,  many  of  them  women,  many  of 
them  still  there.  Some  are  well  beyond  retirement,  hut  they  have  worked 
these  Soviet  activities  fiM*  2U  to  25  ^ars.  they  think  like  them.  Ar^J  that's 
the  hest  kind  of  analyst  to  have.  Because  it  is  dilHcult  to  "mirror-image  '  a 
piitential  opp<,)nent  like  an  Oriental,  or  a  Soviet— who  in  my  view  has 
tendencies  similar  to  Oriental.  You  need  kmgevity  to  think  in  that  way.  to 
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imagine,  if  such-and-such  a  thing  happens,  what  your  opponent's  reaction 
would  he. 

So,  then,  intelligence  is  seldom  the  whole  story.  It's  a  web.  a  sequence  of 
events,  pieces  in  a  puzzle  that  is  seldom  or  never  completely  pul  together. 
Postulations  have  to  be  run.  Those  technical  people  have  an  essential  mis¬ 
sion.  not  just  in  doing  their  technical  job.  but  also  in  judging  the  implica¬ 
tions.  But  then  I  think  the  implications  ought  to  be  scrutinized  at  the  national 
level,  not  by  someone  who  has  spent  his  whole  life  looking  at  the  Ninth 
Regiment  or  the  rocket  force. 


...  Do  you  know  that  the  *73  war  was  an  intelligence  failure?  I  was  sitting 
in  a  colleague's  office  on  the  afternoon  in  which  the  White  House  Situation 
Room  was  pul  on  a  SIGINT  alert.  aiKi  it  went  over  to  (he  big  maze  and 
was  not  believed.  Thai  came  out  in 
congressional  leslimony  later.  But 

each  time  the  system  is  '  'pinged  sicmsign.l  (nte«,*ence 

II  seems  to  upgrade  the  operation  ,he  big  maio-Penugon 

and  make  it  a  little  more  sensitive. 

I  don't  know  what  the  answer  is; 

but  it  is  give  and  lake.  I  believe  in  give  and  take,  but  I  would  also  like  to  see 
less  bureaucracy _ (35-36.  44.  45) 


3.  Robert  Rosenberg.  FoUcy  AMnum  to  Ihe  President  hr 
"The  Influence  of  Policy  ~ai»ona/  Sccumy  Ajhirs.  NtUon^l 

**  ,.  .la.ort  ^eeunty  Council  Stitt 

Making  on  C'l  (1980. 
pp.  49-<»5) 


If  I  don't  know  where  the  empty  silos  arc  in  the  Soviet  Union  from  whence 
the  missiles  came.  I  could  expend  an  unnecessarily  large  pen.'entage  of  my 
force  and  my  deterrent  at  random  ...  |P|art  of  the  need  to  look  at  the 
endurance  of  these  functions  is  that  after  these  nuclear  exchanges  (God  for¬ 
bid  they  ever  happen),  we  must  make  sure  we  don't  find  ourselves  in  a  posi¬ 
tion  where  an  aggressor  still  has  a  secure  reserve  force  of  such  magnitude 
that  he  can  hold  our  governmental  system  hostage  because  he  has  blinded 
us— decapitated  our  ability  to  conduct  military  operations  and  run  a  civil 
entity  called  govemmeni. 


The  problem  in  intelligence  is  that  it  grew  up  under  the  philosophy;  we  are  a 
peacetime  operation;  when  the  bell  goes  off  we  have  a  long  leave.  Veiy  little 
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of  our  national  intelligence  is  survivable.  And  there  are  different  perceptions 
of  what’s  important  and  what’s  not.  The  Director  of  Central  Intelligence, 
under  Executive  Order  12036,  is  the  head  of  the  US  intelligence  community. 
He  is  responsible  for  the  national  intelligroce  budget;  he  is  responsible  for 
developing  programs  against  the  set  of  rei(uiremenls  levied  on  him  by  the 
National  Security  Council  Policy  Review  Committee,  which  acts  as  a  con* 
sumer  union  to  set  the  priority  for  what  we  need.  And  the  perception  is  that 
military  operations  support  i.s.  by  and  large,  not  as  important  as  peacetime 
intelligence  functions.  (6.3) 


4.  LEE  PaSCHALL,  ”C'I  and 
the  National  Military  Com¬ 
mand  System”  (1980, 
pp.  67-86) 


Consutfanf;  former  Director.  Defense 
Communications  Agency  and  Man¬ 
ager.  National  Communications 
System 


There’s  a  lot  of  intelligence  information,  and  it’s  gathered  from  various 
sources.  One  of  the  basic  tenets  of  intelligence  collection  is  that  you  must 
protect  your  sources,  otherwise  you’ll  lose  them.  Very  few  people  must 
know  about  the  souae.  So  intelligence  over  the  years  has  grown  up  in  coin- 
fuinmcnted  ways.  That  mindset  says.  ’We  need  to  protect  eveiylhing  about 
intelligence.  "  and  if  you’ie  not  a  member  of  the  community  and  vihj  don’t 
have  all  the  companrrKnied  clearances,  it’s  hard  to  gel  it  all  together.  But 
some  intelligence  collection  is  in  near-real  lime,  and  it’s  gelling  precise 
emnigh  so  that  it  can  he  given  to  a  battlefield  commander  amJ  lie  can  make 
use  of  it.  So  what  you  want  to  he  able  to  do  is  be  sure  that  someho\s  the 
intelligence  useful  to  the  operator,  the  commander  and  the  staff  officers, 
gets  disseminated  to  iheio  -niM  in  a  weekly  or  daily  intelligence  broadcast 
or  message  whose  MKiae  has  been  sanitized,  but  directly  from  the  souae — 
and  still  somehow  pailccl  where  it  came  fn>m.  It’s  an  engineering  patblem. 
1  think,  and  an  altitudinal  pnihleni  nk>re  than  anything  else. 

. . .  (Anoiherl  pmbleni:  information  needs,  or  information  overdose _ It’s 

very  hard  to  define.  The  typical  stall  offic'er.  when  asked  m  hat  he  wants  in 
the  data  base  often  responds:  "Everything,  because  1  ckm’i  kmtw  wbai  the 
Chairman  of  the  Joint  Chiefs  of  Staff  is  going  to  ask  me  ne.xl.”  1  can  cite 

you  one  instance _ The  While  lUaise  asked  about  the  pussihilily  of  pulling 

S4>me  troops  at  a  certain  place  in  a  hurry,  lltere  was  a  Marine  larnling  craft 
in  the  Mediterranean  imi  an  exeaise  schedule.  The  Marines  were  scheduled 
to  go  over  the  side  on  landing,  into  the  landing  boats  and  then  ashore,  to 
practice  an  amphibious  landing.  The  fuM  question  that  occurred  to  the  staff 
officer  was.  "Have  the  Marines  gone  over  the  side  of  the  landing  craft 
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yel?"  And.  you  know,  who  knows?  Weil,  whal  good  is  that  computer? 
Things  like  that,  said  in  a  moment  of  tension,  leave  impressions  on  people; 
so  the  net  result  is  that,  when  somebody  asks  what  you  want  in  your  com¬ 
puter.  the  almost  inevitable  answer  is  "everything'* — and  real  lime.  That 
obviously  will  not  work. 


So  defining  what  you  want  and  deciding  on  timeliness,  and  when  to  update, 
and  all  those  kinds  of  things  is  very  dif^cull  indeed — and  if  you're  nol  care¬ 
ful  how  you  do  it.  you  end  up  with  much  more  than  you  need.  Then  the 
decision  maker  gels  a  bad  case  of  indigestion  called  information  overdose. 
When  that  happens  to  him  he's  confronted  with  so  much  information  lhal  he 
can'l  figure  out  which  is  important  to  decide.  I  think  we  saw  some  of  that  on 
the  pan  of  the  Nuclear  Regulatory  Commission  when  they  were  trying  lo 
decide  what  lo  do  about  Three 
Mile  Island,  and  ended  up  decid¬ 
ing  the  best  thing  to  do  was  pre-  three  Mile  island-  ■  site  of  nuclear 
pare  a  press  release,  which  is  power  plant  accident  near  Har 
focusing  enlirely  on  the  wrong 
problem.  Ilial  can  haf^n  lo  you. 


So  command  and  control  systems  and  management  systems  both  have  the 
same  kinds  of  characteristics.  You  have  lo  find  some  way  lo  control  lhal 
information,  or  display  it  in  such  a  way  that  the  important  elements  emerge, 
so  lhal  whal  is  impimant  is  driven  to  the  altentiim  of  the  decision  maker. 
(82.8.V84) 


5.  WltXlAM  K.  CCMJIY.  "The  Counsel.  Keid  &  Iciest:  hunter  Director 
Developing  Perspective  of  ***  intelhneme 
Intelligence"  <1980, 
pp.  11.^39) 


Most  people  think  of  intelligence  as  a  spy  service.  1  think  most  of  the  public 
thinks  that  way;  a  lot  of  responsible  people  even  think  that  way:  that  ihe 
funeikm  of  intelligence  is  lo  have  a  spy  steal  a  secret  arwl  get  it  lo  the  gen¬ 
eral  so  the  general  wins  the  battle. 


Well,  that  really  was  what  intelligence  was  all  id>out  until  the  Americans  got 
serious  about  working  on  the  subject.  We  began  to  get  serious  right  after 
Pearl  Harbor,  when  we  discovered  that  it  really  wasn't  for  lack  of  infor¬ 
mation  that  we  were  surprised  ihcie.  it  was  the  fact  that  though  we  had 
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information  in  the  Army,  the  Navy,  and  the  State  Department,  we  hadn't 
brought  it  together— centralized  it — in  the  sense  we've  since  come  to 
develop.  We  started  at  that  period  to  reach  out  for  a  new  concept  of  intel¬ 
ligence.  General  Donovan,  who  set  up  our  wartime  intelligence  agency, 
was  a  World  War  I  hero,  and  he 


Ccneraf  Donovan— Maj.  Cm.  William 
/.  Donovan.  USA. 


did  indeed  run  a  service  that  sent 
spies  and  guerrillas  around  the 
world.  But  he  also  added  a  new 
dimension  to  intelligence  by  reach¬ 
ing  out  here  in  America  to  find  people  who  knew  something  about  the  dis¬ 
tant  parts  of  the  world.  He  went  to  the  colleges  and  universities,  the 
businesses  and  industries  that  exchanged  products  and  raw  materials  and  the 
cultural,  anlhn^logical .  and  geogra^ic  societies.  He  develc^d  a  core  of 
experts  and  scholars  to  work  on  intelligence,  to  study  these  matters  and 
come  out  with  the  best  possible  evaluation  of  them,  and  this  was  a  change  in 
some  of  the  concepts  of  intelligence. 


When  Donovan  disbanded  the  wartime  agency  at  the  end  of  the  war.  in  com¬ 
pliance  with  our  unbn^en  tradition  of  organizing  spy  services  for  wars  and 
disbandirg  them  afterwards,  he  gave  a  little  cercnuHiy.  And  the  ceremony 
was  very  indicalive.  in  that  in  his  speech  of  praise  for  the  people  who  hat* 
worked  fur  him.  he  singled  (Hit  first  the  scholars  he  had  assembled  in  Wash¬ 
ington  lor  the  uniipie  contribution  they  had  made  to  the  President's  and  Joint 
Chiefs  of  Staffs  understanding  of  some  of  the  complex  factor::  that at 
work  around  the  WMid. 

We've  continued  along  those  lines  since  then.  When  we  organized  our  intel¬ 
ligence  service  for  the  Cold  War  in  1947.  we  continued  to  put  scholarship  at 
the  core  of  nuHiem  Amerk'an  intelligence.  As  a  result  you'll  probably  find 
about  as  many  doctors  and  masters  of  all  kinds  of  arts  and  sciences  on  the 
CIA  staff  as  on  the  faculty  of  this  university.  atMl  they  are  doing  mure  or  less 
the  same  thing:  looking  fur  the  facts,  gathering  them  together. 


...  The  President.  Congress,  the  press,  opinion  leaders,  the  public  all 
thought:  if  you  are  going  to  have  intelligence,  spies,  it  has  to  be  all  secret. 
Therefore  it  can't  be  urnkr  the  normal  relalionships  of  our  government  struc¬ 
ture.  Leave  it  to  the  President;  it's  just  the  President's  business,  nobody 
else's.  Well,  the  fact  was  that  it  was  too  big  and  too  obvious  to  fit  within 
that  old  concept. .  .  Finally  we  had  to  resolve  the  disparity  between  the  real¬ 
ity  and  the  theory.  Partly  it  came  i^tout  because  the  old  consensus  invidved  a 
contradiction  with  the  constitutional  definition  of  the  responsibilities  and 
accountabilities  of  government.  Intelligerwe  was  a  category  that  had  just 
been  passed  over  to  the  President — “You  do  H" — without  any  of  the  normal 
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controls,  without  any  rales  being  set  up.  My  generation  had  to  make  up  the 
rules  as  we  went  along,  and  we  made  a  few  mistakes  in  the  process — not 
very  many.  1  think,  but  a  few.  no  question  about  it.  because  of  that  concept 
of  a  spy  service  at  the  edge  of  the  President's  desk  that  was  nobody  else's 
business.  Congressmen  and  senators  said  they  didn't  want  to  know  about  it. 
They  would  just  appropriate  the  money  blindly  and  say — "Go  in  and  do 
what  is  useful."  Sotmr  or  later  that  contradiction  had  to  be  resolved.  Either 
we're  going  to  have  the  constitutional  system  without  exception,  or  we're 
going  to  have  an  exception  to  it.  not  Just  an  understood  exception,  but  one 
that  is  admitted  in  some  fashion. 


Well,  we  had  those  two  problems:  the  organization's  inherent  size  and 
activity  because  of  its  changed  nature  from  an  old  spy  service,  and  the  inher¬ 
ent  contradiction  with  the  constitutional  norms;  and  we  had  to  resolve  them 
in  some  fashion.  Now  we  did  that  in  the  most  clangorous  fashion  possible, 
waving  our  arms,  and  everybody  got  histrionic  and  denounced  each  other 
and  we  caused  ourselves  a  lot  of  harm  around  the  world  in  the  process.  We 
created  the  image  that  the  CIA  was  under  every  bed  and  responsible  for 
every  volcano  in  the  world.  We  also  created  the  image  that  Americans  really 
aren't  serious  about  serious  things  and  can't  be  trusted  to  be  dealt  with  on  a 
secret  basis.  Foreigners  who  had  previously  shared  sensitive  information 
with  us  would  no  longer  do  it.  or  they  wouldn't  work  for  us— they  didn't 
dare. 

Now.  however.  1  think  we've  gone  thnnigh  that  period,  and  the  pendulum 
has  swung  back  to  seeking  a  sensible  middle  position.  Now  Congress  is 
looking  at  a  new,  reasonable  kind  of  charler—it's  a  novelty  in  the  intel¬ 
ligence  wiKkI.  a  charier  enacted  by  Congress.  It  will  have  in  it  some  proce* 
dures  and  strictures,  some  guidelines  saying  what  intelligern'e  will  do  and 
what  it  won't  do  It  will  set  up  procedures  for  different  people  who  hasv  to 
be  consulted  and  take  responsibility,  aiKHher  novel  concepr  siiwe  the  old 
idea  was  that  lurfudy  was  responsible  for  intelligence.  The  President  ciHild 
deny  it.  the  spy  could  be  disowned,  and  >-00  couldn't  prove  it  to  the  con¬ 
trary;  that  was  the  old  theory:  pbusible  denial.  Bui  now  two  congressional 
conuiiittees  are  seriously  invols-cd  in  respisnsibility  under  the  separation 
powers,  knowing  and  keeping  the  secrets  and  exerting  Congress'  full  consti¬ 
tutional  role. 


Bringing  the  whole  cocKxpl  of  intelligence  under  this  constitutioctal  system 
is,  as  1  say.  a  very  great  novelty  in  the  world,  and  one  that  many  people  still 
don't  believe.  Some  of  my  fornwr  associates  don't  really  believe  it;  some 
would  like  to  go  back  to  the  good  old  days.  But  1  don't  think  that's  feasible. 
Others  would  like  to  have  intelligeiK'e's  hands  tied,  conduct  it  as  a  totally 
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open  thing.  The  American  Civil  Ubcfttes  Union  came  out  with  a  lesolution 
a  few  years  ago  which  they've  kind  of  forgotten  recently.  It  said  that  we 
shouldn't  collect  anything  secretly  around  the  world,  shouldn't  have  any 
secrets — which  I  thirA  is  a  little  absurd. 

Well,  the  pendulum,  as  1  say.  is  swingii^  to  a  center  positkm.  and  the  new 
dttrter  is  a  itasonaMe  solution  o(  some  of  ttte  contradictions.  We  ate  going  to 
admit  dtat  we  conduct  intelligence  activuies.  and  we'tt  going  to  conduct  them 
under  our  constitutional  s>'siem.  We  think  we  can  do  it.  We  think  we  can  he 
just  as  elTective.  or  even  more  elTective.  because  we  have  a  new  concept  of 
inttlligenM. ...  In  the  revolution  in  iniellifence  brought  lAtout  by  dte  concepts 
Kholarship  and  technology,  the  third  fKtor  is  the  concept  of  constitu* 
tionality. . . . 

Do  we  eapcct  our  intelligence  system  to  be  a  crystal  ball  giving  us  an  absolute 
prediction  of  what's  going  to  happen  in  the  future?  No.  In  the  firsi  place  it's 
probably  not  possiMe,  because  the  number  of  variatiotu  and  vari^des  gets 
beyond  you.  Secondly  wouldn’t  want  it  if  you  had  h.  >tni  don’t  want  to  he 
condemned  to  go  through  the  experience  the  crystal  ball  predicts  for  you.  Tl.? 
purpose  of  intelligence  b  to  help  you  act  so  thin  you  can  have  a  he^  rather 
than  a  worse  future.  And  if  you  act  inielligen*.'y.  and  cause  a  change  in  that 
future,  dicn  of  course  the  prediction  turns  out  to  he  wrong — for  the  fi|d>l  rea¬ 
son.  and  you’ve  really  caphalued  on  what  inieUigence  b  all  abuia. 


Now  how  do  you  do  this?  Wc’vt  itad  various  attempts  in  various  directions. 
We’vt  tried  to  urgani/e  the  pipe-smoking.  twced«jackctcd  professor  wkh  hb 
yellow  pad  and  hb  good  judgment.  We’ve  nied  to  have  a  group  of  generatbis 
sit  arot^  and  try  to  make  wise  assessmcnis  about  vriial  the  world’s  thoM. 
Over  the  years,  however,  some  those  assessments  have  become  pro¬ 
gressively  less  useful  10  the  harried  and  busy  people  drey  were  supposed  to  he 
helping.  aisU  increasingly  the  harried  and  busy  people  stopped  reading  them. 
On  the  odicr  harsl  we  have  had  some  great  ideas,  such  as  enunnuus  new  auto¬ 
matic  estmuttng  systems  where  you  put  aO  the  factors  toio  a  computer,  develop 
the  mulcl.  wiggle  the  factors  a  Urtle  hit.  see  how-  the  restdl  changes  and  dial 
gises  yiHi  an  absuhne  prediction.  But  h’s  garbage  in-garhage  out:  you've  got  a 
certain  amount  of  garbage  on  boih  and  so  dial  isn't  die  answer. 


Uut  then  what  do  wc  have  to  do?  After  the  Iranian  revolution  began  the 
PiesideM  wrote  to  Sfcrctnry  Vmice.  llr.  BrarritMlU.  and  Admiral  Turner 
and  said.  "Wc  have  really  got  to 

do  a  better  job  on  our  political  lWH«v-tVus  *.  varnr.  Sec- 

...  ^  u!  itMr  uodet  i  Jffv* 

ittieHigence.  You  ve  gut  to  give  us 
better  warnings  on  these  kinds  of 
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explosions.**  Now,  was  that  a  col¬ 
lection  problem?  If  we  had  just  had 
a  spy  next  to  the  Ayatollah 
Khomeini  would  that  have 
changed  the  circumstances  and 
made  us  more  able  to  act?  No.  The 
Ayatollah  Khomeini  made  it  crys¬ 
tal  clear  what  he  wanted  to  happen 
in  Iran.  The  fact<m  that  led  to  the 


Dr.  Brzeiinski— Zbigniew  Brzezinski, 
National  Security  Advisor  to  Presi- 
dent  Carter 

Admiral  Turner— Stansfield  Turner. 
Director  of  Central  Intelligence 
under  President  Carter 
Ayatollah  Khomeini— spiritual  and 
political  leader  of  the  revolution  that 
ousted  the  Shah  of  Iran  in  1979 


explosion  were  all  out  in  the  open; 

the  political  difficulties,  the  weaknesses  of  sonie  of  the  Shah*s  structures, 
the  absence  of  a  political  base,  the  destabilizing  effect  of  the  massive 
changes  that  are  taking  place  in  Iranian  society.  The  problem  wasn*t  a  mat¬ 
ter  of  collecting  some  fact  that  said  thefc*s  going  to  be  a  revolution  in  Febru¬ 
ary.  1979.  If  you’d  gotten  a  report  that  said  that,  you  probably  wouldn’t 
have  believed  it  anyway  I  mean,  nobody  can  produce  that  as  the  result  of  a 
report.  You’ve  got  a  much  more  complex  job  of  assessing  all  the  forces  that 
impact  on  the  problem  ar>d  coming  out  with  a  resolution. 


Now.  we’ve  had  some  successful  estimates.  The  Pentagon  Papers  contain 
asse.ssmenis  of  the  likelihood  that  the  Nordt  Vietnamese  would  give  up.  that 
the  war  would  be  taken  care  of  by  more  military  forces.  They  said  both 
prospects  seemed  very  unlikely— and  those  assessments  turned  out  pretty 
good  in  retrospect.  They  weren’t  used,  perhaps  because  the  President  didn’t 
want  to  use  them,  because  the  Secretary  of  Defense  drought  we  could  put 
some  more  foa'c  into  Vietnam  and  have  an  effect— just  achieve  numerical 
preponderance  and  everything  would  be  all  right.  We  didn't  have  the  institu¬ 
tions  to  do  some  of  the  non-military  things  that  for  many  years,  maybe, 
should  have  been  done — even  things  we  knew  should  be  done  and  were 
called  for.  But  w-e  did  have  the  institutions  to  do  the  military  action,  and  that 
was  the  easy  thing,  so  we  went  <dread  and  did  that— it  was  a  case  of  "When 
in  frustration  don’t  just  stand  there,  do  somcihing'” 


So  we’ve  had  both  good  orres  and  bad  ones.  I  think  we’re  going  to  be  grap¬ 
pling  with  new  methods  of  estimating,  new  methods  of  putting  together 
these  factors.  I’ll  give  you  a  gross  oversimplifrcation  as  an  example.  There 
has  been  a  great  deal  of  R&O  trying  to  come  up  with  better  ways  of  estimat¬ 
ing  probabilities,  and  they  still  aren't  very  satisfactory.  Some  of  the  methods 
are  useful  in  a  way.  at  least  for  tracking  the  estimating  ability  of  certain  peo¬ 
ple.  For  a  number  of  years  we  made  ditlerem  analysts  wriie  their  estimates 
of  Ore  likelihood  that  war  would  break  out  in  the  Middle  East.  It  was  inter¬ 
esting  to  compare  their  attitudes— some  wout4!  10  percent,  some  50  per¬ 
cent.  sometimes  it  would  go  up.  someUines  down— and  you’d  try  to 
establish  wby.  and  so  there  was  a  disciplinary  effect.  It  dirto  t  help  you 
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particularly  with  the  estimate  as  such,  since  you  were  still  basing  it  on  the 
individual's  judgment.  It  did  help  impart  and  enforce  discipline  on  the  {Moc- 
ess.  Looking  back  at  our  estimates  on  Iran — 1  haven't  read  them,  because 
they're  classified  and  I  haven't  been  reading  classified  ones — I'm  sure  you'll 
find  some  language  in  those  of  the  last  two  or  three  years  saying.  "There  are 
political  problems  under  the  Shah,  but  probably  he  will  continue  to  be  in 
power."  That  word  "f^ably"  tends  to  make  you  think.  "Well.  I  guess  I 
can  forget  that.  There's  some  wild  chance  that  he  might  fall,  but  the  intel* 
ligence  people  have  come  up  with  a  judgment  that  he's  going  to  stay  in 
there."  So  you  forget  about  it. 

Now  suppose  you  go  a  step  further  and  put  the  "probably"  in  numbers:  90 
percent.  95  percent.  You  say.  yes.  there's  a  10  percent  chance  that  the  Shah 
will  fall,  but  that  doesn't  make  much  impression  on  you  either.  But  then 
suppose  your  discipline  calls  fot  you  to  put  next  to  each  of  these  results  a 
big  multiplication  sign.  That  is.  you  have  to  assign  a  factor  for  the  impor¬ 
tance  of  that  dcvel<^>ment  if  it  occurs,  and  you  must  multiply  the  probability 
fact<^  by  that  importance  factor.  Well,  if  you  were  looking  at  Iran  three 
years  ago.  I  think  you  would  say.  "Well,  if  the  Shah  were  thrown  out.  boy. 
that  would  be  a  real  mess.  That  would  be  very,  very  important."  So.  doing 
the  multiplication,  you'd  really  have  a  flag  that  says.  "Hey.  you'd  better 
pay  attention  to  this.  This  is  something  you  really  have  to  spend  some  time 
and  effort  thinking  about,  and  act  to  avoid  it  happening." 

I'm  saying  this  to  relate  the  job  of  intelligence  to  what  1  think  this  class  is 
really  all  about:  bow  do  you  make  decisions?  And  not  only  how  do  you  col¬ 
lect  informatkm.  arKi  analyze  it  so  that  you  get  pretty  good  judgments  about 
what  may  happen,  but  bow  do  you  communicate  that  information?  It  doesn't 
do  any  good  to  have  the  best  report  in  the  world  lying  on  the  President's 
desk  if  the  ideas  aren't  in  his  head. 

You  have  to  put  those  ideas  into  his  head.  How  do  you  do  that?  I  think  this 
is  pan  0 '  the  experiment  you're  working  on.  1  think  you've  got  to  try  new 
methods.  We've  tried  various  experiments;  some  woded  and  some  didn't, 
some  were  liked  and  some  were  nut.  But  pan  of  the  challenge  that's  before 
us  is  to  develop  these  new  technittues.  Collection,  in  this  in’ jrmation  age 
and  with  the  way  we  use  and  disclose  substantive  infutmation.  is  really  not 
much  of  a  problem,  tost  of  the  major  facts  arc  pretty  welt  known  these 
days — a  lot  of  tactical  facts  aren't,  but  the  fundamental  facts  that  drive 
world  affairs  are  pretty  well  known,  if  you  think  about  them:  the  dctiMt- 
graphics,  the  economics,  the  social  backgrounds,  the  cultural  factors.  But  1 
think  a  lot  remains  to  be  done  to  improve  our  management  of  the  analytical 
proces.s.  our  dtscif^inc  of  it.  to  shake  out  what  1  call  the  "mindset  problem" 
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that  will  afflict  any  organization  you  set  up.  That  is.  the  inertia  that  means  if 
they  have  gone  through  the  alternatives  SO  times  and  49  times  it  came  out  in 
direction  A.  then  the  SOth  time  it’s  almost  certain  that  that  group  is  going  to 
think  it  will  come  out  in  direction  A  again. 

. . .  You  see.  one  of  the  problems  of  analysis  is  the  relationship  among  those 
who  collect  information,  those  who  analyze  it  and  the  policymakers  who 
decide  on  it.  The  old  idea  was  to  hermetically  seal  each  of  the  three  areas  so 
that  they  did  not  influence  each  other — so  that  the  collectors  are  not  just 
feeding  the  policymaker  what  he  wants  to  hear,  and  the  analyst  isn't  warping 
his  judgments  to  be  pleasant  to  whoever's  in  the  White  House  at  the 
moment,  and  isn't  overwhelmed  by  the  collector’s  enthusiasm  for  some  par* 
ticular  item,  but  can  be  objective  and  independent.  But  quite  frankly  these 
theories  are  all  wrong.  What  gives  you  teal  value  is  the  degree  to  which  you 
can  put  all  those  people  together,  so  that  you  can  begin  to  work  on  the  pre^ 
Icms  the  policymidter  sms.  instead  of  just  reporting  things  that  sound  impor* 
tant  to  you  that  he  really  couldn't  care  less  about.  That  doesn't  mean  that 
you  shcmld  only  report  what  he  wants.  Sometimes  you  have  to  repeat  to  him 
what  he  ought  to  know,  things  he  doesn't  know  he  needs:  some  new 
develo|Hnent  he  doesn’t  know  anything  about,  for  instance.  But  you  do  have 
to  get  communication  among  the  collector,  the  analyst,  and  the  decision 
maker  extremely  well  hooked  up.  so  that  they  can  relate  to  each  other  and  be 
of  maximum  utility  to  each  other. 

...  But  the  fact  is.  we  are  still  protecting  those  sources  {of  information  about 
new  Soviet  missile  designs) — the  specific  technology  and  exactly  where 
we're  learning  various  things — and  yet  we're  producing  the  designs  and 
technical  factors  of  Soviet  missiles.  You  can  do  it.  It  takes  a  little  ingenuity; 
I'm  not  saying  it's  easy.  And.  yes.  there  are  a  few  things  you  couldn't  do  it 
with,  where  there  absolutely  could  be  no  other  source,  so  producing  it  would 
reveal  it.  Even  so.  however,  you  may  be  able  to  put  it  into  a  general  state* 
ment.  not  really  indicate  it  pr:cisely.  and  circulate  it  that  way. 

Now.  if  your  intelligence  o^icer  feels  the  responsibility  to  get  a  certain  mes¬ 
sage  over  to  the  people  who  need  to  know  it.  who  in  this  country  needs  to 
kiK>w  about  a  new  Soviet  missile?  The  President,  the  Secretary  of  Defense, 
the  military.  Is  that  enough?  N<M  by  a  long  shiM.  The  congressional  commit¬ 
tees  absolutely  have  to  know  it  if  they’re  going  to  do  their  job  right.  Opin¬ 
ion.  the  media,  the  public  need  to  know  about  that  startling  new  weapon 
system. 

When  the  Soviets  began  to  build  a  big  boat  in  one  of  their  yards,  we  saw  the 
keel  being  laid,  and  we  had  a  big  argument  in  the  intelligence  committee  as 
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to  whether  it  was  an  aircraft  carrier  or  not.  We  watched  it  grow,  and  finally, 
sure  enough,  there  it  was.  We  followed  it  for  about  three  or  four  years,  we 
followed  it  when  it  was  launched  and  on  its  trials,  and  all  the  rest.  When 
that  carrier  sailed  through  the  Bosporus,  it  didn’t  have  the  impact  on  Amer* 
ica  that  Sputnik  had  had;  it  didn’t  suddenly  frighten  us  to  that  extent, 
because  we  had  circulated,  not 
only  in  the  official  community  but 
in  public,  in  Avialion  Wttk. 

,  y  ,  .  .  ,  .  launched  by  the  USSR  on  4  October 

designs  of  what  that  aircraft  earner  7957 

was  probably  going  to  look  like. 

The  fact  that  that  information  had 

been  prevalent  contributed  to  our  thinking  process. 

|OETTtNGER(  If  1  hear  you  correctly,  you’re  saying  there  really  is  no 
incompatibility  between  source  protection  and  wide  availability  of  the  infor¬ 
mation.  Do  you  believe  the  paranoia  is  waning  about  extending  source  pro¬ 
tection  to  make  information  unavailable,  not  just  to  the  public,  but  to  some 
segments  of  the  intelligence  community  or  military? 

(COLBYl  It’s  definitely  waning,  partly  as  a  fact  of  life.  One  of  the  most 
dangerous  things  right  now  is  that,  if  you  train  your  intelligence  officers  to 
write  reports  which  include  reference  to  the  sources,  when  they’re  leaked 
they  leak  the  sources  too.  That's  the  worst  of  all  worlds.  If  we  could  at  least 
train  them  to  write  reports  which  summarize  the  situation  and  try  not  to 
reveal  sources,  then  when  the  material  goes  out.  even  if  it’s  sensitive  it 
wouldn’t  contain  the  source  references. 

(OETTlNGERl  I’d  have  a  problem  with  that,  not  perhaps  if  1  were  a  mem¬ 
ber  of  the  public,  but  if  i  were  in  a  staff  or  line  position.  Without  the 
soua'cs.  I’m  robbed  of  the  audit  trail  that  enables  me  to  make  an  independ¬ 
ent  judgment  of  the  credibility  of  the  material. 

(COLBYl  That’s  why  i  say  you  have  to  develop  confidence  in  the  souax 
of  the  report,  hi  other  words,  the  intelligence  olTicer  cannot  duck  by  saying. 
’  )  just  got  the  report.  1  don’t  know  whether  it’s  ar.y  good  or  not.”  Either  he 
makes  a  judgment  that  it  is  good  enough  to  put  out.  or  be  throws  it  away. 


...  in  a  very  good  book.  Siraiegic  tniellifieme  anti  World  Polit-y  1 1949). 
Sherman  Kent  wrote  that  you  can  organize  analysis  geographically,  or  by 
discipline,  functionally;  and  he  said  we  otight  to  organize  it  geographically. 
He  said  that  all  the  economists,  political  scientists,  social  scientists,  and  mil¬ 
itary  experts  who  work  on  Hast  Asia  should  he  interrelated  in  an  Hast  Asian 
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Analytical  Center,  and  we'd  get  somebody  to  speak  for  an  estimate  of  East 
Asia.  But  we  organized  the  intelligence  community  exactly  the  opposite 
way.  We  put  the  economists  in  one  bureau,  political  scientists  in  another, 
physical  scientists  in  another,  and  the  military  experts  in  another,  in  the  best 
academic  tradition,  because  that's  the  way  you  organize  universities.  The 
result.  1  think,  has  been  a  great  mistake,  because  you  don't  know  who 
speaks  for  East  Asia.  1  had  a  problem  about  China  shortly  after  1  got  into  my 
job.  and  I  called  in  the  people  who  knew  something  about  it  from  the  di^ 
ferent  offices.  About  ten  people  came  into  the  room,  and  1  was  the  only  cen* 
tral  point  for  them.  I  said.  "This  is  ridiculous.  I  don't  have  time  to  integrate 
all  these  different  elements  of  the  problem.  Get  some  other  system  so  that 
somebody  else  does  the  integrating  and  then  he  helps  me.'' 

iSTUDENTi  At  the  State  Department  they  have  the  opposite  problem. 
The  real  clout  is  at  the  desk  where  they  have  integrated  information  for  each 
country.  You  say.  "Give  me  the  man  on  China."  and  the  head  of  the  China 
desk  will  come  in  and  give  you  the  China  perspective.  But  what  you  lose  is 
the  functional  perspective  on  how  the  economic  problem  in  China  is  relating 
to  the  rest  of  Hast  Asia  or  other  concerns.  l>on't  you  need  a  multiple 
approach? 

ICULRY]  Yes.  The  problem  is  that,  when  we  made  an  estimate  on  say. 
Bulgaria,  we'd  make  a  political  estimate  arnl  then  tack  on  a  military  estimate 
and  then  maybe  an  economic  estimate.  But  they'd  be  annexes  to  the  basic 
paper.  The  three  gnnips  would  never  sit  down  and  analyze  it  together. 

ISTUDENTi  So  you're  saying  that  the  process  should  he  reversed — have  the 
generalist  make  the  analysis  arkl  then  have  the  eeommusts.  the  nulitary  guys — 


iCoLBYi  Contribute  to  it  thnmgh  the  machine.  Yes.  you  need  both  cuts 
of  the  problem.  But  I  think  the  dominant  one  ought  to  be  geographic. . .  . 
There  is  a  thesis  that  you  ought  to  organize  it  one  way  for  five  years  and 
then  the  other  way  lor  the  next  five  years  to  shake  everybody  up.  There's 
some  value  to  that. 


. . .  iWfe  are  ntoving  into  a  world  which  is  much  nH>re  open,  just  due  to 
technology.  We  can  look  at  a  Soviet  factory  and  see  how  much  power  and 
what  kind  of  a«olants  and  materials  go  into  it.  and  what  kind  of  freight  cars 
are  there— on  a  steady  basis. 

. .  The  thing  that  we're  concerned  about  is  their  {the  Soviets' |  ability  to 
pick  up  microwave  communications.  We  know  for  certain  that  they  do  it;  all 
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those  gadgets  on  the  roof  aren't  just  for  decoration,  and  it  just  so  happens 
that  they  chose  as  their  new  embassy  site  one  of  the  highest  points  in  Wash¬ 
ington.  How  we  let  them  get  away  with  It  Dl  never  know. ...  But  then,  you 
see,  if  you  absorb  masses  of  this  stuH^,  and  then  put  key  words  into  the  com¬ 
puter,  you  can  drag  out  by  phone  number  or  some  criterion  everything  that 
comes  out  of  a  given  ofHce.  That's  the  danger:  that  they  will  build  up 
coverage  of  specific  economic  eveius,  of  matters  that  they  can  use  for  black¬ 
mail  or  exploitation.  That's  why  the  pressure's  on  for  some  solution  to  this 
problem,  in  the  Washington  area  anyway,  and  the  same  problems  occur  in 
various  other  areas.  1  think  just  the  unbearably  large  volume  of  American 
communications  may  solve  it.  since  1  doubt  even  a  big  Soviet  computer 
could  keep  up  with  it. . . . 

{STUl^NTi  How  do  you  set  up  a  system  so  that  the  people  down  the  line 
know  what  are  the  concerns  the  people  further  up  tlK  line  at  each  level? 

(COLBYl  I'll  give  you  the  theoretical  answer  and  the  real  answer.  The 
theoretical  answer  is  that  there's  a  system  of  requirements,  very  carefully 
considered  by  the  President  and  his  staff,  as  to  what  they  want  to  know 
about  the  world.  Obviously  the  President  doesn't  really  have  time  to  figure 
out  what  he  wants  to  know  about  the  world.  He's  counting  on  somebody 
telling  him  what  he  needs  to  know  about  the  world,  so  he's  not  going  to  pay 
any  attention  to  that.  Therefore  a  staff  develops  those  requirements;  and  the 
staff,  like  most  staffs,  wants  to  make  sure  that  it's  never  found  wanting,  so 
it  covers  everything  in  the  requirements.  Thai's  a  natural  reaction.  The 
requirements  look  like  a  list  of  everything  in  the  world,  and  therefore  they're 
useless  to  the  collectors,  who  never  read  them  because  they  express  the 
obvious  in  great  detail — so  much  d^ail  tluit  it  bores  you  to  tears  when  you 
read  it  and  you  know  you're  not  getting  anywhere.  The  only  function  it  has 
is  that  sometimes  the  reports  are  indexed  to  the  requirement  numbers  to 
prove  what  a  good  job  you  did  in  responding  to  the  requirements. 

Now.  the  real  answer  is  tw-oftM.  One  is  osmosis,  which  works  either  well  or 
poorly,  depending  on  the  situation.  1  think  it's  working  better  at  the 
Director-President  level  now  than  it  did  when  I  was  there,  because  the 
Director  secs  the  President.  1  think,  about  orwe  a  week,  and  that's  a  good 
thing,  lie  sits  down  and  talks  with  him  about  intelligence,  lie  probably  gets 
a  lot  of  hints  as  to  what  the  President's  concerned  aKiui  in  that  naxting.  and 
he  can  get  things  across  formally.  M^ien  1  was  there.  President  Nixon  was 
preoccupied  with  the  Watergate  i^oblem  and  didn't  have  the  time.  More- 
os-er,  Henry  Kissinger  was  in  the  cia*uit.  and  1  wasn't  aboiu  to  indicate  that 
1  was  trying  to  gel  around  Henry,  because  1  would  have  lost  my  head  the 
next  day.  1  don't  object  to  that;  he  was  right  for  the  posiiHW.;  he  was  trusted 
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and  did  a  good  job.  I  saw  President  Ford  a  lot  more  than  I  did  Kissinger,  but 
in  meetings.  But  osmosis  does  w<^  through  regular  meetings  of  leadership 
and  niters  down  through  the  regular  eommand  structure. 

The  other  side  of  the  real  pietore  is  the  intelligence  offieer's  responsibility 
not  to  just  sit  there  and  say.  *‘Well.  golly,  the  Russians  are  coming  over  the 
hills,  but  it  isn't  here  in  the  r^uirements  so  I  guess  I  won't  report  it."  He's 
responsible  for  being  out  there  and  reporting  things  dtat  look  like  they  ought 
to  be  reported  and.  if  he's  worth  his  salt,  he's  got  his  eye  fixed  out  ahead 
and  sees  things  that  are  threatening,  and  dangerous,  and  problems,  and  he 
reports  them.  If  he  gets  a  phobia  about  something  that  toms  out  to  be  abso¬ 
lutely  boring  to  Washington,  and  Washington  doesn't  want  any  part  of  it. 
why.  they  ean  tell  him.  ’’Coot  it.  forget  it."  (IIS-16.  II7-IS.  11^20. 
123.  124-25.  l2»-29.  I3I.  133.  137-38) 


6.  B.R.  Inman,  ’’Managing  Ontctot.  NSA  »nd  Chift,  Central 
Intelligence  for  Effeetive  Seeunty  Hervke 
Use  ’ (1980.  pp  141-61) 

ISTUOENTI  Would  you  coniment  on  the  CIA's  reluctance  to  share  details 
with  Congress  (whereas  NSA  and  some  of  the  other  offices  arc  not  so  reti¬ 
cent)  because  if  there's  a  mistake  they  have  people  tu  lose,  while  NSA  has 
machines? 

liNMANi  I  believe  if  the  CIA  were  to  tell  Congress  it  was  prepared  tu 
foully  share  all  details  except  the  identities  of  the  individuals,  they'd  probably 
reach  a  bargain  pretty  quickly.  The  question  uf  how  furthcoming  you  intend 
tu  be  in  a  dialogue  is  fundamental.  One  has  tu  suit  out  between  covert  oper¬ 
ations  and  clandestine  intcM'  jence  collectMm.  In  clandestine  intelligence  col¬ 
lection  you  are  providing  infomiaiioo  as  a  service;  the  identity  uf  the  source 
is  rarely  at  issue  unless  there  is  some  q^iesiion  idsout  the  validity  uf  the  data, 
and  I  believe  that's  a  very  rare  occurrence.  In  covert  openuions.  on  the  other 
hand,  you  are  dealing  with  plans  for  activity  supporting  either  foreign  rela¬ 
tions  ur  quasi-tniltiary  operations.  You  could  view  that  as  something  classi¬ 
fied  by  the  separMion  of  powers  in  the  Constitution.  But  in  any  case  1  don't 
believe  the  real  issue  is  identity  of  the  source.  It's  a  larger  reluctance  to 
share  information  on  sources  and  methods.  I  find  the  same  thing  in  the  con¬ 
duct  of  my  own  business.  I  direct  all  the  signals  intelligence  operation  of  the 
US  gos-cmnieni.  except  that  conducted  in  direct  support  uf  clandestine  oper¬ 
ations.  Ilic  theory  is  that  there  is  greater  hazard  to  those  human  lives  if 
someone  from  NSA  is  watching  surveillance  communicalions.  that  there's 
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somehow  a  danger  of  a  leak  if  there's  sharing.  The  question  is,  are  you  get¬ 
ting  the  most  competent  examination  and  suf^xm  for  die  clandestine  opera¬ 
tions  without  sharing?  So  what  you're  really  dealing  with  is  a  basic 
reluctance  to  deal  with  Congress  a^  with  the  other  intelligence  organiza¬ 
tions  and  parts  of  the  government.  In  idl  such  questions  you  get  exactly  the 
same  issue — that  you're  dealing  with  the  lives  of  people  as  opposed  to 
machines. 

. . .  You  have  a  Director  of  CentriJ  Intelligence  with  a  series  of  sta^s  and  a 
charge  to  do  some  performance  evaluuion  and  resource  allocation.  You 
have  a  Secretary  of  Defense  responsible  for  a  substantial  portion  of  the 
actual  execution  of  intelligence  (^rations,  since  he  has  responsibility  for  all 
the  reconnaissance  satellites,  all  dK  si^ials  intelligence  in  another  structure, 
and  the  analytical  areas  of  various  departments  and  defense  intelligence 
agencies.  You  have  the  Intelligence  Ovenight  Board  at  the  White  House 
that  only  looks,  in  this  kind  of  structure,  at  abuses.  You  have  the  Office  of 
Management  and  Budget  which  recommends  to  the  President  how  much 
investment  he  should  make  in  intelligence.  For  some  years  you  had  a  sepa¬ 
rate  body,  the  President's  Foreign  Intelligence  Advisory  Bovd.  that  did  not 
so  much  screen  budget  levels  or  volume  of  outflow  as  select  specific  target 
areas  of  interest  and  examine  them  in  great  detail,  and  gave  the  President 
individual,  independent  judgments  on  either  the  utility  of  the  Ktivity  or  the 
appropriateness  of  the  level.  To  s<Mne  degree  that  involved  the  investment 
issue — were  you  doing  enough  fut  enough.  Certainly,  in  my  experience,  a 
major  impetus  f(»  the  step  forward  in  satellite  recimnaissance  came  from  the 
urgings  of  tlM  President's  Foreign  Intelligence  Advisory  Board;  it  went  at  a 
much  faster  pace  than  it  would  have  gone  otherwise.  The  Board  was  early  in 
recogni'.ing  the  need  to  do  more  widi  economic  intelligence:  that  was  about 
its  last  action  before  the  Board  was  disestablished  as  part  of  the  overall 
review  ptocess  in  1977.  1  Kilieve  it  has  left  a  void;  this  is  an  area  where  we 
have  the  institutional  checks  and  balances  for  looking  for  abuses,  but  we 
don't  have  the  checks  and  balances  to  foresee  effectively  the  needs  of  the 
government  over  the  next  decade  or  two.  We  don't  have  independent  judg¬ 
ments  whether  a  sufficient  percenuge  of  the  resources  ire  going  into  a  given 
area  to  assure  that,  in  the  competitioo  against  the  number  of  aircraA  or  tanks 
being  bought,  there  is  a  flow  of  tactical  mtelligence.  Or  that  at  the  national 
level  there  is  sufficient  investment  in  a  data  base,  in  linguists,  in  coverage  of 
third-world  economic  targets.  My  view  is  that  there  is  a  void  in  doing  that 
effectively. 

...  I  am  in  favor  of  competition  in  the  uea  of  analysis.  In  the  area  of  collec¬ 
tion.  I  believe,  the  problem  is  entirely  different.  You  want  to  be  able  to 
focus  your  collection,  so  you  want  it  to  be  jmtiy  closely  coordinated,  not 
competitive,  and  you  spread  as  much  as  you  can  to  cover  it.  But  in  most 
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instances  you  are  dealing  with  bits  and  pieces  of  information,  and  your  judg¬ 
ment  about  whal  those  bits  and  pieces  mean  is  shaped  by  the  assumptions 
you  bring  to  the  problem.  You  very  rarely  get  the  hard  copy  document  that 
tells  you  precisely  what’s  going  on  or  what  they  intend  to  do  in  the  future. 
So  competition  in  the  sense  of  rigorously  going  back  and  examining  the 
assumptions  as  well  as  the  pieces  of  information  will  give  you  a  better  prod¬ 
uct.  The  best-quality  intelligence  the  U.S.  has  is  its  military  intelligence, 
(mcisely  because  of  the  focus  of  effort,  including  CIA  and  Service  examina¬ 
tion.  that  goes  into  it.  When  you  move  to  political  intelligence  items  the 
Services  and  DIA  don't  take  part.  There’s  no  real  in-depth  analysis  of  the 
political  sector,  so  the  only  competititm  you  really  have  at  wwk  is  between 
CIA  and  l&R.  And  in  the  economic  area  there  is  no  competition.  There  is  a 
small,  very  competent  effort  at 
CIA.  But  1  believe  the  country 

would  benefit  by  quickly  creating  ls.R-Bure»u  of  intelligence  and 
another  separate,  competitive  Research.  Department  o/ stare 
economic  intelligence  analysis 
body. 

...  In  the  speed  versus  accuracy  issue  it  depends  how  the  informatiem  will 
be  used.  If  it  is  for  tactical  support  of  military  operations,  speed  takes  prece¬ 
dence:  accuracy  follows  very  closely  behind.  But  from  living  out  at  the 
user's  end.  1  can  tell  you  1  very  quickly  ceased  worrying  about  who  the 
information  came  from.  It  was  "Could  we  get  it  fast?"  and  "Was  it  accu¬ 
rate?"  in  that  order.  The  tmly  area  that  comes  close  to  having  the  same  con¬ 
dition.  it  seems  to  me.  is  support  for  conduct  of  foreign  relations,  in  the 
specific  question  of  negotiations.  If  you  can  obtain  the  other  guy's  bottom 
bargaining  position,  or  what  his  instructions  are  as  that  position  is  revised, 
there  is  immediate  tactical  utility,  and  you  don't  need  a  lot  of  analytical 
effort  to  examine  and  massage  it.  But  if  you  can't  move  it  very  rapidly  from 
the  point  of  recognition  it  is  likely  to  be  obsolete.  So  you  ht^  it's  accurate; 
it  will  have  impacted  on  your  own  strategy,  but  the  key  is  speed. 

Those  are  the  cmly  instances  in  which  1  can  make  a  case  for  spce<.^  For  the 
others  the  emfdiasis  is  indeed  on  accuracy.  But  accuracy  is  very  hard  to 
judge.  Because,  again,  you're  dealing  with  bits  and  pieces  of  information.  1 
became  very  frustrated  on  this  topic.  Looking  at  the  question  of  support  for 
weapons  systems,  the  more  1  delved  into  it  the  nuire  1  found  that  everybody 
was  allowed  to  go  and  get  their  own  contractor  to  build  their  favorite 
weapons  system;  and  one  of  the  early  things  that  would  occur  is  that  the 
contractor  would  give  them  a  threat  analysis  which  suppuned  precisely  the 
design  of  the  weapons  system  they  wanted  to  build.  We  intended  to  stop  all 
that,  so  that  rnibody  could  issue  threat  assessments  for  osc  on  naval  weapons 
systems  but  the  Director  of  Naval  Intelligence.  We  got  a  directive  signed. 
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but  then  it  was  difTicult  getting  the  ulent  to  do  it.  or  getting  analysts  who 
were  willing  to  go  out  on  a  limb  for  what  they  believed.  1  finally  pressed  to 
try  to  structure  it — put  down  the  facts,  then  the  postulations  you  make  based 
on  those  facts,  and  the  choice  of  what  we  think  are  the  best  ones,  with  a 
range  of  options.  1  even  expkned  whether  or  not  1  could  get  them  printed  in 
different  colm*  ink  so  it  would  be  clear  which  were  the  facts  and  which  were 
the  postulations,  but  that  was  too  iMrd;  Che  technology  is  not  yet  here  to  let 
you  do  that  rapidly. 

You  really  do  need  to  be  able  to  sort  that  out  for  pec^e.  because  the  vast 
tHilk  of  what  you’re  providing  is  not  hard  fact.  And  the  assumptions  need  to 
be  apparent  to  the  reader.  Let  me  skirt  around  an  examiirfe.  a  classified  inter¬ 
agency  paper  slant  estimate  which  is  now  in  progress,  it  examines  some 
Soviet  activity  in  a  specific  military  sphere  and  finds  it  unimpressive,  and 
the  cocKlusitm  says  its  likely  to  slay  that  way  for  a  long  period  of  lime.  The 
body  of  evidence,  when  examined,  ctxisisis  of  reports  of  the  activity’s  diffi¬ 
culties.  which  one  would  anticipate  being  sent  rapidly,  plus  interviews  with 
defectors  and  refugees,  all  of  whom  left  disgruntled.  Consider  what  sort  of 
estimate  you  would  gel  if  you  were  to  go  to  any  pan  of  the  current  US  mili¬ 
tary  establishment,  tap  a  scries  of  messages  dealing  with  casually  repons  for 
equipment,  and  interview  a  series  of  people  who  had  left  the  military  dis¬ 
gruntled.  and  were  to  tak«  'hat  as  your  only  base  of  evidence  in  nnking 
judgments  about  the  likely  readirtess  of  a  given  capability  in  the  next  ten 
years'  In  one  of  our  own  weapon  systems  dcvelt^Nncnls  it  would  be  inter¬ 
preted  as  normal  difficulties  in  the  path  of  an  otherwise  on  schcdule.  on- 
time.  on-budget  task. 


lire  principal  vh-orry  1  has-e  at  this  point  has  to  do  with  the  adequacy  of  our 
intelligence  effon  in  providing  our  guvernnicnl  a  broad  range  of  informa¬ 
tion.  ^h  in  depth  and  in  lime-scnsiiivc  reports,  on  a  great  range  of  poten¬ 
tial  problem  areas  all  over  the  world.  We  are  probably  belter  in  our 
capability  against  the  Soviets  now  than  we  have  es'cr  been,  in  responding  to 
the  need  to  verify  treaties  and  a  whole  range  of  things.  But  we  also  have 
reduced  our  manpower  on  much  the  rei^  of  the  world  to  the  lowest  levels 
since  at  least  the  1950s. 

And  the  great  worry  1  have  about  this  question  of  balance  is.  "How  docs 
one  bring  about  an  elYectiv-c  planning  process  that  examines  targets,  not  just 
systems'.'”  1  don’t  have  any  problem  with  examining  systems,  b;-l  1  want 
them  examined  in  light  of  the  targets  one  needs  to  cover.  1  want  to  focus  not 
just  on  the  cunvRt  problems,  but  on  the  perceived  problems  most  likely  to 
he  faced  by  the  ctainiry-  over  the  next  decade  or  two.  And  1  want  the  siruc- 
I’lre  to  have  at  least  an  equal  voice  in  voting  on  the  adequacy  of  existing 
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application  of  resources — in  my  view  that  just  does  not  occur  in  the  current 
structure.  The  current  structure  is  designed  to  sustain  the  status  quo.  Cuts 
were  applied  across  the  government  to  bring  manpower  levels  down — you 
know,  everybody  take  their  fair  share  to  pay  foi  new  collection  means,  to 
pay  for  new  processing  systems.  So  we  lack  a  counterbalance  for  target 
examination,  and  we  lack  a  data  base  on  the  areas  of  the  worid  which  were 
overiooked  in  the  1960s  when  we  were  focused  totally  on  Southeast  Asia — 
there  wasn’t  a  lot  of  worry  about  countries  in  Central  America,  the  Carib¬ 
bean.  Latin  America.  Africa.  I  believe  the  odds  are  very  high  that  in  this 
decade  we  will  face  a  lot  of  challenges  in  those  areas. 


...  In  my  earlier  experience  with  the  Navy’s  Human  Intelligence  Collection 
Agency,  the  problem  was  what  we  were  permitted  to  target  with.  Human 
intelligence  is  governed  by  both  the  IMA  ai^  CIA.  DIA  first  had  to  agree  on 
the  division  of  effort  across  what  all  the  military  human  intelligence  elTorts 
were  doing,  and  then  the  CIA  had  the  veto.  DIA  was  not  permitted  to  move 
into  any  areas  CIA  considered  as  its  primary — so.  for  example.  DIA  was  not 
to  collect  against  economic  or  political  targets,  only  military  ones.  Admit¬ 
tedly.  that  is  where  you  would  expect  the  basic  competence  to  lie.  But  to  do 
clandestine  HUMINT  collection  requires  elaborate  cover  staff,  elaborate 
support  structure,  and  the  only 


agency  really  good  at  that  is  the 
CIA.  I  would  make  some  rather 
radical  changes  on  the  human  side. 
1  would  be  inclined  to  consolidate 


HUMINT^Humin  Inttlligtnct:  d»t» 
coHtfied  by  o*  from  hunun  sottfcrs 


the  clandestine  HUMINT  collection  efforts  under  the  CIA's  auspices.  I  would 
also  separate  out  the  covert  action.  So  I  succeed,  in  that  brief  description,  in 
making  both  the  militar)*  and  the  CIA  angry  But  I  think  os-er  the  long  term  the 
focus  would  turn  toward  informatioo  cdlection.  as  opposed  to  going  in  and 
conducting  clandestine  operatioftt  <which  turn  out  to  he  more  fun). . . .  You  tec- 
ogniae  that  I'm  talking  now.  not  as  the  Director  of  the  National  Security 
Agency,  but  as  an  observer  with  years  of  watching — .  .  1  put  priority  on 
human  collection  because  I  helicsv  it  is  likely  to  be  of  greater  utility  to  the  gov- 
cmmeM.  You  want  to  make  sure  that  you  keep  enbit  focused  on  doing  that, 
and  I  would  lease  thtt  as  a  central  core  role  of  ^  CIA.  And  rather  than  have  it 
be  just  a  civilian  cfTort  I  wssuld  give  the  militaiy  veio  power.  I  would  probably 
end  up  piming  the  covert  operations  under  the  Department  of  Defense.  DoD 
has  a  support  stnicture.  and  does  base  to  support  a  gnat  deal  of  it  anyway.  The 
HUMIhn*  effort  would  need  lo  he  a  mix  civilian  and  military  ;  it  probably 
wxNtld  need  lo  be  a  separate  small  agency — keep  it  small,  and  don't  give  if  any 
incentive  to  go  do  things  lo  he  lively. 


. . .  I  would  say  on  balarsce  the  US  intelligence  community  is  fuiKtiooiog 
reasonably  well.  The  dialogue  that  has  sustained  it  for  2S  years  continues 
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reasonably  good.  The  reductions  have  gone  beyond  the  safe  level,  in  my 
view,  for  dealing  with  all  the  problems  that  are  likely  to  face  this  country  in 
the  1980s.  We  need  somehow,  as  a  government,  to  be  able  to  do  viable 
long-range  planning— not  just  for  intelligence— but  particularly  to  enable  the 
intelligence  community  to  focus  on  projected  problem  areas  and  shift 
focused  attention  ahead  of  the  problenu.  rather  than  after  they  arise.  In  crisis 
response  we  are  probably  doing  the  best  work  across  the  spectrum  at  this 
lime — it  has  worked  effectively  once  the  crisis  was  past;  we've  been  able  to 
focus  on  it  and  flow  information  about  it.  but  there  are  limits.  It's  too  late  to 
establish  viable  agent  nets  when  the  crisis  is  underway. 


But  overriding  all  this,  there  is  going  to  be  the  need  to  preserve  secrecy — 
about  how  you  access  the  informalion.  what  you  are  particularly  interested 
in.  how  it's  being  used — and  that's  always  going  to  a  barrier  for  public 
discussion.  We  must  find  new  vehicles  to  put  the  era  of  the  1960s  and  early 
1970s  behind  us  in  the  relationship  between  the  intelligence  community  and 
the  academic  world,  as  quickly  as  the  process  will  allow  without  creating  a 
new  fear  of  suppression  or  intrusion  on  academic  freedom.  It  is  going  to  be 
necessary,  if  that  is  effective,  to  find  ways  in  which  classified  research  can 
be  undertaken,  however  unpalatable  that  may  be  to  some  segments.  The 
decades  ahead  are  going  to  be  so  troubled  that  wt're  going  to  have  to  find 
ways  around  these  barriers.  We  need  to  rebuild  the  information  base.  We 
ne<^  to  bring  some  resurgence  in  the  availability  and  quality  of  linguists. 
Finally,  from  the  gosemment  side,  there  clearly  needs  to  be  a  better  effort  to 
try  to  make  information  accessible  as  the  “fertilizer"  to  keep  that  relation- 
.diip  going.  <148-49.  153.  1.^5-.56.  156-57.  159.  1611 


7.  LION'U  OUlEt.  “Watch- 
dogging  Intelligence" 
<1980.  pp.  163-83) 
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The  President's  Foreign  Intelligence  Advisory  Board  (PFIAB).  as  you 
know,  was  created  by  (Wsident  biscidiowef  in  1956  and  abolished  by  Presi¬ 
dent  Carter  in  early  1977.  I  care  abimt  that  irutitutioo.  because  I  was  con¬ 
vinced  during  my  serstce  in  the  White  House  tand  the  past  three  years  have 
reinforced  my  conviction)  that  any  President  needs  an  institutionalized 
source  of  advice  on  foreign  intelligence  w  bicb  i>  independent  of  tbe 
bureaucracy  and  which  is  provided  to  him  by  nwn  and  women  of  broad 
experience  in  whom  he  has  cunfidetKe  and  w  ho  enjoy  a  pt^tc  reputatiuo  for 

judgment  and  probity _ Please  bear  in  mind  during  tbe  discussion  that 

although  tbe  term  “oversight"  was  used  when  tbe  Board  was  created  in 
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1956.  its  mcaninit  was  substantially  different  from  what  the  word  eamc  to 
mean  beginning  in  1974.  As  originally  applied  to  the  PFIAB.  it  signified 
watching  over  the  inielligenee  process  to  assure  the  adequacy  and  cfTectivc' 
ness  of  intelligence.  It  did  not  include  matters  dealing  with  the  propriety  and 
legality  of  intelligenee.  Maybe  it  should  have.  But  sueh  was  not  the  case, 
and  none  of  the  members  with  whom  1  served  ever  felt  they  had  a  mandate 
in  that  area. 


A  Board  has  value  to  the  Fresidetu  who  appoints  it  and  to  whom  it  must 
exclusively  report.  It  also  has  value  to  the  entire  intelligence  '.ommunity. 
And  finally,  to  a  lesser,  but  nonetheless  important  extent,  it  can  be  of  value 
to  the  publie  at  targe.  As  regards  the  Presideni.  it  is  my  feeling  that  however 
essential  good  intelligence  is.  and  however  from  time  to  time  it  may  deter¬ 
mine  whether  or  not  given  activities  should  be  undertaken,  the  entire  subject 
must  not  occupy  a  substantial  part  of  any  President’s  lime  and  attention. 
There  are  simply  loo  many  things  of  crucial  importance  to  the  country  for 
the  Chief  Executive  to  ponder  at  any  length  substantive  budgetary  or  admin¬ 
istrative  intelligence  issues.  Thus.  say.  during  the  10  percent  of  the  time  he 
spends  on  intelligence  matters,  the  Resident  is  often  likely  to  receive  a  dis¬ 
tilled  *‘least-common-denocninalor'‘  prcscnialioA  of  ahematives.  frequently 
representing  the  sclf-pcrccivcd  best  mteresi  of  the  agency  presenting  them, 
and  sometimes  bereft  of  an  indelinablc  quality— perhaps  somewhat  like 
what  a  Supreme  Court  justice  said  about  pomograf^y:  it  is  something  you 
know  when  you  sec  it— the  quality  of  sound  judgment. 

1  third;  PMAB  over  the  years  demonstrated  Ms  capacity  for  sound  judgment 
on  innumerable  occasions,  t  will  suggest  four  areas.  First,  economic  intel¬ 
ligence.  which  indeed  was  first  given  life  as  a  direct  consequence  of  PFIAB 
activity.  Second,  accelerated  construction  of  Mrtellites  for  imcltigence  pur¬ 
poses.  wbicb  would  have  lagged  for  years  without  the  strong  push  it 
received  from  the  Board.  Ihird.  a  ptesidcnitally  directed,  govemmenl-widc 
program  to  deal  with  Soviet  elccifunic  surveillance  in  the  United  States,  a 
subject  which  was  virtualJv  taboo  for  discussion  even  within  the  mtclligencc 
community  until  ibe  Board  brought  it  to  the  President’s  alienlion.  And 
fourth,  the  now  notorious  ''A  icam-B  learn”  experiment  in  cumpclilivc 
analysts,  which  was  ulftctally  resisted  in  every  part  of  die  iatelligeiicc  cum- 
irnmily  until  the  Board  cunvioceil  the  President  of  its  merits. 

. . .  The  value  of  the  PFIAB  to  the  intelligence  cumniunily  itself  might  be 
likened  to  a  doctor’s  prcMr.-^ion  for  unpieasanl-lasting  medicine:  the  patient 
doesn’t  have  to  like  it  to  know  that  it  is  tupposed  to  do  him  some  good. 
Many  times  people  in  the  uMcUigence  t'otununity  expressed  to  me  their  view 
of  the  utility  of  the  Board,  erthcr  with  rcsptd  to  a  specilic  issue  then  being 
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(klibented  or  in  (he  abstract,  as  in  **irs  food  to  know  (here  is  a  group  of 
wise  men  widt  full  access  (o  ail  (he  data  and  with  direct  access  to  (he 
dent.  That’s  one  way  of  keeping  the  bureaucrats  on  their  toes.”  I  would  add 
(hat  (be  Board’s  existence  by  its  very  nature  gave  some  within  (he  eom* 
munity  hope  diat  contentious  issues,  which  to  their  minds  had  been  papered 
over,  would  be  fully  aired  and  examined  by  a  Board  immune  from  agency 
mindsets  or  jurisdictional  disputes. . . . 


lOETTINGEX]  |Rtegardless  of  personalities  (the  interesting  thing  about 
(he  PFIAB  is  (hat  it  survived  administrations  of  both  parties  and  very  dif* 
ferent  characters  for  a  period  of  time),  and  under  any  President  with  any 
kind  of  stan^  structure,  can  dissent  or  evaluation  be  institutionalized  within 
(he  bureaucracy  effectively  as  within  a  board  of  the  PRAB's  quasi«publie 
character  (hat  is  not  on  (he  government  payroll?  Dues  it  make  sense  just 
to  have  a  elean  break  between  what’s  imide  government  and  what  is  private 
sector,  but  to  have  (and  this  is  only  one  example;  there  have  been  other., 
some  of  which  also  have  been  dismantled  by  the  Carter  Administration) 
diffuse  boundaries  where  it  isn’t  4(uite  clear  whether  a  given  activity  is  gov* 
emment  or  private  sector.’ 


lOLMbKI  There  were  instances  that  to  me.  and  1  think  to  the  President, 
proved  the  Board’s  utility,  when  (he  President  would  be  confronted  by  sev¬ 
eral  alternatives.  Under  Kissinger’s  national  security  system,  option  B  was 
generally  (he  one  (hat  he  w«Mcd  and  sckcied.  and  things  were  organized  to 
..lake  option  B  the  most  attractive.  But  in  any  event  ahcmalives  were  clearly 
presented.  It  still  left  the  President  sometimes  nut  feeling  satUfted'-tn  fact, 
it  left  Kissinger  feeling  unsatisfied.  There  were  periods  when  he  w-uuld  say. 
'*Tbe  papers  submitted  to  me  don’t  really  present  alternatives.  They  present 
a  single  choice  and  don’t  develop  the  opportunities  fur  other  kinds  of  deci- 
sums,  and  tbeir  impact,  and  tbetr  kmg-range  im|dications.”  It’s  entirely 
another  matter  to  faring  sooicune  in  from  the  outside  without  any  of  the  in^>- 
pings  bureaucracy.  They  really  don't  look  on  it  fnmi  the  point  of  view  of 
the  Suue  Deportment,  wlii^  has  a  constituency,  or  the  Defea'ce  Depanmeni. 
The  NSC  siidf  is  supposed  to  be  capable  of  truly  ul^live  reasoning  and 
presentation,  but  it  just  doesn’t 
work  (hat  way —  Not  all  things 
should  be  thought  of  as  suitable  for  n\l 

the  kind  of  purpose  the  PFIAB 
served.  But  the  big  ones,  and  some 

less  big.  ought  to  be  referred  to  a  body  which  lends  to  be  oMivious  to  the 
deep-seated  rivalries  and  birier  arguments  that  prevail  even  on  the  s«d>sian- 
live  divisions. . . . 
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(Student)  You  talked  about  the  value  and  necessity  of  an  oversight 
board,  a  board  that  can  examine  intelligence  to  assure  accuracy  and  effi¬ 
ciency  of  foreign  intelligence,  which  is  an  admirable  goal.  But  in  my  own 
exoerience  and  knowledge  of  the  PFIAB  and  the  items  you  mentioned,  that 
was  not  what  the  Board  did.  That  didn't  appear  to  be  its  function.  1  have 
some  knowledge  of  two  of  the  four  items  you  mentioned.  They  originated 
with  small  groups  or  individuals  in  the  bowels  of  bureaucracy  who  wished 
someone  would  pay  attention  to  their  topics — such  as  economic  analysis — 
and  the  PFIAB  seemed  to  pick  up  random  (1  have  not  seen  evidence  of  any 
systematic  search),  sexy  issues  which  caught  the  attention  of  these  very 
intelligent,  very  wise,  but  very  busy  individuals  who  didn't  have  a  prent  deal 
of  time  to  devote  to  foreign  intelligence,  which  is  an  ongoing  flc  of  tre¬ 
mendous  complexity.  It  did  not  in  fact  appear  to  exercise  the  kind  of  over¬ 
sight  you  were  talking  about.  Instead  it  became  another  channel  to  the 
highest  level  for  people  pushing  pet  projects.  The  U.S.  beneHied  by  the  fact 
that  somebody  did  pick  up  these  pet  projects;  but  an  equa'  number,  if  not 
more  projecu,  which  would  also  be  benericial  if  someone  picked  them  up. 
did  not  catch  the  attention  of  the  PFIAB.  My  point  is  that  while  in  the 
abstract  an  outside  board  that  can  exercise  this  kind  of  oversight  would  seem 
essential,  without  the  baggage  of  the  bureauciacy — which  includes  knowl> 
edge  and  background — no  such  board  can  function  in  that  way.  1  don't  mean 
that  an  institutionalized  dispute  panel  and  a  wild-eyed  guess  examiner  is  not 
useful — out  that's  not  an  intelligence  oversight  bo^. 


(OLMER)  1  think  the  PFIAB  added  a  dimension  which  is  simply  not 
available  from  within  the  bureaucracy.  Sophistication  and  perceived  lack  of 
self-interest  ire.  without  any  cbboraiion,  the  two  things  1  think  the  outside 
board  was  and  would  be  capable  of  contributing.  (163-65,  166-67.  168, 
170) 


8.  CHARLES  W.  SNODGRASS. 
"Funding  CM"  (|9g|. 
pp.  II<M6) 


Vfcr  lltctronK  Ddts  Syst^i 

Co/p.;  iormer  AanUnt  Sec/rtj/y  ot 
the  Alt  force  (or  fimncul 
Min^gement 


I  might  say  that  another  witness.  Secietary  of  the  Air  Foa’e  Mark,  has  often 
told  Congress  that  he  thought  that  the  intelligence  capability  of  this  ctmntry 
had  been  strengthened,  not  weak¬ 
ened,  because  of  the  increased  con-  .  , 
gressional  involvement  in  the  force  under  f>reMdent  dker 
intelligence  budget.  He  mentioned 
a  couple  of  things.  He  said  that  we 
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had  helped  break  down  many  of  the  barriers  that  Tve  been  talking  about: 
interservice  barriers,  security  barriers,  technological  barriers,  that  sort  of 
thing.  He  also  said  he  thought  that  the  great  difference  between  the 
American  system  and  the  Soviet  system  was  that  we  are  much  more  flexible 
and  responsive  to  changes  in  techfK>iogy.  in  military  strategy,  whatever — 
because,  after  all.  they've  had  .e  same  head  of  the  Soviet  Navy  for  twenty* 
five  years.  Now.  if  that  commander  makes  right  choices,  that  can  be  a  very 
powerful  plus,  but  with  technology  changing  so  quickly  it's  more  and  more 
unlikely  that  the  same  kind  of  technological  imperative  will  last  for  long 
periods  of  time.  Secretary  Marti  thinks  that  the  give*and‘take  between 
Cemgress  and  the  military  makes  them  sharpen  their  intellectual  arguments, 
makes  them  examine  their  assumptions. 


...  I  believe  (hat  the  most  overlooked  issue  is  production,  and  that  we’re 
collecting  far  more  intelligence  than  we  know  how  to  assimilate,  to  make 
into  usable  information  fw  decision  makers.  And  that  the  really  significant 
marginal  returns  will  come  from  buying  more  analysts,  giving  them 
authority,  if  they're  an  Iranian  specialist,  to  go  off  and  learn  to  speak  Farsi, 
to  go  live  for  two  years  in  Iran — and  then,  when  all  this  marvelous  technical 
collection  stuff  collects  intelligence,  we  will  have  analysts  who  will  be  able 
to  tell  us  what  (he  raw  data  mean.  (139.  144) 


9.  DAVID  C.  RICHARDSON. 
"The  Uses  of  Intelligence" 
(1981.  pp.  147-68) 


Comultsnl.  Otiennf  Intelligence 
Keview  Pjnel.  the  Defeme  Science 
Sotrd.  and  othet  ptneli 


1  mentioned  earlier  (hat  we  need  a  new  kind  of  intelligence  (hat  links  (he 
operator  and  (he  intelligence  community,  and  1  liken  (hat  to  net  assessment 
pnKXss.  The  problem  I'm  talking  about  is  our  Naval  conventional  f<xces  in 
(he  context  of  Soviet  capabilities.  A  way  to  make  (hat  net  asses^'nent  is 
to  study  (he  systems  the  Soviets  have  fielded,  and  seek  out  their 
weaknesses —  That  net  av»essment  tells  me  I've  got  some  things  to  do.  It 
tells  me.  first  of  all.  that  if  my  dcselopments  and  my  new*  weapons  are  not 
keeping  me  at  least  abreast,  or  hopefully  ahead.  I’d  better  be  looking  at  my 
sirategy.  When  1  siart  looking  at  my  strategy,  and  start  sizing  forces 
calculated  to  achtese  certain  strategies,  I  find  myself  thrown  back  again  into 
an  assessment  process.  1  may  be  led  to  the  view  that  1  can  successfully  do  a 
smaller  job.  Or  else  1  need  new  forces,  or  new  approaches.  Out  of  that  kind 
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of  process  1  can  see  how  to  make  judgments  about  what  1  can  do  now — what 
1  need  to  do  to  improve  my  position,  and  what  sort  of  constraints  weigh  on 
me  until  I'm  able  to  get  there.  1  don't  £«e  any  (Hher  good  way  to  get  there,  1 
haven't  been  able  to  think  of  any  other  good  way  to  do  it.  We  simply  cannot 
continue  to  blithely  accept  worldwide  ocean  commitments — and  we 
certainly  have  one  in  the  Northern  Indian  Ocean  that's  in  that  category — 
without  regard  to  our  capabilities  to  sustain  ourselves  there  in  combat  action. 


...My  first  real  exposure  to  intelligence,  as  1  said,  was  in  the  Gulf  of 
Tonkin,  and  it  was  courtesy  of  my  Operations  Officer,  Captain  Robert  Hunt. 
Bob  Hunt  was  a  very  smart  fellow  and  he  said  something  that's  been 
fundamental  to  my  thinking  since;  if  you  want  to  screw  up  the  other  fellnw, 
find  out  how  he  functions  and  focus  on  his  weaknesses.  Our  job  was 
interdiction  in  North  Vietnam.  1  made  targeting  officer,  reasoning  that 
if  we  could  select  our  targets  more  wisely  we  could  double  or  triple  our 
effectiveness.  Bob  pored  over  photography,  studied  it  full  time.  1  turned  his 
Ops  Officer  job  over  in  the  Assistant  Ops  Officer  and  Bob  did  the  targeting. 
Pretty  soon  he  develqied  a  general  concept  for  targeting  which  focused  our 
resources  against  targets  where  we  really  accomplished  something  more 
significant  than  by  previous,  less  systematic  approaches. 


To  give  you  just  one  example:  it  seemed  apparent  that  when  striking  a  rail 
line  if.  instead  of  hitting  the  big  bridge  in  the  middle  of  a  tuwn  where  they 
could  cross  with  boats  and  do  other  things,  you  hit  four  or  five  smaller  rail 
structures  between  towns,  they  would  be  forced  to  send  work  crews  out  and 
fix  the  outer  unes  before  they  could  get  to  the  inner  ones,  so  that  it  touk 
them  much  longer  to  get  back  in  commission.  There  was  little  or  no 
antiaircraft  power  out  there,  so  your  costs  were  lighter,  the  threat  was  lower. 
That  made  a  lut  more  sense  than  hitting  a  big  bridge  in  town.  We  were 
working  against  three  modes  of  transportation:  rail,  highways,  and  barges  on 
waterways.  We  produced  the  system,  and  the  Juint  Chiefs  sent  out  a  study 
group  that  looked  at  the  targeting  we  were  doing,  and  they  were  very 
complimentary  about  it.  1  converted  uhiit  had  been  a  photo  'distribution 
group  in  Subic  Bay  into  an  analysis  group,  and  had  two  individuals,  an 
intelligence  officer  and  an  operator,  working  together  in  constant 
interaction,  so  that  all  the  operators  and  all  the  intelligence  officers  could 
come  in  and  work  with  them,  and  afterward  go  back  and  ea^h  contribute  in 
greater  understanding.  My  point  is  that,  in  this  instance,  wc  developed  an 
office  that  bridged  the  gap  between  intelligence  and  operations.  And  it 
seemed  to  facilitate  communicalkios.  It  made  this  particular  system  a  good 
system,  the  best  we  c^kl  conceive  of.  (155.  157) 
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10.  CHARLES  ROSE.  ’^Con¬ 
gress  and  CM”  (1981, 
pp.  169-91) 


Member,  US  House  of  Representa- 
Uves;  Chairman.  Policy  Croup  on 
Information  and  Computers 


1  would  like  to  address  what  1  eonsider  one  of  the  major  pn^lcms  concern¬ 
ing  our  defense  establishment  and  our  intelligence  community:  the  need  for 
good  analysis.  All  too  often  the  policymaker  and  defense  planner  alike 
would  like  to  hear  the  tune  played  back  the  way  they  have  composed  it — 
like  editorial  writers  who  send  out  reporters  to  make  their  editorials  come 
true.  Unfortunately  the  world  doesn't  always  work  that  way.  There  is  a  need 
for  considerable  improvement  in  the  academic  rigor  of  studies,  analyses  and 
estimates  in  the  intelligence  and  defense  communities.  This  is  not  to  say  that 
a  lot  of  good  work  doesn't  get  done,  but  all  too  often  there  is  a  tendency  for 
school  solutions  to  appear  with  directed  ct)dings.  The  more  we  cemtinue  to 
have  sehool  solutions,  the  more  we  feel  free  to  pick  and  choose  the  evidence 
that  supports  a  particular  case,  the  longer  we  will  continue  to  pay  the  price 
and  make  mistakes,  which  means  we  will  keep  making  major  landmark 
decisions  for  defense  planning  and  policy  formulation  in  a  cavalier  manner. 


. . .  During  the  last  fifteen  years  we've  had  unprecedented  growth  in  techni¬ 
cal  systems.  The  decision  was  made  in  the  early  1970s  that  the  price  of 
those  technical  collection  systems  would  be  paid  in  people.  You  may  think 
I'm  kidding,  but  believe  me  it  was  a  conscious  decision.  A  number  of  peo¬ 
ple  in  the  intelligence  community  have  told  me  the  same  thing.  As  a  result 
of  that  decision  we  find  ourselves  in  poor  shape  as  we  try  to  assess  the  Third 
World,  analyze  the  l^rsian  Gulf,  predict  trends  in  Central  America.  We  find 
ourselves  with  few  linguists  in  languages  which  we  felt  a  few  years  ago 
were  insigniOcant  and  unimportant,  but  which  today  are  highly  critical. 


. .  We've  also  seen  unne  evidence  that  the  intelligen.'e  community  is  play¬ 
ing  a  little  game  with  us— coming  in  and  requesting  orte  of  those  elements 
|pco|^  or  hardwarel  in  their  budgets  knowing  full  well  that  they  have  omit¬ 
ted  the  other  one.  For  example,  they  come  in  asking  for  hardware  but  no 
people,  arnl  they  say,  "Well  you  know,  my  Cod.  Congress  will  add  the  peo¬ 
ple"  or  they  come  in  asking  for  pet^le  end  no  hardware — whichever  one 
they  forget  to  ask  for.  good  okl  C<mgress  in  its  patriotic  wisdom  will  add 
it— -and  that  way  they  d^'t  get  caughi  inilating  the  budge:. 


. . .  Consider  the  Iranian  hostage  rescue  mission.  Tm  sure  some  of  you  have 
read  the  unclassified  versitxi  of  the  after  action  report  by  the  five  generals  on 
the  mission;  the  top  secret  version  which  1  have  had  access  to  is  not  really 
much  different.  In  it  they  discussed  a  couple  of  problems  that  tel)  me  we 
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haven’t  learned  the  lessons  of  the  jmsi  very  well.  One  of  those  prc^lems  was 
excessive  secrecy,  too  much  compartmeniation.  Another  was  fragmented 
lines  of  command  and  control.  I  had  occasion  recently  to  scan  a  fine  book 
entitled  Firsi  Line  of  Defense:  The  Navy  Since  1945  by  Paul  Ryan,  pub¬ 
lished  by  the  Hoover  Institution  at  Stanford.  It  discusses  the  Bay  of  Pigs 
operation  and  the  role  the  Navy  played  or  did  not  play  in  it  ...  The  key 
operating  factors  in  the  Bay  of  Pigs  and  the  Iranian  hostage  rescue  mission 
were  similar.  Individuals  who  ought  to  have  had  access  to  information  did 
not.  Planning  took  place  in  isolation  and  clearly  was  hampered  by  the  poor 
command  and  control  setup. 

. . .  In  many  cases  of  past  failures"  it  has  been  found  that  information  was 
largely  available,  but  either  hadn’t  been  analyzed  or  hadn’t  been  placed  in 
proper  context.  This  is  partly  the  fault  of  intelligence,  but  is  shared  equally, 
and  sometimes  to  a  greater  degree,  by  the  policy  community.  Certainly  it  is 
true  in  the  case  of  the  fall  cf  the  Shah  of  Iran.  Our  examination  of  intel¬ 
ligence  performance  in  Iran  prii^  to  November  1978  found  that  the  intel¬ 
ligence  pruMem  was  partly  due  to  the  collection  elements’  failure  to  ask  the 
pn^r  questions.  This  so-called  failure,  however,  was  orchestrated  by  the 
policy  community,  which  had  forbidden  the  intelligence  community  to  go 
out  and  collect  data  on  dissident  groups  within  Iran,  lest  our  intelligence 
activities  offend  tne  Shah. 


I’m  ctmeemed  that  we  don’t  put  ourselves  in  that  kind  of  pi>sition  again,  and 
I  think  there  is  great  danger  that  we  could  do  so,  especially  in  some  areas  of 
the  world  where  we  arc  awfully  cozy  with  our  allies.  We  nuy  have  a  tend¬ 
ency  to  overlook  things  going  on  within  a  country  which  ciHjId  be  inimical 
to  our  relations  with  that  c'ountry.  perhaps  not  today,  but  five  irr  ten  years  in 

the  future _ I  think  what  would  cure  that  problem  best  would  he  finding 

some  way  (t  don’t  have  the  solution)  to  depoliticize  our  whole  intelligenc'c 
operation.  Time  and  time  again  our  national  intelligenc'c  estimates  seem  to 
have  been  rewritten  because  the  pdicymakers  didn’t  like  the  Kutom  line. 
Maybe  dividing  up  the  chores  the  way  you  suggested  lOefiinger— separating 
covert  and  intelligence  operations!  could  have  somewhat  the  same  effect. 
Now  that  Mr.  Casey  is  an  actual  member  of  the  President's  cabinet,  one 
nHJst  seriously  question  how-  much  the  policy  of  the  White  House  drives  ana¬ 
lytical  conclusions.  And,  analysis  and  collection  to  the  contrary  notwith¬ 
standing.  how  often  do  those  c'ooclusiuns  wind  up  being  a  Justification  for  a 
policy  that  was  made  somewhere  else'.*  These  anr  exactly  the  kinds  of  nut¬ 
ters  our  Committee  looks  into. 


. . .  |T|here  is  a  need,  not  only  to  insure  good  c'ompeiitise  aiulysis.  but  to 
maintain  the  objectivity  of  ibe  intelligence  process  and  keep  it  as 
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depoliticized  as  possible  in  a  highly  strung  town  like  Washington.  This  is 
not  an  easy  issue  to  come  to  grips  with.  We‘f%  far  better  olf  structuring  our 
estimate  products  with  footnotes  and  diverse  opinions,  rather  than  trying  to 
develop  consensus  judgments  on  issues.  You  may  have  read  in  the  news* 
paper  a  couple  of  weeks  ago  about  some  problems  with  a  recent  estimate  on 
terrorism.  This  issue  is  still  in  the  limelight.  Tm  reluctant  to  comment  on  it 
too  much,  except  to  note  that  the  more  the  administration  dillydallies  in 
attempting  to  come  to  a  consensus  judgment  on  such  issues,  the  more  it  will 
open  itself  up  to  accusations  of  pc^iticizing  intelligence  judgments.  The  less 
it  is  tinkered  with,  the  better  off  it  is.  In  the  final  analysis  a  better  intel¬ 
ligence  product  will  be  produced.  If  you‘ve  got  five  different  analysts*  opin¬ 
ions  that  you  can't  somehow  meld  into  one.  don't  fudge  it.  don't  hide  the 
bottom  line.  Show  that  there  is  a  diversity  of  opinion,  a  genuine  attempt  is 
being  made  to  come  up  with  the  answer.  There  may  ^  more  than  one 
answer.  (174.  17S-76.  177.  17K-79.  t$S) 


II.  B.R.  Inman,  "issues  in  Deputy  Otrttiof  of  central  Intflhffcnce 
Intelligence"  (19KI. 
pp.  193-214) 


In  the  period  immediately  after  World  War  II.  when  the  current  national 
security  structure  was  formed,  an  attitude  prevailed,  in  addressing  the  ques¬ 
tion  of  information  needs,  that  we  should  endeavor  to  obtain  any  informa¬ 
tion  we  might  ever  need  to  support  any  form  of  government  activity.  It  was 
the  World  War  II  experience  that,  in  trying  to  deal  with  everything  from 
long-term  strategic  policy  formulation  today-by-day  engagement  in  conflict, 
you  needed  an  incredible  array  of  intelligence  on  any  given  target  or  topic, 
or  set  of  targets  or  topics,  if  you  were  to  be  effective  in  either  the  planning 
and  decision-making  process  or.  much  more  impucianily.  the  execution. 

That  general  philosophy  led  to  the  creation  of  a  number  of  organizations  and 
ageiK'ies.  It  led  to  a  substantial  investment  in  people,  in  systems  attd  in  a 
general  iq^proach  of  making  avaihd»le  a  very  detail^  data  base— essentially 
a  classified  Encyclopedia  Briiannica:  all  you  might  ever  need  to  know  about 
any  given  topic.  In  my  pea^ption.  less  attention  was  given  during  that  phase 
to  the  timely  How  of  that  information — whether  for  indications  and  warning 
purposes,  crisis  monitoring  or  execiHion.  The  Korean  War  then  provided  a 
major  sbot*in*ihc*arm  investment  lowani  the  goal  of  supplying  any  informa¬ 
tion  whkh  might  be  needed.  So  you  had.  at  the  national  level,  a  nundser  of 
intelligence  agencies  cooperatively  working  together  to  develop  a  very  large 
and  expensive  data  base.  Those  were  the  days  before  computers  were 
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available,  so  the  data  was  essentially  hard  copy  publications,  slow  to  pro* 
duce,  very  difficult  to  maintain,  and  heavily  manpower- intensive. 

When  tlie  national  mood  beg«)  to  ^ft  with,  during,  because  of  (you  may 
choose  the  preposition)  the  Vietnun  conflict,  a  very  sharp  shift  occurred  in 
attitudes  about  the  question  of  information  need,  at  least  as  it  applied  to 
intelligence.  And  by  1969  the  mold  was  very  firmly  established:  ‘'What  can 
we  do  without?”  was  the  prevailing  view.  To  meet  the  pressing  detailed 
needs  of  Vietnam,  assets  were  dropped  that  had  been  involved  in  maintain¬ 
ing  in-depth  data  bases  against  a  large  number  of  geographic  targets  of  rela¬ 
tively  low  current  foreign  policy  or  military  operations  need.  The  people 
were  diverted  to  work  in  depth  on  Vietnamese  problems.  Thus,  when  the 
new  "What  can  we  do  without?”  view  took  hold  in  1969  and  we  began 
reducing  assets — people  in  large  measure — there  was  no  return  to  mainte¬ 
nance  of  thtf  earlier  expansive  data  base.  Rather,  there  was  a  move  simply 
to  remove  people  from  the  inventory.  And  so  the  general  health  of  that  data 
base  began  to  deteriorate  at  the  end  of  the  1960s.  It  got  a  stimulus  in  the  late 
’60s  and  early  ’70s.  when  new  technology  being  developed,  partly  for  the 
space  race,  offered  new  ways  to  access  information  which  had  previously 
not  been  availaUe  at  all.  But  its  general  decline  really  began  to  impact  on 
the  US  intelligence  capability  and  ability  to  deal  with  information  needs  in 
the  early  ’70s.  with  the  decision  to  trade  off  manpower  to  buy  advanced 
technical  capability. 

Let  me  digress,  to  deal  with  a  myth.  The  popular  literature  holds  that  we 
gave  up  human  intelligence  collection  assets  to  buy  technical  collection 
capability.  1  stress:  that’s  a  myth.  We  really  gave  up  manpower-intensive 
technical  collectors;  and  we  did  not  buy  the  manpower  to  priKcss  the  huge 
volumes  of  different  additional  information  which  were  made  accessible  by 
a  whtde  range  of  technical  sensom.  If  you  scan  the  notes  of  last  year’s  talk 
you  will  know  that  1  picked  up  much  my  interest  in  the  information  How 
part  of  this  information-need/infoimation-now  equation  through  watching 
the  government’s  difficulty  in  dealing  with  crises,  beginning  with  the  cap¬ 
ture  of  the  PueMo  and  the  impact  that  slowness  in  the  Row  of  available 
information  had  in  restricting  the  government’s  options  in  trying  to  respond 
to  that  crisis.  We  made  very  little  progress,  at  least  through  the  first  half  of 
the  ’7Us.  in  dealing  with  that  problem.  We  had  lots  of  studies  and  a  fair 
amount  of  investment  in  command  and  control  systems  that — from  this 
critic’s  vantage  point — too  often  were  focused  on  ownership  questkiru  rather 
than  on  the  degree  to  which  the  systents  w%»uld  accelerate  the  mosement  of 
information  to  a  whide  range  id*  people  who  might  be  idile  to  make  elTectise 
use  of  it.  We  really  did  not  get  any  change  in  the  general  attitude  toward 
dealing  with  informatioo-nccd/ittfunnalion-now  until  the  end  of  the  197()s. 
Now.  1  believe,  we  have  again  criMsed  a  major  obstacle:  the  attitude  is 
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moving  toward  “What  do  >t>u  to  know,”  not  “What  can  you  do  with* 
out,”  and  there  is  a  growing  awareness  that  much  more  has  to  be  done  than 
has  been  done  to  date  in  fKilitating  information  How. 

...  So  I  would  set  forth  the  prineipfe  that  one  needs  to  look  at  geographical 
targets,  and  that  this  country  needs  a  given  level  of  information  on  all  parts 
of  the  world  with  which  we  have  to  interact — at  least  a  level  of  detail  sufTi* 
cient  to  understand  the  key  factors  in  the  countries  with  which  we  have  to 
deal.  To  understand  their  degree  of  internal  stability,  to  understand  at  least 
to  some  extent  the  ecorKnnic  forces  at  work,  and  to  have  at  least  a  passing 
understanding  of  their  military  capatniittes.  And.  increasingly,  to  understand 
what  those  capabilities  may  mean  to  us  if  they  include  equipment  of  friendly 
origin — US.  British.  French.  German.  Italian — as  well  as  equipment  that 
comes  from  the  Soviet  bloc.  Iran  is  a  case  in  point.  It  suddenly  moved  from 
being  a  fast  friend  to  a  holder  of  hostages,  and  we  contemplated  the  |NOspect 
of  military  activity  in  the  rescue  effort  a  year  ago  today.  And  the  equipment 
we  had  to  try  to  deal  with,  to  collect  information  on.  for  direct  operation 
supptwl.  was  US  equipment,  with  which  US  collection  systems  had  never 
bem  designed  to  deal. 

In  a  functional  sense,  meanwhile,  one  has  to  pay  more  afiention  to  political  and 
economic  intelligence  issues.  At  the  same  time  a  subsuuttial  level  of  effort,  at 
least  for  the  more  advanced  countries.  oKtst  be  focused  on  scientific  and  techni¬ 
cal  intelligence  matters,  watching  for  signs  of  instability,  paying  additional 
attention  to  iructnal  security,  in  countries  that  have  the  potential  for  becoming 
targets  of  the  Soviets  and  their  proxies,  or  where  our  own  specific  national, 
economic  or  military  intemsts  may  be  directly  at  stake. 

...  It  is  a  fact  of  life  that  a  great  de^  of  the  world  is  not  as  open  to  us  as  it 
was  20  years  ago.  For  a  variety  of  masons  a  lot  of  countries,  including 
newly  emerged  countries,  feel  no  need  to  ha\e  a  close  relationship  with  the 
US  or  to  make  information  easily  available  to  us  about  their  own  internal 
activity.  It  is  therefore  a  hard  fact  of  life  that  for  a  good  deal  of  information, 
particularly  to  really  understand  the  inicnial  security  equation,  clandestine 
human  collection  must  be  contemplitcd.  Wc  can  no  longer  get  away  with 
focusing  clandestine  human  colkction  solely  on  the  conununist  countries. 

. . .  When  you  are  making  great  leaps  forward  in  technology,  and  you  are 
maintaining  a  stable  or  slightly  reduced  analytkal  work  foae.  a  decision  to 
acquire  additional  technical  capabilities  to  give  you  huge  volumes  of  infor* 
mation.  and  not  to  make  the  processing  mvesimem  that  wilt  offer  the  oppor¬ 
tunity  of  greater  productivity,  is  a  very  foolhardy  approach  to  the  problem — 
but  it's  i^en  us  a  decade  to  really  understand  that  and  to  begin  to  turn  ii 
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around.  That  will  get  a  great  deal  of  additional  attention,  I  believe,  in  the 
early  part  of  the  decade  ahead. 

In  the  field  of  analysis  there  is  a  manpower  part,  driven  by  singly  the  need 
to  deal  with  volumes  of  information.  But  there  is  a  much  greater  need  for 
quality  and,  as  elements  of  that  quality,  for  people  to  understand  in  substan¬ 
tial  depth  the  taigets  they  are  examining.  You  cannot  take  an  individual, 
however  well  educated,  put  him  on  a  new  target  and  give  him  bits  and 
pieces  of  infcxmation.  and  expect  that  he  will  give  you  insi^tful,  in-depth 
understanding  of  what  those  fragments  mean  in  a  very  shofi  time.  The  track 
record  of  the  decade  is  that  the  an^^ieal  elements,  in  fact,  were  not  drawn 
down  as  much  as  the  collection  side — notwithstanding  some  public  mythol¬ 
ogy  that  might  lead  you  to  believe  otherwise. 

But  the  (miblem.  I  believe,  is  that  we  did  not  expand  our  analytical  work 
force  at  the  same  time  that  the  volume  of  daU  was  being  vastly  expanded, 
and  we  suffered  significantly  from  the  public  attitude  toward  getting  the 
quality  of  input  to  that  analytical  effort  that  we  had  been  able  to  draw  in  an 
earlier  decade.  There  is  a  perceptible  imptet  to  that.  We  also  failed  to  buy 
the  technical  kinds  of  things  that  would  have  improved  the  productivity  of 
the  analyst  and  lessened  some  of  that  impact.  And  again,  as  you  draw  down 
your  investment,  incentives  which  produce  quality  unfortunately  tend  to  be 
anuNig  the  earliest  casualties.  One  gives  up  the  extra  incentives  to  maintain 
in-depth  language  |Voficiency  in  a  variety  of  languages,  one  gives  up  the 
sabbaticals  that  let  someone  get  a  totally  fresh  outlook  on  the  problems.  One 
gives  up.  not  necessarily  by  choice,  the  relationships  and  the  dialogue  with 
other  organizations,  other  institutions,  which  may  not  have  access  to  the 
same  depths  of  classified  information,  but  that  have  different  insights  and 
anitudes  about  the  same  kinds  of  targets  you're  examining,  that  might  have 
helped  you  to  understand  what  those  bits  and  pieces  mean. 


. . .  Retatning  objectivity  is  piobidiiy  the  gicaicsi  prize  for  analysis  in  the  imel- 
ligence  process,  probnbly  al^  in  other  (iekhi.  But  when  you  leave  people  in  the 
same  area  for  a  long  time  without  any  break,  without  any  inceniive  to  go 
dsewhere.  without  any  encour^^mcM  to  conikiue  to  be  promoted  b>  btouden- 
ing  theimclv'cs.  >*00  run  a  very  high  risk  ihm  they  will  become  enamored  of 
answers  fur  the  topics  they’re  dcal^  with,  that  thev*  will  seket  those  bks  and 
pieces  of  infurmation  wl^'h  support  their  predetcirnincd  theory,  and  that  they 
will  be  far  less  likely  to  give  credence  at  all  to  bits  and  pieces  of  infurmatiuQ 
whKh  would  challenge  that  or  send  them  off  n  an  eniirciy  dtfTcreni  difvetioo. 

. . .  An  interesting  feature  in  watching  this  process  over  the  last  decade  is 
that  Congress  by  itself,  substantially  a^ad  of  the  Executive  Branch,  reached 
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the  decision  that  we  needed  to  start  investing  more  in  our  intelligence 
capabilities.  Had  the  leadership  not  been  in  the  same  party  as  the  President. 
I  think  we  would  have  seen  greater  impetus  to  do  more,  and  more  quickly, 
but  they  found  themselves  in  the  voy  difficult  position  diat  it  was  not  politic 
to  add  to  the  budget  of  the  President  of  their  own  party  when  he  was  unwilh 
ing  to  have  them  do  so. 

...  My  views  on  this  area  |compartmentaliution|  arc  largely  shaped  by  my 
experience  in  the  Seventh  Fleet  in  supporting  ccMnbat  operations  in  Southeast 
Asia,  and  when  there  was  a  substantial  fear  on  a  cou(^  of  occasions  that  I 
was  going  to  have  to  support  combat  operations  in  Northeast  Asia.  That 
pressure  does  wondrous  things  in  cutting  throu^  the  ownership  syndrome. 
You  very  quickly  get  down  to  basic  essentials:  your  ability  to  get  informa* 
tion  fast,  and  hc^fully  accurately.  The  most  important  thing  is  that  it*s  fast. 
If  it  isn’t  accurate,  very  often  you'll  drop  the  source,  you  won't  want  it  any 
more. 


The  second  thing  that  happens,  though,  after  you  turn  it  on.  is  that  you  get 
drowned  in  information  itM  is  of  peripheral  interest.  When  you  have  a  cri* 
sis.  in  particular,  everybody  is  suddenly  willing  to  turn  on  what  they  know, 
even  down  to  a  fairly  compartmcnied  kve).  And  people  at  the  receiving  end 
never  have  the  time  at  that  point  to  sort  through  the  huge  volume  of  data 
which,  in  a  crisis,  suddenly  becomes  avaihdste — unlike  the  peacetime  situa* 
tion.  when  usually  you  complain  that  there  isn't  enough  available  to  keep 
you  going.  I  have  a  strong  belief  that  most  of  the  imagery  data  can  be  totally 
dccompartmented;  it  has  no  need  to  he  compartmented.  because  there  is  very 
little  that  a  target  country  can  do.  without  great  expense,  to  deprive  you  of 
the  value  of  the  intelligence  you  ha^  derived,  even  if  it  knows  about  it.  In 
fact,  if  yiHi  can  cause  that  couiHry  to  spend  a  lot  of  money  on  cansouflagc. 
cover,  and  deception  instead  of  on  a  new  weapons  system,  that  may  not  be  a 
had  tradeoff,  because  once  the  enemy  snarls  nsoving.  that  cover  dccep* 
tion  isn't  going  to  be  a  great  deal  of  value  to  him. 

On  other  matters  the  potential  for  loss  of  access  is  much  greater.  And  there 
>'ou're  forced  to  a  different  approach:  to  take  information  out  of  compart¬ 
ments  entirely,  saiuti/e  it  at  the  very  lust  poiM  of  access,  and  to  flow  k  by 
the  fastest  available  corntnuniemiofts  into  the  hands  id*  those  who  can  poten¬ 
tially  use  it  for  tactical  purposes. 

...  A  lot  of  peofdc  were  eager  to  throw  out  an>thing  that  might  he  a  con- 
siraint  in  order  to  get  started  in  doing  more  counierioteUigence.  and  I  guess 
I.  having  watched  the  danuge  to  the  intelligence  community  ihc  Iasi  time 
dittunJ.  would  rather  have  a  clear  understanding  this  lime  of  exactly  what  it 
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is  we  are  trying  to  get  at  before  we  lurch  off  in  all  direetions.  That  is  not 
necessarily  the  popular  view.  (19^-95.  196.  197-98.  200.  203.  210) 


12.  WILLIAM  G.  MILLER. 
''Foreign  Affairs.  Diplo- 
maey.  and  Intelligenee" 
(1982.  pp.  I6S-8I) 


Associalt  Dan  and  fro/essor  of  /nfen 
natrona/  Milks,  fktchtf  School  of 
Law  and  Dtplomacy.  Tufts  Univonity 


So  both  the  House  and  the  Senate  were  launched  on  investigations  as  well  as 
an  inquiry.  It  was  a  two-headed  ap^oach.  earned  out  by  two  houses  with 
very  different  styles  and  temperaments.  As  you  know,  the  House  cwnmittee 
bn^  apart  due  to  leaks.  The  Senate  committee  managed  to  hang  together, 
and  its  efforts  over  two  years  led  to  a  ehange  in  procedures,  passage  of  a 
number  of  governing  statutes  for  inttlligence.  and  creation  of  an  oversight 
system.  But  lying  iKhind  this  whole  sequence  of  events,  really,  was  the 
desire  by  the  legislature  to  have  intelligence  information  as  a  tod  to  use  in 
its  work.  There  was  a  belief,  reinforced  by  the  outcome  of  the  inquiries  and 
the  hearings,  tlud  intelligence  was  useful  to  sound  policy. 


. . .  The  agencies,  after  a  period  of  reluctance,  decided  that  they  would  coop* 
crMe.  Two  successive  While  Houses — Nixon  and  Ford~*dccided  thM  they 
loo  would  eooperale.  after  initial  reluctance.  The  most  difficult  task,  of 
course,  fell  on  people  like  Calby.  who  had  to  deal  with  two  cultures — his 
own  hermetically  sealed  world  and 
the  people  who  operated  within  it. 
and  the  open  public  world  of  pd>- 
lic  affairs  and  the  legislature.  I 
think  the  country  owes  him  a  tre¬ 
mendous  debt  for  the  diffK'ult  task 

he  undetiook.  Many  of  his  colleagues,  unfortunately,  lodged  on  him  as  a 
traitor  to  his  professioo.  betraying  tnra  of  a  kind,  and  felt  that  he  should  not 
have  cooperated  in  the  ways  he  <iy .  TUrre  were  others,  the  nujorily  of  thetri 
in  the  agencies,  who  felt  the  opposite.  His  view  at  af<y  rate  was  that  he  was 
obliged  by  the  terms  of  the  Constitution  to  cooperak .  and  he  did. 


Cttlby—Wilham  1.  iMthy.  t>r/rt'fu/  of 
trnttjl  tnirlligrncr  undfi  hfsi- 
dt-nfk  Nnon  and  lutd 


That  was  also  true  of  otHcers  like 
Adnilrat  tninan.  who's  just 
resigned— in  my  view  oi<  of  ihe 
fiaesi  intelligence  people  I've  ever 
come  across.  He  was  then  in 
charge  of  naval  imelligence.  and 


Adnutjl  Inman  -H.K.  tnman.  tunnvf 
Oavtlui.  SSA.  L'hivl.  Centiat 
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ui  CrtMal  tMvIhgriHr 
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he  couldn't  have  been  more  helpful  and  forthcoming  right  from  the  outset. 
Indeed  that  was  true  of  almost  everyone  in  the  ageiKies. 


. . .  For  the  first  time  there  was  an  awareness  of  the  struggle  betv^een  rival 
intelligence  services,  outside  one's  own  bureaucratie  establishment 
(although  the  internal  struggle  often  seems  just  as  intense).  Over  a  period  of 
years  those  in  both  the  legislative  and  esecutive  brartches  with  responsibility 
were  being  tutored  in  every  aspect  of  intelligence  for  the  first  time  in  our 
guvemment's  history,  were  a^ing  and  being  told  and  learning  and  eate- 
gorizing  what  the  American  intelligence  system  was  and  what  its  purposes 
were.  And  for  the  first  time  the  intelligence  agencies  were  asking  the  same 
questions  of  themselves,  and  thinking  about  where  they  fitted  in  the  govern* 
ment  that  they  were  a  pan  uf.  and  being  asked  to  serve. 


. . .  The  new  legal  framework  was  established  as  follows;  inielligenre  is  a 
joint  responsibility,  like  every  other  aspect  of  public  pidicy.  of  the  kgisla* 
tive  aikd  executive  branches.  Whatever  the  United  States  docs  in  this  area  is 
a  joint  responsibility  in  accord  with  regular  processes,  and  cunsequently 
both  branches  must  have  full  knowledge  and  full  responsibility.  The  only 
statute  that's  been  passed  thus  far  requires  the  intelligence  agencies  lu  sup* 
ply  the  oversight  committees  with  alt  infiumaiiun  fully  and  currently  without 
exception.  There  are  no  exceptions  in  any  category  of  intelligence 
matters. . . 


The  process  ik)w  in  effect  is  that  the  reconl  of  every  single  intelligence 
activity  is  made  available  to  the  us-ersighi  cummitlees.  which  then  must  vote 
funding  fur  all  the  activities  after  reviewing  them.  One  benefit  of  this  pruc* 
ess  of  legislative  review  has  been  that  it  has  required  the  highest  lewis  of 
the  exccutiw  branch  to  review  proposed  intelligence  activities  with  a  degree 
uf  detail  they  had  never  done  before.  And  there  base  been  mure  evahiatiuos 
of  usefultkcss  uf  certain  kinds  of  activities  across  the  bi^ard  than  had  ever 
been  the  case  before — tcchrudogicil  c'olkctiuo.  cuvcit  counteriMelligence 
and.  of  course,  simple  colWetioa  of  infuniuiiun. 


. . .  Consenvn  is  natural  to  the  intelligence  bureaoenny.  but  consensus  may 
be  as  accurate  or  useful  as  particular  opinion.  One  of  the  problems  uf 
oaliooal  csiimalcs  is  that  it  is  difficoll  lo  present  sharpened  opiniuo  m  them, 
llte  art  fora:  says  dui  there  is  a  concHmun.  an  evaluatioo—ao  cstimaie:  die 
variuus  points  uf  view  that  contribuic  to  rt  logically  support  that  cunclusiuo. 
lliai  has  been,  and  renuim.  the  pruNetn  inhe^enc  in  bringing  to  bear  for  the 
leadership  other  poifMs  of  view  that  might  he  helpl'ul. 
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...  We  have  had  a  series  of  national  leaders  who  have  come  to  their  posi¬ 
tions  without  any  acquaintance  with  the  intelligence  resources  at  their  com¬ 
mand.  and  only  after  several  years  of  mistakes  and  ignorance  has  the 
awareness  emerged  that  mistakes  might  have  been  avoided  if  they  had  better 
information  which  was.  in  fKt.  available.  Perhaps  that  is  a  phenomenon 
characteristic  of  a  large  superstate,  a  complicated  society — but  the  resources 
that  are  there  are  not  being  made  use  of.  except  by  those  who  are  acquainted 
with  the  organism  in  the  first  place.  Proper  use  of  intelligence  is  a  habit,  an 
intellectual  discipline;  it  does  not  come  naturally.  Intelligence  can  also  be 
very  misleading  if  its  limitations  are  not  understood.  The  uses  of  intelligence 
are  ultimately  one  of  the  most  sophisticaicd  tools  of  leadership.  A  very  real 
question,  very  relevant  to  any  discussion  of  the  quality  of  leatfarrship.  is  how 
intelligently  a  leader  can  use  the  sc^isticated  material  intelligence  provides. 


...  In  the  intelligence  work!  1  think  it  is  now.  perhaps  for  the  first  time,  very 
important  that  there  should  be  a  permanent  long-term  director.  It  should  not 
be  a  political  appointment,  but  rarher  a  career  appointment.  There  also  might 
be  some  value  in  having  an  intelligence  top  leadi^ip  that  is  free  of  political 
change,  that  is  there  because  they  know  the  world,  or  know  vital  inielMgence 
processes  and  procedures.  In  order  to  obtain  the  best  from  the  narrow  world 
of  intelligence,  which  must  present  facts  in  a  way  that  is  fully  appreciative 
of  the  facts'  pedigree,  you  need  people  who  are  relatively  detached  from 
policy.  We  ought  to  seek  such  people  out — that  ought  to  be  a  value.  But  we 
have  not  had  apolitical  coNinuity  in  the  top  echelons  of  any  of  our  major 
national  security  departments.  That's  a  los.s.  but  1  think  mure  and  mure  peo¬ 
ple  are  coming  to  uiHlersUmd  that. 


. . .  The  ^artdard  now  adopted  hy  oiv  country  as  a  whide  is  that  covert  action 
will  only  be  used  when  no  other  means  will  do.  and  when  it  is  in  the  vital 

interest  of  the  United  Suues  to  do  so _ The  crucial  potM  is  how  you  define 

"vital."  There  are  continuing  efforts  to  lessen  the  standard  to  "necessary" 
rather  than  "vital."  moving  the  possible  swings  of  policy  from  left  to  right 
from  margins  of  5  to  lU  pereeni  to  30  pereenl.  But  )tHi'K  still  in  the  same 
ballpark  in  either  case _ 

lUtTftStiUt)  Bui  what  about  the  effect  of  our  osciltaliuns.  as  in  ibe 
Watergate  revelattuns.  where  after  a  period  of  years  what  was  classified 
becomes  dccbssificd  under  a  shifting  definitiun  of  freedom  o(  information 
and  becomes  widely  available?  \k1iai  is  the  chilling  ctTeci  of  that?  It  seems 
to  me  any  uhserser  the  wa)^  confidcniialiiy  is  maintained,  or  not.  in  the 
US  intelligence  community  would  have  to  ukc  into  account  not  just  the  cur¬ 
rent  situation,  but  our  democratic  gyrations. 
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(Miller)  The  American  imelli|ence  system,  as  Colby  likes  to  point 
out.  is  diffeivnt  from  anyone  else’s.  It  has  the  limiutions  of  extraordinary 
democratic  institutions.  It’s  necessary  for  other  countries  which  don’t  follow 
quite  the  same  ways  to  understand  what  the  differences  and  changes  have 
been:  but  Colhy  says  on  balance  it's  still  very  workable  for  this  country. 
(167-68,  169.  170.  171-72.  176.  178) 


1.^.  DAVH)  McMA>flS.  ”Warr»-  Nilionillniellincnce  Officer  tnr  W»m- 
ins  »  Peacekeeping  Ditecior.  Nmonil  Wartymg 

Mechanism"  (1984.  pp. 

21-34) 


AmMher  difficulty  is  inherent  in  analysis.  You  go  into  a  problem  trying  to 
discover  truth.  You  work  yinir  way  through  it.  collecting  all  the  evidence, 
and  yiHi  put  forward  a  brilliant  exposition.  Now  having  gone  through  all  that 
pain  and  soul-searching,  you  have  become  so  wedded  to  your  viewpoint  that 
you  will  never  question  it.  never  go  back  and  ask  yourself  what  is  wrong 
with  it.  1  think  we  have  all  been  there.  It  is  a  very  hard  failing  to  avoid. 
Bven  though  w«  warn  our  analysts  that  this  is  going  to  happen,  and  not  to  let 
it  happen,  it  happens  time  and  time  again,  and  I  am  noi  sure  we  will  ever 
totally  overcome  it. 


Even  worse  is  when  >ou  go  in  with  your  mind  already  nude  up.  and  collect 
cvidcrKe  to  suit  your  particular  hypothesis.  That  is  very  damaging. 


.  .  Wc  ha\e  become,  technologically,  an  extremely  competent  collection 
nwchanisni.  Our  intelligence  resources  today  are  phenomenal.  I  can’t  go 
into  them,  but  1  can  tell  yini  they  are  phenomenal.  If  you  read  AnWion  Wrrk 
you  get  sonte  appreciation  for  them,  and  you  have  to  think  of  what  the 
Sos'icl  Union  thinks  ;d)out  them. 


1'hey  are  really  good,  not  only  because  they  ere  so  sophisticated,  so  much 
like  vai'uum  cleaners,  bm  because  they  are  varied.  They  give  us  kits  of  dif> 
ferent  ways  of  getting  at  our  problems.  They  are  not  complete,  certainly, 
and  no  intelligeiK'e  analyst  winild  say.  "Collect  less  for  me."  hut  we  are 
doing  so  much.  And  chit  problem  has  beciune  one  of  having  literally  more 
data  than  we  can  possiMy  convert  into  know  ledge.  We  have  to  work  oti  that 
part  of  the  equation,  and  1  think  that  is  where  we  can  work  toward  avoiding 
surprise.  Again,  the  uvore  pieces  of  that  jigsaw  puzzle  we  have,  the  better 
oil  we  will  be  in  divining  the  picture. 
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Most  of  our  post-mortems  have  shown  us  that  the  information  has  usually 
been  there.  It  has  not  necessarily  been  pulled  together  or  synthesized  prop¬ 
erly.  Often  it  is  not  recognized.  (Often,  too,  the  decision  maker  didn’t  want 
to  hear  that  particular  message  on  that  day,  and  so  ignored  it.)  But  the  infor¬ 
mation  is  usually  in  the  data. 

So  there  is  a  tremendous  challenge — not  just  in  the  intelligence  community, 
but  to  the  entire  information  community — to  try  to  exploit  what  we  have. 
We  are  spending  millions  and  millions  of  dollars  each  year  collecting  infor¬ 
mation.  There  is  also  the  whole  world  of  open  source  materia),  which  we  are 
not  close  to  exploiting  fully.  Putting  those  two  together  makes  your  problem 
worse,  but  it  makes  the  opportunities  even  greater.  The  challenge  is  to 
somehow  convert  the  bits  of  data  into  knowledge  bases  without  having  thou¬ 
sands  of  trained  monkeys  sitting  at  their  CRTs  entering  the  data  and  trying 
to  recognize  and  identify  it. 

. . .  It’s  very  important  that  there  be  a  dialogue  between  intelligence  analysts 
and  the  policy  decision  maker.  That's  not  an  easy  thing  to  establish  or  sus¬ 
tain.  It  tends  to  be  confined  to  specialists;  for  example,  actual  intelligence 
officers  who  will  deal  at  senior 
echelons.  Very  few  of  us.  if  any. 
have  direct  access  to  ibe  President. 

But  we  do  have  fairly  direct  access 
to  Richard  Beal  and  the  rest  of 
the  national  security  officers  and 
Security  Council  staff  who  are 
much  mure  cugnizant  of  the  cur¬ 
rent  policy  cunsidemtions. 

Now.  they  arc  very  careful  because  of  the  risk  of  having  policy  drive  intel¬ 
ligence.  As  a  community,  we  have  to  guard  against  that.  It  really  is  rather 
easy  at  times  to  put  forth  a  good  analytic  judgment  which,  by  changing  just 
a  couple  of  words,  can  be  brought  a  little  closer  to  current  administration 
policy.  We  try  very  carefully  to  avoid  that. 

. . .  I  don't  think  the  investment  in  either  the  human  or  analytic  side  is  nearly 
adequate,  not  by  a  long  shot.  It  gels  my  technical  collection  friends  up  in 
arms  to  think  about  polling  up  one  less  satellite,  but  I  almost  would  do  that. 
1  really  think  we  have  to  start  investing  elsewhere.  Part  of  the  technological 
aspect  is  that  we  have  to  start  trying  to  build  the  knowledge  base:  gelling  the 
information  in  usable  form,  getting  it  to  our  analysis,  and  really  working  on 
training  analysis.  We  have  had  a  very  significant  turnover  in  the  analytic 
corps  in  the  last  ten  years.  They  are  a  much  younger  set  than  we've  had  in 


Until  his  de»th  m  Or.  Bfil  was 
Speria/  /Assistant  ro  the  heudtnt  for 
Nition*!  Security  Allairs  and  Senior 
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the  past,  and  they  haven’t  lived  through  as  many  serious  situations  as  many 
of  us  have.  That  may  be  good  or  bad,  but  they  do  have  fewer  preconcep* 
tions.  (24->25,  27.  30) 


14.  LEO  CHERNE,  “Televi¬ 
sion  News  and  the 
National  Interest”  (1984, 
pp.  35-48) 


(xtcutive  Directo-  Research  Institute 
of  America 


Because  it  is  the  particular  purpose  of  this  seminar  to  examine  the  critical 
links  between  communications,  command,  control,  and  intelligence,  let  me 
advance  my  reasons  for  resisting  a  larger  infusion  of  classified  information 
and  judgment  into  the  public  discourse. 

1 .  The  security  of  sources  and  methods  must  be  inviolate.  It  is  essential 
to  recognize  that  what  to  laymen  may  seem  to  be  information  which  in  no 
way  reveals  sources  or  methods  can  to  an  iiaelligence  professional  be  dan¬ 
gerously  revealing. 

2.  The  perception  of  the  intelligence  community  as  a  source  of  apoliti¬ 
cal  objective  information  and  findings  must  not  be  sacrificed  for  an  assumed 
immediate  gain  in  public  understanding  or  support.  We  must  recognize  that 
substantial  segments  of  the  public  do  not  entirely  believe  this  to  be  the  case 
at  present.  This  makes  it  all  the  more  vital  that  no  change  occur  that 
increases  that  public  disbelief  or  cynicism. 

3.  The  credibility  of  intelligence  content  is  one  of  its  most  important 
attributes.  Painstaking  efforts  have  been  made  during  recent  years  to  rebuild 
an  effective  intelligence  capidiility  and  restore  public  ctmfide^  in  Its  work. 
That  effort  is  very  far  from  awnplete. 

4.  The  intelligence  community  Is  not  and  should  not  be  part  of  the  pub¬ 
lic  debate.  The  more  serious  and  least  considered  effect  of  any  vreakening  of 
this  principle  is  the  deleterious  effect  it  would  have  on  the  analysts  and  oth¬ 
ers  among  the  staffs  of  the  intelligence  community  who  not  only  highly 
prize  their  objectivity  but  are  frequently  exhorted  to  improve  the  quality  of 
their  analysis  and  estimates. 

5.  Intelligence  must  not  be  trivialized  if  it  is  to  retain  its  credibility. 
Secrets  arc  the  intelligence  community’s  "crown  jewels.”  Their  value  must 
not  be  inquiired  by  enlarging  the  supply.  There  is  a  Gresham’s  Law  in  intel¬ 
ligence  as  in  all  other  valuable  and  limited  properties. 

6.  The  need  for  wider  understanding  remains.  There  is  an  urgent  need, 
if  our  foreign  policies  are  to  succeed,  for  public  and  congressional  support 
of  those  policies.  It  is  clear  that  there  will  be  occasions  and  subjects  in 
which  no  persuasive  pcesentaiioo  of  vital  foreign  p(4icies  can  be  made  with¬ 
out  resort  to  declassified  intelligence  material.  Bm  the  painful  fact  remains 


Cherne.  1984  319 


O:  Issues  of  Command  and  Control 


that  other  than  a  limited  and  carelidly  considered  use  of  such  sanitized  evi> 
dence  risks  a  kickback  injurious  to  the  intelligence  community.  The  obsta¬ 
cles  that  exist  and  have  the  effect  eroding  understanding  and  support  of 
certain  of  our  foreign  policies  remain.  And  for  some  of  our  foreign  policies, 
the  absence  of  public  support  is  often  quite  warranted. 

7.  This  national  syndrome  of  detachment  and  disbelief,  which  so 
seriously  impedes  our  efforts  to  strengthen  our  national  security,  must  be  the 
object  of  continuing  corrective  steps.  If  these  are  to  be  effective,  the  nature 
of  the  problem  must  be  accurately  understood  if  the  remedies,  difficult  at 
best,  are  in  fact  to  have  a  useful  relationship  to  the  problem.  An  unwise  and 
inappropriate  use  of  intelligence  may  not  have  just  a  tangential  relationship 
to  the  problem;  it  may,  in  fact,  further  complicate  it.  In  this  connection,  one 
intelligence  fact  must  be  emphasized.  In  sanitizing  intelligence  information 
to  protect  sources  and  methods,  the  sanitizers  will,  in  most  instances,  be 
compelled  to  remove  the  very  core  of  what  makes  the  particular  information 
persuasive.  Much  of  what  would  be  made  available  would  still  have  to  be 
taken  on  faith. 

8.  The  anatomy  of  ignorance,  misunderstanding,  and  disbelief  must  be 
understood  in  greater  depth.  The  obstacles — and  they  arc  very  real — are.  1 
suggest,  a  sum  total  of  the  following  factors; 

a.  The  collapse  of  what  for  a  period  of  time  was  a  bipartisan  con¬ 
sensus  on  foreign  policy. 

b.  The  increasing  partisan  use  and  politicization  of  foreign  policy 
issues  in  the  Congress. 

c.  The  certainty  that  these  pressures  will  be  increased  and  made 
more  shrill  during  the  months  of  the  national  election  campaign. 

d.  Probably  most  fundamental,  this  same  problem  has  bedeviled 
Presidents  of  the  United  Slates  during  the  last  fifty  years  in  virtually 
every  instance  in  which  US  military  participation  overseas  existed  or 
was  suggested.  It’s  rth  recalling  that  only  Pearl  Harbor  ended  the 
long  dehate  about  US  intervention  in  World  War  11.  And  this  was  in 
spite  of  the  historic  contribuiion  to  bipanisan  support  by  Senator  Arthur 
Vandenberg  prior  to  December  1941 . 

e.  Understanding  and  support  of  our  foreign  policy  is  so  difficult 
to  attain  that  a  concluding  elentent  must  be  added — the  lingering  effects 
of  Watergate  and  the  mispenreived  and  exaggerated  role  of  the  intel¬ 
ligence  community  during  those  events,  the  details  of  which  were 
belabored  by  two  congressional  investigation  committees  in  the  House 
and  Senate 

...  1  said  that  condensatiim  of  complex  or  copious  material  runs  a  high  risk 
of  loss  of  information,  loss  of  vital  information — that's  high  ri.sk.  It's  not 
inevitable.  You  and  1  know  the  kinds  of  materials  that  provide  the  briefings 
the  President  receives.  Ilrey  arc  prepared  with  great  care,  but  of  necessity. 
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they  are  very  limited  by  time  and  space.  You  and  I  have  a  sense  of  the  vol¬ 
ume  of  'erial  from  which  it's  drawn.  There  are  any  one  of  several  stages 
at  which  the  information  can  be  distorted,  not  for  reasons  of  intention  and 
certainly  not  for  theater.  Here  I’m  not  talking  about  the  theatrical  impulse. 
The  inteijection  of  human  judgments  multiplies  the  chances  of  vital  informa¬ 
tion  loss  and  that  of  course  increases  the  chance  that  the  outcome  may  be 
deficient. 

(OETTINGER)  ok.  but  I  would  like  to  leave  with  the  class  this  unsolv- 
able  dilemma  of  the  balances  to  be  struck.  The  alternative  is  drowning  in 
unassimilated  data  and  the  key  proMem  is  where  to  strike  that  balance.  Any¬ 
body  who  believes  that  there  is  some  kind  of  easy  fix  is  either  a  knave  w  a 
fool.  It’s  an  incredibly  difficult  balance  to  strike  between  the  risks,  as  Leo 
points  out.  of  those  multiple  stages  of  condensation  and  the  equally  horren¬ 
dous  prima  facie  possibility  nf  drowning  in  all  the  stuff  that's  available  at 
any  instant  in  time  about  any  subject.  (3H-39.  47) 


15.  jAMils  w.  Stansberry.  former  Commander.  Air  force 
■  Cost-Effective  Rearms-  df^tronic  Systems  Oivi%,on 

ment"  (1984.  pp.  49-61) 


The  Soviets  have  u  jammer  that  they  used  in  the  desen  war.  and  it  got  to  the 
point  where  Israeli  pilots  couldn't  talk  to  their  own  tower  because  the  Soviet 
jammers  were  doing  such  a  good  joh.  By  the  way.  the  designation  of  the 
jammer — 1  think  this  is  hilarious — is  cltUkSified.  For  some  reason,  we  figured 
out  and  don't  want  the  Soviets  to  know  the  designation  of  their  own  equip¬ 
ment.  How  about  (hat  for  bureaucracy  ? 

...  In  our  own  intelligence  community — and  by  that  1  iiwan  not  just  the  Air 
Force,  but  also  Army,  Navy.  DIA,  (he  guys  who  like  to  pretend  nobody 
knows  they're  in  Washington — 1  thiuk  we  have  gone  so  far  in  protecting  tl^ 
informaiion  that  we  limit  its  usefulness  to  the  operational  foaes. 

(STUDENTI  What  do  you  mean  by  ihiri? 

|STA.NSBERKY|  Let's  say  the  intelligence  guys  have  got  a  great  sensor, 
and  they  collect  all  this  data  and  say  what  do  we  do  with  it'?  Well,  let's  take 
it  and  put  it  in  our  own  litile  vault,  and  nuhi«dy  goes  into  ihe  vault  except  the 
intelligence  guy  and  he's  got  to  hav*e  a  badge  and  clearance  and  all  that.  And 
now  we  re  going  to  massage  the  information  and  priKess  it  and  display  it  in 
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different  ways  to  each  other,  and  then  someday  we’II  even  go  give  it  to  a 
guy  who  has  to  fight  on  the  ground,  maybe,  and  tell  him  there's  the  enemy. 
We’ve  worked  very  hard  on  gathering  information,  but  we  haven't  worked 
very  hard  on  the  p^Iem  of  making  the  information  avails^Ie  to  those  who 
need  it.  That  becomes  a  particularly  diHicult  problem  with  respect  to  divulg¬ 
ing  the  information  to  our  allies.  If  you  don’t  work  that  problem,  here’s 
what  happens.  Let’s  say  the  balloon  goes  up  and  there’s  going  to  be  some 
kind  of  a  ground  war  in  Europe,  and  now  the  intelligence  guys  quickly  say, 
hey,  it’s  time  to  go  show  the  shockers  what  we’ve  got.  And  the  shooters  say 
wait  a  minute,  1  never  saw  anything  like  that  before.  Who  are  you.  anyway? 
Why  should  1  believe  this  information?  I’m  a  busy  guy.  there’s  a  tank  com¬ 
ing  through.  Now  that  is  an  institutional  problem,  one  that  we’re  at  work  <mi. 
It's  a  difficult  problem,  and  it  goes  back  to  that  protection  of  information 
syndrome. 


(CMmSGER)  It’s  the  green  docN’  prt^lem  that  we’ve  mentioned  in  some 
of  the  past  seminar  proceedings.  And  it’s  the  compartmeniation  problem  that 
Admiral  Inman  mentions.  The  interesting  thing  is  that  the  higher  up  you  go 
in  the  professional  ranks,  the  more  agreement  you  find  with  what  General 
Stansberry  has  said.  Inman  is  quite  eloquent  on  the  notion  that  if  you  do 
your  intelligence  job  properly,  there’s  no  reason  you  shouldn’t  make  it  avail¬ 
able  to  the  folks  in  whose  nanK  it’s  being  gathered.  It’s  kind  of  a  middle 
level  bureaucratic  thing,  the  worry  that  if  you  give  it  away  you’ve  got  no 
special  reason  for  existing  anymore  . . . 

(STANSBEKRY)  And  the  fear  t  would  have  is  that  we  manage  to  protect 
that  source  and  that  information  totally  from  our  friends,  but  our  enemies 
may  have  had  it  for  a  long  time.  (54.  58-59) 


16.  ROBERT  A.  ROSENBERO. 
’'Strategic  Defense:  A 
Challenge  for  Cl"  (1984. 
pp.  63-86) 


V»r**  Commjinder- Hi- Chief.  North 
AmencM  Aerospace  Defense  Com* 
mind  ind  Aniiiini  Vice  Com¬ 
mander.  Ui  Air  force  Spate 
Command 


How  do  we  get  warning  to  the  National  Command  Authority  in  that  short 
time  and  how  docs  it  all  add  up  to  deterrence?  Well,  if  the  Soviets  believe 
we  have  a  credible  warning  system — they  will  be  persuaded  that  there  is  no 
such  thing  as  a  surprise  attack,  and  tluit  8  to  15  minutes  is.  in  fact,  enough 
time  for  the  President  to  make  a  retaliatory  decision. 
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I’m  going  to  show  you  the  systems  we  to  do  that,  but  D)  start  by  saying 
that  we  do  it  500  times  a  year.  Every  time  there  is  a  missile  or  space  launch 
anywhere  in  the  world,  be  it  one  of  our  own.  Soviet,  French  or  whoever, 
NORAD  makes  an  assessment  as  to  whether  North  America  is  under 
attack.  It  sounds  silly  to  say  that 
we  do  it  even  for  our  own 
launches,  but.  you  see.  the  missile 
warning  system  doesn’t  know  that 
that’s  a  space  shuttle  taking  off 
from  Cape  Kennedy.  There  are 
Yankee  submarines  fitting  off  the 
coast,  and  it  just  might  be  a  missile 
coming  up  out  of  the  water  from  a  Soviet  submarine. 


NOflAD— North  American  Aerospace 
Defense  Command 

Yankee  submarine-class  of  Soviet 
submarines  capable  of  carrying 
nuclear  missiles 


The  point  is.  we  don't  just  do  paper  exocises.  we  actually  use  these  systems 
on  an  average  of  500  times  a  year. 

...  We  use  that  catalog  5200  space  objects  to  keep  very  precise  track  of 
where  our  critical  national  security  assets  are  flying  in  space.  When  we  see  a 
Soviet  anti'satellite  (ASAT)  launched,  our  computers  cakulate  whether  or 
not  it  is  going  to  intercept  one  of  our  satellites  'fhe  booster  the  Soviets  use 
to  launch  their  ASAT  is  also  used  to  launch  several  diOerent  kinds  of  sateh 
lites.  So  when  it  first  lifts  off  the  pad.  and  we  see  it  on  our  satellite  early 
warning  system,  we  can’t  say  that's  an  ASAT.  because  we  don’t  know  yet. 
They  launch  four  dilTcrent  kinds  of  satellites  off  that  same  SL- 1 1  booster. 
When  we  identify  it  as  an  ASAT.  we  provide  advisory  niMices  to  certain 
critical  US  satellite  owncr/operators  who  can  take  action  to  defend  them¬ 
selves.  (77.  81) 


17.  Lincoln  Faurea.  ’  The  former  Direc  lor.  NSA  and  Chief.  On* 
Role  of  Intelligence  tral  Security  ServKe 

Within  CM"  (1985. 
pp.  17-32) 


So.  what  is  the  intelligence  mission  for  the  NSA'?  The  Secretary  of  Defense 
is  directed  to  serve  the  President  as  our  government’s  executive  agent  for 
three  missions:  the  provision  of  signals  intelligence,  the  provision  of  com- 
municalions  security,  and  the  provisioo  of  compMcr  security  across  our  gov¬ 
ernment  structure  Those  are  in  addition  to  the  hat  he  wears  as  the  Secretary 
of  Defense.  As  the  Director  of  NSA.  I  am  charged  to  manage  that  executive 
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agency  responsibility  for  him.  The  NSA  is  responsible  for  collecting,  proc¬ 
essing.  and  disseminating  signals  inielligenee  (SIGINT)  and  the  information 
attendant  to  that. 

. . .  While  I  am  attempting  principally  to  oNain  SIGINT  for  others.  I  also  am 
trying  to  protect  our  own  signals,  our  communications,  from  exploitation  by 
the  other  side.  A  reasonable  extrapolation  of  this,  which  occurred  within  the 
last  several  months,  was  the  assignment  of  a  similar  responsibility  for  com- 
poter  security. 

Underlying  virtually  all  1  will  say.  and  essential  for  your  understanding,  is 
SIGINT  fragility.  Success  in  gathering  signals  intelligence  requires  an 
^vantage  over  the  other  side.  The  other  side  must  not  know  exactly  how  we 
gather  intelligence  or  the  extent  to  which  we  arc  able  to  exploit  it.  Stories 
that  have  come  out  about  the  World  War  II  Enigma  machines  and  the 
exploitation  of  Japanese  communications  illustrate  this.  Our  success  had  to 
be  a  carefully  protected  secret  in  both  irtstances  to  have  survived  the  war  and 
to  have  left  us  with  that  advantage  over  both  enemies.  Any  disclosure  or 
hints  of  capability  could  have  provoked  relatively  easy  changes  by  the  other 
side,  which  would  have  denied  us  an  enormous  advantage. 

The  world  has  not  changed  that  much  since  World  War  11.  and  our  present 
advantages  must  he  protected.  They  can  be  destroyed  very  easily  by  media 
references  to  intelligence  successes.  1  regret  that  we  sec  these  as  often  as  we 
do.  That  we  listen  is  not  secret.  Ai^ortc  can  imagine  that  “to  listen  '  is  our 
mission.  What  is  imponant  is  that  our  suevesses  ^  protected.  1  have  made  a 
point  of  asking  senior  people  in  the  news  media,  managing  editors  and 
higher,  to  spend  a  few  hours  with  us  at  the  agency  and  to  allow  me  to  sensi¬ 
tize  them  to  the  problem  of  SIGINT  fragility.  Often  1  encounter  a  belief  on 
their  part  that  the  United  States  is  so  capable  that  we  must  be  able  to  divine 
what  any  target  country  is  saying,  doing,  and  transmitting.  The  media  uses 
that  image  of  our  omnipotence  as  an  excuse  for  being  able  to  talk  freely 
about  success.  But  that  image  is  ridiculous.  We  can't  possibly  do 
everything. 

. . .  Earlier.  1  mentioned  the  capabilities  of  the  Services  in  the  context  of 
SIGINT  consolidation.  Each  Service  has  cryptologic  elements:  In  the  Army. 
Navy.  Air  Foae.  and  to  a  far  lesser  extent  in  the  Marine  Corps,  there  is  a 
command  for  which  the  principal  responsibility  is  cryptologic  intelligence. 
In  the  Army's  case,  it's  an  even  broader  dennilion  than  that,  but  it  includes 
cryptologic  intelligence.  In  addition  to  having  cryptologic  elements,  each 
Service  has  organic  assets,  or  specitk  cryptologic  collection  capabilities — 
actually,  collection,  processing,  and  analysis  capabilities.  While  the 
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technical  tasking  arrangements  are  good,  the  division  of  effort  is  imperfect. 
There  is  still  room  for  improvcmem  in  administrating  the  collection  and 
processing,  in  analyzing,  a^  in  disseminating  the  intelligence. 

. . .  The  national  intelligence  apparatus  is  designed  to  gather  intelligence  for 
all  of  the  government.  It  may  have  an  application  to  the  Commerce  Depart* 
ment.  the  State  Department,  or  the  Defense  Department.  That  is  what  1  refer 
to  as  national,  and  that  is  (he  bulk  of  our  program.  As  we  gather  intelligence 
under  that  national  hat.  it  may  have  some  application  to  the  conduct  of  bat¬ 
tle. 

Over  the  last  five  to  ten  years  there  ha.s  been  a  dramatic  increase  in  the 
applicability  of  nationally-derived  intelligence  to  tactical  commanders. 
That’s  because  there’s  been  an  enormous  time  compression  between  the 
instant  of  collection  and  product  usability.  It  used  to  be  weeks,  weeks  gradu¬ 
ally  became  days,  and  now  it  is  seconds,  minutes,  and  hours  between  the 
instant  of  obtaining  intelligence  and  a  usable  product.  Time  compression 
alone  has  made  national  intelligence  usable  in  a  fast-moving,  tactical  situa¬ 
tion. 

I’m  concentrating  on  SIGINT  becau^  that’s  my  job.  I  acknowledge  that 
there  are  other  intelligence  disciplines  which  also  arc  considerably  valuable 
in  moving  data  to  the  tactical  commander,  which  come  into  the  Cl  equa¬ 
tion.  and  which  must  be  handled  when  solving  problems  associated  with 
moving  data.  There  is  imagery  (IMINT).  there  is  human-derived  intelligence 
(HUMINT).  and  each  has  advantages  as  well  as  limitations.  HUMINT  has  a 
problem  in  timeliness.  It’s  often  difliculi  to  move  that  human-acquired  intel¬ 
ligence  quickly  back  through  the  stiucture  and  out  to  a  tactical  ctmimander. 
Imagery  does  not  have  a  timeliness  problem,  but  it  has  a  volume  problem. 
What  is  moved  makes  a  great  deal  of  difference  in  one’s  communications 
load.  What  is  important  is  that  the  data  be  combined,  and  that  we  recognize 
(he  absolute  necessity  of  inicraciion  among  all  intelligence  derived  from  (he 
various  disciplines.  That  is  the  crux  of  the  CM  probleni. 

How  does  all  (he  derived  intelligence  How  together  so  (hat  all  is  c'omplemen- 
lary.  and  then  how  is  that  cHimbined  answer  nsoved  to  (he  appropriate  deci¬ 
sion  maker?  Thai  process  is  being  improved  through  tq)(died  automation  and 
enhanced  cmnmunkation.  The  integration  of  automation  and  communication 
into  tactical  intelligence  systems  will  ensure  timely  and  meaningful 
exchange  of  the  data.  And  I  heartily  endorse  that  occurrence.  The  issue 
becomes  where,  because  it  becomes  a  problem  if  extremely  large  arnoums  of 
data  are  gerterated  (hat  can  saturate  (he  decision  maker.  We’re  talking  about 
all  (he  SIGINT  in  a  banlefiekl  situation  and  the  imagery  that  might  pertain  to 
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it  or  the  human  source  of  intelligence  coming  from  the  reconnaissance 
element. 

Ct^onci  Beckwith,  in  writing  about  his  experience  in  Delia  Force  (his 
book  recounting  the  Iranian  hos* 
tage  crisis),  makes  much  of  the  sat* 
uration  problem.  I  don't  think  his 
is  a  perfect  example,  because  it 
mostly  discusses  the  saturation 
occurring  {mor  to  going  in  on  the 
(^ration,  but  Beckwith  addresses 

die  problem  of  assembling  all  dte  pcnineni  intelligence,  then  having  to  sift 
through  it  to  create  a  necessary  picture. 

The  Loag  Comnisaion  Report  Is  an  example  from  a  slightly  different 
directi(w.  When  they  looked  at  the  disaster  of  blown-up  Marine  barracks  in 
Beirut,  they  strongly  recommended  that  there  be  a  fusion  center  to  tailor 
and  focus  all  source  intelligence  in 
support  of  military  command. 

They  argued  that,  stretched  across 
the  intelligence  community,  there 
had  been  quite  a  bit  of  potentially 
pertinent  information  prior  to  that 
terrorist  attack,  but  it  hadn't  come 
together  because  (here  hadn't  been 
a  forced  fusion  of  all  pertinent  intelligence. 

What  is  this  fusion  we're  talking  about?  There  are  a  lot  of  definitions  of 
fusion.  Simi^y  stated,  it's  the  integration  of  multiple  sources  of  intelligence. 
The  real  issue  is  not  wasting  time  arguing  about  what  fusion  is.  because  it 
can  mean  different  things  to  different  people.  The  real  issue  is  where  the 
fusion  should  take  place,  and  that,  in  my  opinion,  is  the  far  more  difficult 
question. 

There  are  a  number  of  automated  fusion  systems  being  developed  or  designed. 
Industry  has  a  dozen  or  more  potential  systems  that  will  digest  imelligcnce 
infurmalion  and  presmt  easy-to-use  displays  for  cununanders’  decisions.  Many 
voices  in  (he  Services  are  lokir^  industry  lu  provide  them  with  specific  attacks 
on  fusion.  The  various  attempts  at  automated  fusion  systems  are  designed  to 
ptuvide  bank  mforrmikin.  or  to  censor  data  from  muh^  sources  and  combine 
that  data.  They’re  Dying  lo  provide  near  reai-tiinc  enemy  ground  skuatiun.  dis¬ 
play  it.  and  nisdie  target  nominaliuns  that  a  commander  may  chuuee  lo  pursue. 
Ih^  re  Dying  to  aid  in  assessk^  the  enemy’s  stontion  and  cipobUkies.  and  to 


long  Comminion  Kf.f>ort—Oep*rt‘ 
mtnl  ol  Deteme.  Commi$tion  on 
Beuut  lntetn»tH)n»l  AiipoO  re/romt 
Act,  October  tMJ,  Adminl 
Hobort  1.  long.  USN  tXet.t.  Chatt> 
man.  Repon  of  Oeiember  20. 1903. 


Co/.  Cbjf/ie  A.  Beckwith,  USA  (Bet. I 
and  Domld  Knot.  Delta  Force  (New 
York:  Hercourl.  brace,  lovtnovich. 
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assist  a  cocnminder  in  usins  hb  orginic  aenson  and  jammos  so  he  can  manage 
them  apinst  that  dtangii^  enemy  target.  And.  theK  systems  attempt  to  give 
the  insi^  to  coordinate  with  highv  echelons  dtose  sensors  he  ne^  assist* 
ance  from  aw^  from  the  battle. 

Let  me  talk  for  a  momeM  ri>out  SIGiNT  support  to  the  militaiy  cemmander.  A 
conflict  exists  between  die  desire  oS  that  corimander  to  control  his  own  assets, 
and  maximum  SIGINT  support.  Every  commander  will  tell  you  he  feels  far 
more  confident  going  into  battle  with  control  over  both  what  will  fight  and 
what  will  support  him.  On  die  other  hand,  he  currently  does  not  have,  and  is 
unlikely  to  aa{uiic  (beemtse  o(  cotf  imutxions)  the  iiMdligence  wherewithal  lo 
fight  dial  battle  alone.  The  assets  just  can't  be  made  available. 

(Student)  Excuse  me.  Are  there  any  of  these  fusion  systems  in  the 
field  now? 

IFaURER)  Yes.  wc  have  a  system  in  Europe  called  LOCE  (Limited 
Operational  Capability.  Europe),  ft  is  a  prototype  syMem.  an  evolution  of  a 
system  called  BETA  (Battlefield  Exploitation  and  Target  Acquisition  Sys¬ 
tem)  that  first  saw  the  light  of  day  in  the  laic  ’70s.  There  are  two  systems 
somewhere  between  prototype  and  initial  operating  capability  laatus  called 
ASAS  (All  Source  Analysis  System)  and  ENSCE  (Enemy  Situation  Correla¬ 
tion  Element),  which  are  Army  and  Air  Force  systems,  respectively.  So. 
yes.  there  are  syiucms  in  existence.  In  addition,  there  are  a  number  of  usable 
systems  that  various  contractors  sugpsf  be  purchased. 


(Student]  U  there  inieropcnibtlity  among  the  systems — the  Services' 
systems?  Is  that  nccessaiy? 


(FauRER]  Inicroperability  isn't  as  necessary  among  fusion  devices. 
What  is  necessary  is  the  assurance  that  imcUigcncx  can  be  emcred  into  the 
fusion  system  easily  and  promptly.  I'll  touch  on  that  in  a  moment,  but  all 
the  imclligence  one  would  like  to  handle  within  that  fusion  process  doesn’t 
lend  itself  equally  to  digital  handling  and  digital  display.  Technical  param¬ 
etric  data  is  very  easily  handled:  it’s  quantitative  and  can  go  into  that  dispby 
without  much  trouble,  if  one  is  dealing  with  radars  arid  su  forth.  But  if 
human-analyzed  information  is  to  be  handled,  it’s  much  rm^  difficult  to 
enter  and  judge  properly. 


It’s  also  diflWult  lo  enter  data  that  raises  the  security  level.  There  can  be  all 
kinds  of  problcfns  with  accessibiliiy,  »-t)rking  with  the  allies,  and  so  on.  If 
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those  fusion  devices  are  to  function  in  areas  where  not  everyone  is  cleared 
for  compaitmented  intelligence,  (hen  there  is  a  problem  inserting  compart- 
mented  intelligence  into  the  fusion  system.  Leaving  it  out  does  the  fusion 
process  great  harm,  but  putting  it  in  causes  that  SIGINT  fragility  problem. 

ISTUDENT]  In  the  European  theater,  how  important  is  NATO  to  inter¬ 
operability  and  compatibility? 

IFauRER]  lt‘s  terribly  important.  We  haven't  solved  the  CM-related 
problems  that  I'm  talking  about  with  rei^iect  to  our  own  forces.  When  you 
compound  the  problems  by  trying  to  solve  them  so  that  we  remain  interoper¬ 
able  with  allies,  you  have  a  solution  that  lies  well  ahead  of  us. 


ISniOENTl  Are  these  fusion  devices  basically  a  computer  with  an  asso¬ 
ciated  network.^ 


IFaurer]  Yes. 

ISTUOliNT]  I'm  not  quite  sure  1  uftdetstand  the  location  of  (he  fusion.  It 
seems  to  me  that  before  the  fusion  devices  came  about,  who  should  get  what 
information  was  clearly  cstaMished.  How  does  the  technology  change  (hat 
urganiiation.’ 

IFAl'MJtl  If  (here  were  no  fusion  devices,  the  basic  problem  of  where 
(he  fusion  should  take  |4ace  would  still  eaist  Don't  mis  (he  issue  of  hard¬ 
ware  with  (he  philosophic  issue  of  where  (he  digestion,  correlation,  and 
coordination  should  take  place.  It  is  (he  brier  problem  that  is  (he  crus  of  (he 
issue. 


ISTl'UliNT]  So.  t(*s  not  really  a  new  problem. 

IFAtRDtl  It  is  not  a  new  prubteni.  but  i(  is  accentuated  by  autonuuion  in 
the  fusion  process  because  i(  places  a  very  uin  iiHioed  demand  on  cummuni- 
calions  (u  move  volunvs  of  data.  Before,  all  of  the  right  iMelligence  .may  or 
may  nul  have  reached  (he  right  decision  node,  even  (hough  (he  probleru  of 
IS  here  (he  decision  nodes  were  and  (o  w  hai  intelligence  (bey  were  cnlidcd 
had  been  considered.  Once  carefully  structured  automation  devices  are  avatl- 
aMe.  (here's  a  clearly  defined  (ug  on  the  imelligence  system  demanding  (hM 
(here  he  a  contmunicadons  Ilow  lo  move  data  to  cenain  nodal  poiiHs.  Ttiere 
is  a  clear  (radcHiff  between  leding  all  the  intelligeoce  be  assembled  at  one 
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place,  well  out  of  theater  where  pro^ssing  assets  are  optimally  einjrfoyed. 
and  letting  intelligence  be  process^  out  in  front.  If  all  intelligence  is  to  flow 
from  wherever  it's  collect^,  and  it  all  returns  from  the  theater,  is  processed 
and  analyzed,  and  is  sent  bKk  out  in  tailored  bullets  to  the  levels  of  com¬ 
mand  that  have  bespoken  a  ceitain  need,  there  can  be  a  dynamic  dialogue. 
One  can  tailor  answers  to  needs.  That  is  one  measure  of  how  to  do  it.  and  it 
will  have  a  certain  communications  demMd. 


The  communications  demand  of  moving  everything  collected  back  to  a  cen¬ 
tral  processing  and  analysis  capability,  and  then  sending  data  back  in  tai¬ 
lored  form  to  the  multiple  users,  must  be  measured.  Conversely,  doing 
everything  forward  could  he  optimized.  The  various  collectUM  capabilities 
could  channel  their  immediate  take  into  the  theater  to  be  processed,  ana¬ 
lyzed.  and  turned  around  there  for  the  decision  maker.  If  that's  the  method, 
there's  obviously  going  to  be  a  big  tail  of  support  people,  computers,  and 
capability  forwa^.  but  communicationv  will  only  need  to  cover  a  relatively 
shod  distance. 


As  I  say.  which  is  the  best  answer  is  not  intuitive.  1  lean  toward  the  central¬ 
ization.  intuitively,  but  1  am  not  a  pn^tonent  of  either  if  one  excludes  the 
other.  There  should  be  more  attention  to  accepting  the  sacrifice  of  the  com¬ 
mander  who  wishes  to  control  everything.  But  if  one  follows  that  route,  one 
had  better  carefully  measure  the  communications  requirements  to  make  sure 
that  they  are  affor^ble. 

. . .  My  Use  of  the  term  'Ttnished  imcUigence."  of  course,  was  designed  to 
try  to  calm  your  concerns  about  an  excessive  delay  at  fusion  centers — be 
they  automated  in  their  assistance,  or  the  fusion  accomplished  by  people.  An 
example  in  the  case  of  hostilities  is  this:  You  have  the  same  worry  that  a 
front-line  conunander  has.  not  just  about  the  forces  in  front  of  him.  but 
about  the  type  of  reinforcement  actions  that  may  be  happening  in  the  second 
echekm.  lie  has  the  capability  to  call  upon  a  system  to  do  something  for  him 
concerning  those  second  echelons  that  will  pertain  directly  to  the  battle  in 
front  of  him.  if  he  has  some  knowledge  of  it. 


Now .  there  are  certain  things  ihm  simply  must  take  place  as  forces  mosi;  up. 
You  need  out  wait  until  there  is  a  bridge  down  and  troops  are  pouring  across 
it  to  suspect  strongly  that  there  is  a  river  crossing  intended,  and  the  distances 
are  such  that  those  forces  will  pertain  to  the  battle  in  18  hours.  As  those 
kinds  of  early  indicators  come  in,  one  would  like  to  see  them  seized  upon;  a 
potential  fiver  crossing  klentified.  the  c^inect  tasking  informatioo  seiu  out. 
and  an  air  strike  laid  on  that  could  strike  four  hours  later  at  the  height  of 
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their  movement.  With  this  exam|^.  Tm  suggesting  that  fusion  is  essential  if 
you're  to  bring  together  the  bits  and  pieces  that  will  permit  action  to  result. 
A  commander  need  not  worry  that  the  collating  of  bits  and  pieces  is  occur¬ 
ring  somewhere  behind  him.  They  need  to  be  provided  to  him  directly  so  he 
can  decide  whether  or  not  he  cares  about  that  river  crossing.  He  has  got 
other  problems:  He  may  want  to  call  for  air  support,  which  may  not  be  the 
first  thing  to  do.  or  he  may  want  to  send  an  enveloping  tank  column  out.  1 
don't  want  to  intrude  on  his  decision.  1  warn  to  provide  him  with  the  intel¬ 
ligence  as  rapidly  as  1  can;  1  do  not  want  him  to  sit  there  with  an  intelligence 
staff  and  sort  through  a  saturation  of  intelligence  that  will  force  him  to  arrive 
at  his  own  conclusions.  1  believe  one  can  tailor  the  intelligence  provided  to 
meet  the  derrunds  a  comnuinder  has  expressed. 


. . .  What  are  some  of  the  proMems  with  the  system?  Well.  I  alluded  to  the 
fact  that  when  computers  work  outside  special  channels,  the  information  that 
can  be  input  is  influenced.  One  way  or  another,  you  have  to  face  up  to  that 
pruMem.  If  that  computer  remains  outside,  there  must  be  a  method  to  feed 
the  computer  the  sanitized  information.  And.  with  sanitization,  which  may 
be  essential,  there  is  at  least  some  delay  imparted  into  the  introduction  of 
that  intelligence  to  the  computer  system. 


1  said  that  narrative  descriptions  reduced  to  quaiHiftcd  dau  often  lose  their 
essence.  Intelligence  that  has  been  produced  to  describe  something  is  diffi¬ 
cult  to  ipiantify  and  put  in  so  that  it  will  balaiKc  properly  against  the  mure 
mechanistic  and  technical  data  going  in.  At  least  at  this  time,  machines 
don't  make  associations  well.  That's  something  that  still  lies  in  the  future 
vriien  we  bccitme  more  proncieiK  at  artificial  intelligence. 


Moreover,  weighting  is  absolutely  essential  to  aiulysis.  All  pieces  of  intel¬ 
ligence  simply  do  not  have  the  same  value.  We'd  like  fusion  assistaiH'c— 
that  use  of  automation — to  make  it  more  likely  to  find  the  right  answer.  So. 
we  must  be  Cl^sabk  of  facing  that  weighting  problcni.  It  leaves  a  problem  of 
how  to  ialroihicc  infurmatkin  into  that  device  in  such  a  manner  that  weight¬ 
ing  is  not  ignored,  and  that  everything  doesn’t  cunK  out  weighted  the  same. 


It's  diffK'uh  to  s-erify  infimnation  once  it’s  entered  into  the  computer.  Some 
control  o\er  the  idiilily  to  manipulalc  is  lost,  anu  it's  dillWult  to  maintain  a 
data  base  and  perform  i|uality  control  at  the  same  time.  This  is  pariiculariy 
true  in  last-breaking  siiuatkms^'rises  or  war  fighting.  Une  can  nnivc  data 
i|uk'kly.  but  maintaining  a  consistent  data  base  aftd  running  i|uality  cortUol 
iiuy  be  more  than  mte  can  handle . 
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Whai  are  some  of  the  ways  to  improve  this?  Well,  the  process  can  be 
reversed,  and  can  be  selective  in  collection  and  processing  so  that  the  input 
is  constrained  by  some  responsible  analytical  decision  process.  It  doesn't 
have  to  be  performed  by  humans,  but  it  has  to  be  an  achievable,  responsible 
analytic  process.  One  can  tailor  the  reporting  at  the  collection  end  for  sub* 
stance,  format,  and  timeliness.  That  also  can  be  done,  to  some  extent,  with 
computers  is  o(^x>sed  to  people.  Widt  properly  programmed  software,  dif* 
ferent  characteristics  of  an  event  may  be  converted  to  a  set  of  common  fea¬ 
tures  and  values  if  one  can  properly  forecast  what  sort  of  intelligence  is  to  be 
assimilated.  However  that  is  done— and  1  hope  it's  some  solace  to  you — 
analysts  are  still  essential  to  the  process.  There's  no  question  about  that. 
Analysts  have  to  assess  the  significance  of  an  event;  they’ve  got  to  update 
the  battlefield  picture  because  they're  dealing  with  both  red  and  blue  data, 
and  irrelevant  data  must  be  discarded.  And  the  information  has  to  be 
weighted.  All  of  those  things  can  be  done  to  some  extent  by  machine.^,  but 
not  sufficiently,  and  not  with  an  adequate  degrees  of  perfection. 


1  tokl  you  that  there  were  two  concepts  of  how  to  manage  that  information 
and  make  it  useful.  You  may  have  direct  delivery  from  the  source  in 
SIGINT  channels,  where  the  tactical  commander  correlates  the  data  and  pro¬ 
duces  his  own  intelligence.  That  puts  a  pretty  good-size  tail  there,  allowing 
him  to  do  that.  Or.  you  can  have  an  all-source  intelligence  center  that  tailtsrs 
the  intelligence  to  different  user  caiegones. 

There  are  advantages  to  both  the  direct  delivery  and  the  intermediate  nodes. 
I  emphasize  intermediate  nodes  because  one  must  not  think  only  of  choosing 
between  the  proliferation  of  decision  nodal  points  attendant  to  each  tactical 
commander  on  the  one  hand,  and  one  central  processing  pie-in-the-sky  on 
the  other.  There  certainly  may  be  some  redundancy,  but  the  nodal  points 
should  remain  back  out  of  theater  or  he  resptmsible  for  segments  of  the  the¬ 
ater.  That's  still  si>mcthing  different  fritm  having  them  with  each  tactical 
decisioa  level.  Those  intermediate  nudes,  or  that  sod  of  centralized  process¬ 
ing.  surely  provide  more  economy  of  resourees.  One  is  better  able  to  moni¬ 
tor  the  overall  success  of  the  system,  and  one  is  belter  able  to  know  the 
disposition  of  enemy  and  friendly  forces.  I  don't  think  cither  compicte  !.cn- 
iraiizalion  or  complete  redundancy  is  the  sole  answer.  I  believe  there  is  a 
middle  ground. 

. . .  '  liifudunalcly  all  three  of  us.  private  industry .  the  tactical  commander, 
and  the  NSA.  bring  a  particular  hias  to  the  debate.  I  first  contend  we  all 
must  sit  down  and  work  very  hard  together,  but  I  corurede  that  each  of  us 
has  a  significant  bias  hivaic  tndusiry  i>  obviously  alter  a  prutii.  It  wants  to 
sc))  something  marketable  and  attractive,  that  sounds  like  it  will  do 
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absolutely  everything.  The  operational  user  or  the  tactical  commander  has  an 
insatiable  appetite  for  information.  The  tactical  commander  would  provide  a 
list  of  what  is  needed  to  conduct  battle.  This  list  would  become  so  long,  it 
would  not  be  possible  to  provide  a  commander  with  that  amount  of  intel¬ 
ligence.  It's  very  difficult  to  get  back  to  talking  about  essentials. 


We  at  NSA  have  a  security  bias.  We’re  more  interested  in  protecting— or  we 
appear  in  many  instances  to  be  more  interested  in  protecting — the  security  of 
our  intelligence  than  we  are  in  providing  intelligence.  That  probably  is  an 
excessive  allegation,  but  it  certainly  appears  that  way.  We  simply  recognize 
those  biases  and  recognize  the  need  for  all  of  us  to  talk,  particularly  to 
industry.  We're  trying  to  be  as  aggressive  in  marketing  our  concepts  as  we 
can  justify.  I  have  the  total  NSA  responsibility  to  interact  with  the  military 
customer,  to  be  the  bridge  between  those  militaiy  customers  and  the  rest  of 
the  agency,  and  to  be  the  catalyst  within  the  agency  for  provoking  problem¬ 
solving  ideas. 


. . .  You  can't  exercise  without  giving  away  something.  We  work  very  hard 
at  studying  Soviet  exercises.  They  work  very  hard  at  studying  our  exercises. 
We  constantly  ask  ourselves,  “Are  they  going  to  fight  the  way  they 
exercise,  or  arc  we  being  deceived?" 


They  undoubtedly  will  ask  themselves  the  same  question.  But  the  bottom 
line  is,  you  can't  go  out  and  perform  on  Sunday  if  you  haven't  practiced  all 
week.  You  can  toss  in  a  few  little  wrinklei^,  but  you  really  must  have  prac¬ 
ticed  what  you're  going  to  fight,  and  so  you  give  away  a  little,  but  that's 
necessary. . . .  Unfortunately,  our  exercises  are  not  that  sophisticated.  To  my 
knowledge,  we  have  not  spent  much  time  trying  to  forecast  capability  attri¬ 
tion  in  a  sophisticated  way,  or  imposed  upon  ourselves  the  most  likely  attri¬ 
tion  that  \.'ill  occur  in  wartime.  We  happened  upon  a  certain  amount  of 
realism  by  our  very  inability  tu  operate  simultaneously  in  peacetime  and 
wartime. 


So  when  we  exercise,  we  quickly  clog  our  communications  and  make  it  dif¬ 
ficult  to  move  data.  We  find  ourselves  anificially  constrained  from  having 
all  tbe  information  we're  trying  tu  pass,  so  that  in  a  somewhat  obscure  fash¬ 
ion,  we  can  say  we've  imposed  some  realism  on  ourselves,  but  not  inten¬ 
tionally.  We  have  not  thought  this  constrained  situation  thruugh  and 
imposed  it  in  a  methodic  way.  That  is  something  yet  to  be  dune,  and  the 
need  for  far  more  realistic  exercising  than  we  now  do  requires  a  carefully 
orchestrated  capability  attrition.  You're  right  in  suggesting  that  there  will  be 
a  dra.matic  diff^erence  between  that  intelligence  available  to  us  in  real  war 
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from  that  available  to  us  in  peacetime,  but  it  isn’t  all  in  one  direction,  1 
would  hasten  to  add. 

...  A  very  often  voiced  criticism  of  the  CIA,  for  example,  and  by  spillover 
sometimes  the  DCI.  who  is  both  head  of  the  CIA  and  head  of  the  intel¬ 
ligence  community,  is  that  the  CIA 
is  overly  policy-attentive.  Al¬ 
legedly.  the  CIA  tends  to  produce  DCI-Director  of  Central  intelligence 

national  intelligence  designed  to 
complement  the  policy  makers’ 

desires.  Over  the  years  when  1  have  operated  in  the  national  scene  that  has 
occasionally  been  a  justified  criticism,  not  as  often  as  it  is  made,  but  occa¬ 
sionally.  It  is  not  a  valid  criticism  over  the  past  four  years,  despite  its  having 
been  made  often  about  Mr.  Casey  and  the  current  CIA. 

You  see.  even  the  most  well-intentioned  of  the  intelligence  community,  as 
they  prepare  estimates  or  advise  the  policy  maker,  must  have  an  eye  on  the 
policy  maker's  interests.  That  is.  not  what  conclusions  he  ought  to  reach, 
but  in  what  he  ought  to  be  interested,  or  in  what  he  is  interested.  As  an  esti¬ 
mate  is  put  together,  it  is  essential  that  certain  aspects  not  be  overlooked  in 
regard  to  a  problem  that  the  policy  maker  clearly  needs  to  confront.  In  doing 
that,  one  occasionally  provides  the  policy  maker  with  exactly  the  kind  of 
information  he  wants,  because  he's  made  up  his  mind  in  advance  about  what 
he  wants  the  answer  to  be.  And  just  as  often  that  does  not  happen.  When  it 
does,  the  screams  go  up  about  playing  into  the  hands  of  policy  makers.  1 
simply  have  not  seen  it  happen.  1  believe  the  community  has  operated  during 
the  last  four  years  with  considerable  integrity. 

Pertinent  to  this  question  is  the  role  that  the  DCI  plays.  You  will  find  advo¬ 
cates  of  a  DCI  who  is  isolated  from  the  administration;  you  will  find  those 
who  would  say.  "Let's  have  a  professional  agency,  an  employee  as  the  head 
of  the  agency,  and  let's  not  bring  in  a  political  appointee  each  time  the 
administration  changes. 

That  would  probably  guarantee  you  maximum  objectivity  on  the  pan  of  the 
DCI.  but  it  would  give  you  a  DCI  who  might  not  have  the  ear  of  the  Presi¬ 
dent  and  the  administration,  and.  therefore,  uould  be  disadvantaged  in  help¬ 
ing  the  policy  makers  because  he  wouldn’t  be  a  pan  of  that  policy  in  the  first 
place.  1  think  the  best  of  all  worlds  is  to  have  a  political  appointee,  if  that's 
how  you  would  refer  to  a  Mr.  Casey,  who  does  have  the  ear  of  the  President 
and  who  is  thoroughly  aware  of  the  administration's  deliberations  artd  policy 
development,  yet  who  also  has  the  intellectual  integrity  to  stay  aloof  from 
pandering  and  oversees  a  community  that  he  demands  put  together 
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intelligence  pertinent  to  the  issues  at  hand  without  trying  to  color  it.  1  don’t 
know  how  many  people  like  that  there  are  around. 

...  1  could  wax  eloquent  or  attempt  to  be  eloquent  for  an  hour  or  two  on  the 
subject  of  leaks,  which  1  consider  abhorrent.  1  listened  to  a  very  edifying  TV 
clip  a  year  and  a  half  or  so  ago,  using  a  corporate  broadcasting  service  that 
staged  a  fonim.  Typical  of  these  fomms,  a  mc^rator  was  named,  people  were 
invited  in  fnmi  both  sides  of  the  issue,  and  a  discussion  ensued — a  very  effec¬ 
tive  means  to  discuss  an  issue.  I  watched  one  that  discussed  intelligence  and 
leaks,  or  classified  infe^mation  and  leaks.  It  had  prominent  newsmen  like  Dan 
Rather  and  others  arguing  the  media  side,  aiul  it  had  a  few  government  o^lcials 
present  and  past — ^James  Schlesinger  and  otherv-tm  the  government  side. 

Over  the  course  of  that  discussion,  there  were  some  terribly  pointed  questions 
asked,  and  a  couple  remained  rather  clearly  in  my  mind.  One  was  that  the 
media  has  almost  unanimously  suggested  that  it  is  government's  burden  to  pro¬ 
tect  classified  information,  and  it  is  media's  obligation  to  the  public  to  obtain  it 
by  any  means  possible.  That  includes  specific  statements  by  some  of  those 
tnedia  people  sitting  there  on  camera,  saying  that  if  they  were  in  the  Secretaiy 
of  Defense’s  office  for  a  legitimate  purpose  and  saw  an  opponunity  to  take  a 
top  secret  document  off  his  desk,  th^  would  take  it  and  use  it.  1  have  trouble 
undetsumding  that.  Dan  Rather  himself  said,  that  if  provided  with  clearly  clas¬ 
sified  information — stamped  classified — and  if  it  pertained  to  a  story  he  felt 
needed  telling,  he  would  use  it.  Me  would  feel  uninhibited  about  using  it.  1 
don’t  understand  that.  (17-18,  19.  20-22,  23.  24-26,  27.  28-30) 


18.  RICHARD  G.  STILWELL*  Chiirm»n.  DoO  Security  Review  Corn' 
"Structure  and  Mechanisms  nnsnon 
for  Command  and  Control' ' 

(1985,  pp.  35-65) 


1  think  it  was  fine  to  put  the  Marines 
evacuation  of  the  PLO.  When  it  was 
a  question  of  redeploying  for  the 
new  type  of  mission  they  had,  I 
think  that  one  should  have  ques¬ 
tioned  whether  it  was  the  right  con¬ 
tingent  to  put  in  there. 


in  there  to  begin  with,  to  assist  in  the 

in  there~6eirut,  Lebanon 
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For  example,  a  Marine  battalion  landing  team,  or  even  a  regimental  landing 
team,  does  not  have  the  stmctured  intelligence  mechanisms  that  the  Army  has 
to  handle  all  the  functimis  d*  intelligence,  such  as  intelligence  preparation  of  the 
battlefield,  the  counterintelligence  responsibilities,  the  estimates  function,  and 
the  collection  management.  They  weren't  there.  That's  my  view  of  the  mistake. 
Actually,  by  the  time  we  decided  how  U)  re-rig  that  intelligence  structure,  we 
were  ready  to  pull  out.  So.  as  far  ats  Tm  concerned  the  less  we  say  about 
Lebanon  and  the  whole  thing — the  terrible  loss  of  precious  lives — the  better. 

As  to  procedures — we  still  have  nxwe  to  do  in  the  armed  Services.  We’re  doing 
quite  a  bit.  of  course,  with  terrorism  rife  as  it  is.  And  we  also  need  to  work  on 
the  basic  ABCs  of  passive  f>rotection  against  contingent  terrorist  attack,  which 
involves  not  only  physical  protection,  but  also  the  interface  with  the  local 
authorities.  And  !  might  add  that  that  was  another  deficiency,  in  my  view, 
shared  by  the  entire  intelligence  community:  The  interface  with  the  Lebanese 
intelligence  community,  as  well  as  with  some  of  the  other  nations  in  the  area, 
was  poor.  That’s  an  area  in  which  our  people  on  the  ground  are  not  all  that 
expert. 

. . .  Now.  what  is  the  function  of  intelligence?  The  basic  function  of  intelligence 
is  to  support;  to  provide  the  requisite  support  for  timely,  scxind  decisions  of  all 
sorts.  b(^  in  and  out  of  conflict.  And  from  a  purely  military  standpoint,  it’s  to 
ensure  the  flow  of  facts,  analysis,  and  e^mates  to  optimize  the  effectiveness  of 
our  armed  forces. . . . 

All  of  those  national  and  foreign  intelligence  programs  support  the  Executive 
Branch  throughout,  and  they  support  the  President  in  all  thrM  of  his  hats.  Their 
functions  are  manifold.  Much  of  the  work — the  collection,  analytical,  pro^ss- 
ing.  and  dissemination  efforts  of  our  national  intelligence  community — is  tar¬ 
geted  on  indications  and  warning  Tlwy  provide  a  tremendous  amount  of 
support  in  the  fields  of  science  and  t^hnology.  so  that  we  may  have  the  best 
possible  information  on  what  the  enemy  is  doing  in  the  development  of  new 
systems,  which  is  important,  of  course,  for  countermeasures  and  everything 
else.  They  also  put  an  enormous  amount  of  effort  into  the  verification  area, 
which  has  application  to  arms  contnri  <x  arms  reduction  support.  They’re  pay¬ 
ing  increasing  attention  to  narcotics,  teirorism.  international  finance  and 
ecrxKHuics. 

One  of  the  things  the  national  progriuns  don’t  have  primary  responsibility 
for  is  the  development  of  intelligence  that  has  unique  application  to  war 
fighting.  And.  therefore,  you  have  outside  the  national  foreign  intelligence 
program,  the  capabilities  of  the  several  Services,  which  we  call  ’’tactical 
intelligence  and  related  activities.”  Tiiese  represent  the  military  assets  that 
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SR-71S,  TR-U.  RECCE  birds.  P-3s- 
reconnaissance  aircraft 


have  unique  application  to  the  military  instrument  itself,  for  example,  the 
reconnaissance  aircraft,  the  SR-71s.  TR-ls,  and  the  RECCE  birds  of  the 
tactical  Air  Force,  the  P-3s  of  the  Navy;  the  major  intelligence  centers  of 
the  unified  and  specified  com¬ 
mands;  the  tactical  units  of  the 
Army,  principally,  and  to  a  limited 
degree  of  the  Navy  and  the  Air 
Force;  certain  satellites  under  our 

Defense  Reconnaissance  Support  Program  that  are  uniquely  designed  for  warn¬ 
ing  purposes — and  the  list  goes  on.  It*s  quite  a  lot.  Now,  that's  a  separate  pro¬ 
gram,  and  those  are  unique  military  assets  whose  priority  of  collection  is 
determined  solely  by  the  Ctepaitment  of  Defense.  The  priorities  of  collection  for 
the  national  systems  are  determined  by  the  Director  of  Central  Intelligence, 
although  they  can  be  changed  on  Secretary  of  [)cfense  recommendations. 


. . .  You  always  do  a  little  better  in  times  of  affluence,  as  opposed  to  belt  tight¬ 
ening.  But  the  requirements  continue  to  soar  out  of  proportion  to  resources.  We 
are  getting  to  the  point  where  there  has  to  be  a  very  rigorous  establishment  of 
pnorities  throughout  the  intelligence  community,  throughout  the  Executive 
Branch,  making  a  clear  distinction  between  what's  nice  to  have  and  what's 
essential.  And  1  think  the  only  way  you're  going  to  get  it  is  simply  to  stop 
delivering  reports  to  a  lot  of  the  customert*.  and  then  wait  for  a  month  to  see  if 
they  even  notice  they're  rwt  getting  any.  And  you  probably  will  get  very  little 
reaction. 


There  has  to  be  a  better  interface  between  the  policy  maker  and  the  intelligence 
ccmununity,  which  again  underscores  a  point  with  regard  to  this  prioritization; 
we  have  improved  our  collection  capability  somewhat  out  of  proportion  to  our 
ability  to  analyze,  process,  and  disseminate  finished  products.  We  collect  v.ah 
big  buckets,  as  General  Fauier  may  have  indicated  to  you. 


...  We  have  done  all  too  little  planning  on  this  mutter  of  transition  from 
peace  to  war  in  the  intelligence  community,  particularly  with  respect  to 
those  national  systems.  The  national  systems  do  not  belong  to  the  theater 
commander;  they  may  be  allocated  to  him.  depending  upon  what  the  pri¬ 
orities  are  back  here.  He  cannot  count  on  that  totally.  But  regardless,  there 
needs  to  be  much  more  attention 


given  to  planning  today  for  the  new 
utilization  of  those  national  systems 
in  support  of  CINC  PAC, 
EUCOM,  or  the  others.  It  is  very 
hard,  a  tough  business  that  we  have 
done  very  little  about  up  to  this 
stage  of  the  game.  (50-51.  62-b3) 


CISC  PAC.  lUCOM.  or  the  others-- 
refers  to  the  commanders-in-chief  of 
the  Pacific  Command,  the  European 
Command,  and  other  operational 
commands— most  assigned  specific 
geographic  areas  of  responsibility 
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19.  ROBERT  T.  HERRES,  “A 

CINC’s  View  of  Defense 
Organization"  (1985, 
pp.  125-45) 


omm»ndeMn-Chief.  US  Space  Com* 
m»nd,  Aerospace  Defense  Com¬ 
mand,  North  American  /Aerospace 
Defense  Command,  and  Com¬ 
mander.  Air  Force  Space  Command 


Intelligence  information  and  tasking  come  together  to  help  the  commander 
decide  what  he's  going  to  do.  Sometimes  what  you're  going  to  do  with  the 
forces  gets  so  complicated  that  you  don't  have  time  to  analyze  very  quickly 
and  describe  what  you  want  to  do  and  build  plans  and  get  them  in  the  field. 
So  good  military  people  plan  ahead. 


All  planning  is  a  sort  of  what*if  game.  Let's  pretend  that  the  Soviets  attack 
Iran.  They  come  across  the  border  and  take  over  Iran.  What  are  we  going  to 
do  about  that?  What  do  you  think  the  President  will  want  us  to  do?  That's 
part  of  the  what*if  scenario.  Suppose  the  President  says.  "Don't  let  them 
take  Teheran.  Hold  the  Soviets  outside  of  Teheran.  Prevent  that  from  hap¬ 
pening."  So  we  pretend  that's  something  we  might  get  tasked  to  do.  And 
you  think  through  all  the  things  associated  with  being  able  to  cany  out  that 
tasking.  How  many  forces  do  you  have  to  put  there?  You  do  a  lot  of  what-if 
on  the  intelligence  side:  What  do  you  think  the  Soviets  are  really  going  to 
do?  How  many  tanks  are  there  going  to  be?  How  many  airplanes  are  there 
going  to  be?  And  so  forth.  You  put  all  that  together,  and  you  put  those  plans 
on  the  shelf.  While  you're  doing  that  you  build  up  expertise  in  your  plans 
shop  about  what  it  takes  to  get  your  thoughts  organized  in  advance,  so  that 
when  the  Soviets  come  across  the  border  it's  not  chaos,  running  around  try¬ 
ing  to  figure  out  who  you're  going  to  send  where  to  do  what. 


Plans,  even  though  you  may  never  use  them,  help  organize  your  thinking  in 
advance.  They  develop  options  that  you  may  not  formalize  in  terms  of  struc¬ 
tured  operations  plans,  but  that  you  have  available  for  the  commander  to 
consider  when  contingencies  occur. 


Then  you  get  tasking  and  decide  what  you're  going  to  tell  the  forces.  The 
forces  engage  the  enemy.  Intelligence  reports  on  what  the  enemy  does  and 
how  they  react  before  and  after  engagement.  You  have  tactical  sensors  that 
do  that,  and  of  course  the  other  intelligence  sources.  You  have  field  reports 
ihat  come  from  the  troops  out  there  involved  in  the  engagement  process. 
Fighter  pilots  come  back  and  say.  "1  just  shot  down  five  airplanes."  and  we 
say.  "We  don't  believe  that.  You  probably  only  shot  down  three,  but  we'll 
mark  you  up  for  four  and  split  the  difference."  Then  you  try  to  track  how 
many  airplanes  they  have  left.  You  need  to  know  what  the  enemy's  force 
status  is.  You  also  need  to  know  what  yow  own  force  status  is.  lliat's  very 
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important  and  often  overlooked  as  a  key  part  of  the  command  and  control 
process.  Sometimes  it's  harder  than  collecting  intelligence  on  the  enemy, 
it's  frustrating  when  you  can't  find  out  the  conditions  of  your  own  forces. 
There  are  a  lot  of  reasons  for  that  which  1  won't  go  into. 

But  force  status  reporting  is  a  dynamic  process,  because  if  you  engage,  you 
take  losses,  you  redispose  your  forces,  and  that  creates  change  all  the  time. 
And  of  course  intelligence  is  dynamic.  Mission  and  tasking  is  originally 
static,  but  as  things  go  on  you  start  running  out  of  operations  plans.  So  you 
send  a  guy  down  the  hall  to  the  planners  and  say,  "Hey,  take  a  look  at  this 
option,  see  what  it  would  take  to  implement  that  and  come  back  to  me  with 
a  quick  plan — I  need  it  in  two  hours."  This  goes  on  at  the  Pentagon  all  the 
time,  believe  me.  Even  for  things  that  you  never  hear  about,  things  that 
never  happened  but  that  somebody  thinks  might  occur.  So  plans  and  options 
are  a  dynamic  process,  too,  because  there's  a  little  inner  circle  here:  What  if 
1  want  to  do  X?  1  don't  know  a  better  way  to  describe  that  piece  of  the  proc¬ 
ess.  This  is  what  command  and  control  is  all  about,  these  dynamic  little  cir¬ 
cles  spinning  around.  (140) 


20.  Robert  Hilton,  "Roles 
of  the  Joint  Chiefs  of  Staff 
in  Crisis  Management  " 
(1985,  pp.  147-78) 


Consulunt.  sp^cialiring  in  nttioml 
»nd  /nrernafiona/  security  tffairs  end 
pohticei  risk  enaiysis:  former  Vice 
Director  for  Operations,  loint  Chiefs 
of  Staff 


Another  thing  1  would  like  to  mention  is  that  some  of  our  best  sources  in 
learning  of  an  event  are  in  the  news  media.  CNN  has  become  one  of  our 
prime  sources;  it's  monitored  in  the  Command  Center  all  the  time.  There  are 
also  tickers  in  the  National  Military  Command  Center  for  Reuters,  UPl,  and 
AP.  Many  times  a  first  indication  of  something  is  from  a  reporter  on  the 
spot,  a  stringer.  For  example,  the  first  pictures  we  had  of  the  barracks  in 
Beirut  being  blown  up  were  from  CNN.  We  first  learned  of  Sadat's 
assassinati(Hi  from  a  stringer  for  CBS,  1  believe,  who  was  on  the  scene  and 
got  to  a  telephone  and  got  a  call  back  before  they  could  even  get  it  back 
through  the  embassy  circuits.  I  guess  he  had  a  handful  of  change  in  his 
pocket  and  used  the  local  telephone,  wasn't  worried  about  security  or  things 
like  that. 

...  There's  a  system  called  something  like  "worldwide  indicators."  There 
are  about  800  indicators  that  tbe  intelligence  community  monitors,  including 
things  like  the  movement  of  refugees,  the  requisitioning  of  food,  the  use  of 
trucks  for  something  oiber  than  the  harvest — traditionally  the  military  trucks 
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go  out  and  help  with  the  harvest.  That  was  one  of  the  indications  that  con* 
tributed  to  the  ex  post  facto  analysis  of  the  invasion  of  Czechoslovakia.  The 
grain  harvest  suffered  greatly  in  that  period  because  they  diverted  the  trucks. 
They  did  it  under  the  screen  of  an  exercise;  that  was  the  way  it  was 
assessed.  These  indicators  are  briefed.  1  think,  every  day.  to  the  Chairman 
of  the  JCS.  and  the  DCI  makes  his  reports  to  the  President. 


1  remember  when  the  North  Koreans  in  December  of  1 98 1  went  into  the  big¬ 
gest  exercise  they'd  ever  done  at  that  time.  In  1982  they  had  an  even  bigger 
one.  We  were  watching  those  indicators  and  assessing  whether  they  were,  in 
fact,  just  exercising.  In  1981  we  didn’t  pay  as  much  attention  to  it  as  we  did 
in  1982.  because  in  1982  General  Vessey  was  the  Chairman.  General 
Vesscy  had  been  the  UN  Commander  in  Korea.  He  was  much  more  sensi¬ 
tive  to  Korea  than  we  were,  and  the  point  he  made.  1  remember,  was  that 
even  though  it  was  correct  to  assess  those  as  indicators  for  an  exercise,  each 
one  was  also  a  preparation  for  war.  Now  in  these  cases  the  war  didn’t  hap¬ 
pen.  But  if  they’re  going  to  go  to  wa  they’re  going  to  go  through  all  of 
those  steps.  Some  day  it  may  not  be  an  exercise,  and  if  you  keep  watching  it 
as  an  exercise,  you  may  be  caught. 


So  you  always  have  to  be  looking  at  the  possibility  that  you  are  describing  a 
process  of  going  to  war.  And  you  look  for  other  indications  mat  it’s  an 
exercise:  Have  they  requisitioned  the  civilian  economy?  That  was  what  DlA 
used  as  a  deciding  factor  in  the  Korean  thing— they  requisitioned  .i  lot  of 
things,  but  not  everything.  The  DlA  thought  ih^-r  if  they  were  really  going  to 
war  they  would  not  Just  have  taken  20%.  i.^ey  would  have  taken  80%  of 
civilian  transportation. 


(STUDbNTi  Do  we  have  any  corporate  body  with  enough  experience  to 
keep  up  with  that  on  a  year-to-year  or  crisis-to-crisis  basis? 

|HtLTON|  Computers  are  our  corporate  body.  1  think.  There  is  also  a 
national  warning  officer  who  is  dual-haited  between  CIA  and  DlA.  One  of 
last  year's  speakers.  Dave  McManis.  was  the  National  Intelligence  Officer 
for  Warning. 


At  one  time  it  was  Line  Paurer.  when  he  wa.s  a  two-star  and  double-hatted  as 
a  Deputy  Director  of  CIA.  The  warning  center  was  put  in  the  Pentagon  and 
it's  still  there.  So.  you  have  this  warning  technology,  but  it's  only  as  good 
as  the  people  who  are  on  watch.  (167.  169-70) 
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21.  LIONEL  OLMER,  ESQ., 
'‘Intelligence  and  the 
American  Business  Com> 
munity”  (1986,  pp.  59-71) 


Member,  Paul,  Weiss,  Rifkmd,  Whar- 
ton  &  Garrison,  an  international  law 
firm;  former  Under  Secretary  for 
/nfernaf/ona/  Trade.  Department  of 
Commerce 


While  that  initial  period,  from  196!.  had  truly  been  marked  by  a  sense  of 
confidence  in  the  intelligence  system,  the  later  )960s  were  different.  In  1968 
1  went  to  Vietnam  and  was  put  in  charge  of  a  reconnaissance  organization 
that  was  providing  what  we  called  "early  warning"  to  Navy  and  Air  Foree 
pilots  flying  over  Hanoi. 


We  did  a  number  of  different  things,  one  of  which  was  to  alert  them  to 
surface-to-air  missiles  (SAMs)  launched  in  their  direction.  It  was  a  very 
complicated  affair,  technically  speaking,  in  terms  of  both  the  equipment  and 
the  training  that  were  required.  We  felt  we  worked  very  hard  at  it.  and  we 
were  occasionally  quite  proud  of  what  we  were  able  to  achieve.  I  can 
remember  being  utterly  deflated  when  1  talked  to  a  fighter  pilot  who  said. 
"Oh  yeah.  I  turn  that  box  off.  I  don’t  listen  to  what  you  say."  1  said. 
"Why?"  He  said.  "What  good  is  it  to  know  from  you  that  a  missile  has 
been  launched  in  our  direction?  What  the  hell  do  you  think  is  happening 
over  Hanoi  when  we  fly  there?  Missiles  arc  everywhere!"  We  were  just  a 
distraction. 

It  reminds  me  of  the  joke  about  the  lost  hot  air  balloonists.  They  come  down 
over  a  university  campus  and  yell  down  to  some  fellow  walking  along  the 
path.  "Where  are  we?"  He  looks  up  and  he  looks  down,  and  he  scratches 
his  beard  and  he  says.  "You're  in  a  balloon."  One  of  them  gets  very  angry 
and  says.  "You're  an  economist!"  His  friend  says.  "How  did  you  know 
that?"  "Because  he's  exactly  correct  and  of  no  help  whatsoever!"  We  were 
not  economists,  but  we  were  exactly  correct  and  of  no  help  whatsoever. 


That  was  an  instructive  part  of  my  career  as  an  intelligence  officer,  to  dis¬ 
cover  that  it  isn’t  enough  merely  to  be  accurate  and  sometimes  it's  not  even 
enough  to  be  timely.  There  are  several  other  characteristics  that  have  to  go 
along  with  accuracy  and  timeliness,  the  most  important  of  which  is  lele- 
vance.  In  this  increasingly  complicated  work!  in  which  wc  live,  it's  harder 
and  harder  to  be  relevant,  because  in  order  to  be  relevant  you  really  have  to 
know  what  it's  like  to  be  a  fighter  jnlot  in  the  midst  of  a  combat  situation. 
An  intelligence  specialist  providing  support  to  a  group  of  foreign  policy 
negotiators  or  economic  negotiators  has  got  to  be  more  than  just  an  aca¬ 
demic.  You’ve  really  got  to  be  part  of  the  process.  Thep-’s  no  other 
alternative. 
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. . .  When  I  came  back  into  government  in  1981  with  the  Reagan  Admin> 
isiraiion,  1  believed  that  the  government  could  do  more  to  support  its 
economic  interests.  That  is.  the  intelligence  community  could,  in  an  open 
way,  support  certain  business  activitt^  of  American  companies  by  seeing  to 
the  production  of  a  greater  volume  of  unclassified  information  and  to  the 
analysis,  not  of  a  particular  competitive  endeavor  on  a  micro  level,  but  of 
significant  trends,  such  as  Japan's  drive  to  technological  {»«eminence,  or  the 
less  developed  country  (LDC)  debt 
situation,  or  the  analysis  of  why 

the  ASEAN  nations  consistently  ASlAN-A^socUtion  of  Southeast 
produced  higher  rates  of  productive  v^sr^n  Nttions 
ity  growth  than  the  Western  Euro¬ 
pean  nations  and  the  United  States. 

1  did  encourage  this  kind  of  effort  in  the  intelligence  system,  and  because  of 
my  lineage.  1  think  that  1  was  given  a  more  receptive  audience  than  would 
onJinarily  have  been  the  case.  1  have  to  say  that  the  economic  analysis  pro¬ 
duced  by  the  intelligence  comrnunity.  at  least  in  the  period  of  1982  to  1985, 
was  simply  superb.  1  read  almost  all  of  it.  and  1  could  not  fault  it,  except  for 
its  volume,  which  was  awesome.  But  when  you  start  to  rely  on  staff  to  tell 
you  what's  most  important  to  know,  it  means  you'd  better  have  some  good 
people  who  understand  what  is  relevant  to  you.  not  only  to  your  interests, 
but  to  the  things  on  which  you  are  required  to  vote  in,  say,  a  policy  develop¬ 
ment  gathering  of  other  senior  oflkials. 

My  areas  of  interest  were  divided  into  three  pans.  One  was  the  su^^n  to 
trade  policy.  The  second  was  in  the  nature  of  gaining  a  better  understanding 
of  the  competitiveness  of  foreign  manufacturers  and  pro  ducers  of  technol¬ 
ogy,  relative  to  US  competence  in  equivalent  or  similar  areas.  The  third 
area,  which  we  haven't  talked  about  at  all.  is  the  subject  of  technology 
tr«insfer. 

On  the  one  hand,  we  must  learn  more  about  the  competence  of  the  Soviets 
in  areas  where  we're  attempting  to  control  the  transfer  of  technology, 
because  it's  not  relevant  to  restrain  the  Ilow  of  technology  to  areas  in  which 
the  Soviets  have  already  got  a  demonstrable  capability — and  it's  harmful  to 
companies  that  might  otherwise  create  jobs  and  pay  more  taxes  through 
legitimate  trade  with  the  USSR.  On  the  other  hand,  we  need  to  know  better 
where  the  gaps  are  in  our  system  of  export  controls.  We  need  to  understand 
more  about  the  areas  in  which  diversion  of  technology  does  occur  so  as  to  be 
more  able  stop  it _ We  also  have  to  try  to  build  a  consensus  in  the  com¬ 

munity  hy  pointing  to  areas  where  the  Soviets  have  developed  a  strong 
capacity  simply  because  of  their  access  to  Western  soua'es  of  products  and 
technology.  (60.  62) 
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22.  Harold  Daniels.  “The 
Role  of  the  National 
Security  Agency  in  Com¬ 
mand.  Control,  and  Com¬ 
munications"  (1986. 
pp.  73-102) 


Deputy  Director  for  information 
Security,  NSA;  former  Assistant  Dep¬ 
uty  Director  for  Communications 
Stxutity 


Now.  what's  the  threat?  The  major  threat  is  that  anything  that  goes  out  into 
the  ether  can  be  intercepted  if  you  have  the  proper  equipment  to  do  it.  There 
was  a  time  when  people  thought  that  was  a  major  job.  It  turns  out  that  if  you 
go  down  to  the  local  Radio  Shack  and  you're  really  interested  in  collecting 
someone  else's  data,  you  can  build  yourself  a  system  to  do  that  for  less  than 
$2.(XX).  If  you  )o(^  at  the  roof  of  the  Soviet  Embassy  on  Sixteenth  Street  in 
Washington,  you'll  see  that  those  antennae  certainly  aren't  all  for  TV — 


It's  not  only  the  Soviets  who  pose  this  threat;  it's  anyone  who  wants  to 
invest  in.  or  who  already  has.  this  capacity.  The  direat  is  a  real  thing,  and 
it's  not  understood  well  by  all.  1  can't  get  into  too  much  detail.  Let  me  just 
say  that  it's  not  a  hard  job  for  someone  to  find  out  about  what  you're  doing 
when  you're  communicating  out  through  the  ether.  It's  not  well  understood 
by  industry,  and  only.  1  would  say.  in  the  last  five  or  six  years  has  it  really 
been  understood  within  government— and  even  if  understood,  in  some 
cases,  not  acted  upon. 

There  arc  three  imponani  components  to  any  decision  involving  information 
security:  value,  vulnerability,  and  threat.  When  one  considers  protecting 
information,  one  first  locdcsat  the  value  of  it.  then  what  the  vulnerability  is. 
and  then  what  the  threat  is.  If  you  have  any  combination  of  those  parts, 
you'll  probably  want  to  do  something  to  protect  that  information  while  it  tra¬ 
verses  the  telephone  system  or  whatever  lakes  it  oui  into  the  ether.  The 
value  is  your  own  determination.  You  have  to  decide  that.  If  you  value  your 
information,  chances  art.  someone  else  will  value  ii  What  vulnerabilities  do 
you  have?  Well,  if  you're  on  a  piece  of  wire  between  this  room  and  that 
room  over  there,  and  you  have  sork  sort  of  fvoteciion  around  the  enclave, 
chances  are  the  vulnerability  may  be  very  small.  If  you're  talking  to  the 
West  Coast,  that  information  leaves  this  building,  goes  perhaps  on  a  caMe  to 
some  microwave  point,  goes  across  the  country  partly  by  microwave,  partly 
over  satellite,  and  then  goes  back  di>wn  again.  ITtcn  that  information,  while 
it's  out  there  on  microwave  or  on  the  satellite,  is  vulnerable. 


If  you  decide  you  have  highly  valuable  information  that  you've  determined 
to  be  sonKwhat  vulnerable,  then  you  have  to  say  all  right,  now  whai's  the 
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real  threat?  If  you’re  going  to  invest  in  protecting  this,  you’ve  got  to  have 
some  idea  that  somebody  else  has  (a)  the  desire,  and  (b)  the  capability  to 
take  advantage  of  your  vulnerabilities.  That  decision  involves  information 
that  you.  as  an  individual,  cannot  always  have.  It’s  my  job.  along  with  some 
of  our  other  intelligence  agencies,  to  help  the  government  make  that  deci¬ 
sion  as  to  what  that  threat  is. 

Under  NSDD  145  we've  also  been 

asked  to  advise  the  private  sector.  NSDD-S»tion»l  Stcunty  Decision 
We  do  that  in  such  a  way  that  Directive:  NSDD  14Sw»s  signed  by 

we're  able  to  explain  to  them  what  Presidem  Re»g^n  in  September  1964. 

possible  threats  there  might  be  to 
their  particular  communications. 

Take  the  computer  world,  fw  example.  There  is  a  perfectly  legal  way  that 
an  adversary,  let's  take  the  Soviets  for  example,  can  get  into  a  US  data  base 
containing  a  lot  of  technology  simply  by  subscribing  to  a  public  system.  For 
example,  they  can  come  in  through  Vienna  into  Dialog,  which  is  a  service 
offered  by  Lockheed,  and  get  into  the  National  Technical  Information  Serv¬ 
ice  (NTIS)  where  the  US  files  on  a  number  of  projects  and  information  and 
weapons  systems  arc  held.  This  is  a  clearly  legal  method  for  someeme  to  get 
into  that.  Anyone  is  capable  of  buying  into  that  system  and  getting  that 
information.  (74-75) 
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The  rank  order  for  (he  Lxecuiive.  i  would  say.  is  policy  support,  manage¬ 
ment  issues,  and  (hen  propriety.  The  most  impintant  is  policy  support,  and 
by  that  I  mean,  (here's  a  ptisitive  «|uesiion  (hat  the  consumers  ask.  and 
(here's  a  negative  question.  The  positive  question  is.  "Where  did  intel¬ 
ligence  help?  We  giX  out  of  this  really  well.  Did  intelligence  help,  or  did  we 
just  sort  of  do  this  brilliantly  on  inirown.  again  *  "  Then  (here's  the  qi^rstion 
yiHi  diHi't  want  to  be  asked,  and  that  is.  "Where  did  intelligence  fail?" 

One  of  the  great  overused  terms  in  American  intelligence  is  "failure."  1 
have  argued  in  an  article  for  the  Air  Force  Academy  (hat  we  haven't  had  that 
many  genuine  intelligenc'e  failures.  W'e've  hail  screwups.  and  bad  calls,  and 
nH>st  of  these  so-called  "failures"  usually  happen  IW  pidicy  reasons  rather 
than  intelligence  reastnis. 
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Cl:  Issues  of  Command  and  Control 


Pearl  Harbor  is  an  intelligence  failure.  It's  very  hard  to  argue  your  way 
around  that.  When  you  lose  half  your  fleet  at  the  outset  of  the  war  some¬ 
thing  really  has  gone  wrong.  'Dm  Middle  East  War  in  1973  was  a  gross 
intelligence  failure  for  the  Israelis.  The  other  cases  that  I've  looked  at, 
though — South  Korea  in  1950,  Cyprus,  Portugal,  Tet,  Iran — all  probably 
were  less  failures  of  intelligence  than  areas  where  policy  had  sort  nf  preju¬ 
diced  the  outcome.  But  when  something  goes  wrung  there  is  a  certain 
amount  of  head  hunting,  and  the  is»ie  is  where  intelligence  failed. 


The  management  issues  are  the  second  rank  of  issues  for  the  Executive. 
These  are  the  average  simple  things  like  how  much  money,  and  how  many 
people,  and  are  they  getting  their  w<^  in  on  time.  That's  the  typical  sort  of 
thing  that  you  worry  about  in  management. 


The  pro(mety  question  is  less  of  a  concern  in  the  Executive  Branch.  There 
are  people  whose  job  it  is  to  make  sure  that  operations  are  proper:  that  we’re 
not  doping  people  with  LSD  anymore  without  their  knowledge,  and  that 
we're  not  attempting  to  assassinate  heads  of  state. 


In  Congress.  1  would  say  the  order  for  those  same  three  things  is  probably 
propriety,  policy  support,  and  management.  Congress  worries  least  about 
management  issues.  Their  main  preoccupation  is  with  propriety  because, 
quite  frankly,  that's  how  they  got  into  this  business _ 


Their  second  issue  is  policy  suppon.  But  here  they're  basically  coming  at  it 
in  a  more  negative  respect,  because  the  view  of  intelligence  in  Congress  is 
largely  part  of  the  necessarily  adversarial  oversight  function.  The  two 

branches  aren't  supposed  to  get  along.  It's  built  into  the  Constitution _ 

When  you're  in  Congress  your  first  rank  order  problem  is  the  Executive 
Branch.  They're  your  main  day-to-day  problem.  Then  there's  everybody 
else  in  the  world,  or  every  other  donKstic  lobby. 


Both  branches  are  policy  makers,  but  there's  a  large  difference  between  the 
two.  The  Executive  has  a  policy  to  sell,  a  policy  to  support.  If  there  was  a 
new  treaty  overnight,  a  new  arms  treaty,  an  .Administratiim  spokesman 
wouldn't  come  hefote  the  Foreign  Relations  Committee  and  say.  '*llcy.  it 
was  late.  1  was  tired.  1  had  jet  lag.  It's  not  a  great  treaty.  It's  a  good  treaty." 
He  would  say  that  treaty  was  truth,  justice,  freedom,  and  national  security. 
Congress  would  then  say.  ''Could  wc  get  amMher  point  of  view*  tm  this?  1 
mean,  you  negotiated  the  treaty,  what  else  are  >tHi  going  to  tell  u>?"  So.  tlie 
Executive's  always  selling  policy. 
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Congress  is  reviewing  policy;  it  doesn*t  really  have  a  policy  of  its  own  to  sell. 
It  may  have  alternative  policies  to  propose,  but  largely  as  thwarts  to  the  Execu* 
tive  i^icy.  In  the  Executive,  pc^icy  makers  hq)e  that  intelligence  is  going  to 
come  in  and  say  that  this  is  the  thing  to  do.  and  this  supports  what  you're  going 
to  do.  In  Congress  the  response  is,  ‘*1*11  bet  they  cook^  that  up  to  sell  some¬ 
thing."  There's  a  tremendous  dose  of  skepticism  ^xxit  the  intelligence  they're 
getting;  they  assume  that  it's  self-serving  at  a  certain  level. 

If  you  are  a  producer  you  Find  this  very  annoying.  You  like  to  believe  every 
morning  that  you're  being  honest  and  intellectually  objective,  which  I  think  I 
prob^ly  am  most  days!  There  are  times  when  the  numbers  haven't  come  out 
the  way  we  wanted  them  or  things  like  that.  In  the  Library  of  Congress,  they 
sort  of  legislate  or  mandate  objectivity  in  the  Cor^ressional  Research  Service 
(CRS).  There's  a  very  rigorous  reviewing  procedure.  In  the  Bureau  of  Intel¬ 
ligence  and  Research  (INR)  and  the  CIA  you  have  to  do  it  more  on  your  own. 
My  analysts  and  1  like  to  assume  that  we're  being  objective.  But  stxnc  in  Con¬ 
gress  as.sume  that  intelligence  is  being  shaped  to  support  policy.  When  you  pro¬ 
duce  the  odd  number  of  guerrillas  that  you've  captured  in  the  boonies  in 
Honduras.  Congress  says.  “Oi.  come  on.  guys.  Where  did  you  recruit  these? 
This  is  the  ‘Central  Casting  Guerrilla  Department." ‘  Congress  approaches  lots 
of  issues  like  this.  You  collect  AK-47s  and  they  want  to  know.  "Well,  didn't 
you  just  buy  those  from  Egypt  ’"  Congress  naturally  as.sumes  that  intelligertce 
is  just  pan  of  the  salesmanship. 

The  two  branches  diverge  funciionaliy  on  the  issue  of  production.  Only  the 
Executive  is  the  product  of  intelligence  The  Congress  isn't.  It  hasn't  the  facil¬ 
ity.  It  just  doesn't  exist  in  that  area. 

The  conclusion  out  of  all  this  is  that  the  two  branches  approach  the  iiHelligrnce 
issue  very  differently;  their  relationship  to  intelligcrK'e  is  ditTerent;  their  need 
for  intelligence  is  different;  their  knowledge  of  intelligence  is  different;  and 
their  cotKems  over  intelligence  will  differ.  Beyond  this  agreement  that  what  we 
want  is  gixKl  intelligence,  the  value  of  intelligence  lies  in  the  eyes  of  the 
behi^r.  Thai's  also  true  in  the  Excculise.  at  a  diffoenl  level,  where  you  get 
(his  argument  about  what  constitutes  good  intelligerKe.  I'll  cohk  back  to  that. 

Having  son  of  laid  that  as  a  groundwork,  how  do  you  assess  intelligence?  1 
have  two  different  paradigms;  <tne 
is  the  ideal,  and  one  is  the 
bureaucratic.  The  ideal  was 
derived  from  the  late  Sherman 
Kent  who  was  both  an  academi¬ 
cian.  a  scholar,  and  a  producer  of 


Kent  -hunwr  t>$teiluf.  OllHv 
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intelligence;  he  said,  ‘*If  an  intelligence  analyst  had  three  wishes  in  life, 
they  would  be  to  know  everything,  to  be  listened  to  and  believed,  and  to 
influence  policy  for  the  good." 

The  second  model  is  your  more  customary  bureaucratic  model,  which  in 
intelligence,  I  think,  boils  down  into  accuracy,  timeliness,  and  cost  effec¬ 
tiveness.  Let’s  go  through  the  first  model — the  ideal — knowing  everything. 

In  the  Executive,  I  think  most  policy  makers  know  that  the  ideal  is  not  rea¬ 
sonable  for  either  the  producers  or  the  consumers.  No  one  can  know 
everything,  nor  can  every  organization  know  everything.  In  fact,  to  save 
time,  they  basically  only  want  to  be  told  what  they  need  to  know.  I  have  a 
lot  of  technicians  who  work  for  me.  Utey  do,  in  a  technical  sense,  what 
regional  analysts  do.  You  want  to  tell  the  boss  everything.  You  don’t  want 
just  to  tell  him  why  there’s  a  trade  war  with  Japan;  you  want  to  go  back  to 
the  Meiji  Restoration  so  he  can  sort  of  imbue  himself  in  Nipponese  culture.  I 
often  tell  my  analysts  you  can  just  explain  die  miracles  without  telling  the 
lives  of  all  the  saints.  This  is  very  difficult  for  analysts.  It’s  very  hard  to  dis¬ 
cipline  yourself  to  do  that. 

Policy  makers  realize  that  there’s  a  great  amount  of  competition  for  their 
time.  Therefore,  they  will  leave  it  to  the  analyst  basically  to  tell  them  what 
Uiey  need  to  know,  and  perhaps  toss  in  a  couple  of  the  odd  tidbits  that  will 
also  be  interesting  or  fun.  The  mistake.  I  think,  that  consumers  make  in  the 
Executive  is  that  they  probably  believe  tfiat  everything  else  is  being  covered 
and  waiting  to  be  tapped.  If  Botswana  were  to  go  up  tomorrow  night,  most 
likely  we  could  indeed  suddenly  find  someone  who  has  been  covering 
Botswana  for  40  years  and  tell  him.  "This  is  your  moment  in  the  sun.  Let’s 
do  Botswana!"  But  every  so  often  that’s  just  not  true.  It  wasn’t  true  in  Iran. 
It  wasn’t  true  in  Portugal  in  1974.  You  do  find  that  you  have  to  make  man¬ 
agement  choices.  For  example,  we  drew  a  lot  of  people  out  of  the  Soviet 
area  in  the  CIA  during  Vietnam,  and  really  consumed  a  lot  of  time.  It  was 
an  ongoing  concern.  It  was  a  war.  Then  when  Vietnam  wound  down,  wc 
found  that  we  had  lots  of  other  regions  that  no  longer  were  being  covered 
where  we  were  tremendously  weak.  In  the  Middle  Hast.  I  think  we've 
always  been  very  weak:  we've  relied  for  about  two  decades  on  the  British. 
Well,  the  British  pulled  out  and  it’s  been  very  hard  to  replace  them.  This 
assumption  of  "Don't  worry  ab<nit  it — if  it  happens  someone  will  cover  it." 
prevails  among  producers  and  consumers  in  the  Executive,  and  it’s  not 
always  true. 

With  Congress,  the  likelihood  of  knowing  everything  is  probably  an  ever, 
more  limited  phenomenon.  Congress  just  can't  take  in  intelligence  i.i  the 
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same  doses  or  in  the  same  frequency  (hat  (he  Executive  is  taking  it  in. 
There's  much  more  divergent  competition  for  (he  time  and  attention  of  a 
Congressman,  I  think,  (han  (here  is  for  (he  average  Assistant  Secretary  of 
whatever.  The  Congressman  and  (he  Senator  have  day-to-day  preoccupa¬ 
tions  (hat  really  eat  up  a  lot  of  (ime.  Thai's  part  of  the  system.  It  means  that 
they  can't  devote  the  same  sort  of  time  and  attention  (o  knowing  everything. 


As  for  (he  second  of  Kent's  wishes — to  be  listened  (o  and  (o  be  believed — in 
(he  Executive,  gelling  listened  (o  means  competing  with  all  your  fellow  ana¬ 
lysts.  For  example,  in  I&R  there  are  1 1  production  offices  in  addition  to 
mine.  Each  day  we're  all  producing  papers  (hat  we  feel  are  whal  (he  Secre¬ 
tary  really  wants  (o  read  (onighl.  There  are  some  18  bureaus  in  the  building 
where  the  same  competition  is  going  on.  Thai's  some  300  levels  of  competi¬ 
tion  to  write  (ha(  one  memo  that  the  Secretary's  going  to  read  in  the  even¬ 
ing.  or  (hose  two  memos,  or  those  three  memos.  This  is  very  difficult.  It's 
liiie  job  of  certain  people,  (he  Assistuni  Secretaries  a(  one  level,  and  then  the 
Executive  Secretary  at  another,  to  filter  and  make  choices  of  whal  (he  Secre¬ 
tary  really  needs  to  read,  and  what  do  you  do  with  (he  other  papers.  Do  you 
send  (hem  (o  As.sistani  Secretaries?  Under  Secretaries?  Publish  (hem?  My 
office  docs  a  biweekly  magazine.  Some  memos  that  haven't  gone  to  the  Sec¬ 
retary  will  appear  as  lead  stories.  If  we're  smart,  we'll  make  the  decision 
that  It's  interesting  but  it's  a  little  (oo  technical  for  the  Secretary.  So  there's 
one  problem  with  being  listened  (o  in  (he  Executive. 

The  other  problem  is  whal  you  do  when  intelligence  runs  counter  to  policy, 
and  it  happens.  Policy  makers  can  always  reject  intelligence  out  of  hand.  A 
classic  case  is  President  Johnson  in  l%5.  His  Director  of  Central  Intel¬ 
ligence  (DCl).  John  McCone  (old  him.  "You  want  to  win  in  Vietnam? 
You've  gm  to  pul  in  3(X).0()0  tnxips;  you've  got  to  go  to  war;  you've  got  to 
destroy  the  North;  and  (hen  you'll  win."  Well,  (hat  was  not  whal  Ji^nson 
wanted  to  hear  in  1%5  on  a  continuing  basis  from  his  DCl.  He  wanted  to 
hear.  "Don't  worry,  the  Viet  Cong  is  small,  and  if  y<xi  throw  in  a  couple  of 
advisors  and  a  couple  of  ground  forces  on  the  bases,  everything  will  he 
fine." 

At  first  Johnson  cut  McCone  ou;.  and  (hen  he  Just  sacked  him.  From 
Johnson's  poim  of  view  th.Ht  made  g<KHi  sense,  because  he  wasn't  hearing 
whal  he  wanted  to  he  (old.  In  retrospect,  obviously,  it  was  a  mistake. 
McCt'ne  was  right  and  Johnson  was  wrong.  But  there's  mxhing  you  can  do 
about  the  policy  maker  ignoring  you.  You  can't  grab  him  hy  the  lapels  and 
speak  to  him  the  way  Americans  speak  to  foreigners,  which  is  to  say  it 
louder  and  slower.  That  doesn't  work.  You  cai  'l  do  that.  So  that's  the  other 
l>rohlcm. 
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Congress,  again,  is  more  selective.  Hiey  have  two  major  motives  in  listen¬ 
ing  to  intelligence.  What  you're  telling  them  had  better  be  directly  related  to 
a  key  policy  issue.  You  cannot  often  tell  them,  “Well,  this  is  interesting  and 
a  sleeper  and  you  ought  to  w(wry  about  this."  There  are  very  few  members 
of  Congress  who  have  the  luxury  of  saying,  “That  could  be  a  problem  in  15 
years,  so  Tm  really  going  to  worry  about  that."  First  of  all,  there’s  a  chance 
they  won't  be  there  in  IS  years.  Their  sense  of  the  immediate  future,  I 
would  say,  is  anywhere  from  two  to  six  years,  maybe  eight  years.  You’d 
better  be  able  to  relate  what  you’re  telling  them  directly  to  something  that’s 
going  on  right  then  in  their  lives  in  terms  of  legislation  or  important  public 
events.  They  want  to  make  sure  the  sleeper  problem  is  covered  because  they 
don't  want  to  be  surprised  by  it,  but  it's  very  hard  to  devote  any  time,  atten¬ 
tion,  or  resources  to  it — which  is  also  true  in  the  Executive,  but  more  of  a 
problem,  1  think,  in  the  Congress. 

Congress  also  has  an  even  greater  ability  than  the  Executive  to  reject  intel¬ 
ligence  they  don’t  like,  because  they're  first  passing  it  through  the  filter  of 
asking,  "Is  this  intelligence  self-serving?"  When  they  get  intelligence  they 
don’t  like,  some  may  be  inclined  to  say  the  answer  is  yes. 

On  influencing  policy  for  the  good:  In  the  Executive,  the  first  question  you 
have  to  ask  yourself  is.  "What  is  the  good?  Is  it  in  the  policy  makers’  out¬ 
come  or  is  it  in  (he  intelligence  analysts’  outcome?  ’  Intelligence  analysts, 
like  everyone  else  in  the  world,  develop  a  certain  clientism.  They  know  their 
subject  really  well.  All  these  other  people  at  the  top  are  transient  phe¬ 
nomena.  The  Secretary  of  State  will  gone  in  four  to  five  years,  and  the 
Assistant  Secretary  will  probably  be  gone  in  two  years.  Nixon  was  right 
about  that;  the  permanent  bureaucracy  really  thinks  that  way.  They  can  out¬ 
last  anybody:  ihcy  rc  not  going  anywhere.  They  ’re  very  happy  in  their  jobs. 
Therefore,  you  do  end  up  with  the  policy  makers,  the  guys  who  are  cur¬ 
rently  responsible—which  I  would  say  is  from  the  Deputy  Assistant  Secre¬ 
tary  level  on  up.  where  political  appointments  tend  to  begin,  although  at  the 
deputy  level  you’d  get  a  mix  of  some  career  and  some  political — usually 
holding  two  different  views  of  what  is  the  good  in  policy — 

The  second  thing  is,  how  do  you  know  what  the  good  is?  1  think  most  intel¬ 
ligence  producers  have  enough  sense  at  least  to  question  whether  or  not 
they're  right,  even  if  they  hold  private  views,  and  think.  “1  know  better  than 
they  how  to  fix  it." 

In  Congress,  well.  v..;at  Congress  wants  is  good,  and  what  the  Executive 
wants  is  bad  if  they  disagree.  That's  a  very  simple  phenomenon.  'That’s  why 
they’re  two  separate  branches  of  government.  Again  Congressmen  are  back 
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in  the  situation  of  lending  to  accept  that  which  fulfills  their  policy  ;.;oals  and 
rejecting  that  which  fulfills  the  Executive  policy  goals  that  they  oppose. 

So  that's  the  ideal  model,  according  to  Kent's  three  wishes,  for  both 
branches.  The  ideal  might  be  nice.  1  don't  think  any  intelligence  producer 
assumes  it  can  ever  be  achieved.  I'm  not  sure  the  ideal  in  the  end  would  lead 
to  any  meeting  of  the  mirnls  on  what  is  good  intelligence. 

Let’s  go  to  the  bureaucratic  paradigm  of  accuracy,  timeliness,  and  cost 
effectiveness.  Obviously,  accuracy  is  essential.  You  want  to  avoid  the  sur¬ 
prise  phenomenon.  Yo-'  want  to  have  accurate  intelligence.  Most  of  my 
customers  lend  to  appret  t.ie  the  necessary  limits  of  what  we  can  achieve  in 
terms  of  accurate  predictions.  In  politics  it's  very  hard  predicting  on  the 
average  afternoon  what  Khaddafi's  going  to  do.  It’s  probably  not  something 
you  want  to  do  for  long  if  you're  keeping  a  bailing  average.  My  analysis 
cover  a  lot  of  technical  matters  with  the  Soviet  weapons  systems,  worrying 
about  range  and  throw  weight  and  nun^r  of  RVs  (reentry  vehicles)  and  size 
of  the  blast  and  so  on.  Technical  intelligence  can  be  more  precise  than  polit¬ 
ical  intelligence,  so  we  can  gel  what  we  feel  is  pretty  close  and  pretty  accu¬ 
rate.  although  even  here  there  will  be  a  wide  divergence  of  opinion  on  some 
issues. 

I  think  there  is  some  tolerance  among  the  producers  for  the  finite  limits  of 
intelligence.  I'm  not  sure  that  the  consumers  in  the  Executive  always  appre¬ 
ciate  the  need  for  “maybes”  and  "perttapscs"  and  ’*it  appears  thats," — sort 
of  what  someone  called  "writing  in  the  subjunctive."  Most  intelligence  ana¬ 
lysts  are  smart  enough,  or  have  been  burnt  enough  limes,  that  they  don't 
want  to  stale  flatly.  "At  9:05  tomorrow  morning  they're  going  lo  do  X." 
Unless  you've  got  the  world's  best  intelligence  that  tells  you  that,  most  pro¬ 
ducers  aren't  going  lo  write  that.  They  write.  "Well,  it  appears  they're 
going  to  do  X.  then  again  they  may  do  Y.  or  Z.  or  possibly  go  back  lo  A." 
Sometimes  it's  necessary  and  sometimes  it's  simply  CYA.  I  don't  think, 
though,  when  it's  necessary,  that 
consumers  always  understand  ^y. 

So  we  have  a  divergence  between  CM— <ovwyouf  jss 

the  producer  and  the  consumer 
where,  if  the  consumer  does  not 

appreciate  the  need  for  this  hedged  analysis  and  cries  "failure"  whenever  he 
gels  humi.  then  you  end  up  with  very  tinnmjus  producers. 

Also,  there's  a  learning  curve.  During  ihe  period  when  we  had  sick  old  men 
running  the  Soviet  Union,  we  really  got  very  complacent  in  predicting 
Soviet  policy  issues.  I  never  understood  people  who  say.  "Well,  we  want 
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them  to  have  a  dynamic  leader.  "  Why?  1  don't!  I  think  we  were  in  much 
better  shape  when  they  had  sick  old  men.  Gorbachev  is  a  whole  new  ball 
game.  We're  coming  up  to  speed  on  him.  You  get  burnt  enough  times,  you 
become  a  little  more  cautious. 


In  Congress,  among  the  three  issues  of  accuracy,  timeliness,  and  cost  effec¬ 
tiveness,  accuracy  is  probably  the  key  factor  in  terms  of  assessing  intel¬ 
ligence.  But  it's  probably  applied  with  less  understanding  for  the  limits,  for 
the  'maybe,'  for  the  need  to  hedge  the  analysis;  therefore,  the  notion  of 
accuracy  is  applied  more  rigorously  and  perhaps  less  reasonably,  1  think. 
The  average  member  of  Congress  is  not  exposed  to  a  lot  of  what  we  call 
intelligence.  They  don't  all  see  the  National  intelligence  Daily  (NID)  every 
day.  They  certainly  don't  see  the  President's  Daily  Briefing  (PDB),  or  the 
Secretary's  morning  summary.  The  members  of  the  Intelligence  Committee 
will  see  the  NID,  but  you're  talking  about  17  on  one  side  and  IS  on  the 
other.  So  not  even  10  percent  of  the  whole  is  being  exposed  to  intelligence 
on  anything  close  to  a  regular  basis.  The  Foreign  Relations  Committee 
members  will  get  to  see  more,  but  even  then  it's  selective.  You  don't  bring 
up  cartloads  of  stuff  on  the  People's  Republic  of  China  (PRC)  nuclear  test 
program.  You  give  them  the  stuff  that  you  think  they'll  need. 

. . .  The  issue  of  timeliness  is  obviously  essential  for  the  Executive.  There's 
no  sense  telling  anyone  on  December  8th  that  you’re  going  to  have  your 
fleet  attacked  when  it's  been  attacked  cm  December  7th.  There's  a  wonderful 
story  about  Talleyrand  having  dinner  in  Paris  in  July  of  1821  when  news 
came  that  Napoleon  had  died  at  St.  Helena  in  May.  His  companion  said, 
"What  an  event!"  Talleyrand  said.  "No.  Madame,  now  it  is  only  news." 
You  don't  want  to  be  in  a  situation  of  producing  intelligence  that's  only 
news,  and  especially  old  news.  The  thing  that  you  have  to  convince  con¬ 
sumers  of  is  the  time  it  takes  to  produce  good  intelligence,  or  to  wx>ik  up  a 
good  briefing,  unless  it's  something  that's  already  been  done.  If  there  is  a 
need  for  a  briefing  in  an  area  where  our  intelligence  is  less  firm,  it  takes  a 
certain  amount  of  time  before  we  can  whip  that  presentation  into  shape. 
That's  one  problem. 


Then  there's  the  problem  of.  again,  getting  the  attention  of  the  consumers. 
Pinning  down  an  Assistant  Secretary  is  difficult.  Similarly,  when  the  ambas¬ 
sadors  for  the  arms  control  talks  are  in  Washington,  they  get  briefed  reg¬ 
ularly.  But  there  are  some  days  when  the  9  o'clock  briefing  goes  to  10  and 
some  days  the  10  o'clock  briefing  gels  postponed  to  tomorrow.  That's  just  a 
fact  of  life.  If  it's  something  really  urgent  you  can  a)w8y>  get  to  the  con¬ 
sumer.  There  are  ways  that  you  can  wave  flags  and  push  the  right  buttons. 
But  you  also  don't  want  to  cry  wolf  too  often. 
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. . .  [M]oving  on  to  the  timeliness  issue  in  the  other  branch,  the  Congress,  1 
think  that  unless  you’ve  been  in  the  intelligence  production  process  or  unless 
you’ve  had  a  lot  of  exposure  to  it  as  an  overseer,  there’s  less  appreciation 
for  how  hard  it  is  to  coordinate  policy,  and  how  hard  it  is  to  coordinate  intel¬ 
ligence  in  the  Executive  Branch.  Lots  of  people  have  axes  to  grind.  Every 
intelligence  producer  has  his  own  benighted  view  of  the  world.  The  intel¬ 
ligence  production  process  is  no  better  than  the  clearance  process,  which  is 
abysmal.  You've  got  to  get  everyone  to  sign  on,  and  you  end  up  with  lots  of 
lowest  common  denominator  paragraphs,  or  you  end  up  with  papers  that 
read  like  first-year  German  translations  of  Nietzsche,  where  ail  the  verbs  are 
in  the  wrong  places  and  all  the  adjectives  are  in  the  wrong  places,  and  yet 
it's  in  English.  (NIEs,  stylistically,  are  some  of  the  most  unrewarding  read¬ 
ing  you  can  do  in  your  entire  given  life).  So  timeliness  is  important  to  the 
Congress;  as  I  said,  though,  I  think  they’re  less  aware  of  the  problems 
involved. 


Cost  is  the  next  way  of  nteasuring  the  value  of  intelligence.  For  the  Execu¬ 
tive,  it's  not  so  much  a  question  of  cost  effectiveness  as  it  is  of  resource 
allocation.  You're  always  playing  with  fewer  resources  than  you  need,  and 
you've  got  this  intense  competition  within  the  budget  as  a  whole,  and  within 
the  intelligence  budget,  for  resources.  I  never  have  understood  the  argu¬ 
ments  that  the  CIA  hypes  the  Soviet  threat  to  improve  the  defense  budget.  It 
doesn't  make  any  sense  to  me  bureaucratically.  The  CIA  has  no  iastitutional 
interest  in  a  higher  defense  budget  ercept  for  collection  systems.  If  more 
money's  going  to  defense,  less  money’s  going  to  CIA.  and  that's  a  fact  of 
life. 


. . .  To  go  hack  to  the  question  of  competition  in  the  budget;  there  are  two 
levels  of  competition  in  the  intelligence  budget.  One  is  between  and  among 
technical  collectors,  and  these  things  are  really  expensive.  Most  of  the  intel¬ 
ligence  budget  goes  to  two  commodities,  collectors  and  computers.  The  bot¬ 
tom  of  the  NSA  installation,  the  subbasements,  is  reportedly  one  very  large 
computer.  It's  very  expensive  stuff. 


Then  you  get  the  competition  between  the  technical  collectors  and  the  ana¬ 
lysts.  What  if  you  collect  all  the  information  and  no  one  can  analyze  it?  And 
we  do  collect  more  information  than  you  can  easily  go  through  in  a  given 
day.  Every  morning  when  my  analysis  take  "the  take.  "  they've  got  a  stack 
of  cables  a  foot  high.  A  lot  of  it  is  absolutely  inconsequential  stuff.  Then 
there  are  the  interesting  items.  Winnowing  that  out  in  the  half  an  hour  that  1 
give  my  staff  in  the  morning,  before  I  go  to  n)y  director's  meeting,  is  a  very 
hard  task.  The  trouble  is  that  it's  always  easier  to  get  money  for  collectors. 
This  is  true  in  both  the  Executive  and  Congress.  You  can  always  sell 
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gadgets  to  Congress  and  the  Executive.  We  have  a  lot  of  belief  in  technol¬ 
ogy  in  this  country.  People  are  always  easier  to  cut,  or  easier  not  to  buy.  It 
seems  less  threatening.  Obviously  you  reach  a  certain  point  where  that’s  not 
true;  if  you  don’t  have  enough  analysts,  and  you  have  too  much  incoming 
information,  then  you  have  a  big  problem. 


Congress.  I  think,  suffers  in  that  they  have  a  less  reliable  means  for  creating 
a  standard.  They  have  more  difficulty  judging  where  to  make  these  chcHces 
within  the  intelligence  budget.  What's  interesting  is.  we’ve  had  instances 
where  the  Congress  has  questioned  the  choices  the  intelligence  community 
made  and  tried  to  increase  the  money.  For  example,  in  one  of  the  annual 
reports  of  the  House  Intelligence  Committee.  I  think  it  was  around  1983, 
possibly  1984,  the  committee  said  diat  OMR’s  (Office  of  Management  and 
Budget)  decisions  on  which  collectors  to  buy  were  wholly  divorced  from 
any  intelligence  requirements.  They  were  just  a  bunch  of  green  eyeshade 
people  going  over  the  intelligence  budget  and  making  bad  resource  choices, 
just  deciding  this  is  expensive,  this  is  cheap,  buy  this.  Congress  actually 
reversed  a  lot  of  0MB  decisions.  So  if  you’ve  got  a  group  of  informed 
members  and  an  informed  staff,  congressional  review  can  actually  work  to 
the  benefit  of  the  intelligence  community.  But  I  think,  on  a  day-to-day 
basis,  it’s  probably  harder  for  them  to  do.  Congress  nevertheless  really  has 
been  very  interested  in  resource  mwagement. 

Having  said  all  that,  let  me  add  one  other  feature  to  the  bureaucratic  para¬ 
digm.  and  that’s  quality  control.  Who  performs  quality  control?  In  the 
Executive.  1  would  say  the  consumers  are  largely  performing  quality  con¬ 
trol.  but  usually  through  negative  feedback.  Usually  you  only  hear  from 
your  customers  when  they  feci  they  haven’t  been  served  well.  You  don’t  get 
a  lot  of  complimentary  notes  going  back  and  forth,  although  it  happens. 
There’s  also  the  President’s  Foreign  Intelligence  Advisory  Board.  PFIAB. 
which  serves  as  an  overseer.  The  trouble  with  PFIAB  is  that  it’s  somewhat 
irregular  and  unsystematic.  It's  a  group  of  high-powered  people  who’ve  had 
interesting  jobs  in  industry,  government,  or  the  private  sector,  who  then  get 
paid  per  diem  to  sit  on  this  board  and  assess  the  effectiveness  or  the  utility 
of  intelligence.  But  it’s  done  somewhat  irregularly,  making  it  difficult  in 
terms  of  quality  control  for  the  Executive. 


In  Congress  the  quality  control  is  being  performed  by  the  intelligence  com¬ 
mittees.  The  first  issue  the  committees  have  to  face  is  what  their  standards 
are  for  gm)d  intelligence.  As  I’ve  said.  I  think  that  their  sense  of  what  con¬ 
stitutes  good  intelligence  is  different  from  that  of  the  Executive.  Yet.  in 
many  respects.  I  think  the  committees  are  much  better  situated  to  do 
postmortems,  at  least  intellectually,  if  not  in  terms  of  access.  Postmortem  is 
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not  something  that  we  do  an  awful  lot  of  in  the  Executive  Branch,  for  a  rea¬ 
son  that  I'll  come  back  to.  We've  had  the  committees  now  for  10  years,  and 
they've  been  very  helpful  in  trying  to  promote  good  intelligence.  For  exam¬ 
ple.  the  House  Intelligence  Committee's  Report  on  Iran  was  a  very  useful 
study,  not  only  of  why  we  didn't  know  that  the  Shah  was  on  his  last  legs, 
but  also  the  entire  intelligence  production  process.  They  went  through  the 
NIE  process  and  said  that  it  is  not  a  very  scmnd  intellectual  procedure,  and 
that  the  NlEs  are  not  worth  fighting  f(X  because  they're  not  influencing  pol¬ 
icy  makers. 

Let  me  draw  some  conclusions  then  and  throw  the  rest  of  the  time  over  into 
discussion  disagreement,  or  whatever.  1  think  both  branches  tend  to  judge 
intelligence  largely  through  a  negative  reference,  especially  during  so-called 
failures.  1  think  it's  easier  to  assess  when  things  have  apparently  gone  wrong 
than  to  figure  out  when  things  are  going  right.  When  you're  getting  intel¬ 
ligence  right  it's  just  basically  not  news.  It's  when  you've  left  people  in  the 
lurch  or  surprised  them  that  they  come  and  tell  you.  Every  so  often  you  will 
hear  that  your  product  was  very  useful. 

Between  the  branches,  intelligence  is  treated  politically.  In  part  1  would  say. 
"Why  not?"  Everything  else  is.  Why  should  intelligence  be  exempt? 

And  in  part  it's  the  nature  of  the  system  we  have,  especially  in  foreign  pol¬ 
icy.  We  ''<avc  a  wonderful  myth  in  this  country  that  foreign  policy  is  bipar¬ 
tisan.  Politics  stops  at  the  water's  edge.  In  reality  we  have  always  had 
partisan  debates  over  foreign  policy,  and  I  would  argue  that  with  2.5  excep¬ 
tions.  every  political  campaign  since  1948  has  had  a  major  foreign  policy 
input.  The  trouble  is  that  intelligence  has  now  become  part  of  this  debate, 
for  a  number  of  reasons.  One  was  the  elTcct  of  the  investigations  which  left 
people  with  the  attitude  that  these  agencies  can  do  some  really  nasty  or  inept 
things  if  they're  not  controlled:  and  they  did.  in  fact,  do  some  things  that 
were  illegal  as  assessed  by  both  branches. 

The  seciMul.  1  think,  was  that  we  politicized  the  position  of  the  1X?1.  Until  IS 
DCls  did  mit  change  with  every  adminisiration.  There  uas  usually  an  overlap 
of  about  a  year,  because  this  was  seen  as  a  nonpoiiticai  position.  Eventually  a 
President  will  want  his  own  DC!,  but  they  twere|  not  changed  auUHnaticaily. 
We're  now  in  a  situatuxi  where  a  new  Resident  appoints  a  new  DCI _ 

Finally,  the  partisanship  issue  in  foreign  policy  has  obviously  alTected  the  uay 
in  which  intelligence  is  treated  between  the  braiK'hes.  As  1  mentioned  earlier, 
the  Executive  tends  to  resist  making  asses.snKmls  and  postnKxiems.  There  are 
two  reasons. 
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First,  the  consumers  resist  it  because  they  don’t  have  the  time.  They’ve 
solved  whatever  that  crisis  is  or  they’ve  stopped  worrying  about  whatever 
that  crisis  is.  and  they’re  on  to  the  next  one.  ’’Let’s  just  keep  moving.”  It’s 
a  very  now-oriented  environment.  The  consumers  don’t  have  time  for  it. 

Second,  the  producers  don’t  want  report  cards.  Adults  are  no  different  from 
children  in  that  respect;  they  don’t  want  to  be  assessed  on  a  continuing 
basis.  There's  always  that  element  of  chance  that  you  didn’t  get  the  grade 
you  wanted  or  felt  you  deserved.  So  the  producers  tend  to  rt'sist  it. 


Congress.  1  think,  is  more  interested  in  doing  postmortems,  and  1  think  that 
they’re  better  suited  to  it.  Congress  has  actually  at  times  said.  ”Hey.  that 
was  good.”  One  example  that  stands  out  in  my  mind  is  during  the  Mariel 
boat  lift.  Les  Aspin  (D-Wl).  who  at  that  time  was  Chairman  of  the  Over¬ 
sight  Subcommittee,  issued  a  report  saying.  ’’Intelligence  was  really  good 
on  this.  They  predicted  that  Castro  would  do  this,  and  they  predicted  the 
numbers  of  people  we  would  have  to  deal  with,  and  the  policy  makers  had 
every  reason  to  be  prepared.” 


Congress  has  tried  to  foster  more  postmortems,  and  1  think  they’ve  been 
fairly  successful.  The  Iran  one  stands  out  in  my  mind  as  a  good  one.  There 
was  one  on  Grenada  that  was  less  successful.  1  think  Congress  is  well  suited 
to  do  this  as  long  as  they’re  not  simply  grindii^  their  axes  because  they  also 
disagree  with  the  Administration’s  policy. 


But  1  think  Congress  can  do  this,  arid  has  done  it  well,  which  leads  us  to  the 
question  that  1  started  with:  What  constitutes  good  intelligence?  The  more  1 
thought  about  this,  tbc  moK  1  felt  like  Justice  Potter  Stewart  in  his  comment 
about  p(xnognq)hy:  ”1  can't  define  it.  but  1  know  it  when  1  see  it.”  1  think  to  a 
certain  extent  that's  what  good  intelligence  is.  1  sat  through  a  briefing  recently 
that  didn't  tell  me  anything  1  hadn’t  really  known  before,  except  it  was  a  bit 
more  concrete.  But  1  walk^  exit  sayir^  that  was  really  a  good  analytical  job. 
They  pulled  together  lots  of  disparate  pieces.  They  made  a  couple  of  leaps  in 
the  dark  of  their  own  that  worked.  They  pulled  together  all  sorts  of  interesting 
knowledge.  That  was  really  good  iuielligence!  But  1  can't  {describe  how  to  do 
it.  If  1  could  prescribe  how  to  do  it.  I  wtxikln't  make  my  own  mistakes. 


There  are  two  paradoxes  in  intelligence.  One  is  that  intelligence  often  serves 
best  on  the  areas  that  are  little  known.  For  example,  the  PDRY.  South 
Yemen.  Little  regular  attention  is  paid  to  South  Yemen.  But.  when  a  civil 
war  enipted.  we  were  able  to  get  people  up  to  speed  very  fast.  Also,  there 
you're  dealing  with  consumers  who  know  that  they  don’t  know  anything 
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about  South  Yemen.  There's  no  reason  to  pay  tremendous  amounts  of 
policy-making  time  to  South  Yemen  until  it  blows  up  and  the  Yemeni  Cabi¬ 
net  starts  shooting  each  other. 


In  contrast,  when  it  comes  to  US-Sovi^  relations,  everyone  assumes  he 
knows  what's  going  on.  We've  been  living  with  this  problem  for  4)  years, 
and  everyone  assumes,  "Oh,  yeah,  1  can  do  US-Soviet  analysis.  You're  not 
telling  me  anything  I  didn't  know  before."  This  becomes  heightened  during 
a  crisis.  1  think  the  major  thing  that  goes  wrong  during  a  crisis  between  the 
producers  and  the  consumers  is  (hat  the  cmsumers  tend  to  act  as  (heir  own 
analysts.  Their  attitude  is,  "Give  me  raw  cable  traffic.  I  can  make  up  my 
own  mind."  Terrible,  terrible  thing  to  do.  and  it  happens. 


So  there  is  this  paradox  (hat  we  probably  do  better  on  (he  rare,  odd  event 
than  on  the  general  long-running  event.  In  ongoing  situations,  you  also  (end 
to  get  trapped  by  your  own  analysis  after  a  while.  There  is  a  certain  timidity 
about  predicting  major  changes  in  a.ssessmen(s  because  this  raises  the  ques¬ 
tion.  "Well  if  you  were  wrong  then,  why  are  you  right  now?"  Then  when 
the  assessment  gets  changed  again,  people  keep  asking,  "When  are  you 
going  to  give  me  a  number  that  was  the  right  number?"  The  answer  is. 
"Never."  It's  vety  hard  to  explain  that  to  a  consumer. 


The  other  paradox  is  (hat  Congress  may  in  many  respects  be  in  a  better  posi¬ 
tion  than  the  Executive  to  make  improvements  in  intelligence,  because 
they're  not  involved  on  a  day-to-day  ba.sis;  (hey  can  sort  ot  step  away  and 
take  the  long  view.  The  question  Is.  will  the  Executive  really  allow  that?  My 
sense  is,  on  a  regular  basis,  probably  not.  It's  going  to  take  some  major 
gaffe.  The  CIA  is  a  direct  result  P^arl  Harbor.  That's  why  we  have  the 
CIA.  It's  not  because  some  genius  came  up  with  the  idea  in  1947.  It's 
because  we  lost  a  fleet  once.  That's  (he  kind  of  event  it  lakes  to  make  a  mas¬ 
sive  improvement  in  intelligence.  But  as  I've  said.  Congress  may  be  better 
suited  to  do  it. 


. . .  One  of  the  things  (hat  has  always  bothered  me  as  an  analyst,  and  some¬ 
thing  (hat  I've  tried  to  avoid  doing  now  as  a  producer,  is  focusing  on  how 
much  money  (he  Soviet  Union  is  putting  on  defense.  I  don't  think  you  can 
calculate  it.  I'm  never  sure.  Should  we  be  doing  dollars  to  rubles,  or  rubles 
to  dollars?  (I  once  suggested  we  find  neutral  currency;  we'll  convert 
everything  to  Polish  zlotys  and  see  if  we  can  come  up  with  a  better  number.) 
I'm  not  sure  what  it  (ells  you.  If  I  were  convinced  you  could  get  a  good 
GNP  number  for  the  Soviet  Union,  which  you  can't,  and  if  1  were  convinced 
that  you  could  then  translate  what  percentage  of  their  resources  (hey  put  into 
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defense,  it  might  be  interesting.  The  only  useful  commodity  that  you  come 
up  with  in  terms  of  analysis  is.  well,  what  have  they  produced?  They’ve  got 
1.398  ballistic  missiles.  That’s  an  interesting  number.  That’s  real.  Now  you 
get  into  the  issue  of  how  many  refues.  and  how  many  spares,  but  numbers 
won’t  necessarily  tell  you  that.  Not  numbers  of  dollars,  or  numbers  of 
rubles. 

1  have  always  found  this  to  be  a  very  bizarre  discussion,  yet  it  always  hap¬ 
pens.  Ted  Turner  said.  “Money  is  how  people  keep  score.”  Well.  Congress 
and  the  Executive  both  do  that  with  the  defense  budget  of  the  Soviet  Union, 
or  they  compare  their  budget  with  (Hir  budget.  We’re  buying  apples  and 
they’re  buying  oranges,  or  we’re  buying  beefsteak  and  they’re  buying 
potatoes.  Yet  everyone  is  saying  they’re  spending  different  amounts  of 
money.  Of  course  they're  spending  different  amounts  of  money. 

1  think  one  of  the  big  mistakes  you  can  make  as  an  intelligence  analyst,  and 
this  is  apparent  even  before  you  become  a  fvoducer.  is  mirror  imaging — 
assuming  that  everyone  is  making  decisions  for  the  same  reasons.  You  make 
all  these  wonderfully,  facile  intellectual  comments  like.  ''They’re  all  just 
people.  They're  all  just  like  us.”  Nobody’s  like  us.  1  don't  even  know  what 
''just  like  us”  is  on  the  average  afternoon,  but  you  gel  that  kind  of 
discussion. . . . 

. . .  Being  held  responsible  for  keeping  surprises  down  to  zero  would  be 
unreasonable.  A  certain  number  of  surprises  will  gel  through.  It  Just  hap¬ 
pens.  I  think  the  standard  to  which  we  lend  to  be  held,  of  keeping  people 
informed  on  a  regular  basis  on  things  we  feel  they  need  to  know,  is  feasible. 
If  they’re  missing  something,  they’ll  let  us  know.  Wc  lend  to  hear  from  ibe 
consumer  when  he  feels  that  he’s  not  gelling  what  he  needs. 

. . .  Analyzing  the  wisdom  of  buying  nH>re  D-5s  as  imposed  to  MXs  or  Mid- 
getmen  is  just  not  a  function  to  which  I’m  entitled.  1  can  analyze  Soviet 
forces  all  day.  and  I  can  lay  out  the 
in)plicalions  for  the  United  Slates. 

1  can  say.  for  example,  if  the 
Soviets  are  making  the  following 
buys  in  the  next  10  years,  and  1 
have  a  pretty  giH>d  sense  that  they 
are.  these  are  the  kinds  of  forces 
the  United  States  would  need  to 
hold  then)  at  risk.  That's  the  ssmte  as  then  saying.  "Therefore,  buy  the 
l)-5  and  not  the  MX.”  Thai's  something  that  all  the  intelligence  agencies 
have  to  keep  out  of. 


O-Ss—Sjvy’s  IndiMM 
MXs—  W  wjfhtjd  tt'phct'mt'nl  ioi  thv 
Mtnutt'imn  mimh 

Mid^eimen'-luw-yivld.  ptccision 
ioikiw-iMt  (I)  Afi/iuft-nun 
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Wliat  happens  in  defense  is  that  each  of  the  Services  has  kept  its  own  inteU 
ligence  staff — a  very  small  one,  but  a  separate  one.  There  you  probably  are 
getting  more  of  the  recommendations  su^  as.  *‘Well.  this  is  what  we  think 
the  Russians  are  going  to  buy  at  sea,  therefore,  we  should  buy  this  missile, 
not  that  missile,  or  this*  surface  ship  or  that  surface  ship."  In  the  l.'irger  sense 
of  the  community,  we  don't  do  that  and  we  can't  do  that _ 

(STUDENT)  I  want  to  ask  one  question  about  oversight,  given  your  back¬ 
ground.  particularly  the  oversight  of  all  kinds  of  intelligence  operations.  It 
seems  to  be  increasingly  impossible  for  the  United  Stales  to  have  both  Con¬ 
gressional  oversight  in  its  present  state,  chiefly  for  covert  operations,  and 
covert  collection  activities  that  remain  covert. 

(LowenthaL)  I  don't  think  that's  true.  I  think  the  action  of  the  over¬ 
sight  mechanism  has  worked  very  well.  To  go  back  to  one  of  your  points 
about  perception,  one  of  the  other  great  myths  in  American  political  life  is 
that  Congress  leaks  like  a  sieve.  Ninety  percent.  95  percent  of  all  leaks 
come  from  the  Hxecutive  Branch.  Of  course,  leaks  are  like  murder  myste¬ 
ries.  The  first  thing  you  ask  in  a  murder  mystery*  is.  "Cui  bono?"  Who  ben¬ 
efits'?  Leaks  are  like  that,  and  most  of  the  time  it's  someone  in  the  Hxecutive 
who's  benefiting.  The  record  of  the  Intelligence  Committees  has  been  abso¬ 
lutely  admirable  on  this  business  of  keeping  operations  that  were  supposed 
to  he  secret,  secret. 


What's  interesting  is  institutiimally.  if  you  read  the  rules  of  the  two  commit¬ 
tees.  there  are  very  severe  penalties  for  leaks,  such  as  getting  thrown  off  the 
committee,  and  being  censured  on  the  n<H>r.  which  is  something  that  no 
nKmher  wants  to  see  happen.  It's  worse  than  death.  (ID4-OK.  109.  1 10-12. 
113.  119.  120) 


24.  Richard  j.  Levine.  lonoiui  otn'iuu.  t)4u  hjw  Publish- 
•'Electronic  Publishing  for 
Business  Intelligence'' 

(I9K6.  pp.  121  .VI) 


Over  the  years  . . .  Nens/Ketrieval  has  grown  into  a  very  broad-based 
electronic  information  service,  aimed  not  just  at  the  stockbroker  but  at  the 
businessperson,  regardless  of  the  industry  in  which  he  or  she  is  working.  It 
combines  news  with  data,  analysis,  and  iransactionai  capabilities.  irK'luding 
brokerage  services,  electronic  mail,  and  services  that  allow  you  to  make 
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airline  reservations  and  actually  buy  and  sell  retail  goods.  It's  delivered  not 
only  to  dedicated  terminals,  but  also  to  personal  computers  and  communicat¬ 
ing  terminals  over  packet-switching  networics. 

. . .  Eighty-six  percent  of  the  middle  managers  need  or  have  an  interest  in 
information  about  their  own  company,  64  percent  want  information  about 
their  customers,  and  S4  percent  want  inftMmation  about  their  competitors. 
Among  top  executives,  96  percent  v^re  interested  in  infoimation  about  their 
own  company,  50  percent  about  their  custonters.  and  44  percent  about  their 
competitors.  Those  findings  am  really  confirmed  in  the  usage  patterns  and 
statistics  that  we  are  seeing. 

...  1  recall  a  conversation  several  years  ago  with  a  space  salesman  for  a 
business  magazine.  We  had  just  started  to  offer  a  data  base  that  contained 
earnings  estimates  on  thousands  of  companies;  I  frankly  thought  it  was  of 
greatest  value  to  investors.  But  to  my  surprise  he  said,  "That  thing  is  just 
making  my  life  wondrously  easier  and  it's  contributing  to  my  salary."  I 
said,  "What  are  you  talking  about?"  He  said,  "Look,  what  I'm  selling  is 
cmporate  advertising  to  companies.  I  check  this  data  base,  and  if  the  stock 
analysts  believe  that  the  earnings  are  about  to  soar,  1  go  in  and  I  tell  the 
executives  of  the  company  that  they're  hot  right  now  on  the  street  and  they 
might  us  well  ride  that  wave.  They  ought  to  buy  advertising  and  get  out  their 
corporate  message  in  my  publication."  Likewise,  if  the  Wall  Street  analysts 
ure  turning  bearish  on  the  company,  he  turned  that  to  his  advantage  too. 
He'd  say,  "Look,  you're  in  trouble.  These  guys  arc  going  against  you.  They 
think  your  earnings  are  going  to  plummet.  You're  stock  price  is  going  to 
hell  if  you  don't  act  now.  You  need  corporate  advertising." 

. . .  The  uses  to  u-hich  this  kind  of  information  are  being  put  are  many  and 
varied.  The  same  is  true  of  some  of  the  transactional  services  that  I  men¬ 
tioned.  Through  a  gateway  arrangement  with  Dun  &  Bradstreet's  Official 
Airline  Guide  (OAG)  subsidiary',  we  provide  not  only  schedules  and  fare 
information  for  hundreds  of  airlines  around  the  world,  but  we  also  enable 
you  to  make  reservations  fiom  your  terminal.  O.AG  allows  you  to  rationalize 
the  often  anachronistic  pricing  arrangements  within  the  airline  industry,  and, 
as  a  result,  to  control  travel  costs.  When  you  go  in  and  say.  "I  want  Flight 
373  on  this  carrier,"  it  lists  the  various  ways  you  can  make  that  flight,  from 
the  lowest  price  to  the  highest  price.  The  variations  on  that  same  (light  can 
be  enormous.  In  a  disinllationary  environment,  this  capabitiiy  becomes  an 
important  toi>l  for  cost  control. 


Our  researeh  indicates  that  the  questions  that  the  executives  ask  aren't 
very  precise.  As  they  get  passed  down  the  chain  they  gel  fuzzier  and  fuzzier. 
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The  real  reason  for  the  search  Is  unclear,  and  the  real  interest  of  the  origina* 
tor  of  the  search  is  unclear,  and  as  a  result.  Uie  maximum  effectiveness  of 
these  systems  isn't  evident.  And  they're  spending  considerable  amounts  of 
money  to  get  this  information.  It  is  much  b^er  where  the  end  user  does  the 
retrieval  himself  or  herself. 

...  (Wje  were  positioning  ourselves  as  an  important  source  of  major 
national  and  international  news  event.  That’s  all  happened  within  the  last 
year  or  two.  1  ask  myself.  "But  why.  when  pcop\c  are  getting  live  television 
coverage  of  that?"  1  think  one  reason  is  simply  that  television  sets  are  not  as 
accessible  in  corporate  offices  as  terminals. 

There  is  also  a  desire,  which  we  waM  to  learn  more  about  through  focus 
group  research,  to  supplement  the  information  that  is  being  distributed  on 
television  with  something  that's  not  print  but  goes  beyond  the  ephemeral 
nature  of  television. 

. . .  You  can  start  to  see  the  future  in  this  article  that  I  brought  along.  It 
appeared  in  the  Boston  Globe  on  October  16.  198.'!.  when  we  were  a  lot  smaller 
thw  we  are  today.  The  headline  read,  "Shultz  Has  Fun  With  Computer."  and 
it  was  written  by  Bill  Beecher,  who's  the  diplomatic  correspondent  for  the 
Globe.  It  said:  "At  the  end  of  the  interview,  as  the  reponer  wus  putting  away 
his  tape  recorder.  Secretary  of  State  Shultz  a-deed  if  the  reporter  had  a  personal 
computer  on  his  desk,  'as  I  do.'"  Turned  out  each  had  the  same  brand.  "You 
know  what  I  do  with  mine?"  Shultz  asked.  "I  subscribe  to  the  Dow  Jones 
World  JJeHT!  Senice.  From  time  to  lime  I  scndl  over  reports  from  one  pan  of 
the  wt^  or  another,  and  then  I  phone  the  appropriate  official  to  ask  what  he 
makes  of  this  development  or  that."  Obviously,  in  many  cases  he  would  be 
asking  questions  on  late-breaking  developnients  diey  had  not  even  heard  of  yet. 
"  'It  drives  them  ssild!.'  he  said  with  impish  glee." 

. . .  One  of  the  consequences  in  terms  of  organizational  structure  within  a 
corporation  is  that  pei>pte  who  have  aevess  to  these  services  and  know  how 
to  use  them  can  bypass  formal  channels.  The  Shultz  anecdote  is  a  perfect 
example.  He's  not  waiting  for  formal  reporting  channels.  He's  bypassing 
them.  You  read  about  this  process  from  lime  to  time  in  the  computer  maga¬ 
zines.  An  ftrtkic  last  year  on  perMxial  computing  autong  the  top  executives 
in  a  number  of  Fortune  500  ctmi- 
panics  revealed  that  they  were 
often  reaching  down  into  the 
bureaucracy  with  very  specific 
questions.  Wiih  the  use  of  internal 
and  external  data  bases,  they  were 
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accessing  information  that  they^d  never  had  before.  They  were  able  to 
exercise  much  greater  firsthand,  direct  control  over  operations,  in  some 
cases  leaping  past  three  or  four  levels  of  managers,  by  going  through  the 
data  bases  themselves  and  taking  their  questions  straight  to  the  originating 
manager.  In  the  more  traditional  process  of  passing  information  through  the 
hierarchy,  that  stuff  gets  reduced  to  a  page  or  so.  The  higher  you  go  in  a 
corporation  '  a  sense,  nuybe  the  broader  (he  range  of  the  Information  you 
get,  but  also  the  shallower  the  information,  because  it  tends  to  be  filtered  as 
it  rises.  These  systems  allow  that  senior  level  management  to  retain  tremen¬ 
dous  control  over  access  to  very  detailed  information. 


. . .  The  point  in  doing  it  (putting  each  day's  Journal  into  the  News/Retrievai 
computer]  is  that  no  one's  coming  in  just  to  search  that  day's  Journal,  but 
they  arc  coming  in  to  search  the  historical  files  with  the  knowledge  that  the 
search  is  encyclopedic  as  of  the  moment  they  make  it.  It  encompasses  all 
known  knowledge,  or  at  least  all  knowledge  known  to  Dow  Jones.  What  we 
are  offering  is  the  protection  that  (he  search  covers  not  only  the  historical 
information,  but  also  all  our  information  right  up  to  that  point.  (123,  123. 
124-25,  127,  128-29.  f33) 


25.  John  Grimes,  “Informa-  Uutfctor.  NjIiohjI  Svtuniy  tvlvctm- 
lion  Technology  and  Mul*  mun»c4f/ons  jnd  Uinutoi.  Offense 

,  ^  ..  Proeums  rC).  Ni>(: 

iinational  Corporations 

(1986,  pp.  135^91 

While  the  government  has  had  to  address  this  issue  for  many  years,  and  has 
done  things  to  pn>tect  information — pankulurly  cn'tical  military  information — 
industry  has  not  yet  accepted  intervcfXion  as  a  threat  to  corporate  planning, 
other  than  those  companies  that  are  in  high  technology  arenas.  .Some  of  the 
high  tech  fimis  have  been  required  law.  or  by  contract,  to  protect  certain 
iiiformation.  Accevs  to  cxmiputcr  data  bases  aikt  systents  has  become  a  major 
i.'^ue.  Unauihori/es!  access  by  the  Soviets  to  high  technology  data  bases  in  the 
universities,  thnxigh  varniu  ussrariaiiom  aikt  exchanges,  etc.,  will  probably  he 
the  iiHtst  highly  debated  information  ivMie  iw-er  the  next  Use  years.  Technology 
can  fix  the  problem.  I  think,  to  a  point.  Vou  can't  entirely  stop  it.  we  know 
that;  but  in  the  main  we  c:m  iix  it.  Yet.  when  you  apply  certain  w  tech¬ 
niques.  then  you  deny  other  people  access  to  that  infonnation.  w-hcihcr  for 
ccxHamiic  or  technical  reasons.  It's  gshng  to  he  a  major  debate  in  Congress  arat 
in  the  l-lxecutivc;  General  Stilwell  is  invtsisvd  with  it.  and  also  Cttngressman  Hd 
Hnio*'s  (D-TX.  Cliaimian.  Govemnient  Operations  Conuiiitlee).  It  will  pose  a 
coiistilulionat  questhtn  eventually. 


[STUDENT]  There  were  iwo  news  items  in  regard  to  that  this  week.  One 
is  ihcl  NSA’s  offer  of  endorsement  lo  industry's  standardization  of  cryp¬ 
tographic  equipment  for  the  private  sector  makes  it  more  secure  to  have 
industrial  communications,  but  some  also  say  it  makes  information  in 
society  more  available  to  NSA.  The  other  item  is  that  DoD  supposedly 
wants  to  go  into  disinformation  on  weapons  or  contract  information  in  a  big 
way.  putting  spurious  data  into  the  system  so  as  to  confuse  potential  infor¬ 
mation  gatherers.  Actually,  those  techniques,  to  deny  an  enemy  information 
and  to  overload  him  with  false  data,  seem  to  come  at  the  problem  from  two 
different  ends.  Considering  the  nature  of  American  society,  overload  might 
be  the  more  promising  of  the  two.  but  difficult  to  carry  out.  I  suppose. 

(GRIMESI  Well,  the  government  has  made  no  actual  claim  of  disinfor¬ 
mation.  even  though  accusations  to  that  effect  have  been  made  in  the  media. 
I  can  tell  you.  from  where  I  sit.  that  there  has  been  no  conscious  decision  or 
policy  to  do  that.  I  can’t  say  the  thought  doesn’t  reside  in  people’s  minds. 
Actually.  I  think  we’re  already  engaging  in  overload  because  anybody  trying 
to  sort  out  the  information  we  publish  has  a  major  task  ahead  of  him.  But  if 
somebody  wants  to  spook  the  system,  to  get  at  corporate  planning,  stock 
market  information,  or  bank  records,  they  can;  you’ve  got  to  look  at  the 
various  threats.  There  are  hackers  out  there  who  have  been  put  into  jail  and 
are  back  now  as  ctmsullanis  lo  industry  and  lo  individuals.  I^curiiy  is  a  real 
issue  in  information  systems.  All  I’m  saying,  as  a  closing  remark,  is  that  it 
will  he  the  major  debate  in  government;  we  can  fu  most  of  it  with  technol¬ 
ogy.  but  I’m  not  sure  we  want  to  do  that  because  we  might  end  up  denying 
information  to  people  who  do  need  it.  It’s  a  national  issue  that  we  have 
before  us.  and  it  won’t  be  resolved  in  an  hour’s  discussion.  (149) 


26.  B.R.  IN.MAN.  ’’Tech-  hetHtvnt  and  Chwf  [xiftuUve  Officer. 
nological  Innovation  and  Mirtuehciiunia  and  Compuier 

the  Cost  1.1  Change"  J»hnofu,iy  Cmpor,tn>n 

(1986.  pp. 

(W)hai  has  surprised  me  more  than  an)ihing  else  about  the  pcrformaiKe  of 
industry  as  compared  to  government  in  this  broad  area  v^e’re  discussing — 
the  ability  lo  gather  knowledge  or  intelligeiKe  on  the  outside  world  and  then 
integrate  it  into  a  decision-making  privess— is  how  poorly  that  is  done.  I 
had  always  held  the  view,  from  my  3t  years  of  govemineni  service,  that 
industry  must  be  far  nnire  etTeclive.  far  more  efftcienl  than  government.  I’m 
sure  that  there  are  many  cases  where  that  is  true,  but  I  haven't  been  exposed 
lo  a  large  number  of  them  in  the  pa:4  four  years.  (1 52) 
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27.  Gregory  D.  Foster, 
"The  National  Defense 
University's  Command 
and  Control  Program" 
(1987,  pp.  1-22) 


Senior  Fellow,  Institute  of  Netionel 
Strategic  5rud/es,  National  Defense 
University  (NDU):  former  Director. 
NDU  Command  and  Control 
Research  Program 


When  I  was  a  consultant  several  years  back,  1  worked  on  a  study  for  the 
intelligence  community  staff.  We  did  an  input/output  analysis  in  which  we 
attempted  to  assess  iIk  jivoducti  'ity  of  the  various  elements  of  the  inteN 
ligence  community,  relative  to  established  intelligence  requirements.  We 
quickly  learned  that  day-to-day  intelligence  collection  and  analysis  deals 
with  the  real  world,  with  real-time  things.  Annual  intelligence 
requirements— once  upon  a  time  called  Key  Intelligence  (^estions;  they're 
called  something  else  now — lag  well  behind  the  dynamics  of  the  real-world 
intelligence  process.  In  fact,  they  have  very  little  impact  on  actual  collection 
and  analysis —  1  agree  that  there  is  a  critical  need  for  intelligence- 
command  feedback.  The  difficulty  is  creating  an  environment  in  which  such 
feedback  works  effectively  because,  typically,  at  the  risk  of  over¬ 
generalizing.  policymakers  don't  know  how  to  ask  the  right  questions.  (3) 


28.  Robert  L.  DeGross,  Provost.  Offense  Intelligence  College 
"Teaching  Intelligence" 

(1987.  pp.  41-59) 


The  demands  cn  an  intelligence  person  arc  to  understand  the  political  system 
that  he  works  with  and  the  need  for  information,  to  collect  infonnation,  to 
analyze  that  infonnation,  to  get  some  sort  of  (miduct  which  is  readable  by  a 
decision  maker,  and  then  to  disseminate  that  information _ The  intel¬ 

ligence  cycle  is  the  collection,  production,  and  dissemination  of 
information. 


. . .  Military  attaches  arc  collectors  of  military  information.  They  arc  legal 
representatives  of  this  country  in  foreign  countries  who  are  there  to  collect 
information.  This  is  a  recognized  diplomatic  activity. 


lOtTTINGkKi  . . .  Let's  lake  for  granted  that  for  purposes  of  this  discus¬ 
sion  we're  not  dealing  with  cHiveil  operations,  but  with  the  analytical  infor¬ 
mation  acquisition.  Is  that  what  your  intention  was? 
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[DeGROSS]  In  fact,  one  of  the  great  disagreements  within  the 
community — I  guess  those  people  who  are  intelligence  profession's — is 
whether  covert  action  is  actually  part  of  intelligence.  There  are  those  people 
who  say  that  covert  actions  are  implementation  of  policy  decisions  and, 
therefore,  while  they  are  done  sometimes  by  intelligence  agencies,  they  in 
fact  are  not  part  of  the  intelligence  jmxess. 


. . .  |W)e're  desperately  concerned  about  the  status  of  languages,  primarily 
Third  World.  The  government  cannot  and  should  not  maintain  enough 
resources  to  provide  everyone  with  language  capability,  and  yet  we  know 
we're  going  to  need  it.  We  see  the  reservoir  of  language  capability  drying  up 
on  the  outside,  especially  during  the  1970k  and  1980s.  because  of  lack  of 
funding.  Language  departments  are  closing. 


The  Secretary  of  Defense  has  exfMtssed  active  concern  about  language  train¬ 
ing  for  two  or  three  budget  years  in  a  row.  The  President's  budget  has 
zeroed  out  funding  for  the  Department  of  Education  for  foreign  language 
and  area  study  centen.  and  each  year  the  Secretary  of  Defense  sends  out  a 
letter  saying  this  is  in  the  national  security  interest,  please  restore  the  fund¬ 
ing.  That  letter  makes  its  way  to  Congress,  and  Congress  restores  the 
money.  To  a  certain  extent  it's  a  game  that's  being  played,  nevertheless,  the 
Department  of  Defense  does  recognize  that  language  capability  is  an 
intelligence-related  .skill.  That's  the  phrase  that's  u.sed. 


Now.  however,  that's  one  level.  The  other  level  is:  Can  we  really  alTord  to 
maintain  the  language  capabilities,  develop  and  maintain  them?  How  much 
is  available  in  translation?  Given  the  n;Mure  of  the  military,  the  mtation  of 
assignments,  even  the  foreign  area  office  have  difficulty  maintaining  lan¬ 
guage  and  the  fact  that  many  of  the  foreign  area  officers  were  going  into 
positions  where  in  fac'l  they  didn't  even  use  the  language  and  they  lose  it. 
Maybe  Harvard  might  be  one  of  those  assignnKnts. 


ft  is  very  costly,  obviously,  to  develop  and  maintain  a  language,  ft's  some¬ 
thing  that  everyiMHr  at  the  top  gives  a  great  deal  of  lip  service  to.  about  the 
need  to  have  it.  Whether  it's  actually  doable  and  alTordahle.  I'm  not  sure. 
One  of  the  more  promising  things  that  has  cxhik  out.  though,  is  that  some¬ 
one  using  their  head  figured  out  that  if  the  military  can't  maintain  a  language 
capability,  the  reserves  can  maintain  a  language  capability.  There  are  several 
language  reserve  battalions  which  have  been  established  in  the  United 
States,  so  that  if.  in  a  time  of  emergency,  like  an  emergency  in  the  Philip¬ 
pines.  we  find  out  that  there  are  no  fagalog  speakers,  the  reserves  are  used. 
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. . .  There  is.  I  think,  an  obvious  recognition  and  an  obvious  commitment 
that  an  attache  who  goes  to  a  country  has  to  have  the  language.  If  that  is  an 
intelligence  function  then  I  think  that's  understood.  I  think  there's  a  genuine 
recognition  that  an  analyst  who  has  a  language  capability  for  the  country 
he's  dealing  with  is  probably  a  better  analyst,  because  he  understands  the 
cultural  milieu  and  is  able  to  read  journals  and  pick  up  the  nuances.  Whether 
that  is  attainable,  maintainable  and  cost  effective  in  the  government  today  is 
debatable.  Obviously,  it's  critical  for  a  National  Security  Agency  to  have  the 
language  capabilities. 


Language  therefore  is  very  important.  It's  one  |issue|  which  I  and  many 
other  people  spend  a  lot  of  time  thinking  about,  because  we're  concerned 
about  the  future.  But  intelligence  managers,  managers  of  analysts,  tend  to 
think  about  their  daily  problems,  not  ab^t  their  future  problems,  and  they 
don't  want  to  build,  necessarily,  a  capability  that  they  might  need  for  5.  or 
10.  or  15  years  from  now.  To  tell  people  that  they  really  ought  to  have  one 
Swahili  speaker  is  very  hard  when  they  know  their  budget  comes  for  certain 
types  of  intelligence.  They  know  that  rheir  immediate  problems  are  this  and 
that,  and  it's  very  difficult  to  get  them  to  send  someone  out  for  a  long-term 
study  of  Swahili  or  some  other  language. 


. . .  The  opportunity  that  faces  defense  intelligence  is  the  new  missions  that 
are  coming.  The  role  that  defense  intelligence  is  going  to  play  in  arms  nego¬ 
tiations.  When  Mr.  Gorbachev  decides,  for  example,  that  he  is  going  to 
offer  to  bargain  on  weapons  in  Europe,  the  questions  that  get  asked  are: 
"What  are  the  weapons?  Mow  many?  What  does  that  mean  to  us?"  That  can 
nrean  collection.  It's  an  analysis  of  their  capabilities,  our  capabilities,  and 
then  help  during  negotiations.  I  think  one  of  the  things  we  see  is  that  intel¬ 
ligence  is  taking  a  front  line  in  terms  of  arms  negotiations.  That's  something 
that's  new.  It's  not  new  that  we're  having  arms  negotiatums.  but  the  direct 
involvement  of  intelligence  in  this  pnicess  is  new.  Verification  is  going  to 
be  one  of  the  issues:  Who  is  verifying  intelligence? 


. . .  Second.  I  guess  the  role  for  defense  intelligence  that's  relatively  new  is 
terrorism — combating  terrorism.  It’s  very  hard  because  you  don't  have  a 
defined  enemy.  You  have  an  enemy  but  yiHi're  not  sure  who  they  are.  They 
don't  always  wear  uniforms.  When  you  find  out  about  them,  they're  proba* 
bly  so  far  down  the  line  that  it's  the  tmes  you  don't  kiH>w  about,  the  small 
groups  tliat  have  splintered  from  a  larger  group,  that  very  often  can  be  men¬ 
acing.  It's  a  new  type  of  enemy  with  a  new  type  of  threat.  We're  trying  to 
figure  out  how  to  prepare  people  to  deal  with  counter-terrorism  analysis. 


364  l>eCross,  ISh? 


The  third,  which  I  mentioned  earlier,  is  narcotics.  Those  three  are  kind  of 
new  challenges  to  prepare  people  for.  For  example,  with  the  counter* 
narcotics,  that  is  not  necessarily  a  military  intelligence  function,  but  military 
intelligence  may  provide  some  sort  of  supporting  mechanism.  We  certainly 
are  providing  some  training  right  now,  and  that  training  is  something  which 
has  been  defined  as  doable  by  the  Oepartment  of  Defense.  The  great  diffi¬ 
culty.  as  1  see  it.  is  the  problem  of  evidence.  Within  the  narcotics  field  indi¬ 
viduals  have  to  be  brought  into  a  coun  of  law  and  then  there  is  the  whole 
avenue  of  where  you  found  out  your  information,  and  that  gets  into  the 
whole  issue  of  sources  and  methods.  There  are  some  problems  which  have 
not  yet  been  worked  out  legally,  but  yet  we  can  provide  analytical  training 
which  will  be  very  helpful.  (42.  43,  46-47.  55.  56) 
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Dr.  Archie  D.  Barrett  was  a  member  of  the  professional  staff.  House 
Armed  Services  Committee  at  the  lime  of  his  presentations  in  198S  and 
1987.  A  retired  Air  Force  officer,  he  has  extensive  experience  in  NATO 
general  defense,  nuclear  and  logistics  plans  and  policies;  Air  Staff  long- 
range  planning,  concept.^,  and  doctrine  development;  and  tactical  and  strate¬ 
gic  flight  operations.  Dr.  Barrett's  book.  Reappraising  Defense  Organiza¬ 
tion,  was  published  in  1983  by  \hc  National  Defense  University  Press. 


Dr.  Richard  S.  Beal  was  Special  Assistant  to  the  President  for  National 
Security  Affairs  and  Senior  Director  fw  Crisis  Management  Systems  and 
Planning  at  the  time  of  his  presentation.  Prior  to  Joining  the  White  House 
staff,  he  was  an  Associate  f^fessor  of  international  Relaticms  and  Political 
Science  at  Brigham  Young  University.  Dr.  Beal  had  extensive  research  and 
teaching  experience  in  Southeast  Asia,  the  Far  Bast,  and  Burope  and  contrib¬ 
uted  widely  to  general,  scholarly,  and  govemnKntal  publications.  He  died  in 
1984. 


Mr.  Stuart  Branch  had  recently  completed  his  service  as  Assistant  Secretary 
for  Communications  in  the  Department  of  State  at  the  time  of  his  presenta¬ 
tion.  in  his  career  with  the  departnicni.  Mr.  Branch  served  as  Chief  of  the 
Communications  Facilities  Staff.  African  (^rations  Officer.  Communica¬ 
tions  Officer  for  the  American  emha.ssics  in  Saigon  and  Mexico  City.  Chief 
of  the  Communications  Center  Division,  and  Bxecutive  Officer  for  the 
Office  of  Communications. 


Mr.  Leo  Cherne  wa.s  Vice  Chairman  of  the  President's  Foreign  intelligence 
Advisttry  Board.  Bxecutive  Director  of  the  Research  Institute  of  Anterica. 
aiKl  Chairman  of  the  lawyers  Cooperative  Publishing  Company  at  the  time 
of  his  presentation.  A  recipient  of  the  Presidential  Medal  of  Freedom  in 
1983.  Mr.  Cherne  has  also  been  awanJed  the  Legion  of  Honor  by  France 
and  the  CiHnnuiKler's  Cri>ss  of  the  Order  of  Merit  by  the  Federal  Republic 
of  Germany. 
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Mr.  William  E.  Colby  was  Counsel  with  Reid  &  Priest  at  the  time  of  his 
presentation.  Earlier,  he  served  as  Director  of  Central  Intelligence  under 
Presidents  Nixon  and  Ford. 


Dr.  Robert  Conley  was  Presitlent,  Conley  &  Associates,  Inc.,  a  consulting 
service,  at  the  time  of  his  presentation.  He  had  served  previously  as  Deputy 
Assistant  Secretary  for  Advanced  Technology  and  Analysis  and  Acting 
Assistant  Secretary  for  Electronic  Systems  and  Information  Technology. 
Department  of  the  Treasury.  Prior  to  then,  he  was  the  Navy's  Chief  Scientist 
for  Command  and  Control  Programs,  service  which  followed  18  years  in 
various  assignments  with  the  National  Security  Agency. 


Lieutenant  General  John  H.  Cttthman,  US  Army  (Ret.),  was  a  management 
consultant  at  the  time  of  his  presentation.  During  his  military  career,  Gen> 
eral  Cushman  served  as  a  commarKler  and  staff  officer,  culminating  in  major 
commands  in  Vietnam  and  Korea,  as  well  as  stateside  command  of  the 
Army's  Combined  Arms  Center  arwi  a  tour  as  Commandant.  Command  and 
General  Staff  College.  His  book.  Commatui  etui  Conirot  of  Theater  Forces: 
Adequacy,  was  published  by  AFCEA  International  Press  in  1985. 

Mr.  Harold  Daniels  was  Deputy  Director  for  Information  Security  of  the 
National  Security  Agency  (NSA)  at  the  time  of  his  presentation.  He  entered 
cryptologic  service  in  1954  as  a  Navy  communications  technician  serving  at 
NSA  and  joined  the  NSA  staff  in  1957.  During  his  career  he  has  held  senior 
management  positions  in  both  SIGINT  and  COMSEC  disciplines,  including 
assignments  as  Director  of  Civilian  l^rsonnel.  and  Chief.  Asia  and  Pacific 
Aiulysis  Group. 

Dr.  Robert  L.  DeCross  was  Provost  of  the  Defense  Intelligence  College  at 
the  time  of  his  presentation.  He  has  served  on  the  Advisory  Board  to  the 
Depanmcni  of  location  on  International  Education  and  on  the  DoD  Uni¬ 
versity  Forum  on  Languages  and  Area  Studies.  He  has  also  held  academic 
appointments  in  history  at  the  University  of  Maryland  and  at  Miami  Univer¬ 
sity.  He  has  published  on  the  military-academic  relationship  and  on  the  rela¬ 
tionships  between  education  and  work.  He  has  traveled  and  lectured 
extensively  both  ki  the  United  States  and  abroad. 

Dr.  Richard  D.  DcLaurr  was  Under  Secretary  of  Defense  for  Research  and 
Engineering  and.  later.  Presklcni.  Orion  Group  Limited,  a  consulting  firm, 
at  the  tifiK  of  his  presentations  in  1981,  1982,  and  1985.  Previously,  at 
TRW  Inc..  Dr.  DeLauer  was  responsible  for  System  and  Energy  activities. 
He  was  also  director  of  the  Ballistic  Missile  Program  Management  and 
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director  of  the  Titan  ICBM  development  i»t)gram  at  TRW.  Dr.  DeLauer  is  a 
member  of  several  technical  societies  and  co-author  of  two  books  on  nuclear 
rocketry. 

Captain  Fred  R.  Dcmcch,  Jr.,  a  career  cryptologist  with  the  US  Navy,  was 
assigned  to  the  National  War  College  at  the  time  of  his  presentation.  During 
his  career,  he  has  held  such  varied  positions  as  Special  Assistant  and  Per¬ 
sonal  Aide  to  the  Director  for  Command  Support  Programs  on  the  staff  of 
the  Chief  of  Naval  Operations;  Executive  Officer  of  the  Naval  Security 
Group  Activity  in  Winter  Harbor,  Maine;  Executive  Assistant  for  two  con¬ 
secutive  directors  of  the  National  Security  Agency;  and  Deputy  Comptroller 
for  the  Naval  Security  Group  Command  and  the  Cryptologic  Officer  Detail 
at  the  Naval  Military  Personnel  Command.  He  also  served  as  Deputy  Execu¬ 
tive  Director  and  then  Executive  Director  of  the  President's  Foreign  Intel¬ 
ligence  Advisory  Board  from  1981  to  1984.  and  later  as  Commanding 
Officer  of  the  US  Naval  Security  Group  Activity  in  Edzell,  Scotland. 

Lieutenant  General  Hillman  Dkklnson.  US  Anny,  was  Director  for  Com¬ 
mand,  Control,  and  Communications  Systems,  Joint  Chiefs  of  Staff  at  the 
time  of  his  presentation.  He  saw  service  as  a  commander  in  Vietnam,  but 
the  backbone  of  his  career  has  been  technology:  nuclear  test  detection  sen¬ 
sors,  combat  support  systems,  target  acquisition  intelligence,  and  electronic 
warfare.  He  was  the  first  commander  of  the  Army’s  C  Research.  Develop¬ 
ment.  and  Acquisition  Command. 

Dr.  Gerald  P.  Dinneen  was  Corporal  Vice  President.  Science  and  Technol¬ 
ogy  for  Honeywell.  Inc.  at  the  time  of  his  presentation.  He  was  Assistant 
Secretary  of  Defense  for  Communications.  Command  and  Control,  and 
Intelligence  during  the  Carter  Administration.  His  background  lies  in  MIT’s 
influential  Lincoln  Laboratory,  one  of  whose  printe  c'ontributions  to  modem 
technology  was  the  pioneering  Whirlwind  computer*  Lincoln  was  also  the 
birthplace  of  the  longdived  SAGE  air  defense  system. 

General  Richard  H.  Ellb.  US  Air  Force  (Ret.),  had  recently  retired  from  his 
position  us  Commander  in  Chief.  Strategic  Air  Command  when  he  gave  his 
presentation.  General  Ellis  began  his  career  as  an  aviation  cadet  in  World 
War  I),  rising  to  Deputy  Chief  of  Staff.  Far  East  Air  Fimxs  before  the  war’s 
end.  He  was  Vice  Commander  in  Chief.  USAFE  and  commanded  the  6th 
Allied  Tactical  Air  Force.  Allied  Air  Forces  in  Southern  Europe,  the  16th 
Air  Force  in  Spain.  Allied  Air  Forces  Central  Europe,  and  finally  USAFE 
itself,  lie  directed  the  Joint  Strategic  Connectivity  Staff  at  Offutt  Air  Force 
Base  from  its  founding  in  summer  1980  until  his  irtirement  and  directed  the 
Joint  Strategic  Targeting  Planning  Staff,  also  at  Offutt. 
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Lieutenant  General  Lincoln  D.  Faurer,  US  Air  Force  (Ret.),  is  a  former 
Director  of  the  National  Security  Agency,  and  Chief.  Central  Security  Serv¬ 
ice.  Fort  Meade.  Maryland.  General  Faurer's  extensive  military  career 
included  service  us  Deputy  Chairm^  of  the  NATO  Military  Committee  in 
Brussels.  Belgium  and  Director.  J-2.  for  the  US  European  Command  in 
Vaihingen.  Germany.  He  has  woiied  several  times  for  the  Defense  Intel¬ 
ligence  Agency,  most  recently  as  Vice  Director  for  Production.  General 
Faurer  is  also  the  recipient  of  numerous  decorations  and  awards,  including 
the  Distinguished  Service  Medal,  the  Defense  Superior  Sersice  Medal  with 
one  oak  leaf  cluster,  and  the  National  Intelligence  Medal  of  Achievement. 

Dr.  Greg  Foster,  a  former  Army  officer,  was  a  Senior  Fellow  with  the 
Institute  for  National  Strategic  Studies.  National  Defense  University  at  the 
lime  of  his  presentation.  As  first  dirccUM’  of  the  university's  Command  and 
Control  Keseaa'h  Program,  he  sought,  through  a  variety  of  rescaa'h.  pub¬ 
lishing.  and  educational  initiatives,  to  ftKUs  the  attention  of  the  national 
security  community  on  a  reconcepluali/ation  of  command  and  contail.  Dr. 
Foster  previously  served  as  Director  of  Research  and  Manager  of  Wash¬ 
ington  Operations  for  the  Foreign  I^>licy  Reseaa’h  Institute,  and  before  that 
as  Director  of  the  Center  for  Security  and  Policy  Studies.  Science  Applica¬ 
tions.  Inc.  He  is  co-author,  with  Adam  Yarmolinsky.  of  FuniJoxts  of 
Fo»rr:  Tht  Atilihiry  t^siuhtishmrnt  in  iht  tliiihiit’s:  his  most  recent  Inwk. 
The  Sirotexii'  t  'imei.sion  of  Military  Manfnwer.  co-ediled  with  Alan  Ned 
.Sahrosky  and  Wiliam  J.  Taylor,  Jr.,  was  published  in  I9K7. 


Mr.  John  (irlmes  was  Director  of  National  Security  Telecommunications 
and  Director  of  Defense  Programs  (C'l  fi>r  the  National  Security  Council  at 
the  linse  of  his  presentation.  In  previous  assignments,  he  sersed  as  Deputy 
Manager  of  the  National  CtNoniunicotions  System,  from  1981  ii>  1984.  and 
as  Assistant  Deputy  Chief  of  Staff  for  Opcratii>ns  and  Plans.  US  Army  Com¬ 
munications  CiHnmand.  from  197.^  to  1981.  Earlier,  he  was  Deputy  Direc¬ 
tor.  Communications  Flngineering  Directorate,  and  Chief  of  the  Coninund 
and  Control  Division  of  the  lest  and  Evaluatiim  Directorate.  US  Army 
CiHiimunications-Electronics  Fjigincering  Installation  Agency 


General  Ri»beft  T.  Ilerrvs,  US  Air  hm:e,  the  tlrsl  Vice  Commander  of  the 
Joint  Chiefs  i>f  Staff,  was  Commander  in  Chief  of  the  North  American  Aero¬ 
space  Defense  ComnuiHl  tCINCNC^AD)  at  the  tinre  of  his  presentations. 
As  CTNCNORAD.  he  also  served  as  first  Cmiimaitder  in  Chief  of  the  unified 
US  .Space  CiMimiand.  Coninunder  in  Chief  of  the  Acrmpace  Defense  Cchii- 
niand.  and  CiHiimander  of  the  Air  Force  Space  Conimand.  Prior  to  that  he 
was  Directitf  for  Command.  Control,  and  Coniniunicatiims  Systems  in  the 
OlTtce  of  the  Ji>int  Chiefs  of  Staff.  General  llerres  has  alsti  commanded  the 
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Air  Force  Communications  Command.  Eighth  Air  Force,  and  served  as 
Chief  of  the  Flight  Crew  Division  with  the  Manned  Orbiting  Laboratory  Pro* 
gram.  He  has  held  numerous  other  posts  in  the  fields  of  intelligence,  com¬ 
munications.  and  systems  development  and  acquisition. 

Rear  Admiral  Robert  P.  Hilton*  US  Navy  (Ret.),  was  President.  Hilton 
Associates,  a  consulting  firm,  at  the  lime  of  his  presentation.  He  has  been  a 
consultant  to  the  International  Planning  and  Analysis  Center.  Inc.,  the  Cen¬ 
ter  for  Naval  Warfare  Studies,  the  US  Naval  War  College,  and  the  Institute 
for  Defense  Analyses.  Before  his  retirement  from  the  Navy.  Rear  Admiral 
Hilton  served  as  Vice  Director  for  Operations,  Joint  Chiefs  of  Staff,  and  was 
responsible  for  supervision  of  the  National  Military  Command  Center  and 
Special  Operations  Forces.  He  also  served  as  Deputy  Director.  Plans  and 
Policy.  Joint  Chiefs  of  Staff,  and  as  Deputy  Assistant  Chief  of  Staff.  Plans 
and  ^licy  for  SHAPE.  Mons.  Belgium. 

Professor  Samuel  P.  Htmtlnglon  was  Directiv  of  the  Center  for  Interna¬ 
tional  Affairs  at  Harvard  University  and  Eaton  Professor  of  the  Science  of 
Government  at  the  time  of  his  presentation.  One  of  the  founders  of  the  quar¬ 
terly  journal  Foreign  Po/iVy.  he  was  its  c'u-editor  for  seven  years.  Mr.  Hunt¬ 
ington  served  as  Cixmlinator  of  Security  Planning  for  the  National  Security 
Council,  the  Policy  Planning  Council  of  the  Department  of  State,  the  OfOce 
of  the  Secretary  of  Defense,  the  Institute  for  Defense  Analyses,  the  US  Air 
Foae.  and  the  US  Navy.  He  is  the  autbitr  of  numerous  scholarly  articles  and 
coauthor  of  several  biHiks.  including  Living  With  Suvlear  Weoptms,  puh- 
lished  by  Harvard  University  Press  in 

Admiral  Bobby  R.  Inman,  US  Navy  tRel.)  made  three  presentations 
between  I9KU  anJ  I9K6.  In  IVltl,  he  became  the  first  Naval  Iniclligence 
Specialist  to  attain  four-star  rank  he  was  promoted  to  Admiral  coinci¬ 
dent  with  his  appointment  as  Deputy  Director  of  Central  Intelligence.  From 
1977  to  I9KI.  he  directed  the  National  Security  Agency,  following  two 
>'ears  as  Director  of  Naval  Intelligence.  He  was  appointed  President  and 
C*htef  Executive  Offic'er  of  Micrueiccmtnics  and  Ctmiputer  Technology  Cor- 
poratiim  in  I9K.V  His  volunteer  activities  include  serving  as  a  director  of 
The  Atlantic  Council,  the  Council  on  Foreign  Relations,  and  the  Rickover 
Foundation:  a  trustee  of  the  Brookings  Institution  and  Southwestern  Univer¬ 
sity;  and  a  member  of  the  National  Academy  of  Public  Administration.  The 
Tribteral  Commission,  and  the  Defense  Science  Board. 

Mr.  Dimald  C.  larthm  was  Assistant  Secretary  of  Defense.  Cl.  at  the  time 
of  his  presentation.  He  also  served  as  Deputy  Under  Secretary  of  Defense. 
Cl.  in  the  Office  of  the  Under  Secretary  of  Defense  for  Research  and 
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Engineering.  Previously,  he  was  Division  Vice  President.  Engineering,  at 
RCA  Government  Systems  Division,  where  he  reviewed  and  eoordinated 
engineering  aetiviiies  in  various  tactical,  strategic,  and  space  systems  for  the 
military.  NASA,  and  other  government  agencies.  Mr.  Latham  is  also  the 
author  of  two  books  and  numerous  technical  papers,  and  a  contributor  to 
many  DoD  engineering  studies  and  proposals. 


Mr.  Richard  Levine  was  Editorial  Director.  Data  Base  Publishing.  Dow 
Jones  &  Company,  at  the  time  of  his  presentation.  In  that  capacity,  he  was 
responsible  for  the  editorial  output  of  Dow  Jones's  Interactive  Information 
Services  Division,  which  produces  Dow  Jones  News/Retrieval,  a  videotex 
service,  and  DowPhone.  a  audiotex  service.  Before  moving  into  electronic 
publishing.  Mr.  Levine  spent  more  than  14  years  with  The  Wait  Street  Jour¬ 
nal,  serving  as  a  general  assignment  reporter,  labor  editor,  military  corre¬ 
spondent.  and  chief  economic  writer  and  front-page  columnist. 


Mr.  James  R.  Lochcr.  Ill  was  a  member  of  the  professional  staff  and  senior 
staffer  for  the  Subcommittee  on  Projection  Forces  and  Regional  Defense. 
Senate  CcMnmittee  on  Armed  Services  at  the  time  of  his  presentation.  From 
198S  to  I9K6.  he  directed  the  bipartisan  staff  effort  that  resulted  in  the  GokJ- 
water-Nichols  DoD  Reorganixatioo  Act  of  I9K6  and  was  the  principal  author 
of  the  study  Defense  Oritaniuition:  The  Need  for  Change.  Previously,  he 
was  the  .Senior  Committee  Adviser  on  International  Security  Affairs,  respon¬ 
sible  for  foa’c  projection  programs,  including  airlift,  sealift,  amphibious 
warfare,  and  rapidly  deployable  forces.  In  aiMitiun.  he  has  held  several  posi¬ 
tions  in  the  Office  of  the  Assistant  Secretary  of  Defense  for  Progran)  Anal¬ 
ysis  and  Evaluation  and  served  us  Executive  Secretary  of  the  While  House 
Working  GrtMip  on  Maritime  Policy.  Executive  Office  of  the  Prestdenl.  an 
effort  that  resulted  in  the  Merchant  Marine  Act  of  1970. 


l>r  Mark  l^mtluil  was  Acting  Director  of  the  Office  of  Strategic  Forces 
Analysis.  Bureau  of  Intelligence  aikl  Research.  Department  of  Slate  at  the 
lime  of  his  preseniaiiim.  In  that  capac’iiy.  he  was  responsible  for  intelligerKC 
and  analysis  of  issues  pertaining  to  nuclear  anus  and  Soviet  activities, 
providing  overall  intelligence  support  to  US  amis  control  negotiators,  aikl 
designing  new  products  for  use  by  policy  makers.  In  a  prevunis  assignment, 
he  was  a  specialist  in  national  defense  for  the  Library  of  Congress's  Con- 
gressumal  Reseaah  Service,  heading  the  Europe.  Middle  East,  and  Africa 
Scclion.  Prior  to  that,  he  was  a  Foreign  Affairs  OlHcer  in  the  State  Depart- 
mem’s  Ofitce  of  Policy  Analysis.  Bureau  «tf  PolitiavMiliiary  AlYairs.  and 
was  a  member  «tt  the  Consolidated  Verification  Group.  He  is  the  author  of 
U.S.  intelligeni  e:  Cxtduliim  and  Anatomy  ( I9g4l.  and  of  many  articles  and 
congressional  studies  on  intelligence-related  issues. 
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General  Robert  T.  Marsh*  US  Air  Force,  was  Commander,  Air  Force  Sys* 
terns  Command  (AFSC)  at  the  time  of  his  presentation.  His  portfolio 
includes  involvement  with  ballistic  missile  development  and  command  of 
the  Projects  Division  in  the  Directorate  of  Space  in  the  Pentagon  before  he 
returned  to  the  AFSC  as  Deputy  Chief  of  Staff  for  Development  Plans.  He 
commanded  the  Electronic  Systems  Division  for  nearly  four  years  before 
being  appointed  Commander.  A^C  in  1981 . 

Mr.  Rodney  B.  MeDanlel  was  Executive  .Secretary  of  the  National  Security 
Council  (NSC)  at  the  time  of  his  presenwion.  As  the  administrative  head  of 
the  NSC  staff,  he  was  responsible  for  the  day-to-day  functions  of  the  inter¬ 
agency  NSC  process  and  providing  direct  support  to  the  President  and  the 
National  Secuiity  Advisor.  He  joined  the  NSC  in  1985  as  Special  Assistant 
to  the  President,  becoming  the  Senior  Director  of  the  Crisis  Management 
Center,  where  he  developed  crisis  procedures,  systems  to  support  decision¬ 
making.  and  emergency  preparedness  plans.  While  in  the  US  Navy.  Mr. 
McDaniel  helped  draft  the  Defense  Guidance  document  that  laid  out  the 
basic  strategy  for  program  planning,  led  a  National  Security  Council- 
directed  .study  of  Navy  force  requircmails.  and  commanded  a  guided  missile 
cruiser.  He  also  served  as  (Thief  of  Staff  to  the  Commander  of  the  Seventh 
Fleet,  with  responsibility  for  day-to-day  operational  direction  of  all  Navy 
and  Marine  Corps  forces  in  the  Western  Pacific  and  Indian  Ocean,  and  as 
Deputy  Commander/Comptroller  of  (he  Navy's  Shipbuilding  Command. 


Lieutenant  General  Clarence  E.  MeKnlght,  US  Army,  was  Director  for 
Command.  Control,  and  Communications  Systems.  Organization  of  the 
Joint  Chiefs  of  Staff  at  (he  time  of  hi*>  presentation.  Prior  to  (hat  assignment, 
he  was  Commanding  General.  US  Army  Communications  Command,  a 
global  responsibility  covering  t.-U)0  installations  with  a  total  of  .^.^.1)00  per¬ 
sonnel  in  14  countries.  He  also  served  as  (he  Commandant  of  (he  Signal 
SchiHtl.  the  largest  technical  (raining  center  in  the  .Army.  His  Army  career 
has  included  assignments  in  the  tactical,  strategic,  systems  engineering,  and 
research  and  development  areas. 


Mr.  David  MeMtinb  was  the  National  Intelligence  Officer  for  Warning  and 
Director  of  (he  National  Warning  Staff  at  (he  time  of  his  presentation.  He 
was  also  president-elect  of  the  National  Security  Agency's  Computer  and 
Information  Sciences  Institute.  Previously,  he  had  been  Ctiief  of  the  Policy 
and  .Management  Staff  at  (he  TelecommunicatiiHis  and  Computer  Sers  ices 
Directorate  where  he  was  lesponsihle  for  liaison  and  support  to  both  (he 
House  and  Senate  Intelligence  comniiltixs  and  the  Executive  Office  of  (he 
President.  Prior  to  ihat,  Mr.  McManis  worked  for  (he  National  Securit) 
Agency  which  he  joined  originalty  as  an  Arabic  'Voice  Transcriber.  Eroiii 
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1969  to  1974.  he  was  director  of  the  White  House  Situation  Room  and  a 
member  of  die  senior  stafT  of  the  National  Security  Council,  providing  the 
President  £nd  his  Assistant  for  National  Security  Affairs  with  current  infor¬ 
mation  on  international  events. 


Lieutenant  General  Thomas  H.  McMullen,  US  Air  Force,  was  Deputy 
Commander.  TKtical  Air  Command  at  the  time  of  his  presentation.  He  has 
served  the  Air  Force  in  system  acquisition  and  tactical  aviation — flying 
fighters,  seeing  command  and  control  work  as  a  forward  air  controller  in 
Vietnam.  He  has  been  a  test  pilot,  worked  in  R&D.  been  associated  with 
Gemini.  Apollo,  and  the  B-I  bixnber  and  the  A-IO  attack  aircraft,  and  seen 
systems  from  the  acquisition  side  as  well. 


Mr.  William  G.  MIMer  ivas  Associate  Dean  and  Professor  of  International 
Politics.  Fletcher  School  of  Law  and  Diplomacy.  Tufts  University  at  the 
time  of  his  presentation.  His  career  in  the  Foreign  Service  brought  him  from 
early  experience  as  a  political  offico’  in  Iran  to  service  as  a  presidential 
emissary  under  President  Carter  in  a  1979  mission  that  contributed  to  the 
release  of  the  First  group  of  Iranian  hostages.  Along  the  way.  he  rose  from  a 
StafT  position  in  the  Senate  to  staff  director  of  the  Senate  Special  Committee 
on  National  Emergencies  and  Delegated  Emergency  Powers,  and  then  to 
equivalent  po:  tions  on  two  Senate  select  committees  investigating  the  US 
government's  intelligence  activities.  The  first,  the  Church  Committee,  cre¬ 
ated  the  second,  the  Senate  Select  Committee  on  Intelligence,  in  May  1976. 
and  in  doing  so  brought  about  a  new  era  of  intelligence  oversight  and  a 
rigorous  system  of  accounting  for  all  intelligence  Ktivities. 


General  William  E.  Odom,  US  Army  <Ret.).  was  Military  Assistant  to  the 
Assistant  to  the  President  for  .National  Security  Affairs  at  the  time  of  his 
presentation.  He  subsequently  served  as  Director  of  the  National  Security 
Agency.  He  is  widely  recognized  as  an  authority  on  Soviet  military  strategy. 


Mr.  Liooel  Olmer  was  a  member  Paul.  Weiss.  Riflcind.  Wharton  &  Gar¬ 
rison.  an  imeniattonal  law  firm,  at  the  time  of  his  presentation  in  1986.  He 
had  previously  serve  !  as  Under  Secretary  for  International  Trade.  US 
Department  of  Commerce,  where  he  headed  the  International  Trade  Admin- 
istralioo.  an  orgimizMion  o(  more  than  2.000  persons  locatol  in  48  US  cities 
and  124  posb  overseas.  In  this  position,  he  managed  the  trade  promotion, 
export  control  regulations,  and  ir^  laws  of  the  US  government.  From  1977 
10  1981.  he  was  Director  of  Intematiooal  Programs  for  Motorola.  Incorpo- 
rtted.  where  he  developed  iitttfnatiooal  trade  strategies,  with  emphasis  on 
the  opportunities  creiued  by  the  Multilateral  Trade  Negotiatioo  Agreements. 
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He  also  served  as  Executive  Secretary  of  the  President’s  Foreign  Intelligence 
Advisory  Board,  a  position  he  had  left  just  prior  to  his  1980  presentation. 


Mr.  James  M.  Osborne,  former  Senior  Vice  President,  E-Systems,  Inc., 
was  retired  at  the  time  of  his  presentation.  Ilis  background  incIudesHactical 
development  for  the  US  Army  Signal  Corps  and  19  years  with  RCA,  during 
which  he  rose  to  Vice  President  and  General  Manager  of  the  Government 
Communications  and  Automated  Systems  Division.  His  career  culminated 
with  his  Senior  Vice  Presidency  at  E-Systems,  where  he  served  as  Group 
Executive  for  the  company's  Production  Electronics  Group  and  General 
Manager  of  the  ECl  Division. 

General  Lee  Paschall,  US  Air  Force  (Ret.)  was  a  consultant  at  the  time  of 
his  presentation.  Before  retiring  from  (he  military.  General  Paschall  directed 
both  (he  Defense  Communications  Agency  and  the  National  Communica¬ 
tions  System.  That  mammoth  management  job  gave  him  a  firsthand  basis  for 
judging  how  CM  is  applied  in  daily  reality — political,  operational,  technical, 
human. 


Vice  Admiral  David  C.  Richardson,  US  Navy  (Ret.),  was  a  consultant  at 
the  time  of  his  presentation.  He  spent  his  career  in  the  Navy  in  a  variety  of 
command  and  staff  positions,  including  command  of  the  Sixth  Fleet  in  the 
Mediterranean  and  deputy  command  of  the  Pacific  Fleet.  Since  his  retire¬ 
ment,  he  has  served  on  (he  Defense  Intelligence  Review  Panel,  several 
panels  of  the  Defense  Science  Board,  the  Navy  Space  panel  of  the  National 
Academy  of  Sciences,  and  the  C^I  panel  of  the  Naval  Research  Advisory 
Committee. 

Mr.  Charles  Rose  was  a  US  Representative  (D-NC)  at  the  time  of  his  pres¬ 
entation.  He  served  as  Chairman  of  the  Policy  Group  on  Information  and 
Computers,  was  active  in  computer  and  television  service  to  the  House  as  a 
member  of  the  House  Administration  Committee,  and  was  Chairman  of  the 
Subcommittee  on  Oversight  and  Evaluation  of  the  House  Permanent  Select 
Committee  on  Intelligence. 

Major  General  Robert  A.  Rosenberg,  US  Air  Force,  was  assigned  to  the 
National  Security  Council  at  the  time  of  his  1980  presentation; 'when  he 
made  his  second  presentation,  in  1984,  he  was  Vice  Commander  in  Chief 
for  the  North  American  Aerospace  Defense  Command  (NORAD)  and 
Assistant  Vice  Commander  for  the  US  Air  Force  Space  Command  (SPACE- 
COM).  A  graduate  of  the  US  Naval  Academy  in  Annapolis,  General  Rosen¬ 
berg  holds  a  master’s  degree  in  aerospace  engineering  from  the  Air  Force 
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Institute  of  Technology  and  is  a  graduate  of  the  Industrial  College  of  the 
Armed  Forces.  Washington.  O.C. 

Mr.  Charles  W.  Snodgrass  was  Vice  President.  Financial  Planning  and 
Management,  Electronic  Data  Systems  Corporation  at  the  time  of  his  presen¬ 
tation.  He  is  a  former  Assistant  Secretary  of  the  Air  Force  for  Financial 
Management.  During  his  career  with  the  Federal  government,  he  moved 
from  the  Office  of  Management  and  Budget  through  the  congressional  staff 
to  a  cabinet-level  office,  gaining  a  view  of  the  federal  budgetary  process 
which  is  both  broad  and  deep.  During  that  time  he  was  associated  with  many 
aspects  of  CM  acquisition,  including  a  successful  strategy  tn  protect  Air 
Force  interests  in  defeating  an  automatic  data  processing  hill  in  the  Senate, 
and  development  of  means  of  Congressional  oversight  of  the  US  intelligence 
community  during  his  years  as  a  staff  assi.stant  to  the  House  Ai^ropriations 
Committee's  Defense  Subcommittee. 

Lieutenant  General  James  W.  Stansberry,  US  Air  Force  (Ret.),  had 
recently  retired  from  command  of  the  Air  Force's  Electronic  Systems  Divi¬ 
sion  when  he  gave  his  presentation.  His  military  decorations  and  awards 
include  the  Distinguished  Service  Medal,  the  Legion  of  Merit  with  one  oak 
leaf  cluster,  the  Air  Force  Commendation  Medal,  and  the  Army  Commenda¬ 
tion  Medal.  His  military  career  spanned  nver  thirty  years  during  which  he 
worked  in  such  diverse  fields  as  air  science,  nuclear  safety,  atomic  energy, 
and  defense  procurement.  Among  the  positions  he  held  were  Deputy  Assist¬ 
ant  to  the  S^retary  of  Defense  (Atomic  Energy).  Deputy  Director  of  Pro¬ 
curement  Policy  for  the  Air  Staff  at  the  Pentagon,  and  Deputy  Chief  of  Stall 
for  Contracting  and  Manufacturing,  Air  Force  Systems  Command  at 
Andrews  Air  Force  Base. 

Gef^ral  Richard  G.  StllwcU,  US  Army  (Ret.),  was  Deputy  Under  Secretary 
of  Defense  for  Policy  and,  later.  Chairman  of  the  DoD  Security  Review 
Commission  at  the  tinK  of  his  present,  'ions  in  19X2  and  19X5.  His  military 
career  spai*fMd  39  years  and  14  campaigns  in  three  wars.  He  was  Deputy 
Chief  of  Staff  for  Plans  and  Operations  of  ihe  US  Army,  and  held  numerous 
other  commands  and  posts.  General  Stilwell's  many  awards  include  the 
Oepartmcnt  of  Defense  Distinguished  Service  medal,  the  Army  Dis¬ 
tinguished  Service  Medal  with  three  i>ak  leaf  clusters.  aruJ  the  Purple  Mean. 

Mr.  Raymond  Tate  was  President.  Raynxmd  Tate  Associates  at  the  tiriK  of 
his  presentation.  He  had  previously  served  as  Deputy  Assistant  Secretary  of 
the  Navy  and  Deputy  Director  of  the  NatiiHul  Security  Agency.  His  unique 
background  ranges  from  the  envirorunent  of  the  White  House  basenK*nt  to 
the  outside  world — with  venkal  integration  from  the  national  leadership  to 
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the  ‘‘grunt*’  in  the  Held.  He  has  weathered  a  number  of  national  crises,  has 
had  experience  in  both  command  situations  and  intelligence,  and  thus  offers 
a  valuable  personal  context  on  national  affairs. 


Dr.  W.  Scott  Thompson  was  Director  of  Programs  for  the  American 
Security  Council  Foundation,  President  of  Strategic  Research  Associates  in 
Washington,  D.C.,  and  Consultant  to  die  Department  of  Defense  at  the  time 
of  his  presentation.  He  is  a  member  of  the  permanent  faculty  of  the  Fletcher 
School  of  Law  and  Diplomacy  at  Tufts  University  as  well  as  an  Adjunct 
Professor  at  Georgetown  University.  He  has  been  a  Visiting  Fellow  at  Har¬ 
vard  University’s  Center  for  International  Affairs.  Visiting  Research  Pro¬ 
fessor  at  the  University  of  ti.f  Philippines,  and  Visiting  Research  Professor 
at  Chulalonkom  University,  Bangkok.  His  non-academic  positions  include 
two  years  as  the  presidentially  appointed  Associate  Director  of  the  United 
States  Information  Agency,  a  year  as  Assistant  to  the  Secretary  of  Defense, 
and  two  years  as  Cwisultant  to  the  US  Navy.  He  has  written  or  co-edited  six 
books  on  foreign  relations. 
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Presenters  and  Presentations 

John  F.  Kennedy  School  of  Government 
Seminar:  Command.  Control.  Communications,  and  Intelligence 

Chronological  and  Alphabetical  Listings.  I980>I988 


Chronological  Listing 


1988 

h 

Intelligence  Sources  and  Their  Applications 
Rac  Huffstutler 

Three  Mile  Island:  A  Case  Study  in  CM  for  Crisis  Management 
Richard  L.  Thornburgh 

Special  Operations  and  tow  Intenrity  Conflict:  A  Congressional  Perspective 
James  R.  tocher.  Ill 

Strengthening  the  Chairman  of  the  Joint  Chiefs  of  Suff 
Robert  T.  Henres 

The  Special  Operations  Command;  Structure  aiid  Responsibilities 
Robert  C.  Kingston 

Tailoring  CM  Systems  to  Military  Users 
Jerry  Tuttle 

The  Evolution  of  Special  Operations  Forces 
Earl  Lockwood 

Gening  in  Front  of  CM*  pnbletns 
Frank  J.  Breth 

Puniitg  CM  OeveloproetM  in  a  Strategic  and  Operational  Context 
Ruth  Davis 


1987 

The  National  Defense  University's  Comrrumd  and  Conind  Program 
Greg  Foster 
Coming  of  Age  in  CM 
Michael  J.  Zak 
Teaching  Intelligence 
Robeti  t.  DeGross 
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The  Infcmnation  Management  Marketj^ace 
Eugene  B.  Lotochinski 

Ideology  and  National  Competitiveness 
George  C.  Lodge 

Cl:  A  National  Security  Council  J^pective 
Rodney  B.  McDaniel 

Making  Intelligence  Better 
Fred  R.  Demech.  Jr. 

Defense  Reorganization:  A  View  from  the  Senate 
James  R.  Locber.  lU 

Defense  Reorganization:  A  View  from  the  House 
Archie  D.  Barrett 


1986 

CH  Systems  at  the  Joint  Level 
Oarence  E.  McKnigtaC 

Dau  Security  in  the  InfonMBon  Age 
Robert  Conley 

Intelligence  Techniques  for  the  American  Business  Community 
UonelOlmer 

The  Role  of  the  National  Security  Agency  in  Command.  Control  and 
Cdmmunieations 
Harold  Daniels 

The  Quest  for  "Good”  Intelligence 
Mark  Lowenthal 

Dau  Base  Publishing  for  Business  Intelligence 
Richard  Levine 

Infonntfioo  Tecirntriogies  and  Multinational  Corporations 
John  Grimes 

Technological  Innovaion  and  the  Cost  of  Change 
B.R.  Inman 


1985 

Centralizatioo  of  Authority  in  Def»se  Orgariizattons 
Samuel  P.  Huntington 
The  Role  of  Intelligence  within  C^l 
Lincoln  D.  Faurer 

Structure  and  Mechanisms  for  Command  atvJ  Control 
RichaidG.  Stilwell 

Pt^ics  and  the  Military — The  Climate  for  Reform 
Archie  D.  Barren 
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A  Consuhnt's  View 
RKhard  D.  DeUuer 
A  View  from  Inside  OSD 
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